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Preface
As a cybersecurity trainer, I've realized it's rare to find books that focus on cybersecurity 
operations for students and IT professionals who want to pursue a career in cybersecurity 
operations, incident response, and Blue Teaming strategies. Having the opportunity to 
write this book allowed me to share my knowledge, insights, and wisdom with others 
while helping to fill the gap between the offensive and defensive sides of cybersecurity.

When I gained my Cisco Certified CyberOps Associate certification, I fully understood 
the need and importance of such skills and knowledge for any professional within the 
cybersecurity industry. Therefore, I was inspired to give back to the community to help 
others learn and become better within their profession while improving their skills.

Using experience, research, and discussions with like-minded professionals within the 
industry, I was able to not only create the core content for the certification curriculum but 
also provided a beyond-certification approach through various chapters. This will allow 
you to obtain more in-depth information and strategies on key topics with hands-on labs 
to become an awesome cybersecurity professional.

As you embark on this new journey in the field of cybersecurity, I can definitely say it  
is going to be very exciting and thrilling as you will learn about the core operations  
of a cybersecurity professional.

The Cisco Certified CyberOps Associate certification is designed to provide you with all 
the essential skills and knowledge for the cybersecurity landscape of the world tomorrow. 
The certification is focused on ensuring the learner is well equipped to start a career in 
cybersecurity operations.

Furthermore, you will start by learning the fundamentals of networking and security 
concepts as they are important for cybersecurity professionals to have a solid foundation 
of how network protocols and security technologies function, and the role they play in 
enterprise networks.

You'll then take a deep dive in later sections of this book, which will cover how to  
perform security monitoring. You'll learn how to identify threats and various types  
of cyber-attacks. Then, you'll explore the need to perform both host-based and  
network-based analysis to detect and prevent intrusions on systems and networks.
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Lastly, as an aspiring cybersecurity professional you will also learn about various incident 
response standards, strategies, and procedures that are used to prevent and recover from 
security events and intrusions.

Who this book is for
This book is written for students who are looking to pursue a career in cybersecurity 
operations, threat detection, and analysis, and aim to become part of a Blue Team. 
Additionally, IT professionals who are looking to gain a career boost and acquire new 
skills in security operations, incident response (IR), and security procedures will find  
this book a must-have in their library. Furthermore, enthusiasts and cybersecurity  
trainers who are always looking for great content will discover very informative 
discussions on key topics within the cybersecurity industry.

What this book covers
Chapter 1, Exploring Networking Concepts, covers the fundamentals of network protocol 
suites, and the characteristics and functionality of each layer of TCP/IP. 

Chapter 2, Exploring Network Components and Security Systems, covers the function of 
various networking protocols, and the role and functions of networking and security 
devices.

Chapter 3, Discovering Security Concepts, covers the importance of implementing a 
Defense in Depth approach, explaining key security terminology and access control 
models.

Chapter 4, Understanding Security Principles, covers the functionality of a security 
operations center (SOC), how data visibility is affected by network technologies, and  
how threat actors are able to exfiltrate data using common network protocols.

Chapter 5, Identifying Attack Methods, covers the characteristics of common  
network-based attacks, web application attacks, social engineering attacks, and  
endpoint-based attacks, and explains how threat actors evade threat detection systems.

Chapter 6, Working with Cryptography and PKI, covers the importance of cryptography 
and the characteristics of confidentiality, interiority, origin authentication, 
non-repudiation, and Public Key Infrastructure (PKI).

Chapter 7, Delving into Endpoint Threat Analysis, covers the fundamentals of endpoint 
security and how it protects a system of various security threats, and also covers key 
components of both Windows and Linux operating systems that can help identify 
endpoint-based threats.
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Chapter 8, Interpreting Endpoint Security, covers the filesystem for Windows and Linux 
operating systems, how security professionals are able to determine the vulnerability  
score of a security weakness, and malware analysis.

Chapter 9, Exploring Computer Forensics, covers the fundamentals of computer forensics, 
types of evidence collected during an investigation, and how to compare disk images.

Chapter 10, Performing Intrusion Analysis, covers the operations of various firewall 
technologies. It compares inline traffic interrogation techniques and explains the elements 
of various protocol headers as they relate to an intrusion.

Chapter 11, Security Management Techniques, covers the fundamentals of identifying 
artifact elements and explains the need for various security management techniques  
and practices within an enterprise organization.

Chapter 12, Dealing with Incident Response, covers the importance of incident response 
and handling processes, the characteristics of various security teams, and security 
compliance. 

Chapter 13, Implementing Incident Handling, covers the fundamentals of implementing 
forensics techniques into IR, explains how the Cyber Kill Chain can be used to stop 
a cyber-attack, and explains how the Diamond Model of Intrusion is used to better 
understand how an intrusion occurs.

Chapter 14, Implementing Cisco Security Solutions, covers the fundamentals of 
implementing security solutions such as AAA, zone-based firewall, and an intrusion 
prevention system using Cisco solutions on a network.

Chapter 15, Working with Cisco Security Solutions, covers the fundamentals of 
implementing additional security solutions such as Layer 2 security controls, securing 
networking devices, and configuring a Cisco ASA firewall appliance.

Chapter 16, Real-World Implementation and Best Practices, covers advanced topics on 
implementing various real-world security solutions, such as an open source SIEM, 
performing active scanning of assets, performing breach and attack simulations, and 
deploying a honeypot.

Chapter 17, Mock Exam 1, includes a simple mock test containing questions that will help 
you to prepare for the Cisco Certified CyberOps Associate examination and will help you 
identify any topics you need to spend additional time learning about and practicing.

Chapter 18, Mock Exam 2, includes another mock test containing questions that will help 
you to prepare for the Cisco Certified CyberOps Associate examination.
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To get the most out of this book
All of the labs completed within this book used virtualization technologies to ensure 
the learner can perform these hands-on labs without needing to purchase additional 
equipment. Keep in mind that you are required to have a fundamental knowledge of 
virtualization and its benefits. Furthermore, you are required to know the essentials of 
computer networking, such as IP addressing schemes and how to perform basic network 
troubleshooting.

When running the labs within this book, during some phases you'll notice that the 
installation or the setup process may get stuck. Don't worry, give it some time to complete 
on its own.

If you are using the digital version of this book, we advise you to type the code yourself 
or access the code via the GitHub repository (link available in the next section). Doing 
so will help you avoid any potential errors related to the copying and pasting of code.

After completing this book, using your imagination, attempt to use the knowledge and 
skills you have gained to perform vulnerability assessments and implement security 
technologies on your network. Keep in mind that you should not scan systems or 
networks that you do not own.
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Download the example code files
You can download the example code files for this book from GitHub at https://
github.com/PacktPublishing/Cisco-Certified-CyberOps-Associate-
200-201-Certification-Guide. In case there's an update to the code,  
it will be updated on the existing GitHub repository.

We also have other code bundles from our rich catalog of books and videos available at 
https://github.com/PacktPublishing/. Check them out!

Code in Action
Code in Action videos for this book can be viewed at https://bit.ly/3xrwJTG.

Download the color images
We also provide a PDF file that has color images of the screenshots/diagrams used in this 
book. You can download it here: http://www.packtpub.com/sites/default/
files/downloads/9781800560871_ColorImages.pdf.

Conventions used
There are a number of text conventions used throughout this book.

Code in text: Indicates code words in text, database table names, folder names, 
filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. 
Here is an example: "A subnet such as 255.255.255.0 contains a total of 24 ones,  
so we can represent this subnet mask by simply writing it as /24. "

A block of code is set as follows:

html, body, #map {

 height: 100%; 

 margin: 0;

 padding: 0

}

https://github.com/PacktPublishing/Cisco-Certified-CyberOps-Associate-200-201-Certification-Guide
https://github.com/PacktPublishing/Cisco-Certified-CyberOps-Associate-200-201-Certification-Guide
https://github.com/PacktPublishing/Cisco-Certified-CyberOps-Associate-200-201-Certification-Guide
https://github.com/PacktPublishing/
https://bit.ly/3xrwJTG
http://www.packtpub.com/sites/default/files/downloads/9781800560871_ColorImages.pdf
http://www.packtpub.com/sites/default/files/downloads/9781800560871_ColorImages.pdf
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When we wish to draw your attention to a particular part of a code block, the relevant 
lines or items are set in bold:

[default]

exten => s,1,Dial(Zap/1|30)

exten => s,2,Voicemail(u100)

exten => s,102,Voicemail(b100)

exten => i,1,Voicemail(s0)

Any command-line input or output is written as follows:

$ ping 8.8.8.8 -c 4

$ sudo tcpdump -i eth0 -nn -s0 -v port 443 -w /home/kali/
Desktop/tcpdump_capture.pcap

Bold: Indicates a new term, an important word, or words that you see onscreen.  
For example, words in menus or dialog boxes appear in the text like this. Here is an 
example: "The VirtualBox import wizard will open. Simply click Import to begin 
importing the virtual image into VirtualBox."

Tips or important notes 
Appear like this.

Get in touch
Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book 
title in the subject of your message and email us at customercare@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes 
do happen. If you have found a mistake in this book, we would be grateful if you would 
report this to us. Please visit www.packtpub.com/support/errata, selecting your 
book, clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet, 
we would be grateful if you would provide us with the location address or website name. 
Please contact us at copyright@packt.com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise  
in and you are interested in either writing or contributing to a book, please visit 
authors.packtpub.com.

http://www.packtpub.com/support/errata
http://authors.packtpub.com
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Reviews
Please leave a review. Once you have read and used this book, why not leave a review on 
the site that you purchased it from? Potential readers can then see and use your unbiased 
opinion to make purchase decisions, we at Packt can understand what you think about 
our products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packt.com.

http://packt.com




Section 1:  
Network and 

Security Concepts

This section will be begin by introducing the reader to the fundamentals of security, 
security deployment models, factors, key terminology that is important to a security 
analyst, principles of defense in depth in security, and various access control models.

This section contains the following chapters:

• Chapter 1, Exploring Networking Concepts

• Chapter 2, Exploring Network Components and Security Systems

• Chapter 3, Discovering Security Concepts





1 
Exploring 

Networking 
Concepts

As an up-and-coming cybersecurity professional, it is important to have a solid 
foundation of the understanding of networking concepts such as the types of devices, the 
underlying network layers, and the protocols that help transport messages from a source 
to a destination. Understanding networking concepts helps a security professional to 
better grasp the fundamentals of knowing how threat actors, such as hackers, are able to 
discover security flaws in applications, operating systems, and network protocols. Hackers 
use these vulnerabilities to assist in delivering their malicious payload into their targets. 

Throughout this chapter, you will learn about various networking technologies, protocols, 
and services, and how they all work together to forward your messages, such as data, 
between your device and the destination. As a cybersecurity professional, it is essential 
to fully understand how network devices and protocols function. To put it simply, many 
network protocols were not designed with security in mind, and threat actors usually 
take advantage of the vulnerabilities found within these technologies. Upon completing 
this chapter, you will be able to fully understand the networking aspects of cybersecurity, 
which many professionals struggle to grasp.
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In this chapter, we will cover the following topics:

• The functions of the network layers

• Understanding the purpose of various network protocols

Now that we are aware of the outcomes we are set to achieve, let's dive into the chapter!

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the 
software requirement of having the Wireshark application installed on your computer.  
To obtain a copy of Wireshark, please visit https://www.wireshark.org. 

Link for Code in Action video https://bit.ly/3ntp4jq

The functions of the network layers
Networking plays a vital role in everything we do on a daily basis. Whether your 
organization is using Slack or Microsoft Teams or traditional emails for internal 
communication between employees, your smartphone or computer is connected to  
a network. To fully understand how cyber-attacks and threats are able to infiltrate  
a system or network, you must first understand the fundamentals of networking. 

Hackers are cunning; they are always looking for the easiest way to gain access to a system 
or network. They look for vulnerabilities, which are security weaknesses in a system, 
application, coding, or design, and try to take advantage by exploiting them. You may 
be wondering, what does this have to do with networking? To answer this question in 
a simple sentence, there are many network protocols that were not designed with any 
security in mind, thus allowing hackers to exploit their vulnerabilities. 

To get a better understanding of the bigger picture of network protocols and applications, 
let's take a look at what happens when a device such as a computer sends a message such 
as data to a web server. Built into each modern operating system, whether it's Microsoft 
Windows, Apple macOS, or even the Android operating system, you will find a protocol 
suite, which is responsible for the encoding, formatting, and transmission of messages 
between a source and destination. 

During the pre-internet age and the early stages of computer networks, many computer 
vendors created their own protocol suite to enable their devices to communicate on 
a network. The downside to such ideas was that each vendor made a protocol suite 
proprietary to their devices only. This means Vendor A devices would not be able to 
communicate with Vendor B devices if they were connected to the same physical network.

https://www.wireshark.org
https://bit.ly/3ntp4jq
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This concept was not scalable or adaptive. Eventually, two emerging protocol suites 
surfaced with promises to be interoperable with any vendor devices and networks. These 
two well-known protocol suites are as follows:

• The Open Systems Interconnection (OSI) reference model

• The Transmission Control Protocol/Internet Protocol (TCP/IP) protocol suite

A protocol suite allows a device to format a message for delivery using a universal set of 
standards and protocols to ensure all devices along the path to the destination are able to 
read the addressing and data contents clearly. In other words, the protocol suite allows all 
devices to speak a common language on the network and the internet. 

Each of these models has several layers that describe how a message is sent from one 
device to another and vice versa. In the following sub-sections, you will learn about the 
characteristics of both the OSI reference model and the TCP/IP protocol suite.

The OSI reference model
The OSI reference model was developed by the International Organization for 
Standardization (ISO) to be a protocol suite for operating systems in the 1970s. This 
model consisted of seven layers. Each layer was responsible for a unique role and function 
to help a device encode (format), send, and receive messages through a network. 

The following diagram shows the OSI reference model with all its seven layers:

Figure 1.1 – OSI reference model



6     Exploring Networking Concepts

Tip
A simple method to always remember the layers of the OSI model from top to 
bottom is to learn this phrase, All People Seem To Need Data Processing, using 
the first letter of each layer to make an easy-to-remember sentence. 

When a device such as a computer is sending a message, an application-layer protocol  
will create the message and pass it down to the lower layers until it is placed on the  
actual wired or wireless network. A sender creates the Protocol Data Unit (PDU) at 
Layer 7 – the application layer and works its way downward to Layer 1 – the physical 
layer where the message is sent on the network as an electrical, light, or radio-frequency 
signal. Keep in mind that when a device is receiving a message from a sender, the message 
enters Layer 1 – the physical layer and works its way upward to Layer 7 – the application 
layer. 

In the following sections, you will learn about the role and function of each layer of the 
OSI reference model. Furthermore, you'll discover what happens to a message as it is 
created by an application-layer protocol and is passed down to the lower layers while it 
makes its way through the physical network to its destination.

Layer 7 – the application layer
The application layer exists closest to the user, such as yourself. Don't be mistaken – 
this is not the software or applications you are familiar with using on your computer, 
such as a web browser or email client such as Microsoft Outlook. The application layer 
contains many protocols, which allow the user to interact with network resources. 
A simple example is accessing Cisco's website to gather more information about this 
certification. You would open your favorite web browser and go to the www.cisco.com 
web address and the web page would be loaded onto your screen. In reality, your web 
browser (software) is able to interact with an application-layer protocol such as HyperText 
Transfer Protocol (HTTP) or HyperText Transfer Protocol Secure (HTTPS). Both 
HTTP and HTTPS are protocols that allow your computer to communicate with a web 
server. 

Each application-layer protocol is unique in its role and function. When data is created by 
an application-layer protocol such as HTTPS, it can only be interpreted or understood by 
another device running the same protocol (HTTPS). Recall the previous example, where 
the web browser invokes the HTTPS protocol to exchange messages with a Cisco web 
server that is also using HTTPS.

http://www.cisco.com
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There are many application-layer protocols that are very common and are used frequently 
by our devices. Some of the well-known protocols are as follows:

• File Transfer Protocol (FTP)

• Secure Shell (SSH)

• Secure Copy (SCP)

• Telnet

• Simple Mail Transfer Protocol (SMTP)

• Domain Name System (DNS)

• Dynamic Host Configuration Protocol (DHCP)

• Trivial File Transfer Protocol (TFTP)

At this layer, the application-layer protocol creates raw data known as a datagram. 
However, in the networking world, this PDU is best referred to as data. Once the 
application layer has finished creating its message, it parses the data down to the 
presentation layer. 

Layer 6 – the presentation layer
As you know, application-layer protocols will create their messages (data) such that 
they can only be interpreted by the same protocol that created it. If the PDU from the 
application layer is parsed to the lower layers, those lower layers will not be able to 
interpret what the message is about and why it's being sent to them. 

This is where the presentation layer comes in to fill this gap. The presentation layer is 
responsible for the following functions in the OSI reference model:

• Formatting

• Compression

• Encryption

• Decryption

The presentation layer will format the PDU that it receives from the application layer 
in a uniform format, thus allowing the lower layers to interpret the message clearly. 
Additionally, the presentation layer is responsible for compressing data for transmission, 
data encryption, and decryption as well. 

At this stage, the PDU is still referred to as data and now it's time for it to be sent to the 
session layer for further processing.
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Layer 5 – the session layer
At the session layer, the PDU (data) is not modified in any way but rather, this layer is 
responsible for the sessions that are created between the source and destination of the 
message. You can think of the session layer as the logical module, which is responsible for 
creating, maintaining, and terminating the logical sessions between your computer and the 
destination, such as a web server. 

At the session layer, the PDU maintains its integrity and is not changed in any way. At this 
layer, the PDU is commonly referred to as data and it's then passed down to the transport 
layer. 

Layer 4 – the transport layer
The transport layer plays a vital role in helping datagrams or PDUs to reach their 
corresponding application-layer protocol. The transport layer is responsible for the 
delivery and transportation of messages (datagrams) from a source device to the 
destination. 

It does this by using the following transport-layer protocols to help messages reach their 
destination:

• Transmission Control Protocol (TCP)

• User Datagram Protocol (UDP)

The application-layer protocols, such as HTTPS and DNS, rely on either of these 
transport-layer protocols to ensure their messages are delivered across the network.

Important note
In a later section of this chapter, Understanding the purpose of various network 
protocols, we will take a deeper look at the characteristics of both TCP and 
UDP. 

Let's imagine that on a network, there is Device-A, which is providing two services to its 
users: email and web services. For each of these services, an email server and web server 
applications must be installed on Device-A and be running. You may be thinking about 
the following questions:

• How is Device-A able to identify the email traffic from the web traffic?

• How does Device-A know to send the email traffic to the email application-layer 
protocol SMTP and not the web server?
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To put it simply, both TCP and UDP use logical network/service ports, which are built 
into all modern operating systems. There is a total of 65,535 logical network/service ports 
on any operating system, whether it's Linux, Windows, or even Android. 

Important note
A service port can be either TCP or UDP. There are various application-layer 
protocols that use TCP over UDP.

These network ports operate as doorways for an operating system. If traffic is leaving a 
device, the operating system opens a doorway (source port) for the traffic to leave and to 
accept any returning messages. On a server running a web application (Apache, NGINX, 
or Microsoft IIS) or even an email server, these applications will open their corresponding 
default network ports for inbound traffic. 

The following table shows the categories of service ports:

Figure 1.2 – Categories of service ports

The following is a brief list of application-layer protocols and their service ports:

• FTP – 20 and 21

• SSH – 22

• SCP – 22

• Telnet – 23

• SMTP – 25 

• DNS – 53 

• DHCP – 67 and 68

• TFTP – 69 

• HTTP – 80 

• HTTPS – 443 
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• Post Office Protocol (POP) – 110 

• Internet Message Access Protocol (IMAP) – 143 

Tip
For a full listing of service ports, please visit https://www.iana.org/
assignments/service-names-port-numbers/service-
names-port-numbers.xhtml. 

The transport layer will encapsulate the PDU with a Layer 4 header. This header will 
contain both source and destination service port details, and the PDU will be known as 
a segment. The destination service port is needed to ensure the receiving device forwards 
the PDU to its corresponding application-layer protocol. For example, if you are sending 
a web request such as an HTTP GET message to a web server, the web server will have 
port 80 open for HTTP by default. Therefore, the destination port on the segment will be 
port 80. When the segment is received by the web server, the transport layer will remove 
the Layer 4 header and forward the raw datagram to the HTTP protocol at the application 
layer.

The following is a diagram that shows a segment with its Layer 4 (transport) header:

Figure 1.3 – Segment

Once the transport layer has completed its encapsulation process, it passes the segment 
down to the network layer for further processing.

Layer 3 – the network layer
The network layer is perhaps the most popular layer throughout the entire reference 
model. At this layer, devices insert a Layer 3 header into the PDU, which contains both 
source and destination Internet Protocol (IP) addresses. As you know, IP addresses 
are like street addresses for a network. Without IP addresses, devices will not be able to 
communicate with each other on remote or foreign networks. Once the network layer 
encapsulates the Layer 3 header onto the PDU, it is known as a packet. 

https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
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Important note
In a later section of this chapter, Understanding the purpose of various network 
protocols, we will take a deeper look at the characteristics of the IP and its 
versions.

The network layer has the following functionality and roles in the OSI reference model:

• Responsible for the logical IP version 4 (IPv4) and IP version 6 (IPv6) addressing 
on packets

• The forwarding of packets between IP networks (routing)

• Encapsulating Layer 3 headers onto PDUs as they are passed down the OSI model

• De-encapsulating PDUs as they are passed upward to the application-layer protocols 

The following diagram shows a packet with its Layer 3 header:

Figure 1.4 – Packet

Once the network layer of the OSI model has finished its encapsulation process, it will 
pass the packet down to the next layer, the data link layer, as more details need to be 
attached before it's sent out on the actual physical network.

Layer 2 – the data link layer
The data link layer bridges the gap between the operating system of a device and the 
actual physical network, whether it's a wired or wireless network. It is at this layer that the 
operating system is able to control how messages are placed on the physical network and 
how errors are detected and handled on incoming messages.

The data link layer is made up of two sub-layers:

• Logical Link Control (LLC)

• Media Access Control (MAC)
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The LLC and MAC work together to ensure datagrams that are outgoing contain all the 
necessary details to help them reach their destination successfully. Additionally, these two 
sub-layers are also responsible for handling any incoming messages for a system.

The LLC sub-layer will allow further encapsulation to the packets it has received from 
the network layer, simply by inserting a Layer 2 header that contains the source and 
destination MAC addresses. A trailer is inserted at the end of the datagram. This is used  
to check for any errors in incoming messages. The trailer contains a Frame Check 
Sequence (FCS) and inside the FCS, there's a Cyclic Redundancy Check (CRC). The 
CRC is a one-way cryptographic hash representation of the entire datagram. Devices that 
receive these datagrams use the CRC value to verify the integrity of the message, such as 
whether it was modified or corrupted during transmission. With the new Layer 2 header 
and trailer added to the datagram, the PDU is now known as a frame. 

The MAC sub-layer is responsible for the actual Layer 2 addressing as well as the source 
and destination MAC address for the frame. The MAC address is considered to be a 
physical address that is embedded on a Network Interface Card (NIC). Sometimes, the 
MAC address is referred to as a Burned-In Address (BIA) because it cannot be changed 
conventionally. 

The following is a simplified diagram that shows a frame with both its Layer 2 header and 
trailer:

Figure 1.5 – Contents of a frame

Additionally, a Preamble is inserted at the beginning of the frame to indicate the start of 
the frame and sequencing details to help with the re-assembling of the message on the 
destination device. The preamble has a lot of significance. Before the data link layer passes 
the frame to the next layer, it cuts the raw data into smaller pieces called bits. Each bit will 
contain the Layer 2 header and trailer details, then the data link layer will send those bits 
to the physical layer.

The MAC address is 48 bits or 6 bytes in length, which is written in hexadecimal values. 
These values are 0 1 2 3 4 5 6 7 8 9 A B C D E F. Various operating system vendors usually 
present the MAC address value in one of the following formats:

• 12:34:56:78:9A:BC

• 12-34-56-78-9A-BC

• 1234.568.9ABC
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The first 24 bits in MAC addresses can be used to identify a vendor of a device. This 
portion of the MAC address is known as the Organization Unique Identifier (OUI). The 
last 24 bits, however, are unique and assigned by the vendor, therefore the entire 48-bit 
MAC address is unique globally. 

To check the MAC address on a Cisco IOS router, use the show interfaces 
interface-ID command as shown here:

Figure 1.6 – Viewing the MAC address on a Cisco router

To view the MAC address on a Linux device, use the ifconfig command in the Linux 
Terminal as shown here:

Figure 1.7 – Viewing the MAC address on a Linux device

On Linux-based devices, the ether field is used to indicate the MAC address of the 
interface, as seen in the previous screenshot.

To view the MAC address on a Windows device, use the ipconfig /all command in 
Windows Command Prompt as shown here:

Figure 1.8 – Viewing the MAC address on a Windows device 
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To perform a MAC OUI lookup, use the following steps:

1. Go to https://www.wireshark.org/tools/oui-lookup.html.

2. Copy the MAC address from your device. For this exercise, you can copy this MAC 
address: 00-0C-29-A0-B0-6A. 

3. Enter it into the OUI search field and click on Find, as shown in the following 
screenshot:

Figure 1.9 – Performing a MAC vendor lookup

The online tool was able to profile the first 24 bits of the MAC address and indicated the 
address belongs to a VMware device. Fortunately, this MAC address was taken from one 
of my demo virtual machines in my personal lab. 

Important note
While networking professionals are taught that MAC addresses are 
unchangeable (burned-in), a cybersecurity professional or hacker is able to 
change the MAC address easily on their NIC to avoid detection. 

Being able to quickly profile MAC addresses can help you eliminate rogue and 
unauthorized devices that are connected to your network. 

Layer 1 – the physical layer
The physical layer is the actual wired and wireless network; it's the actual media that is 
used to transmit bits from one device to another. At this layer, you will find various types 
of cables, such as Cat 6 or even fiber optics, and wireless media such as radio frequency, 
whether it be Wi-Fi or 5G technologies that are used to transport the actual signals (bits) 
between a source and a destination.

https://www.wireshark.org/tools/oui-lookup.html


The functions of the network layers     15

Now that you have an idea about the OSI reference model, let's take a look at the 
importance of the TCP/IP protocol suite in the next section. The various layers of the  
OSI reference model are mapped to the layers of the TCP/IP protocol suite. It's important 
as a security professional that you have the knowledge to identify the characteristics of  
a datagram as it passes through each of these layers.

The TCP/IP protocol suite
TCP/IP was created by the United States Department of Defense (US DoD) and has 
been implemented in all operating systems to enable network connectivity. Unfortunately, 
the ISO OSI model did not get the traction it needed to be approved as an official 
protocol suite and therefore became a reference model where both network and security 
professionals use each layer for reference purposes. 

TCP/IP is the universal language spoken on all computer-based networks; whether it's  
a Local Area Network (LAN) or the internet, all devices use TCP/IP to communicate.  
As mentioned earlier, the protocol suite simply defines how a system such as a computer  
is able to send and receive messages through a network. 

With TCP/IP, there are five layers in this protocol suite. The following diagram shows how 
each layer of the OSI reference model maps directly to each layer of the TCP/IP protocol 
suite:

Figure 1.10 – TCP/IP protocol suite

In comparison to both models, the top three layers of the OSI model (the application, 
presentation, and session layers) are mapped to the application layer of TCP/IP. This 
means the application layer in TCP/IP contains all the functions as described in the top 
three layers of the OSI reference model.
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In this section, you have learned about the function of each network layer of the OSI 
reference model and how they are mapped to the TCP/IP protocol suite. This knowledge 
is useful when performing network traffic analysis on an enterprise network. In the next 
section, you will discover the purpose of various network protocols, such as IP, TCP, and 
UDP.

Understanding the purpose of various 
network protocols
In the networking world, TCP and IP are the most popular and frequently used protocols 
to transport and deliver data to and from the application layer, hence the name of the 
protocol suite, TCP/IP. However, some application-layer protocols use UDP over TCP for 
many reasons. In this section, you will explore the characteristics of all three protocols and 
how they work together to ensure devices are able to exchange messages. 

Transmission Control Protocol
The application-layer protocols of the TCP/IP protocol suite do not have any capabilities 
to ensure their datagram (data) is successfully delivered to their destination. The 
application-layer protocols are designed to interpret the messages or data that are being 
sent and received by a device. Unfortunately, there are no mechanisms that are built into 
them. This is where the transport-layer protocols come in to save the day. 

One such Layer 4 protocol to help with the delivery of datagrams is TCP. TCP is known as 
a connection-oriented protocol, which ensures messages are delivered to their destination. 
For TCP to provide such reassurance and guarantee of delivery, a TCP three-way 
handshake is established between a source and destination before exchanging messages 
(data). For a TCP three-way handshake to be established, two devices must exchange  
a series of TCP synchronization and TCP acknowledgement messages before they can 
exchange data.

The following diagram shows two devices establishing a TCP three-way handshake:

Figure 1.11 – TCP three-way handshake
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After the TCP three-way handshake has been established between the two devices, they 
will begin to send data between each other. During a TCP connection, for every message 
a device sends to a destination, an acknowledgment is expected to be returned indicating 
the message was successfully delivered. If the sender does not receive an acknowledgment 
from the destination after a period of time, the sender will retransmit the data until 
the destination returns an acknowledgment. This is how TCP provides the guaranteed 
delivery of messages between a source and destination on a network. 

To get a better understanding of how devices see the TCP three-way handshake, let's take 
a look at the following HTTP traffic capture on Wireshark:

Figure 1.12 – Observing a TCP three-way handshake in Wireshark

The following are the details of the transactions that occur in the first three packets in the 
preceding capture:

1. As you can see, the sender (Device-A) with the IP address 145.254.160.237 is 
sending a TCP SYN packet over to Device-B at 65.208.228.223. The TCP SYN 
message simply informs the destination device that the sender wants to initiate a 
TCP three-way handshake and exchange some messages. 

The following snippet shows the details of packet #1:

Figure 1.13 – Observing the SYN flag
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2. When Device-B receives the TCP SYN message, it will then respond with a TCP 
SYN/ACK message back to the sender, Device-A, indicating it would like to 
establish a session and acknowledges the SYN message. In a single packet, both the 
SYN and ACK flags will be set. We can see this in the following screenshot:

Figure 1.14 – Observing SYN and ACK flags in a packet

3. Lastly, when Device-A receives the TCP SYN/ACK message, it will then respond 
with a TCP ACK message. This is the final stage in establishing the TCP three-way 
handshake. From this point forward, for all other messages that are exchanged 
between Device-A and Device-B, a TCP ACK message is returned to the sender to 
confirm that the message has been successfully delivered. 

Using TCP seems to be the preferred transport-layer protocol, right? To put it simply, TCP 
has some drawbacks in certain situations and various application-layer protocols. The 
following are some well-known disadvantages of using TCP:

• TCP has more overhead on a network. For each bit of data sent, an acknowledgment 
message must be returned. Imagine streaming a video on YouTube. For 
each message the media server sends to you, your computer has to send an 
acknowledgment packet back to the server. This additional network traffic will 
eventually flood and congest the network as more users stream media from 
YouTube.

• TCP does not work well for time-sensitive traffic types. Traffic types such as 
Voice over IP (VoIP) and Video over IP rely heavily on the speed of a network to 
ensure both the sender and receiver are experiencing the conversation in real time. 
Imagine, during a VoIP call, the sender has to wait for the acknowledgment packets 
for each message it has sent to the destination before the sender is able to forward 
more messages to the destination. 

Now that you have a clear idea about the functionality and role TCP plays in a network, 
let's take a look at the features of UDP in the next section.
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User Datagram Protocol
UDP is described as a connectionless transport-layer protocol. Connectionless means UDP 
does not establish any logical sessions between a sender and receiver; it simply sends the 
messages to the destination without any prior checks like TCP. Imagine you are sending 
physical mail via your local courier service to a friend. You deposited the letter containing 
all the proper addressing information at the local postbox. From that point onward, you 
don't have any tracking information or confirmation of delivery for the letter. What if the 
person has moved to another location? How will you be notified? Similarly, this is how 
UDP works. It sends messages without establishing a session and it does not provide a 
guarantee of delivery. 

If you recall in the previous section, TCP will resend a message if the sender does not 
receive an acknowledgment from the destination. UDP will send messages as quickly as 
the protocol is receiving PDUs from the application layer, even if the messages are sent out 
of order. UDP uses best-effort when sending messages across a network. 

Both the TCP and UDP protocols are vital to ensure the next protocol, IP, is able to carry 
the actual data to its intended destination. In the next section, you will learn about the 
fundamentals of IP.

Internet Protocol
Without the IP, a device will not be able to communicate across networks. The  
transport-layer protocols, such as TCP and UDP, support the IP with its delivery of 
messages between a sender and receiver. IP is the driving force behind all computer-based 
networks and is used to carry messages between devices. 

IP has the following characteristics and functionality on a TCP/IP network:

• IP is connectionless and does not establish a session between the sender and 
receiver devices prior to forwarding any messages.

• IP also forwards network traffic using best-effort and does not provide any sort 
of reassurance to the sender that its messages will be successfully delivered to the 
destination or even in sequential order. 

• IP is designed to operate independently from the network media. To put it simply, 
the contents of an IP packet are not affected by the type of network cabling or radio 
frequencies that are used at the physical layer of a network. 

Now that you have learned about the characteristics of the IP, let's take a deeper dive to 
learn more about IPv4 addressing schemes and their structure in the next section.
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IPv4
In the early 1980s, IPv4 address spaces were made available to organizations, which 
enabled them to assign a unique IPv4 address to each device on their network and 
the internet for communication and the sharing of resources. The Internet Assigned 
Numbers Authority (IANA) created and manages the IP address spaces for the entire 
world. 

In the computing world, devices are able to understand ones (1s) and zeros (0s), which are 
commonly referred to as bits. These are physically represented in the form of an electrical 
signal being high (1) or low (0) on a system. Each device on a network requires a logical 
address to communicate with one another – this address is an IP address. An IPv4 address 
has a total length of 32 bits. This address is written in the following decimal format, which 
most of us are familiar with: 192.168.1.10. 

The preceding address is written in decimal format. However, notice how each number is 
separated by a period (.). Each of those numbers within the IPv4 address is known as an 
octet. An octet is made up of 8 bits in the range 00000000 – 11111111. This means an octet 
ranges from 0 to 255 in decimal notation.

In the IPv4 world, the IANA has designed some addresses that can be allocated for private 
use, while another group of addresses was allocated for usage on the internet. The private 
IPv4 addresses are non-routable on the internet. This means any device that has a private 
IPv4 address assigned to it will not be able to communicate with any device on the public 
address space, which is the internet. 

The following table shows the classes of private IPv4 address spaces:

Figure 1.15 – Private IPv4 address spaces

Each class of private IPv4 address can be assigned to devices on a private network. 
Additionally, this address space does not have to be unique between organizations simply 
because they are non-routable on the internet. Company A can implement any of the 
private IPv4 classes within their network and so can other organizations without creating 
any issues or conflict. 
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The following are the classes of public IPv4 address spaces:

Figure 1.16 – Public IPv4 address spaces

The addresses shown in the preceding table are those that can be used on the internet and 
are routable on public networks. Each device that is directly connected to the internet, 
such as your firewall or edge router, must be assigned a unique public IPv4 address. The 
assignment of a public IPv4 address to an organization's edge devices is usually done by 
their Internet Service Provider (ISP). Keep in mind, the missing IPv4 address spaces 
shown in Figure 1.16 belong to the IPv4 private address space.

For each class of IPv4 address, there's an associated subnet mask address. The subnet 
mask has a very important role; it's also 32 bits in length, and helps the computer or 
device to determine which portion of the IPv4 address is the network portion and which 
is the host portion. 

The following table shows the subnet mask for each class of IPv4 address:

Figure 1.17 – Subnet masks

An IP address is made up of two portions: the network and the host portion. The network 
portion of an IP address is like the community address of your neighborhood – everyone 
has the same community address as you but your house/apartment number is unique 
to your residents. The host portion of the IP address is unique to the host device on the 
network; therefore, overall, the entire IP address is unique on the network. 
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The subnet mask is used to help a device such as a router or even your computer to 
determine which portion of the IP address belongs to the network and which portion 
belongs to the host. 

In the following snippet, you will notice that we have converted both an IP address and 
subnet mask into binary notation, such that each bit within the IP address and subnet 
mask is aligned. The 1s in the subnet mask are used to represent the network portion  
of the IP address, while the 0s are used to represent the host portion: 

Figure 1.18 – Determining the network and host portions of an IP address

As shown in the preceding figure, we use a Class C IPv4 address, 192.168.1.10, with 
its default subnet mask of 255.255.255.0, which allows us to determine the network 
and host portions of the IPv4 address.

A subnet mask can be written in a shortened version known as a network prefix. The 
network prefix is a simplified representation of the number of ones in a subnet mask. 
Therefore, a subnet such as 255.255.255.0 contains a total of 24 ones, so we can 
represent this subnet mask by simply writing it as /24. Another example: let's imagine  
a computer has an IPv4 address of 172.16.2.2 with a subnet mask of 255.255.0.0. 
This entire address can be represented in the format 172.16.2.2/16. 

Tip
If you are interested in learning more about IPv4 subnetting and techniques, 
be sure to check out this tutorial: https://hub.packtpub.com/
understanding-address-spaces-and-subnetting-in-
ipv4-tutorial/. 

https://hub.packtpub.com/understanding-address-spaces-and-subnetting-in-ipv4-tutorial/
https://hub.packtpub.com/understanding-address-spaces-and-subnetting-in-ipv4-tutorial/
https://hub.packtpub.com/understanding-address-spaces-and-subnetting-in-ipv4-tutorial/
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Furthermore, the subnet mask is used to help end devices determine whether the 
destination for the messages exists on the same network as the sender or on a remote 
network. The subnet mask is also used to determine the network ID of the sender and 
compare it with the destination IP address. The network ID is simply the community 
that a device resides on. If the network IDs of the sender and the destination match, the 
sender will forward the message to the destination directly by inserting the destination's 
IP address and its MAC address in the message. 

The following snippet shows the routing table on a Windows 10 computer:

Figure 1.19 – Checking the Windows 10 routing table

If the network IDs of the source and destination do not match, the sender will insert the 
destination's IP address in the Layer 3 header of the packet and the default gateway's MAC 
address as the destination MAC address of the Layer 2 header in the frame. Therefore, the 
sender will forward its message to the default gateway, which will inspect the destination 
IP address in the Layer 3 header and forward it to the intended destination.

To determine the network ID, the process of ANDing the IP address and subnet mask is 
required. The following are the laws of ANDing:

1 AND 1 = 1

1 AND 0 = 0

0 AND 1 = 0

0 AND 0 = 0
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To apply this technique, let's use an example such as determining the network 
ID of a computer with an IP address of 192.168.1.10 and a subnet mask of 
255.255.255.0:

Figure 1.20 – Determining a network ID

The network ID is 192.168.1.0/24. This process happens each time the source wants 
to send a message to another device. It has to determine whether the destination host is on 
the same network as the source or on another IP subnet. 

IPv6
The IPv4 public address space was destined to eventually be exhausted as more devices 
came online. This happened a bit sooner than expected. In 2013, it was announced that 
IPv6 had started making its way onto the internet to support newly connected devices 
with the new address scheme. On the positive side of things, IPv6 was designed to be 
lightweight compared to the structure of an IPv4 packet. 

An IPv6 address is 128 bits in length and is written using hexadecimal characters that 
range from 0 to 9 and A to F. The following is an example of an IPv6 address:

2001:0DB8:0000:1111:0000:0000:0000:0200

A colon (:) is used to separate the hextets from one another. A hextet is made up of 16 
bits, therefore 8 hextets x 16 bits per hextet = 128 bits in total. Unlike IPv4, IPv6 has a lot 
more available addresses with an approximate value of 10^36 IPv6 addresses in the world. 
With this large number, there is no need for public or private address spaces in the IPv6 
world. Devices are assigned a global unicast IPv6 address that is routable on the internet 
as a public IPv4 address. 

Important note
The default subnet mask for an IPv6 address is /64. Additionally, /64 bit is 
the global prefix on IPv6 that corresponds to the network address of IPv4.

Keep in mind that IPv6 and IPv4 exist in two different logical spaces and therefore, they 
are unable to talk to each other natively. However, various networking technologies and 
IP services, such as NAT64, tunneling (6to4 and 4to6), and dual stacking, make it possible 
for devices to communicate on both an IPv4 and IPv6 network. 
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The Internet Control Message Protocol
Another important network-layer protocol is the Internet Control Message Protocol 
(ICMP). ICMP is designed to provide error reporting details to networking professionals 
such that a network administrator or engineer can use various tools, such as ping and 
traceroute, which utilize ICMP to validate the causes of network connectivity issues. 
A cybersecurity professional also uses various security tools, such as Nmap, to assist in 
profiling and determining security configurations on target systems such as end devices 
and security appliances. 

ICMP operates by sending an ICMP echo request message from the sender device over 
to the destination. Once the destination device receives the message, it will process it and 
respond with an ICMP echo reply back to the sender. This is an indication that there is 
network connectivity between the sender and destination devices. 

The following diagram shows a visual representation of this concept:

Figure 1.21 – ICMP messages between two devices

To get a better understanding of how ICMP works, let's take a look at an ICMP packet 
structure and break down the fields to understand their purpose. The following diagram 
shows a simplified representation of an IP packet and its respective fields:

Figure 1.22 – ICMP packet structure
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 The following is a description of each field in the ICMP packet structure:

• IP Header: This is used to indicate the protocol type using an identifier, such that 
protocol 1 will indicate to the destination that the packet is an ICMP message. 

• Type: This is usually a numerical value such as 0 – Echo Reply, 3 – Destination 
Unreachable, 5 – Redirect, 8 – Echo Request, and 11 – Time Exceeded. Each of 
these Type codes is used to provide the sender with specific error reporting details 
about the network connectivity between a source and destination. 

• Code: This is also a numerical value, which is associated with the Type value. Code 
is used to provide more specific details about the type of ICMP message that is sent 
back and forth between devices on a network. 

The following table shows a breakdown of the ICMP Type and Code:

 

Figure 1.23 – ICMP types and codes

• Checksum: This is used to represent a one-way cryptographic hash value of the 
entire packet. The hash value is used by the destination device to check the integrity 
of the packet, such as whether it was modified or corrupted during transmission. 

• ICMP Data: This field usually contains additional ICMP information about the 
packet.

Next, you will learn how to use Wireshark, a network protocol analyzer, to inspect ICMP 
messages.
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Lab – inspecting ICMP messages with Wireshark
To get a better idea of how ICMP works, let's use the ping utility within the Windows 
operating system to test the connectivity between your local machine and Google's public 
DNS servers. Additionally, we will be using Wireshark to analyze network traffic. 

To complete this exercise, use the following steps:

1. To download Wireshark, go to https://www.wireshark.org/. Once the file 
has been downloaded onto your system, install it using all the default settings. 

2. Open Wireshark and double-click on your NIC to begin capturing traffic: 

Figure1.24 – Selecting an NIC on Wireshark

https://www.wireshark.org/
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3. Once the capture has started, in the Display Filter bar, type icmp and hit Enter. 
This will show only ICMP messages on Wireshark, as shown here:

Figure 1.25 – ICMP filter on Wireshark

4. In Windows, open Command Prompt. Enter the ping 8.8.8.8 command and 
hit Enter, as shown here:

Figure 1.26 – Testing connectivity using ping

5. Your computer sent four ICMP echo request messages. Each of these messages 
contains ICMP Type 8 Code 0 details. To inspect this packet, select the first ICMP 
packet and take a look at the packet details, as shown here:
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Figure 1.27 – Observing ICMP echo request messages

6. Next, select the next ICMP packet. This should be an ICMP echo reply. This packet 
contains an ICMP Type 0 Code 0 in its details:

Figure 1.28 – Inspecting ICMP reply messages

7. Lastly, click the red square icon at the top left of the Wireshark interface to stop the 
capture. 

Having completed this lab, you have gained the essential skills to perform the inspection 
of various types of ICMP messages, their types, and the code within each packet. 

Now that you have completed this section, you have gained the fundamental knowledge of 
being able to describe the functions of each network layer of both the OSI reference model 
and the TCP/IP protocol suite. 
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Summary
Having completed this chapter, you have learned about the need for a protocol suite 
on computer networks and the internet. Furthermore, you saw how a message such as 
a raw datagram is encapsulated with various header information, such as source and 
destination details, as it is created by an application protocol and passed down to the 
physical network. Understanding the operations of each network layer will further help 
you understand various types of vulnerabilities and cyber-attacks in the later chapters of 
this book. 

I hope this chapter has been informative for you and is helpful in the journey toward 
learning the foundations of cybersecurity operations and gaining your Cisco Certified 
CyberOps Associate certification. 

In the next chapter, Chapter 2, Exploring Network Components and Security Systems, you 
will learn how to get started with using a cybersecurity approach to secure your assets.

Questions
The following is a short list of review questions to help reinforce your learning and help 
you identify areas that require some improvement. The answers to the questions can be 
found in the Assessments section at the end of this book:

1. Which layer of the TCP/IP suite is responsible for IP addressing?

A. LLC

B. Network

C. Internet

D. Data link

2. Which protocol establishes a session before sending messages to a destination?

A. ICMP

B. TCP

C. UDP

D. ARP



Questions     31

3. When a device does not know the MAC address of the destination host and wants 
to send a message, what does the source device do?

A. Sends a TCP message

B. Sends a ping message

C. Sends an ICMP request

D. Sends an ARP request

4. Which command on a Cisco router allows you to view the MAC address of a 
specific interface?

A. show interface

B. show running-config

C. show version

D. show startup-config

5. Which of the following protocols does not operate at the application layer?

A. HTTPS

B. TCP

C. HTTP

D. SSH

6. Which of the following protocols is associated with the service port 53?

A. DHCP

B. SMTP

C. HTTP

D. DNS

7. Which command can be used to verify the MAC address on a Windows system?

A. ifconfig

B. ipconfig

C. ipconfig /all

D. ifconfig /all
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Further reading
The following link is recommended for additional reading:

• Understanding network port numbers: https://hub.packtpub.com/
understanding-network-port-numbers-tcp-udp-and-icmp-on-an-
operating-system/ 

https://hub.packtpub.com/understanding-network-port-numbers-tcp-udp-and-icmp-on-an-operating-system/
https://hub.packtpub.com/understanding-network-port-numbers-tcp-udp-and-icmp-on-an-operating-system/
https://hub.packtpub.com/understanding-network-port-numbers-tcp-udp-and-icmp-on-an-operating-system/


2 
Exploring Network 

Components and 
Security Systems

On all networks, there are many network protocols and services that help to exchange data 
and access resources. These protocols and services contain vulnerabilities that allow an 
attacker to leverage the weaknesses found therein. Understanding how these technologies 
work will provide you with a clear understanding of their operations and how to protect 
your network from cyber-attacks. 

Throughout this chapter, you will learn about various networking technologies, protocols, 
and services, and how they all work together to forward your messages, such as data 
between your device and the destination. As a cybersecurity professional, it is essential 
to fully understand how network devices and protocols function. Upon completing this 
chapter, you will be able to fully understand the networking aspects of cybersecurity, 
something that many professionals struggle to grasp.



34     Exploring Network Components and Security Systems

In this chapter, we will cover the following topics:

• Exploring various network services

• Discovering the role and operations of network devices

• Describing the functions of Cisco network security systems

Now that we are aware of the outcomes we are set to achieve, let's dive into the chapter!

Technical requirements
To follow along with the exercises in this chapter, please ensure that you observe the 
software requirement of having the Wireshark application installed on your computer.  
To obtain a copy of Wireshark, please visit https://www.wireshark.org. 

Link for Code in Action video https://bit.ly/3evbHLx

Exploring various network services
As an up-and-coming cybersecurity professional, it's essential to understand the functions 
and roles of various network services and protocols. Many network protocols and services 
were not designed with security in mind. Back in the early days of computer networking, 
many organizations created protocols to assist with moving data between a source and 
destination. As time went on, computer wizards, or wizzes, began exploring and exploiting 
the functions of many network protocols and soon started to discover vulnerabilities 
within their design. 

Today, hackers are continuing the same trends by looking for weaknesses within many 
protocols and services. Although most people may think that vulnerabilities exist only in 
a software application or even an operating system, security weaknesses do exist in many 
network protocols and hackers are exploiting them to assist with their intentions. 

Therefore, by understanding the characteristics and functionalities of various network 
services, you will be able to better protect your network from hackers. In this section, you 
will explore the functions of the Address Resolution Protocol (ARP), Domain Name 
System (DNS), and the Dynamic Host Configuration Protocol (DHCP).

Address Resolution Protocol
ARP is a Layer 2 network protocol used to resolve Internet Protocol (IP) addresses to MAC 
addresses on a network. This protocol is vital for helping devices, whether it's a computer, 
smartphone, or even a router, to determine how to forward a message to a destination. 

https://www.wireshark.org
https://bit.ly/3evbHLx
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Many individuals may not regard ARP as an important role in all networks simply  
because it's sometimes considered to be less popular compared to the others, such as IP, 
TCP, and UDP. 

Many Local Area Networks (LANs) are mostly made up of switches. These network 
switches operate at only Layer 2 of the OSI reference model and the TCP/IP protocol 
suite, which means they are only able to see the contents of a message between Layer 
1 and Layer 2. To put it simply, switches are only able to see MAC addresses, not IP 
addresses. Imagine you are sending a message from your computer to another device on 
your network. The message is sent to the switch, which then forwards it to the destination. 
However, switches make their forwarding decision based on MAC addresses and not IP 
addresses. 

You're probably thinking, isn't it the case that all devices have an IP address, and isn't this 
used for network communication? It is true that IP addresses are akin to a street address 
and are used for communication on a TCP/IP network, but switches are not able to read 
the IP. This means it is vital, before one device sends a message to another, that the sender 
knows the MAC address of the destination and inserts it as a Layer 2 header on the frame, 
such that switches can use the source and destination MAC addresses found within 
frames to make their forwarding decisions. 

What if a device does not know about the MAC address of a destination: how will it 
forward messages? In this event, Device-A (sender) may already know the destination 
IP address of the intended recipient, Device-B. The sender, Device-A, will broadcast an 
ARP Request message (broadcast) to all devices within the LAN, asking who has assigned 
the destination IP address. Only the device with the correct destination IP address will 
respond with its MAC address back to Device-A. 

The following diagram shows this process of ARP request and ARP reply messages:

 

Figure 2.1 – ARP messages 
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Once Device-A records the MAC address of Device-B within its ARP cache, it will then 
insert the proper Layer 2 header containing the source MAC address of Device-A and the 
destination MAC address of Device-B.

The arp –a command can be used on Windows and Linux operating systems to check 
the ARP cache:

Figure 2.2 – ARP cache on Windows

The following snippet shows the ARP cache on an Ubuntu (Linux) machine:

Figure 2.3 – ARP cache on Linux

An operating system such as Microsoft Windows retains the contents of its ARP cache  
for a total of 5 minutes before removing entries due to inactivity. To view the ARP cache 
on a Cisco IOS router, use the show ip arp command, as shown here:

Figure 2.4 – Viewing the ARP cache on a Cisco device

You now understand the importance of ARP on networks and have discovered how 
to view ARP entries on devices. Next, you will explore an important IP service that is 
commonly used by all devices on a private and public network, known as Domain Name 
System (DNS).
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Domain Name System
DNS was designed with the primary function of resolving hostnames to IP addresses. 
Without DNS on a network or even the internet, we will need to know and remember 
all the IP addresses of each server and device we want to access. Imagine you want to 
visit Cisco's website to learn more about their products, services, and certification tracks. 
Firstly, you will need to know the IP address of Cisco's web server and enter it into the 
address bar of your web browser to access the home page. It could be very challenging 
to remember the IP addresses of all the web servers you want to visit, as I'm sure you 
have commonly visited hundreds or even thousands of web servers in the past without 
knowing their corresponding IP addresses. 

DNS servers are devices that contain various records that are mapped with an associated 
IP address for domain names. There are many publicly available DNS servers on the 
internet, some of which provide improved speed and performance, while others are able 
to provide security, such as malware filtering. 

The following is the sequence that a host device uses to acquire the IP address of a host 
system:

1. For every website URL or domain, or a system such as a computer, it sends a DNS 
query to its configured DNS server asking for the IP address of the hostname. 

2. Once the DNS server finds the record within its database, it will respond with  
a DNS reply back to the computer. 

3. Then, the computer will use the IP address to connect to the web server domain.

The following diagram provides a visual representation of a computer using the DNS 
service:

Figure 2.5 – DNS query
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The following are some publicly available DNS service providers:

• Google Public DNS: https://developers.google.com/speed/public-
dns 

• Cloudflare DNS: https://1.1.1.1/ 

• Cisco OpenDNS: https://www.opendns.com/ 

• Quad9: https://www.quad9.net/ 

A managed DNS from a trusted provider can help reduce the risk of finding malware 
and other various cyber-attacks on your corporate network. One such solution is Cisco 
Umbrella; this is Cisco's premium DNS solution, which not only provides the essential 
hostname-to-IP address resolution compared with other DNS providers, but also actually 
does a lot more with a focus on security. 

Tip 
To learn more about Cisco Umbrella, you can visit the following URL: 
https://umbrella.cisco.com/. 

The following is a list of the various types of records that are stored on a DNS server:

• A: This record is used to map a hostname to an IPv4 address.

• AAAA: This record is used to map a hostname to an IPv6 address.

• MX: This record is used to indicate the mail exchange servers for a domain.

• NS: This record indicates the name servers for a given domain.

• PTR: This record maps an IP address to a hostname.

• RP: This record is used to indicate the person responsible for a domain.

• CNAME: This record provides the canonical name or alias for a domain or 
hostname. 

• TXT: This record allows you to set a string of text as a DNS record on the server.  
It is usually created to prove the owner of a domain.

Now that you have an understanding of the need for, and benefits of using, a DNS, let's 
dive into some practical labs on performing DNS lookup using the NsLookup tool on 
Windows and DNS analysis using Wireshark, which are coming up next.

https://developers.google.com/speed/public-dns
https://developers.google.com/speed/public-dns
https://1.1.1.1/
https://www.opendns.com/
https://www.quad9.net/
https://umbrella.cisco.com/
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Lab – performing DNS lookup
In this lab, you will learn how to perform DNS lookup by querying a publicly available 
DNS server to retrieve records for a domain on the internet. 

To begin this exercise, please observe the following instructions:

1. Open Windows Command Prompt.

2. Type the nslookup command and hit Enter. This will allow you to access the 
built-in tool interactive menu. The details that appear will be your pre-configured  
or default DNS server for your computer:

Figure 2.6 – Default DNS configurations

3. Next, let's change the DNS server through which we want to send our DNS queries 
by using the server command. For this exercise, we will use Google's public DNS 
server, 8.8.8.8, as shown here:

Figure 2.7 – Changing the DNS server for queries
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Please keep in mind that this does not change the default settings on your operating 
system. It only changes the server to query using just the NsLookup tool. 

4. Type the www.cisco.com hostname and hit Enter:

Figure 2.8 – Performing a DNS query
By default, nslookup will provide the A record details, such as the IPv4 address 
for the www.cisco.com hostname. 

5. To change the record type that you want to query, use the set type=<record 
type> command. Let's use the set type=mx command to retrieve the mail 
exchange records for the domain.

6. Next, enter a domain name and not a hostname to retrieve the record type. Let's 
retrieve the MX records for www.cisco.com, as shown here:

Figure 2.9 – Retrieving the MX records

http://www.cisco.com
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By changing the set type value and entering a hostname or domain name, you 
will be able to perform DNS queries to your specified DNS server. 

During the course of this hands-on exercise, you have learned how to perform DNS 
queries for various types of DNS records using a public DNS server. In the next lab, 
you will take a deeper dive into understanding the contents of DNS messages that are 
exchanged. 

Lab – DNS analysis using Wireshark 
In this lab, you will learn how to perform DNS analysis on DNS traffic that is being 
exchanged between a host and a DNS server. 

To begin this exercise, please observe the following instructions:

1. Go to https://gitlab.com/wireshark/wireshark/-/wikis/
SampleCaptures and download the dns.cap file onto your desktop.

2. Use Wireshark to open the dns.cap file.

If there are other traffic types shown in the capture file, type dns in the display  
filter bar and hit Enter. This will allow Wireshark to only show DNS traffic, as 
shown here:

Figure 2.10 – Filtering the DNS traffic view on Wireshark

https://gitlab.com/wireshark/wireshark/-/wikis/SampleCaptures
https://gitlab.com/wireshark/wireshark/-/wikis/SampleCaptures
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3. Click on Packet #9 to observe the DNS query details sent from 192.168.170.8 
to the DNS server at 192.168.170.20, as shown here:

Figure 2.11 – Observing the DNS query 
In the details pane of the packet, you will notice the source and destination IP 
addresses, as well as the source and destination service port numbers.

4. Expand the application layer of the message in the details pane. You will see that the 
DNS query is asking for the Type A record for the www.netbsd.org hostname, 
as shown in the following screenshot:

Figure 2.12 – DNS query details

5. Next, click on Packet #10, which is the DNS reply or DNS response for Packet 
#9. Expand the application layer of the details pane for Packet #10, as shown in the 
following screenshot:
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Figure 2.13 – DNS response details
In the DNS reply or DNS response message, there is an additional field that is 
inserted by the DNS server. It is called Answer. This field contains the response  
for the DNS query. 

6. Expand the Answer field to find the response for the Type A record for the www.
netbsd.org hostname, as shown in the following screenshot:

Figure 2.14 – DNS reply for the Type A record
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As indicated, the DNS reply contains the 204.152.190.12 IPv4 address for the 
www.netbsd.org hostname.

By completing this exercise, you have gained skills that are essential for analyzing DNS 
traffic packets as they are transmitted across a network. Do take the extra time to obverse 
the contents within the dns.cap file using Wireshark. 

In the next section, you will learn about another important network service, Dynamic 
Host Configuration Protocol (DHCP), and its features. 

Dynamic Host Configuration Protocol
DHCP is configured as an IP service on networks to automatically provide an available 
IP address to client devices. With DHCP, a network administrator does not manually 
have to assign or configure IP addresses to clients on an enterprise network. The network 
administrator can simply implement a centralized DHCP server, configured with a pool of 
addresses and other IP settings that can automatically be given to any client connected to 
the network. 

Using DHCP on a network will provide the following benefits:

• It will improve the efficiency of the distribution of IP addresses to end devices.

• It will prevent the duplication of assigning the same IP address to more than one 
device.

• It will allow a network administrator to keep an account of IP address assignment  
to devices by monitoring their MAC addresses.

To gain a better understanding of how DHCP works on a network, let's take a look at the 
process of the DHCP four-way handshake, which occurs each time a client device  
is connected to a network with an available DHCP server. 

When a client is connected to a network, the following process occurs:

1. The connected client will automatically attempt to find a DHCP server on the 
network. It will broadcast a DHCP discover packet with the details shown in the 
following screenshot:
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Figure 2.15 – DHCP discover packet

2. Once a DHCP server exists on the network, it will receive and process the incoming 
packet from the client. It will respond to the client with a DHCP offer packet, 
which contains an available IP address and other configurations for the client to 
communicate on the network. The following screenshot shows the contents of the 
reply from the DHCP server:

Figure 2.16 – DHCP offer packet
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3. The client, upon receiving the reply from the DHCP server, will check the contents 
of the message. Once the content is verified as being OK, it will respond with  
a DHCP request packet to confirm that it will keep and use the IP address for the 
duration of the lease from the DHCP server. The following screenshot shows  
a visual representation of the packet learning the client:

Figure 2.17 – DHCP request packet

4. Lastly, DHCP will respond with a DHCP acknowledgment packet to confirm 
with the client the leasing of the IP address assigned to it. The following screenshot 
shows the DHCP server responding to the client on the network:

Figure 2.18 – DHCP acknowledgment packet

Now that you have completed this section, you are able to describe the functions and roles 
of the DHCP, DNS, and ARP network protocols. In the next section, you will learn about 
various network devices and their purpose in building an enterprise network.
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Discovering the role and operations of 
network devices
As a soon-to-be cybersecurity professional, it's important to understand the role and 
operations of network devices. Such information is essential to better understand how 
hackers are able to compromise a network and the devices on it. Furthermore, hackers are 
able to take advantage of vulnerabilities found within many network protocols and use our 
network devices to assist with their malicious intentions. 

In this section, you will learn about various networking devices that are commonly 
implemented within an enterprise and learn how they make their decisions on forwarding 
messages between a source and destination. 

Hubs
Hubs are very old network devices that were used to interconnect end devices, but they 
are no longer used on modern networks. A hub allows end devices to interconnect and 
exchange messages between a source and destination. However, a hub does not operate  
or function like network switches. 

To get a better idea of how a hub functions, let's take a look at the following diagram:

Figure 2.19 – Hub

Imagine PC-A wants to send a message to PC-B. PC-A will create the message and send 
it to the hub; the hub will accept the signal (message) and broadcast the message (signal) 
out to all interfaces except the port it originally received the message from. Therefore, the 
message is sent to all the other devices, PC-B, PC-C, and PC-D. Since the message was 
not intended for PC-C and PC-D, they both discard the message, while PC-B will accept 
and process the message.
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To put it simply, a hub will accept an incoming signal and rebroadcast it out to all the 
other ports. This is simply how a hub operates on a network. In the early days of computer 
networking, this was not too much of an issue. However, as more devices started to be 
connected and networks grew continuously, hubs began to be an issue. Since hubs are 
sending messages to unintended destinations, this creates a security concern, such that  
a user may receive confidential information unintentionally on the network. For this 
reason, hubs are considered to be a Layer 1 device as all they do is repeat a signal at the 
physical layer. 

Since a hub accepts an incoming signal and rebroadcasts it out of all the other ports, all 
connected devices are said to be on a single broadcast domain. A broadcast domain is 
defined as a logical segmentation of the network that allows a device to send a broadcast 
message that will be heard by all other devices. Additionally, hubs are also a single 
collision domain.

Another issue exists when two or more end devices are transmitting at the same time on 
a hub network. Hence, a message collision occurs between two devices when sending 
a signal on the network at the same time. On a hub network, only one device is able to 
transmit a message at a time. This creates a network performance issue, such that each 
device has to take turns in using the network to send and receive messages between other 
devices. These reasons have rendered the hub obsolete in the networking industry.

To solve this issue of end devices randomly placing signals on the hub network, Carrier 
Sense Multiple Access/Collision Detection (CSMA/CD) is implemented on computers. 
Carrier sense enables end devices, such as computers, to check the media, such as the 
network cable (wire), for any signals that may be passing across, while multiple access 
indicates that there are multiple devices that wish to access the media (wire) at the same 
time. Collision detection is the mechanism that enables computers to check the media for 
any incoming signals when sending their messages. If a signal is detected, the computer 
will wait and check the media again. If no signals are detected on the media, the computer 
will proceed to send its message on the wire. 

Switches
Switches are smart devices compared with hubs on a network. Switches are the network 
intermediary device that allow end devices, such as computers, servers, and printers, to 
connect to the other devices on the network and share resources. Unlike hubs, switches 
do not rebroadcast an incoming signal on any of their ports (interfaces). Rather, a switch 
operates at Layer 2 of the TCP/IP protocol suite and makes its forwarding decision based 
on the destination MAC address found in the Layer 2 header of an incoming frame. 
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When any frame enters an interface (port) on a switch, the switch inspects the Layer 
2 header for the source and destination MAC addresses. It will store the source MAC 
address in its Content Addressable Memory (CAM) table and map it to the interface  
that the frame was received on. Therefore, in the future, if the switch receives a frame  
with a certain MAC address, it will perform a lookup on its CAM table to determine 
where the destination MAC address resides. Once found, the switch will bind the frame 
directly to the destination.

The following screenshot shows the contents of the CAM table on a Cisco switch:

Figure 2.20 – Viewing learned MAC addresses on a Cisco switch

As shown in the preceding screenshot, you will notice that there are MAC addresses that 
are learned on various interfaces and the switch has assigned the interface details to each 
MAC address. 

As you learned in the previous section, all interfaces (ports) on a hub function as a single 
broadcast domain. Additionally, if two or more devices send a signal at the same time,  
a collision occurs. Therefore, all interfaces on a hub are on a single collision domain.  
A switch is designed such that each individual port is its own collision domain. This 
means that if a switch has multiple devices connected to it, they can all send and receive 
messages without any network collisions occurring. Furthermore, it's recommended that 
only one should be connected to a single switch interface, for example, one computer per 
switch interface. 

However, if an end device such as a computer sends a Layer 2 broadcast message, with the 
FF-FF-FF-FF-FF-FF destination MAC address, the switch will forward the Layer 2 
broadcast message out of all ports except the interface it was received on. This creates  
a broadcast domain on the switch.
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Additionally, if a host device wants to send a message to another host of which the 
destination MAC address is unknown, the source device will use ARP to send an ARP 
request message to all devices on the same broadcast domain by using a destination MAC 
address of FF-FF-FF-FF-FF-FF. 

Layer 3 switches
As you have already learned, switches commonly operate at Layer 2 of the TCP/IP 
protocol suite and are able to read Layer 2 header information only, nothing beyond this. 
As the networking industry continues to develop new technologies, Cisco has created 
Layer 3 switches. These Layer 3 switches can operate both at the internet (Layer 3) and 
data link (Layer 2) layers of the TCP/IP protocol suite. These switches can perform 
various Layer 3 functions, such as routing, and are commonly implemented in medium to 
large enterprise networks and even data centers. 

Routers
Routers are Layer 3 devices that are used to interconnect two or more different networks. 
This means that a router can be used to interconnect different IP networks or even 
networks that support different media types, such as fiber and copper cabling. A router 
is able to read the information found within an IP address, such as the Layer 3 header 
details. When a packet enters a router's interface, the router will inspect the destination  
IP address and then check its routing table to locate a suitable route. 

Once a route is found, the router will then forward the packet to its intended destination. 
If a route is not found, the router will return a Destination unreachable message to the 
sender, informing it that the router is unable to locate a route for forwarding the packet. 

Important note
Routers do not forward Layer 2 broadcast messages, such as frames, that 
contain a destination MAC address of FF-FF-FF-FF-FF-FF. 

The following diagram shows a router interconnecting two different networks:
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Figure 2.21 – Router connecting networks

Each end device is usually configured with a default gateway. This is the doorway 
to beyond the local IP subnet. As shown in the preceding diagram, PC-1 is using 
192.168.1.1 as its default gateway. Therefore, if PC-1 wants to send a message to  
a host beyond its own network, it will forward the message to its default gateway, the 
router. The router will then check its routing table and forward the packet accordingly  
to the destination. 

Wireless Access Point (WAP)
As more and more people and organizations are acquiring mobile devices, such as 
smartphones, tablets, and laptops, the need for wireless networks is also growing. One 
such device that allows us to bridge the gap between a wired and a wireless network is  
a Wireless Access Point (WAP). A WAP is a device that allows network administrators  
to create wireless networks, thereby allowing Wi-Fi-capable devices to interact with  
a wired network.

The following diagram shows a WAP on a small network:

Figure 2.22 – WAP
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To put it simply, WAPs are used to extend the physical wired network into a wireless 
network, allowing users such as employees to roam around the office with their mobile 
device and still be able to access the network resources on the corporate LAN. WAPs use 
the IEEE 802.11 standard, which describes the usage of both the 2.4 GHz and 5 GHz 
radio frequencies and channels for wireless communication.

On IEEE 802.11 wireless networks, network collisions can occur similarly to a wired 
network with a hub. An access point operates a bit like a hub on the network. When 
a message is sent to the access point, it will regenerate and send the message to all 
other connected clients. Furthermore, collisions can occur if two or more clients are 
transmitting their messages at the same time. To prevent collisions on a wireless network, 
mobile clients use Carrier Sense Multiple Access/Collision Avoidance (CSMA/CA).

With CSMA/CA, each mobile client will send a message to the access point to ask whether 
the media, which is the airwave, is free and available. The access point will respond to 
the client, informing it to proceed and send its message, or that the channel is busy at the 
moment and to try again later. To put it simply, each wireless client asks permission of the 
access point before they transmit their message across the network. 

Wireless LAN Controller (WLC)
On an enterprise network, a network professional may be tasked with administering and 
managing the entire wireless network for an organization. Within the organization, there 
may be dozens of access points that are located at various branch offices. 

Managing the wireless network may include the following tasks:

• Creating, changing, and/or removing a Service Set Identifier (SSID) or wireless 
networks

• Modifying the wireless network settings

• Modifying the wireless security configurations

• Adjusting the power levels on the antennas

• Detecting rogue access points

As a network administrator, if a change has to be made on the wireless network,  
you can manually log on to each access point and make the necessary change, one at  
a time. This task seems to be a bit time-consuming due to the manual and repetitive 
nature of the process, since the change has to be done on all devices within the 
organization. A Wireless LAN Controller (WLC) can be used to centrally manage  
all the WAPs within your entire organization using a simple and simplified dashboard. 
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The following diagram shows a WLC centrally deployed to manage multiple access points:

Figure 2.23 – Deployment of a WLC

By implementing a WLC on the network, a network administrator can simply log in to the 
WLC user dashboard, create or modify wireless networks, control each access point at any 
location, and manage the wireless security, all from a centralized location. 

An example of a cloud-based solution is Cisco Meraki. Cisco Meraki provides  
a subscription-based service for accessing a WLC in the cloud to manage the Cisco 
Meraki devices, such as their switches and access points. This type of service allows users 
to simply pay a subscription for the cloud-based controller, being able to manage their 
access points in real time, gather statistics, and manage security.

By completing this section, you have acquired the skills and knowledge necessary to 
identify the functions of various networking devices and understand how they forward 
messages across a network. Such knowledge is important for a cybersecurity professional 
as hackers attempt to manipulate the functions of these networking devices during their 
attacks.

Describing the functions of Cisco network 
security systems
In this section, you will learn about various Cisco security solutions and how they are 
used to protect an enterprise network and its users from cyber-attacks and threats. 
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Firewall
A firewall is a security appliance that is designed to prevent malicious traffic from 
entering or leaving a network. Cisco's Next-Generation Firewall (NGFW) is designed 
to offer the latest protection to users by inspecting all inbound and outbound network 
traffic. It is important that organizations realize the need for this security appliance as it is 
typically implemented at the network perimeter, as shown in the following diagram:

Figure 2.24 – Firewall deployment

Firewalls are not only implemented at the network perimeter; they are also implemented 
with networks to provide advanced filtering of traffic. Furthermore, NGFWs are designed 
to provide additional security services, such as Data Leakage Prevention (DLP), 
which allows a security administrator to restrict employees from sending sensitive 
or confidential files outside the company's network. NGFW supports Deep Packet 
Inspection (DPI), which enables the firewall to decrypt any encrypted packet and  
inspect the data at the application layer in the event that there is any hidden malicious 
code. Additionally, NGFWs are able to provide Virtual Private Networks (VPNs), which 
allow an organization to connect remote offices via a site-to-site VPN and even allow 
remote workers to securely access the corporate network via the internet using a remote 
access VPN. 

Cisco Intrusion Prevention System (IPS)
A firewall may not have the capabilities to inspect certain traffic types, such as Structured 
Query Language (SQL). To assist with the inspection of other traffic types, an Intrusion 
Detection System/Intrusion Prevention System (IDS/IPS) can be implemented on your 
internal network. The objective of implementing an IDS or an IPS is simply to reduce the 
attack surface of your assets, including end devices such as servers. 
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The following diagram shows the deployment model for an IPS:

Figure 2.25 – IPS deployment model

The IPS is deployed between the firewall appliance and the internal network, simply to 
catch anything that has been missed by the firewall that is originating from the internet. 
Furthermore, the IPS is placed in-line such that network traffic has to flow through it.  
This implementation type is very beneficial in that if malicious traffic is detected by the 
IPS, it will immediately block the traffic and send an alert, thereby making the IPS  
a proactive device.

The IDS also has the ability to inspect and detect malicious traffic, but does not have the 
mechanisms to block the threat as it is happening. This means that the IDS is a reactive 
device simply because it can detect and alert but not block the attack.

The following diagram shows the deployment model for an IDS:

Figure 2.26 – IDS deployment model
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As shown in this diagram, the IDS does not sit in-line with network traffic, but rather  
is connected to a switch on the network. The switch is configured with a SPAN port or  
a mirrored interface to send a copy of all traffic entering the switch to the IDS appliance. 
The IDS appliance will simply inspect all the incoming traffic, looking for intrusions,  
and will send an alert only if it detects a threat. 

Both IPS and IDS can be implemented on the network and/or on host devices. These types 
of implementation are commonly referred to as the following:

• Network-Based Intrusion Detection System (NIDS)

• Network-Based Intrusion Prevention System (NIPS)

• Host-Based Intrusion Detection System (HIDS)

• Host-Based Intrusion Prevention System (HIPS)

As you have seen in the previous diagrams, those were network-based implementations  
of both the IDS and IPS appliances. The benefit of using a network-based solution is that  
it has the ability to detect and/or prevent the threats on a network itself. However, the 
host-based implementation is where each host device, such as a computer, has its own 
HIDS or HIPS installed on the local system. With HIDS/HIPS, you will be able to detect 
and prevent malicious traffic from entering or leaving the individual host machine.

Both IDS and IPS use the following methods to identify intrusions:

• Signature-based: This method inspects the traffic, looking for a pattern that 
matches malicious code or a threat.

• Protocol analysis: In this method, the sensor inspects all the fields within the 
application layer protocols within the flow of network traffic. If any protocol field 
appears to not be complying with the standard format, the sensor will trigger an 
alarm.

• Heuristic or anomaly-based: This method looks for anything that is out of the 
ordinary on the network. For example, if an attacker is creating a lot of half-open 
connections by sending TCP SYN packets with another device and completing  
or closing the sessions, the sensor will trigger an alarm.

• Global threat correlation: Cisco devices all connect to Cisco's security intelligence 
cloud, which enables devices to share information and receive updates from Cisco's 
security team in real time. Cisco's global security team is known as Cisco Talos.
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Cisco IDS and IPS security appliances provide various types of alerts or alarms. The 
following are the various types of alerts that can occur on an IDS/IPS appliance:

• False positive: An alarm is triggered, but no threats exist.

• False negative: No alarm is triggered, but a threat does exist.

• True positive: An alarm is triggered, and a threat does exist.

• True negative: No alarm is triggered, and no threat exists. 

Your objective as a security professional is to ensure that your IDS/IPS is tuned to provide 
mostly true positive and true negative alert types. These alerts will ensure that security 
appliances are working as expected and that your security analysts receive alerts involving 
intrusions. 

Web Security Appliance
Another security appliance is Cisco's Web Security Appliance (WSA), which is deployed 
on-premises to help protect a user in an organization's web traffic. WSA is a web security 
solution that will filter both inbound and outbound web traffic. WSA has the ability 
to provide URL filtering and Data Loss Prevention (DLP) on employees sending 
confidential files outside the company's domain. It also has the ability to inspect inbound 
or returning traffic from the internet to the internal client. WSA will inspect all traffic to 
ensure that it is not malicious in nature. 

Additionally, Cisco has a cloud-based solution, which is Cloud Web Security (CWS).  
The roles and functions of both WSA and CWS are the same, the only difference being 
that WSA is deployed locally within the organization's network, while CWS is deployed 
on a data center in the cloud. 

Email Security Appliance
Cisco's Email Security Appliance (ESA) is a security appliance that has an important 
job in filtering malicious inbound and outbound emails. ESA provides various levels of 
filtering email messages to prevent various types of threats, including the following:

• Spam

• Malware

• Phishing

• Spear phishing
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The objective is to ensure that all inbound email messages are sent to the ESA security 
appliance before they are delivered to your users' inboxes. ESA will perform various types 
of security checks and filtering, including the following:

• Reputation filters

• Message filters

• Anti-spam

• Anti-virus 

• Advanced Malware Protection (AMP)

• Content filters

• Outbreak filters

These inbound filters ensure that the email is safe before it reaches your inbox, thereby 
adding a layer of security to your email messages. Additionally, ESA also has the ability 
to inspect outbound email messages from your organization to ensure that users are not 
spreading malware or leaking sensitive information. The following are the various security 
checks that are performed by ESA on outbound email messages:

• Messaging filters

• Anti-spam

• Anti-virus

• AMP

• Content filters

• Outbreak filters

• DLP

Similar to the CWS appliance, Cisco also has a cloud-based solution for ESA, which is 
known as Cisco's Cloud Email Security (CES). Both ESA and CES have the same roles 
and functions, although their deployment does vary, as one is implemented locally while 
the other is implemented in the cloud.
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Cisco Advanced Malware Protection
The AMP security solution is an engine and application that can be installed on endpoints 
to help detect and block malware. Cisco AMP is already integrated with other Cisco 
security solutions, such as NGFW, Next-Generation Intrusion Prevention System 
(NGIPS), Cisco email security appliances, such as ESA and CES, and web security 
appliances, such as WSA and CWS. 

With AMP integrated into all these products, it's easier to detect and block malware on 
the network itself. With AMP on your endpoint or security appliances, it can perform 
analysis and sandbox code that appears to be malicious, perform real-time threat 
management, and provide trajectory information about any threats it has detected, 
providing information regarding where the malware originated and how it has been 
spreading across the network.

As with all of Cisco's security solutions, AMP receives its security information from 
the Cisco global threat intelligence cloud and Cisco Talos so as to always have the latest 
updates and information about any new and emerging threats out there in the wild.

Having completed this section, you have learned about the roles and functions of various 
Cisco security solutions and how they work to keep users safe and reduce the attack 
surface within an enterprise's network.

Summary
During the course of this chapter, you have gained the essential skills to perform  
DNS inspection, using one of the most popular protocol analyzers within the  
industry – Wireshark. To conclude the chapter, we discussed the role and functionality 
of network devices and security appliances and how they work together to forward traffic 
between devices and to filter malicious traffic.

I hope this chapter has been informative for you and will be helpful in your journey 
toward learning the foundations of cybersecurity operations and gaining your Cisco 
Certified CyberOps Associate certification. 

In the next chapter, Chapter 3, Discovering Security Concepts, you will learn how to get 
started with using a cybersecurity approach to secure your assets.
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Questions
The following is a short list of review questions to help reinforce your learning and to help 
you identify areas that may require improvement. The answers to these questions can be 
found in the Assessments section at the end of this book:

1. Which of the following devices is used to help protect employees from phishing 
attacks?

A. ESA

B. WSA

C. NGFW

D. AMP

2. Which of the following devices can detect intrusions and send an alert but does not 
stop the threat?

A. AMP

B. IPS

C. IDS

D. NGFW

3. Which of the following is able to sandbox potential code to determine its intent?

A. IPS

B. AMP

C. IDS

D. NGFW

4. Which type of device is used to centrally manage all the WAPs within a network?

A. Router

B. NGFW

C. WLC

D. Switches
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5. Which security appliance can help prevent employees from sending sensitive files 
outside the corporate network via emails?

A. NGFW

B. WSA

C. ESA

D. IPS

6. Which messages are sent by a DHCP server (choose two)?

A. Discover

B. Offer

C. Request

D. Acknowledgement

Further reading
The following links are recommended for additional reading:

• Cisco AMP case studies: https://www.cisco.com/c/en/us/solutions/
enterprise-networks/advanced-malware-protection/customer-
case-study-listing.html 

• Vulnerabilities in the application and transport layers: https://hub.
packtpub.com/vulnerabilities-in-the-application-and-
transport-layer-of-the-tcp-ip-stack/ 

https://www.cisco.com/c/en/us/solutions/enterprise-networks/advanced-malware-protection/customer-case-study-listing.html
https://www.cisco.com/c/en/us/solutions/enterprise-networks/advanced-malware-protection/customer-case-study-listing.html
https://www.cisco.com/c/en/us/solutions/enterprise-networks/advanced-malware-protection/customer-case-study-listing.html
https://hub.packtpub.com/vulnerabilities-in-the-application-and-transport-layer-of-the-tcp-ip-stack/
https://hub.packtpub.com/vulnerabilities-in-the-application-and-transport-layer-of-the-tcp-ip-stack/
https://hub.packtpub.com/vulnerabilities-in-the-application-and-transport-layer-of-the-tcp-ip-stack/
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Discovering Security 

Concepts
As you dive further into the world of cybersecurity, you will learn about various security 
concepts and strategies that many organizations implement to secure their assets from 
both internal and external cyber threats and attacks. Having a solid understanding of the 
importance of information security is vital, and in this chapter, you will be exposed to the 
three pillars that are used to keep organizations and their assets safe from cyber attacks. 

Throughout this chapter, you will learn about these three pillars and how they are used 
within any organization, whether small or large, to create a secure network designed to 
protect its users, devices, and data. Furthermore, you will learn about various security 
deployments, key security terminologies, and access control models. These key topics 
will help you understand what is needed and expected of a cybersecurity professional 
and an information security professional in the industry. Hackers are not waiting for 
cybersecurity professionals to get ahead of the game; it is our responsibility to stay up to 
date and ahead of the bad guys. 
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In this chapter, we will cover the following topics:

• Introducing the principles of defense in depth

• Exploring security terminologies

• Exploring access control models

• Understanding security deployment

Without further ado, let's dive into the chapter!

Introducing the principles of defense in depth
Simply by connecting a device to a network and the internet, organizations are opening 
up a doorway for hackers to infiltrate their network and wreak havoc. There are many 
organizations that have a firewall on their network and so think that both their internal 
network and users are protected from threats on the internet. A firewall as the only 
network appliance deployed between the internal network and the internet is simply  
a single layer of security for the entire organization. Many people will ask the question, 
Isn't the firewall designed to filter malicious inbound and outbound traffic?

Many years ago, the answer would have been simply a solid yes. However, as hackers are 
always looking for new strategies to infiltrate a network, we cannot just rely on a single 
layer of security to safeguard our assets. The answer to the question is not an easy yes 
anymore simply because there are many traffic types that use insecure network protocols 
to exchange messages between a source and a destination. 

The following are just a few of the many questions that should be asked by a cybersecurity 
professional:

• Is the organization actively monitoring Domain Name System (DNS) messages  
for threats?

• Does the organization have any security solutions protecting the company's 
inbound and outbound email messages?

• If there's an outbreak of a cyber attack on the network, are there systems 
implemented to proactively block and alert the Information Technology (IT) 
team?

• Is there a dedicated security team or person within the organization for managing 
the overall security of the entire organization?

• Are there any security policies and technical controls implemented to safeguard the 
internal network?
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Many security vendors use a lot of marketing strategies and throw out many buzzwords 
to influence potential customers to purchase their all-in-one security appliances. The 
key point that many unknowing customers miss is how the security solution or product 
is going to protect all users and all traffic types, safeguard them when using insecure 
protocols, and so on. An example is using endpoint protection; you can think of this 
solution as anti-malware software with centralized management for the administrator. 
While many anti-malware and endpoint protection solutions offer amazing features, 
this is still a single layer of security that simply protects the host only. Not all endpoint 
protection or anti-malware solutions safeguard from email-based threats or even  
social engineering attacks. To put it simply, an organization cannot rely on a single 
approach only to safeguard its assets; it needs a multi-layered approach known as  
Defense in Depth (DiD).  

The DiD strategy simply implies that a single layer of security should not be used as  
the only countermeasure against cyber attacks. Should that one layer fail to protect  
the network, then everything (assets) is exposed for hackers to compromise. In DiD,  
a multi-layered approach is implemented to protect all assets from various types of cyber 
attacks, where if one layer fails to safeguard an asset, another layer is already in place to 
keep the asset secure. You can think of the multi-layered approach as like having multiple 
defense mechanisms protecting a king in his castle. Should an invasion occur, the invaders 
will need to pass multiple layers of defense, including knights and other barriers, before 
they can reach the king (the asset).

To further understand the importance of DiD, let's dive into exploring the three pillars  
of information security:

• Confidentiality

• Integrity

• Availability

These three pillars are commonly referred to as the CIA triad. Each pillar plays a vital role 
in providing information security to any organization. In the following sub-section, you 
will learn about the characteristics of confidentiality, integrity, and availability and how 
they are used in the industry to ensure that our networks are safe.
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Confidentiality
As more people are connecting to and sharing information over networks, whether it's 
their private network at home, the corporate network at the office, or even the internet, 
privacy is a major concern. Every day, organizations are generating new data as they 
send and receive messages between devices. Imagine an organization that uses email as 
their only messaging platform; each person creates an email message, which is data, and 
this data uses some amount of storage space on the local system. When the destination 
receives the email, the email is stored on the recipient's computer if they are using  
a host-based email application such as Microsoft Outlook. Another example is data being 
transmitted across a network: Is the connection secure? Is the communication protocol 
secure? Is the network secure? These are just some simple questions we may ask when 
thinking about the security of our data.

Confidentiality simply ensures that messages and other data are kept private from 
unauthorized persons or devices. In the field of IT, confidentiality is implemented in the 
form of data encryption. People use devices to perform tasks, whether to send an email, 
download a file, or even send a message using a smartphone. It's important to protect 
these messages at all times. 

Data usually exists in the following states:

• Data at rest

• Data in motion (transit)

• Data in use

Data at rest is data that is neither in use by an application nor a system. It is currently 
stored in storage media such as a Hard Disk Drive (HDD) on a local or remote system. 
When data is at rest, it's vulnerable to attackers attempting to either steal or modify it. 
Security professionals implement both authentication methods and encryption algorithms 
to encrypt and protect any data at rest. An example is using BitLocker on the Microsoft 
Windows 10 operating system, which allows the device administrator to create an 
encrypted container; the user can then place files in this special area of memory and lock 
it. Once the BitLocker contents are locked (closed) by the user, both the container and 
its contents are encrypted. Therefore, access is only granted if a user provides the correct 
credentials to open and decrypt the contents. If an attacker steals the encrypted container, 
they will not be able to view the contents due to data encryption. 
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Tip
To learn more about BitLocker on Windows 10, please visit the following URL: 
https://docs.microsoft.com/en-us/windows/security/
information-protection/bitlocker/bitlocker-device-
encryption-overview-windows-10. 

Data in motion is defined as data that is in transit between a source and a destination. 
Imagine there are employees who are telecommuters or who are working at a remote 
location away from the office. These people may need to access the corporate network 
frequently to access network resources, such as when retrieving or working on documents 
that are on the file server. As cybersecurity professionals, we need to be concerned about 
what types of protection or security mechanisms are in place to protect the data that is 
being transmitted between the user's device and the file server. Furthermore, devices send 
and receive messages almost every second, and some of these messages are exchanged 
using insecure protocols, which allows an attacker to intercept the messages (data) as 
they are sent across the network. If the data is sent across the network in an unencrypted 
format, the attacker can see all the content in plaintext and will be able to gather sensitive 
information, such as usernames and passwords. These are just a couple of possible 
situations that can occur when data is in motion. Some recommended actions are to 
always use secure network protocols whenever possible and to ensure that employees 
who access the corporate network while working remotely use a Virtual Private Network 
(VPN) to encrypt the traffic between the user's device and the corporate network. 

To get a better understanding of the need for a VPN, imagine that an organization has 
multiple branches and wants to extend the resources from the head office location to  
a remote branch office. Using the internet is unsafe, especially for transferring corporate 
data between branch offices. One solution could be to use a Wide Area Network (WAN) 
that is provided by an Internet Service Provider (ISP). If the organization decides to 
use a WAN, this means there is a charge for this service, and for some companies, this 
solution may be beyond the budget. As an alternative, if the organization has an internet 
connection and firewalls are at each office location, then a security professional can 
configure a VPN between the two firewall appliances; this type of VPN is known as  
a site-to-site VPN. 

https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-device-encryption-overview-windows-10
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-device-encryption-overview-windows-10
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-device-encryption-overview-windows-10
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The following diagram shows a visual representation of a site-to-site VPN:

Figure 3.1 – Site-to-site VPN

As shown in the preceding figure, a site-to-site VPN establishes a secure, encrypted 
connection between the head office and remote branch office locations over the internet. 
Therefore, any messages that are between office locations are encrypted and sent through 
the VPN tunnel while protecting the messages from unauthorized users. 

Furthermore, a remote access VPN allows a user to establish a VPN tunnel between their 
end device, such as a laptop, and their organization's firewall appliance. This type of VPN 
allows employees who are either working from home or working on the go to securely 
connect to the organization's network and access the network resources. Keep in mind 
that a VPN client is required to be installed on the employee's device, which is used to 
establish a secure connection between the computer and the corporate firewall.

The following diagram shows an example of a remote access VPN:

Figure 3.2 – Remote access VPN

Data in use is data that is currently being accessed or used by an application. In this 
state, data is at its most vulnerable. For an example of data in use, imagine opening a 
PDF document using a PDF reader application. Before the application can successfully 
open the PDF file, the document has to be decrypted if the file is password-protected. 
Once the correct password is provided, the document will be presented to the user in an 
unencrypted format. It is important to ensure that the system and the applications that are 
accessing and/or using the data are always kept secure. 
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As you have learned, confidentiality is all about protecting your assets from unauthorized 
persons or devices. 

Integrity
Integrity plays an important role in our daily lives, particularly in ensuring that things 
are done as they are intended. The same principle is needed in a network. Imagine you 
have received a letter from a friend via your local courier service, and upon opening the 
letter, the content seems to be fine. As the receiver, you would assume that the content of 
the letter has remained unchanged during the delivery process, but how can you verify 
whether the content was modified by a person or device along the way? On a network, it's 
very important to ensure that data or messages are not modified during the transmission 
process between a source and a destination. 

In the world of cybersecurity, professionals use hashing algorithms to help users and 
devices validate whether a message was modified or not as it was transmitted. Hashing 
algorithms create a one-way, cryptographic hash (digest), which is a mathematical 
representation of a message. This means that only that message can produce the same hash 
value. Hashing algorithms create a one-way function, which makes it almost impossible 
for a hacker to reverse the process and determine the contents of the message itself. 

The following diagram shows a representation of the hashing process for a message:

Figure 3.3 – Hashing process

As shown in Figure 3.3, the message passes through the cryptographic algorithm,  
which creates a one-way hash function of the message. When the user or device wants 
to send the message to a destination, both the message and its hash value are packaged 
together and sent across the network. When the recipient receives the inbound message, 
the recipient will perform its own hashing function on the message and calculate its  
hash value. 

Next, the recipient will compare the hash value received from the sender with the hash 
value it has now calculated. If both hash values match, it means the message was not 
modified during transmission and integrity was maintained. However, if the hashes do 
not match, this is an indication that the message was tampered with and the recipient will 
simply discard it. 
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Availability
Many hackers use various types of cyber attacks to prevent legitimate users from accessing 
a resource. In other words, they try to disrupt the availability of data and resources. 
Within the field of cybersecurity, availability simply ensures that data and resources are 
always available to users and systems that are authorized to access these resources. 

A simple example of a cyber attack that can be used to disrupt availability over a network 
is a Distributed Denial of Service (DDoS) attack. This type of attack is launched from 
multiple geographic locations and targeted at a system or network. The goal is to make the 
target system or network unusable or inaccessible by other users. 

Cloudflare (www.cloudflare.com) provides unmetered DDoS mitigation to users. 
This allows a user to migrate their DNS records over to Cloudflare to manage the DNS 
services. This will allow Cloudflare to sit between your public server and the rest of the 
internet, so that if any DDoS attack comes from anywhere in the world, it has to pass 
through Cloudflare's network, which will mitigate the attack.

While you may think network resources and data are always readily available, in 
reality, there are threat actors whose goal is to ensure that those resources are no longer 
available to users. Simply imagine the possibility of a threat actor who has the capability 
to compromise the operating systems for controlling the power grid for your country 
or community. If a hacker is able to turn off these systems, there will be no power and 
many consumers and organizations will be affected. In such situations, it's important that 
professionals implement security controls to protect their critical processes, systems, and 
networks from being compromised.

Combining the three pillars
Some organizations will value one pillar over others. An example is that a company may 
focus more on securing their data with many authentication systems and data encryption. 
This aspect focuses more on confidentiality. Primarily focusing on one pillar, such as 
confidentiality, more than others will allow less focus on the others, integrity and/or 
availability. You may be wondering, How can this be a challenge? Imagine an organization 
implements the strictest security controls to prevent any unauthorized access to their 
systems and network. For an authorized user to gain access to these resources, the  
user will need to provide perhaps multiple validations of their identity, such as in  
Multi-Factor Authentication (MFA), and even passwords to open files. As a result, 
accessing the resources will be more difficult for anyone, including authorized users; 
therefore, availability will suffer a bit. 

http://www.cloudflare.com
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The following diagram shows the CIA triad and the focus point at the center:

Figure 3.4 – The CIA triad

The key point is to always ensure that there is a balance when implementing 
confidentiality, integrity, and availability on any system and network. It's important to 
apply equal focus to all pillars simply to ensure that there is no lack of any aspect of 
information security. 

Having completed this section, you have learned about the foundation and the importance 
of information security. Acquiring this knowledge will prove to be very useful when you 
are tasked with securing the assets within your organization. In the next section, you will 
learn about various security terminologies.

Exploring security terminologies
As a soon-to-be cybersecurity professional, you will notice that there are a lot of 
terminologies that are commonly used in various literature and discussions. It's important 
that you understand what these terminologies mean before diving further into advanced 
topics. This section focuses on learning about various security terminologies. 

Threats, vulnerabilities, and exploits
A vulnerability is defined as a security weakness or design flaw on a system. Both 
hackers and cybersecurity professionals are racing against each other to discover design 
flaws in systems. Hackers are always looking for security weaknesses that allow them 
to compromise the system or network. Cybersecurity professionals are always on the 
hunt to discover these design flaws and fix them before hackers are able to find them. 
Security researchers are constantly working with operating systems and software vendors, 
application developers, and many other organizations to help keep their products safe 
from malicious users. 
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Whenever a new vulnerability is discovered for the first time in the wild, the security 
researcher usually obtains a unique identifier that is publicly disclosed on a database.  
This database is known as Common Vulnerabilities and Exposures (CVE). Once  
a CVE number has been assigned, the vulnerability details are usually shared with the 
cybersecurity community, as this will include details about a design flaw. The sharing  
of this information helps other professionals within the field to implement mitigation 
and/or any remediation to safeguard their systems. Imagine your company has been 
using an application from Vendor A for many years. One day, a vulnerability is disclosed 
publicly and the information is shared with your IT team. Your team can use the CVE 
reference number to gather additional information, such as the vulnerability description, 
affected applications, and operating systems affected. Therefore, if your organization has 
that vulnerable application on the specified operation system, your team can implement 
additional security controls to safeguard systems and users until the application vendor 
releases a security update to remediate the security weakness. 

Tip
CVE is publicly accessible at https://cve.mitre.org/. 

An example of a known vulnerability is EternalBlue, which was first discovered on 
Microsoft Windows operating systems back in 2017. This security weakness allowed  
a malicious user such as a hacker to execute code remotely on any target system that had 
Microsoft's Server Message Block (SMB) 1.0, better known as SMBv1. If the attacker was 
successful, a malicious payload could be delivered and executed on the victim's system. 

Tip 
To get more details on the EternalBlue vulnerability, please visit https://
docs.microsoft.com/en-us/security-updates/
securitybulletins/2017/ms17-010 for the official disclosure 
from Microsoft. 

While there are many existing and newly emerging threats, many organizations try to 
implement a zero-trust policy on their network and systems. Zero trust ensures that 
everyone, as in all employees and other users, is properly authenticated and authorized  
to use the system and access corporate resources. There is no exception to any user on  
the enterprise network, and security policies and configurations are continuously 
validated and improved to ensure that access is strictly limited to those authenticated  
and authorized users on the network.

https://cve.mitre.org/
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010
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In many instances, an attacker can send across a payload that can allow them to gain 
remote access to a target without the user's knowledge. The EternalBlue vulnerability was 
assigned the reference number MS17-010 by the Microsoft security bulletin center.

Hackers use exploits to take advantage of a vulnerability on a system. An exploit is 
defined as anything, such as malicious code or a tool, that can be used to leverage a 
security weakness on a target system or network. Exploits can be either local or remote.  
A local exploit would need to be on the target system, which means the hacker would need  
to get access to the target, then execute the exploit on the system. A remote exploit allows 
the hacker to launch the exploit over the network, so the attacker does not require physical 
access to the victim machine but simply network connectivity. 

Tip
The Exploit Database is an exploit database that is maintained by the creators 
of Kali Linux, Offensive Security. The Exploit Database contains many exploits 
used by security researchers to test their systems to determine whether 
a vulnerability exists or not. The Exploit Database can be accessed via 
https://www.exploit-db.com/. 

Cybersecurity professionals use both custom-built and commercial tools to assist them 
in discovering vulnerabilities. Take penetration testers, for example, whose task is to 
discover and exploit all known and hidden vulnerabilities on their client's target that are 
within a given scope. A penetration tester may use a tool such as Metasploit, which is 
an exploitation development framework. It allows the penetration tester to develop and 
launch exploits and payloads to a target. 

Attackers also automate their exploits by using exploit kits. An exploit kit is a 
pre-packaged exploit that is usually loaded onto a public server, such as a popular web 
server on the internet. The objective of the exploit kit is to discover any vulnerabilities  
on users' systems when they visit the infected web server. Once the exploit kit finds  
a vulnerability, it will attempt to exploit it by simply uploading malicious code on the 
victim's system and executing it. An example of an exploit kit is Angler. 

Another key security term is threat. A threat is defined as anything that has the potential 
to cause harm or danger to an asset. An example of a threat could be a disgruntled 
employee who has the intention to disable the organization's network upon their 
departure from the company. This intent is focused on the disruption of one of the three 
pillars of the CIA triad: availability. 

https://www.exploit-db.com/
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Threat hunting is becoming a very popular activity within the cybersecurity world. It 
involves the act of proactively searching through systems and networks, simply to detect 
and mitigate any type of cyber threats that have evaded the existing security appliances 
and solutions. 

It's important that security professionals secure their internal network with 
countermeasures just as much as they do for their perimeter network. A countermeasure 
is a security safeguard that is designed to mitigate (remove) a potential threat. An example 
of a countermeasure is implementing Layer 2 security controls, such as port security, 
Dynamic ARP Inspection (DAI), Network Access Control (NAC), DHCP snooping, 
and so on.

Identifying threat actors
Throughout the course of this book, you will notice the term threat actor being used a lot. 
A threat actor is usually a person or a group of people with the intent to use their skillset 
to perform malicious actions on an organization, person, or system. All hackers do not 
have the same intent to compromise target systems; some hack for fun, while others hack 
for financial gain. 

The following is a list of various types of threat actors and their intent:

• Script kiddie: A script kiddie is not necessarily a kid but someone who uses 
pre-built scripts and tools created by real hackers. This person lacks the actual 
technical security knowledge that real hackers have but has the same intent to cause 
harm or damage to a system or network. Script kiddies can cause the same amount 
of damage to a target as real hackers even though they lack the security knowledge 
or skillset. Simply, they can follow the instructions of a seasoned hacker and achieve 
the same results without fully understanding the technical details. 

• Hacktivists: A hacktivist is an activist with the skillset of a hacker. This person 
uses their hacking skills to support either a political or social agenda. Hacktivists 
use their skills to perform actions such as website defacement, stealing and leaking 
confidential information on the internet, and so on. This is their way of protesting 
for a cause. 

• Organized crime: Hackers are not just hacking for fun anymore, though some  
still do. Nowadays, some hackers are working in groups with the intention of using 
their skills and resources to benefit financially. Each person within an organized 
crime group usually has a specialization and plays an important role in a team. 
There's usually a benefactor who provides the financial resources the group needs  
to acquire the best tools that money can buy to ensure that their attacks on targets 
are successful. 
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• State-sponsored: This type of hacker is hired by a government to both defend their 
nation from cyber attacks and perform information gathering (reconnaissance) 
on other nations. This group of hackers is usually provided with the best tools and 
equipment money can buy.

• Insider: While an organization performs a thorough screening of any potential 
employees during their interviewing process, hackers can also pretend to be 
an innocent person who is interested in gaining employment within a target 
organization. The goal is to gain employment as a trusted employee, and then when 
within the network, the hacker can better learn the network and security systems 
from the inside, thus making it easier to compromise the organization. This is 
known as an insider threat. 

There are also black hat hackers, who use their skillset for malicious intentions, as well as 
white hat hackers, who are the good guys within the cybersecurity industry, who use their 
skills to help secure organizations. However, there are also gray hat hackers, who exist 
between the black hat and white hat groups. Gray hat hackers can use their skills for both 
good and bad intentions, for example, if they work as a security professional by day and  
a malicious hacker at night. 

Understanding runbook automation
A Security Operations Center (SOC) is a team of people who are trained and qualified in 
the field of cybersecurity. The goal of a SOC is to monitor, detect, prevent, and remediate 
any threats on an organization's network. Within a SOC, there are many processes to 
follow simply to ensure that each analyst or engineer is able to strategically process all the 
data that is coming into the SOC from various network and security appliances. These 
processes help the SOC team to better monitor the incoming data and identify any threats 
that occur in the organization. 

A SOC usually has a set of processes, tools, and workflows that are kept up to date.  
As new threats and attacks emerge, the processes, tools, and workflows can be modified  
to ensure that the SOC is well equipped to handle the next generation of cyber threats.  
A runbook, sometimes known as a playbook, is used within a SOC to help the team 
better follow the processes involved in day-to-day operations.
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The following diagram shows the components of a SOC runbook or playbook:

Figure 3.5 – SOC runbook

Many SOCs will automate their runbooks to improve the time it takes to react when  
a security incident occurs. This process is known as Runbook Automation (RBA). 
Many organizations do not immediately detect threats or any form of compromise on 
their network. Sometimes, it takes an organization many weeks or even months to detect 
a threat on their network. Between the time of the initial compromise and the time of 
detection, a threat actor or malware can cause a lot of damage to the victim's systems and 
networks. By automating the processes within a SOC, RBA reduces the time between 
detection and remediation. 

Chain of custody
A chain of custody is used during a forensic investigation. As a forensic investigator, you 
will be required to gather evidence of a cybercrime. This evidence may be passed between 
multiple people who are working on the same case or evidence as you. To ensure that you 
keep track of the content of the evidence and who has possession of it as it is passed from 
person to person, a chain of custody is used. 

The chain of custody usually contains the following details:

• Forensic investigator's name

• Date and time when the evidence was acquired
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• The case and number

• Exhibit number if there are multiple parts

• The reason the evidence was collected

• The location of evidence

If a chain of custody is not maintained properly, the evidence may not be admissible in 
a court of law. Furthermore, you need to ensure that the evidence is not modified in any 
way and that it always maintains its original state. Forensic investigators will create  
a forensically sound copy of the evidence and work only on the copy, simply to preserve 
the integrity of the original. There are various forensic tools in the industry that allow  
a forensic investigator to acquire an image of digital evidence. A couple of these tools are 
the following:

• EnCase forensic software

• AccessData Forensic Toolkit (FTK)

Lastly, when transporting any evidence from one location to another, such as from 
the crime scene to the forensic lab, it is very important that the chain of custody is 
also maintained properly to ensure that no pieces of evidence are tampered with or 
mishandled along the way. 

Reverse engineering
Reverse engineering is the technique of taking apart an application, piece of software,  
or object to determine how it actually functions and operates. In the field of cybersecurity, 
a reverse malware engineer is a professional who uses their skillset to take apart malware 
to better understand how to detect and protect systems from any future attacks. 

Tip
During reverse engineering, the security professional also performs malware 
analysis to learn about and understand the impact and function of the 
malware. 

In a SOC, there are usually people who specialize in reverse engineering who will take 
apart malware after it has been detected and contained on the network. The forensic 
process begins by containing the malware on the network, such as by removing all 
infected systems from the network and creating a forensic image or clone of the HDDs  
for analysis by the security analyst and reverse malware engineer. 
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The reverse malware engineer is responsible for determining the following about the 
malware:

• How does the malware function?

• What is the intent of the malware?

• How is the malware spreading?

The following is an example of the reverse malware engineering phases:

1. Isolate the infected systems on the network.

2. Create a forensic image of the infected computer and place it in an isolated network.

3. Perform forensic investigation and reverse malware engineering.

4. Monitor what the malware is trying to do.

Once the malware has been thoroughly investigated, the SOC can then begin 
implementing new countermeasures to protect against this threat in the future. 

It's important to use various tools to assist you during the investigation, such as the 
following:

• Registry tools

• Network forensic tools

• File modification forensics tools

• Debugging and disassembler tools

PII and PHI
We live in a world where it's almost impossible to not have our information stored on 
a system or a network. Whether you are shopping on an e-commerce website, doing an 
online transaction with your bank, or even paying utility bills online, the systems we use 
to help provide us with these capabilities store information about us. With online banking, 
the bank requires personal details about you to create an account, and this information 
is stored on the bank's system and network. The same is the case with any organization 
in today's world. There are regulations in various countries that require these systems, 
networks, and information to be secured and protected by law. 
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One type of data that is usually stored by companies about their clients is known as 
Personally Identifiable Information (PII). PII is any information that can be used to 
identify a person's identity. Imagine you are a frequent shopper on a popular e-commerce 
shopping website; you will need to create an account and provide some personal 
information about yourself, such as your name, date of birth, and even your credit card 
number. This information is categorized as PII. PII should always be protected simply 
because if a threat actor compromised the systems and/or networks where your data is 
stored, the attacker could steal your information and leak it onto the dark web or sell it, 
allowing other syndicate organizations to personally target you. How would you feel about 
your personal information being leaked online? Not good, I hope. 

The following are examples of PII:

• Name

• Date of birth

• Credit card number

• Driver's permit/license number

• Any biological characteristics, such as fingerprints, facial geometry, and so on

• Mother's maiden name

• Social Security Number (SSN)

• Bank account details

• Email address

• Telephone number

• Physical residential address

The following are examples of organizations that store PII about you:

• Employers

• Health care providers

• Financial organizations

• Government agencies
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Health care providers always store information about their patients, and this information 
should always be kept confidential and secure. Protected Health Information (PHI)  
is any information that a health care provider stores about their patients that can be used 
to identify them. The Health Insurance Portability and Accountability Act (HIPAA)  
is a regulation that requires health care providers to be compliant to ensure that their 
systems, networks, and processes meet the requirements to protect PHI within their 
organization. 

The following are examples of PHI:

• Patient's name

• Telephone number

• Email address

• Residential address

• Any dates on medical records, such as date of birth, date of death, date of 
administration, and date of discharge from the health facility

• SSN

• Driver's permit/license number 

• Biometric information about the patient

• Information about the patient's mental or physical health

• The health care provider information for the patient

Both PII and PHI are only as secure as the systems, networks, and processes that are used 
to safeguard the data. Imagine if the systems that are storing the data do not have any 
security controls to prevent any cyber threats or attacks, or the systems do not have the 
latest security patches installed; these systems would be vulnerable to attacks. 

Understanding risk
As more organizations and people are connecting their systems and private networks  
to the internet, the risk increases as many of these devices and networks are vulnerable  
to many cyber attacks. Risk is defined as the potential to cause harm or damage to 
something or someone. In the field of cybersecurity, it's very challenging to remove all 
possible risks and threats completely from a network or an entire organization. 
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Important note
According to the National Institute of Standards and Technology (NIST), 
Risk = Threat x Vulnerabilities x Impact. 

When calculating risk, we define a threat as anything that has the intent to exploit  
a vulnerability on a target. As you know, a vulnerability is a weakness on a system and  
the attack surface is the sum of all the weaknesses on a target system, while the impact 
is the actual damage that will be done to the target if the attack is successful. Within the 
world of cybersecurity and information security, placing a fixed numerical value on each 
of these variables is tough; therefore, we understand that risk can exist when there is a loss 
of any information that has impacted confidentiality, integrity, and/or availability.

The following are various types of risk that organizations face each day in their industry:

• Business risk: These are potential risks or risks that exist from doing day-to-day 
business. An example of a business risk is that a competitor may decide to open 
a new branch close to your organization with the intention of attracting your 
customers. 

• Data risk: This risk exists when data is stolen or compromised by a threat actor or 
a cyber attack. An example of data loss risk is the potential of being infected with 
ransomware, which will encrypt all your data and hold it hostage for a ransom. 

• Systems risk: A systems risk is when the systems that are used to ensure daily 
operations of the business are left vulnerable to cyber attacks and threats, such as 
malware.  

• Data loss risk: This type of risk exists when the data on a system is lost due to some 
type of system failure. An example of a data loss risk is the potential of a hard drive 
that stores important files and records failing. 

• Insider risk: Insider risk is the risk of an employee who intends to compromise the 
corporate network and cause damage to systems owned by the organization.

• Application risk: This type of risk is the potential of an important application 
failing on the corporate network. 

As soon-to-be security professionals, we should learn how to minimize the attack surface 
and reduce the risk of cyber attacks on any assets. To help reduce the likelihood of cyber 
attacks, it's best to first identify all the assets within the organization. An asset is anything 
that is valuable to the company. 
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Assets can be broken down into the following categories:

• Tangible: Tangible assets are physical objects that are of worth to the organization. 
Examples of tangible assets are computers, servers, network devices such as routers 
and switches, security appliances such as firewalls and IPS systems, and furniture. 

• Intangible: Intangible assets are objects that we can't physically touch. Examples of 
intangible assets are data, intellectual property, processes, procedures, and anything 
that is in a digital format.

• People: The people who are the employees of an organization and customers' data 
should also be protected. If hackers are able to trick your employees in a social 
engineering attack, this can lead to the entire organization's network becoming 
compromised. 

In the world of cybersecurity, threats exist all around us, and the level of risk increases 
each day. There are many organizations that believe that all cyber threats and attacks 
originate from the internet and will perhaps purchase an "expensive" firewall appliance 
from a trusted provider in the hopes that it will safeguard the corporate network. As you 
have learned previously, this is a single-layer approach and does not safeguard from all 
cyber threats or attacks. What many organizations fail to realize or sometimes realize too 
late is that over 90% of cyber attacks originate from their internal network, behind the 
perimeter security appliance that was supposed to protect their network. 

There could be an insider who is a threat actor pretending to be a trusted employee, 
a disgruntled employee who wants to take down the company's IT infrastructure for 
personal reasons, or even an innocent employee who clicks on a malicious link within an 
email message. Protecting your internal network should always be equally as important as 
protecting the perimeter. 

Managing risk
Risk management simply entails the processes that are used to identify what the potential 
and existing risks are that may be affecting an organization, assessing each risk, and 
implementing processes and procedures to reduce the risks.



Exploring security terminologies     83

Important note
The NIST Special Publication (SP) 800-39 is designed as a framework to help 
organizations manage risk. NIST SP 800-39 is the Risk Management Guide for 
Information Technology Systems. Further information about this framework can 
be found at https://csrc.nist.gov/publications/detail/
sp/800-39/final. 

The following are the four strategies used to mitigate risks:

• Risk acceptance: In risk acceptance, the organization accepts that there are risks 
present and does not have any type of countermeasures in place to either reduce  
or remove the risk. This situation particularly occurs when the cost of damage from 
the risk does not outweigh the cost to implement countermeasures and security 
controls. 

• Risk avoidance: With risk avoidance, the organization will identify any activities 
that may be creating the risk and ends them to simply avoid the possibility of the 
risk. 

• Risk transfer: When a risk exists, an organization can choose to transfer the 
responsibility of managing the risk to another organization, such as a third-party 
service provider. An example of this is that an organization can outsource to 
a Managed Service Provider (MSP) that specializes in cybersecurity incident 
response and can actively monitor systems and respond to any cyber attacks against 
their clients. 

• Risk limitation: Risk limitation is usually a balance of both acceptance and 
avoidance. 

The following are guidelines to help understand how to reduce risk using a strategic 
approach:

1. Identify all the vulnerabilities that are a risk to the organization.

2. Implement technical security controls to reduce the risk of a threat actor exploiting 
the vulnerabilities.

3. Ensure that the technical security control does not cost more than the exposure  
or the potential financial loss if the system should be compromised. 

https://csrc.nist.gov/publications/detail/sp/800-39/final
https://csrc.nist.gov/publications/detail/sp/800-39/final


84     Discovering Security Concepts

The following diagram shows a visual representation to help understand the need for 
security controls:

Figure 3.6 – Understanding the placement of security controls for risk management

When it comes to calculating or measuring the possibility of risk, this concept can be 
broken down into the following risk assessments:

• Quantitative risk

• Qualitative risk

In quantitative risk, an actual numerical value is associated with the risk. For example,  
if there is a critical application server within the organization that randomly stops working 
one day, the numerical value will be the financial cost to replace the server. Furthermore, 
the Single Loss Expectancy (SLE) can be calculated for a one-time event, while the 
Annual Loss Expectancy (ALE) can also be calculated for the total number of times  
a failure or incident has occurred over the entire year. 

In qualitative risk, the assessment involves assigning various risk levels, such as critical, 
high, medium, and low, to each risk. In this type of risk assessment, an expert provides 
their opinion on which factors or risks are significant to the organization. 

Important note
ISO 31000 is the Risk management standard that contains the guidelines for 
managing risk. ISO 27001 is the standard on Identifying Information Risk and 
Cybersecurity Risk and ISO 27005 is the standard that focuses on Cybersecurity 
Risk Assessment. 
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An important technique that many organizations use to help identify vulnerabilities and 
risks is to perform a penetration test on the systems and networks. A penetration test 
usually involves a qualified penetration tester who will simulate real-world cyber attacks 
on the company's systems and networks that are mutually and legally agreed upon in the 
rules of engagement. The objective of a penetration test is to discover all vulnerabilities  
on the target and exploit them before a real hacker is able to compromise the organization. 
If the penetration tester is able to find these security weaknesses and exploit them, so 
could a real hacker with malicious intent. The organization can use this knowledge to 
improve the security posture of their systems and networks to safeguard themselves. 

Principle of least privilege
To help reduce the risk within a company, there is the concept of applying the principle 
of least privilege to each employee or user. This concept simply means each employee 
should only be given the exact privileges they will need to perform their daily duties 
and nothing more. This concept ensures that a user doesn't have privileges beyond what 
is needed, such that the user will not be able to perform any actions on the network or 
system that are out of the scope of their duties. 

Another technique is using a rotation of duties within the entire organization. This 
concept is where each employee is rotated between different duties over a period of time. 
For example, an employee changes their duties every 4 months. Let's imagine an employee 
named Bob is doing some fraudulent things in his current position within the company, 
when a new employee called Alice takes over the duties from Bob. Alice could then notice 
that Bob has not been a good employee and is doing bad things in the office. 

A common issue within many organizations is that a single person usually has the role and 
function of two or more job positions. A concept known as the separation of duties is 
where a person who is to make a change to a system, such as modifying the configuration 
of a firewall, should not be the same person that approves the change. There should always 
be a separate person who makes the change while another person makes any approvals of 
the change. This concept prevents a single person from making unauthorized changes and 
taking over the system or network. 

Sometimes, an organization may notice an employee is doing fraudulent activities on the 
company's systems. The concept of mandatory vacation forces the suspected employee  
to take a vacation and, during this time, the employee will not have access to the corporate 
network. If the fraudulent activities stop during the time that the suspected employee is on 
vacation, then it's obvious who was performing these activities. 
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Having completed this section, you have learned about the importance of managing 
risk to reduce the likelihood of a cyber attack within your network or organization. You 
have also discovered various strategies that organizations use to determine whether an 
employee is responsible for an attack within a network. In the next section, you will 
explore various access control models that are used to limit a user's access to a system.

Exploring access control models
To help restrict the access rights of your users, there are various types of access control 
models that can be used to prevent a user from performing an unauthorized action on  
a system or network. Each of these models has various characteristics that you will learn 
about here to understand how they are generally deployed in an organization.

Discretionary access control
When using Discretionary Access Control (DAC), the owner of an object can decide 
which permissions should be assigned to a user who wants access to it. An example of 
DAC is if you have created a spreadsheet file on a centralized file server that contains work 
schedules for certain work-related activities with other staff members. Since you are the 
creator of the file, you also inherit the title of being the owner as well. This means you can 
choose which users can perform read, write, and/or execute actions on the file. The owner 
of the object can assign certain users who can read (open) the file, while some users may 
also be able to write or edit, and so on. Keep in mind that this is at the sole discretion of 
the owner of the object.  

Mandatory access control
In highly secure environments, such as a government agency, there are many levels of 
classification for data access. These organizations implement systems that are typically 
managed by logical security rules and policies that give a user certain access rights based 
on their security clearance level. This means the user does not have any sort of control 
over which privileges they acquire; the user may get access to certain systems and data 
that they do not need access to but still get them anyway because of their security  
clearance level. 

The following are the different security levels that can be applied to an object:

• Top secret: This is the highest level of classification that can be applied to data.  
If an unauthorized user gains access to data with this classification, it's considered  
to cause exceptional damage to the national security of a country.
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• Secret: This is the second-highest level of classification that can be applied to data.  
If data at this level is compromised, serious damage could occur to the national 
security of a country.

• Confidential: This is the lowest level of classification that can be applied to data.  
If the data is accessed by an unauthorized user, it's expected that there will be some 
damage to national security. 

• Unclassified: This is data without any classification and can be accessed by anyone 
without a security clearance. 

As an example of a system using these security systems, imagine there's a file that has been 
assigned the classification of confidential, which means only people who have a security 
clearance of confidential or higher will be able to view the file. Alice, a user who has  
a secret clearance level, will be able to view the file simply because the system 
automatically assigns Alice mandatory access upon logging in to the system and network. 

Non-governmental companies will not be able to properly implement Mandatory Access 
Control (MAC) because regular operating systems such as Windows, Linux, and so on 
do not support this type of access control model. In non-governmental organizations, 
DAC will be used, which allows organizations to choose which users can perform certain 
actions, such as read, write, and execute, on an object.

Rule-based access control 
In Rule-Based Access Control (RBAC), user privileges are centrally managed by 
a system. Users who have a similar job function, such as everyone within a sales 
department, can be placed in a single group. This will allow administrators to assign 
a security policy to the group as a whole; the policy will be applied to all users who 
belong to the group. This allows administrators to centrally manage the policies within 
an organization simply based on a user's role or job function within the company. An 
example would be that a domain administrator can create a security group within the 
Active Directory (AD) server of the company, assign all the users who work in the sales 
team to the sales group, and then simply create a Group Policy Object (GPO) with all the 
necessary rules to permit and deny actions. The GPO can be assigned to the sales group, 
and all user accounts will automatically inherit those rules. Keep in mind that AD is a role 
within Windows Server that is used to centrally manage users, devices, and policies within 
a Windows environment. 
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Time-based access control 
Time-based access control is a type of access control that is active on the days and times 
of day that are specified by the administrator. A typical scenario is an administrator 
creates a time-based access control that only allows employees to log in to their work 
computer during business hours. This type of policy is used to prevent employees from 
working after hours or performing tasks after business hours on the organization's systems 
and network. 

Role-based access control
Role-based access control is a type of access control policy that is designed to ensure 
strict system and/or network access for a user of a specific job role. This means if a 
network administrator logs on to a system, the user should only have the privileges to 
perform the tasks that are outlined in their job description and nothing more. To put it 
simply, this access control model is designed based on a job role within the organization. 

Authentication, authorization, and accounting
Authentication, Authorization, and Accounting (AAA) is a framework that defines  
how a user is able to provide their identity to a system and the policies to be applied to 
that authenticated user, as well as keeping a log of the user's activity while they are logged 
in to the system or network. 

Authentication is simply the processes and techniques used to validate a user's identity 
to a system. We usually create a user account on our computers to prevent unauthorized 
access, and even with our smartphones, there are PINs and even biometrics implemented 
to restrict access. Without enabling authentication on our devices, anyone can gain access 
to a system and use it freely.

The following are various methods that are used during authentication:

• Something you know: This is a PIN, password, or passphrase. 

• Something you have: This component could be a security key such as a Yubico 
YubiKey or a Google Titan Security Key.

• Something you are: This is biometrics such as fingerprints, voice, or facial 
recognition. An example of facial recognition technology is Windows Hello on the 
Windows operating system. 

After a user has been authenticated to a system, policies are applied that define the 
privileges of that user; this is known as authorization. Without the authorization aspect, 
any authenticated user will be able to perform any actions on a system. 
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This means a user could perform administrative actions on a computer, server, or even 
network device and cause critical issues or security incidents on the network. Therefore  
it is wise to provide the least privileges to a user such that they have just enough access  
to complete their duties and nothing more. 

Accounting entails simply keeping a record of all the actions performed by a user on the 
system. These records are usually in the form of logs that are generated when the user does 
something. Imagine one day a disgruntled employee decides to perform some malicious 
actions on an organization's device while logged on. An AAA server would contain a log 
with the timestamps and details of the actions performed by the user. 

To get a better idea of why there's a need for AAA, let's take a look at a small network with 
just a few networking and security devices. An IT professional can create individual user 
accounts on each device for each person who requires administrative access to manage 
the devices. This is good and workable for a small network infrastructure. However, as 
the network grows, creating those individual user accounts for each person within the IT 
department on each device becomes challenging.

Consider that within an ISP network, there are hundreds of devices that engineers require 
access to in order to configure new roles and services, troubleshoot any issues that may 
exist, and occasionally perform maintenance. Since each engineer requires access to 
various devices, it's not efficient to create individual user accounts on each device. What 
if the user has to change their password or have their privileges adjusted? Such a change 
would have to be done on all devices. Using AAA, an organization can implement an 
AAA service that handles each aspect of authentication, authorization, and accounting.

The following diagram shows the AAA process of a user attempting to log in to the 
network:

Figure 3.7 – AAA in action
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As shown in the preceding figure, the user's computer (supplicant) is connected to the 
network and the switch (authenticator) is prompting the user to provide a username and 
password to gain network access. When the user provides their credentials, the switch 
(authenticator) queries the AAA server (authentication server) to validate the user's 
identity and determine the policies for the user. The AAA server responds to the switch 
(authenticator). If the credentials provided by the user are valid, the user is authenticated 
to the network and policies are applied that determine what the user can and cannot 
do when logged in. Additionally, the AAA server keeps a log of all the user's actions for 
accountability.

The following are two AAA servers:

• Remote Access Dial-In User Service (RADIUS): RADIUS is an open source AAA 
server platform that can be implemented in a multi-vendor environment. RADIUS 
uses UDP port 1812 for the authentication process and UDP port 1813 for 
the accounting service. The messages that are exchanged between the AAA client 
and the AAA server are not fully encrypted, as AAA only encrypts passwords in 
messages. Additionally, RADIUS is commonly used to control and authenticate 
network access for users on both wired and wireless networks and uses the MD5 
hashing algorithm to encrypt passwords only.

• Terminal Access Controller Access-Control System + (TACACS+): TACACS+ 
is a Cisco proprietary AAA service that is only operable in a Cisco environment. 
TACACS+ provides additional functionality as compared to RADIUS such that 
it creates separate encrypted communication channels for each aspect of AAA 
over TCP port 49. Furthermore, TACACS+ is commonly used for device 
administration using Cisco Access Control Server (ACS) as an authentication 
server and it encrypts the entire payload. 

Important note
The Cisco Identity Services Engine (ISE) provides AAA services using both 
RADIUS and TACACS+ on both wired and wireless networks. ISE is also  
a Cisco authentication server that is mainly used in Network Access Control 
(NAC), for example, to provide authentication to users on a wireless network. 
ISE 2.0 uses both TACACS+ and RADIUS protocols.

Having completed this section, you have explored the various access control models and 
how they are used to limit the privileges of users on a system. In the next section, we will 
be covering the importance of implementing proper security appliances and applications 
on a network to help detect and block threats in real time.
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Understanding security deployment
When implementing security components such as firewalls and anti-malware/anti-virus 
programs, it's important to understand the various types of deployments and how they 
affect the monitoring of threats. 

A firewall can be deployed either as a network-based firewall or a host-based firewall. 
A network-based firewall is simply deployed on the network itself and sits in line with 
inbound and outbound traffic. 

The following diagram shows an example of a network-based firewall:

Figure 3.8 – Network-based firewall

The downside of having only a network-based firewall is that if an internal security attack 
occurs, such as a user inserting a malware-infected USB flash drive into their computer, 
the malware will most likely attempt to spread to other systems on the network. A 
network-based firewall will only be able to filter the malicious traffic if it passes through 
the firewall appliance. To put it simply, a network-based firewall is not able to stop an 
internal attack or threat if it's not in line with the malicious network traffic.

A host-based firewall is an application that is installed on the host device. The benefit of 
using a host-based firewall is that it has the capability to filter any malicious traffic that is 
entering or leaving the host device. Imagine there's an internal outbreak that is affecting 
the host systems within a corporate network. A host-based firewall would be able to 
prevent the malicious traffic from entering a non-infected host, and it would also have 
the capability to prevent an infected host from sending the malicious traffic out over the 
network. 
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Tip
Implementing a network-based solution can save an organization lots of money 
simply because the company will need to purchase a single license for the 
network-based solution as opposed to individual software licenses for each 
client device. 

The concepts of network-based and host-based deployments apply to anti-virus and  
anti-malware solutions. Cisco Advanced Malware Protection (AMP) can be 
implemented both as a network-based solution and as a host-based solution. Some 
organizations may choose to implement a network-based solution as a service on the 
Cisco Next-Generation Firewall (NGFW), which will be able to inspect and block both 
inbound and outbound malware for the corporate network. However, with a host-based 
deployment, Cisco AMP will have the visibility to inspect and block malware on each 
individual host device. 

Endpoint protection is anti-malware protection that offers organizations a business 
solution to help administrators manage threats better. With endpoint security solutions, 
an agent can be installed on each end device, such as computers. The agent will connect 
to the centralized server, which allows the administrators to centrally manage the threat 
protection on all connected agents, hence managing all end devices simultaneously. 

This allows the administrator to use a centralized dashboard to easily view and manage 
the entire threat landscape of their organization and determine answers to the following:

• Which endpoint agents require updates?

• Is there malware on a system?

• What has the endpoint protection done to remove the threat?

• Has the malware spread to other devices on the network?

• What files were compromised by the malware?

There are some security solutions that do not require an agent; a solution can be agentless 
and still be able to detect and block threats on an enterprise network. An agentless 
security solution is one that is not deployed on a host machine but rather on the network 
itself. An agentless solution uses other methods to monitor for threats, such as monitoring 
network traffic for any type of malware that may be hidden within packets. Let's imagine 
a threat actor was able to compromise a file server and locate a spreadsheet containing 
confidential financial information. The threat actor can attempt to exfiltrate the file from 
the corporate network. One technique is to convert the file into DNS query messages 
and send those DNS messages to a DNS server owned by the threat actor. The agentless 
security solution would then be able to monitor any suspicious network traffic and flag it. 
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In this section, you learned about various types of security deployments and how they are 
able to help protect an enterprise network from cyber threats and attacks.

Summary
Having completed this chapter, you have a lot of knowledge that's vital in better 
understanding the need for implementing a DiD approach in any organization to secure 
assets. Furthermore, you learned about various key security terminologies, which will 
help you to better understand what threats are, as well as learning how threat actors use 
exploits to take advantage of vulnerabilities they discover on a target system. You explored 
the need to always protect both PII and PHI as threat actors are interested in stealing 
those types of data and selling it on the dark web. Lastly, we took a deep dive into the need 
for risk management and access control models within an enterprise organization.

I hope this chapter has been informative for you and is helpful in your journey toward 
learning the foundations of cybersecurity operations and gaining your Cisco Certified 
CyberOps Associate certification. 

In the next chapter, Chapter 4, Understanding Security Principles, you will learn about 
the importance of a SOC and data types, looking at various networking technologies and 
different data types for security and threat monitoring.

Questions
The answers to the questions can be found in the Assessments section at the end of this 
book.

The following is a short list of review questions to help reinforce your learning and help 
you identify which areas require some improvement:

1. If a threat actor is able to intercept network traffic and gather usernames and 
passwords, which of the following is affected?

A. Confidentiality

B. Availability

C. Integrity

D. Hashing

2. How can you protect data at rest?

A. Save it offline.

B. With encryption.
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C. Hide it.

D. Keep it on the cloud.

3. Which of the following technologies is used to provide integrity?

A. Anti-malware protection

B. Firewall

C. Encryption

D. Hashing

4. Which of the following best describes a weakness in a system?

A. Exploit

B. Risk

C. Vulnerability

D. Threat

5. Which of the following is a component of a Security Operation Center (SOC) 
runbook?

A. Workflow

B. Tools

C. Processes

D. All of the above

6. Which standard provides risk management guidelines?

A. ISO 27001

B. ISO 31000

C. ISO 27005

D. ISO 27002

7. Which of the following access control models is implemented in government 
agencies?

A. MAC

B. DAC

C. Role-based

D. Time-based



Section 2:  
Principles of 

Security Monitoring

This section is designed to take the reader through intermediate topics such as the 
components of a Security Operations Center (SOC) and its functions, various data 
types on a network, how data can change as it passes through networking devices and 
technologies, various modern cyber threats and attacks, and cryptography.

This section contains the following chapters:

• Chapter 4, Understanding Security Principles

• Chapter 5, Identifying Attack Methods

• Chapter 6, Working with Cryptography and PKI





4
Understanding 

Security Principles
On a network, there are many applications and network protocols. These are like the 
vehicles that transport our data from a source to a destination. While many of these 
network protocols are designed with good intentions to help users communicate and share 
resources, threat actors such as hackers use these protocols to distribute their malware 
and compromise other systems on a network. As an upcoming cybersecurity professional, 
it's important you understand the challenges security professionals experience when 
networking technologies change various aspects of data types as messages are passed 
between networks. 

Throughout this chapter, you will learn about the pillars of information security and how 
they are used within any organization, be it large or small, to create a secure network 
designed to protect its users, devices, and data. Furthermore, you will learn about various 
security deployments, key security terminologies, and access control models. These key 
topics will help you understand what is needed and expected from a cybersecurity and 
information security professional within the industry. In the chapter, you will learn about 
various types of Security Operation Centers (SOCs) and the challenges security analysts 
face when network technologies affect data types on a network. Hackers will not wait for 
cybersecurity professionals to be ahead of the game – it is our responsibility to stay up to 
date and ahead of the bad guys. 
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In this chapter, we will cover the following topics:

• Understanding a security operation center

• Understanding the security tools used to inspect data types on a network

• Understanding the impact of data visibility through networking technologies

• Understanding how threat actors transport malicious code

• Delving into data types used during security monitoring

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the 
following hardware and software requirements:

• Oracle VirtualBox 6.1.16: https://www.virtualbox.org/wiki/
Downloads 

• Kali Linux 2020.3: https://www.offensive-security.com/kali-
linux-vm-vmware-virtualbox-image-download/

Link for Code in Action video https://bit.ly/3tXoOLS

Understanding a security operation center
In very large organizations such as an Internet Service Provider (ISP), you will often  
find a Network Operation Center (NOC). The NOC is responsible for monitoring the 
day-to-day network operations, performance, and services of a corporate network on  
a 24/7 basis. Even in large private organizations, there is usually an NOC that monitors  
the network to ensure everything is working as expected and to resolve any network 
outages, and to perform maintenance and upgrades. As more cyber attacks are occurring 
every day, the need for a dedicated team of persons with a specialized skill set to help 
safeguard and fight against cyber attacks is now ever-increasing. This is where the need  
for an SOC comes in to help us. An SOC is a type of operation center that is designed  
to monitor all security events on an enterprise network and remediate any threats.

An SOC can be implemented as an in-house solution or outsourced to a Managed 
Security Service Provider (MSSP). Many security companies, such as Cisco and IBM, 
have their own SOC, which sells their services and solutions to customers who are 
interested in having a dedicated team of persons to proactively monitor and manage the 
security posture of their networks. Even some ISPs have a dedicated SOC to monitor both 
their own network and their customers' networks as well. 

https://www.virtualbox.org/wiki/Downloads
https://www.virtualbox.org/wiki/Downloads
https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/
https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/
https://bit.ly/3tXoOLS
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An SOC gathers security intelligence from clients' networks to improve their threat 
monitoring and incident handling procedures. Additionally, an SOC uses the security 
intelligence that is shared and disclosed to the public community by various organizations. 
To put it simply, imagine your organization has an in-house SOC that does not use 
security intelligence from any trusted sources on the internet. If a new threat emerges 
and invades your organization's network, the SOC analysts and technologies may not 
detect or even recognize the new threat. This is a bad thing. It's important that each SOC 
uses security intelligence from trusted sources in addition to its own information learned 
from clients' networks. As more security intelligence is gathered by an SOC, the team of 
security analysts and engineers is able to improve the threat detection of newly emerging 
threats and incident response strategies. 

The following diagram shows a representation of sharing security intelligence between 
multiple trusted sources: 

Figure 4.1 – Various security intelligence sources

Let's look at these in detail:

• Cisco Talos is Cisco's global security and threat intelligence team, which gathers 
security analytics from all of Cisco's security solutions and appliances. They 
actively hunt for new emerging threats on the internet by using the data sent by 
Cisco's security products back to Talos. If Talos discovers a never-seen-before threat 
in the wild, they will execute the threat within a sandbox and perform reverse 
engineering techniques to determine its intent. Additionally, Talos will push a 
security update to all their security solutions globally to prevent any outbreaks while 
sharing the threat intelligence data with others in the cybersecurity community.
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Tip
More information on Cisco Talos can be found at https://
talosintelligence.com/. 

• US-CERT is the United States Computer Emergency Readiness Team. This team 
is responsible for managing any cyber threats and attacks within the United States. 
Due to the increasing number of cyber attacks on various countries, each nation 
is developing and implementing their own national team tasked with preventing, 
managing, and remediating cyber attacks and threats at a national level for their 
country. As many nations already have their own national incident response team in 
place, governments recommend that for each known cyber attack that occurs within 
their country, whether it occurs within a private or public organization, a report 
should be made to the national incident response team. Such information helps the 
national team to understand and gather statistics on the types of cyber attacks, the 
intent of the malware or threat actor, and even the types of organizations that are 
the most targeted. Furthermore, the national response team is also responsible for 
helping other organizations combat cyber attacks and preventing the threat from 
spreading at a national level.

Important note
More information about US-CERT can be found at https://us-cert.
cisa.gov/. 

• Malwr is a community that helps cybersecurity professionals in performing 
dynamic malware analysis. They are also the creators of the well-known malware 
sandboxing environment known as Cuckoo. Cuckoo is an open source malware 
analysis sandbox that allows a user to upload malware into the sandbox for dynamic 
analysis. The sandbox contains many popular tools that a reverse malware engineer 
will need to disassemble malware and observe its behavior. Using Cuckoo, a security 
researcher can drop malware into the sandbox and execute it while observing it live. 

Important note
More information about Cuckoo can be found at https://
cuckoosandbox.org/. 

• PhishTank is a community-driven website that focuses on fighting the war against 
phishing attacks. The website allows anyone to submit a domain or URL that allows 
the community to validate whether the domain is a trusted or phishing website.

https://talosintelligence.com/
https://talosintelligence.com/
https://us-cert.cisa.gov/
https://us-cert.cisa.gov/
https://cuckoosandbox.org/
https://cuckoosandbox.org/
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Important note
More information about PhishTank can be found at https://www.
phishtank.com/.

• Common Vulnerabilities and Exposures (CVE) is a publicly accessible database 
that is widely used by many professionals within the field of security. When  
a security researcher discovers a new vulnerability within an application, system, 
or network, the researcher will register the vulnerability on the CVE official 
website. The registration will allow the security researcher to insert all related 
data about the vulnerability, such as a description and other related references. 
Once the registration is complete, an official CVE number is assigned. This 
information can then be shared with the security community. An example 
is CVE-2017-0144, which describes the types of systems that are affected 
by the EternalBlue vulnerability. You can visit this URL to learn more about 
CVE-2017-0144: https://cve.mitre.org/cgi-bin/cvename.
cgi?name=cve-2017-0144. 

• FIRST (Forum of Incident Response and Security Teams) is an organization that 
was created with the intent of helping security researchers and professionals to share 
information that can help others minimize the impact of a security incident and 
prevent cyber threats. 

Important note
To learn more about FIRST, please visit https://www.first.org/. 

Types of SOC
Within the industry, there are three types of SOC. These SOCs share a single goal, which 
is to monitor and manage the security threats and posture of their clients' networks, 
although their overall operations differ. 

The following are the three different types of SOC:

• A threat-centric SOC

• A compliance-based SOC

• An operation-based SOC

https://www.phishtank.com/
https://www.phishtank.com/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2017-0144
https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2017-0144
https://www.first.org/
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A threat-centric SOC is designed to actively hunt for threats and malicious activities 
on a network. This team uses various tools and techniques to actively discover any new 
vulnerabilities that any new and emerging threats may be able to exploit. Additionally, 
the threat-centric SOC gathers security intelligence about any new threats that have been 
discovered by another security team and is shared within the cybersecurity community. 
An example is Cisco's security intelligence team, known as Cisco Talos. They actively 
monitor the security status of all their security appliances and solutions that are installed 
by their clients. If one of their security appliances, such as Next-Generation Firewall 
(NGFW), detects some type of anomaly, the NGFW will send the information to Cisco 
Talos, where the team will perform further analysis on the potential threat. If the security 
intelligence team determines the anomaly to be a threat, Cisco Talos will push an update 
to all their security solutions and appliances globally to combat the threat. This is the 
benefit of having access to security and threat intelligence. 

With a threat-centric SOC, the team can also share their security intelligence with 
other security organizations. Typically, an SOC should not only depend on the security 
intelligence created based on the information from a client's network, but also use the 
intelligence of other trusted security intelligence sources. Sharing information helps other 
security teams to learn about new threats and attacks discovered by professionals within 
the industry. 

A threat-centric SOC uses the U.S. Department of Energy (DOE) Computer Incident 
Advisory Capability (CIAC) model, now known as the Department of Energy 
Integrated Joint Cybersecurity Coordination Center (JC3-CIRC). This model is made 
up of the following six phases of security incident response:

1. Preparation

2. Identification

3. Containment

4. Eradication

5. Recovery

6. Lessons learned

In Part 4: Security Policies and Procedures of this book, we will take a deep dive into 
discussing each phase of incident response and procedures. You will also learn how to 
deal with security incidents and implement a proper incident response plan within your 
organization.
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Important note
The NIST SP800-61 Revision 2 guide, Computer Security Incident Handling 
Guide, is recommended for developing incident response strategies and 
handling procedures. 

A compliance-based SOC operates a bit differently compared to a threat-centric unit. 
This type of SOC proactively monitors the security posture of its clients' networks by 
ensuring that compliance is met on systems and the networks. With compliance being  
the primary method of ensuring security, compliance simply means that a system, 
network, or organization has met the minimum requirements of a set of rules, policies, 
or standards. An example of compliance is the Health Insurance Portability and 
Accountability Act (HIPAA), which is a standard that all healthcare providers need 
to implement to ensure that their systems and networks are secure so as to prevent any 
leakage of Protected Health Information (PHI). In some countries, it is required by law 
that various organizations are compliant within their operating industry, especially when 
data has to be protected. A compliance-based SOC focuses on ensuring that its clients' 
systems and networks are compliant depending on the clients' work industry. 

This allows the SOC to quickly detect any unauthorized changes to the network and 
identify misconfigurations, which can eventually lead to a cyber attack. Many cyber 
attacks are the result of misconfigurations on devices. Imagine if a network engineer 
forgot to disable the Telnet remote access protocol on an internet-connected router for 
a large organization. A threat actor could perform a port scan on the company's router, 
determine whether Telnet is enabled, and attempt to remotely access the device without 
permission. During my time in the networking industry, I've seen many devices within 
various organizations containing misconfigurations that have resulted in cyber attacks. 
A compliance-based SOC may not be as focused on threat hunting as we may want, 
but ensuring each system on its customers' networks is compliant simply reduces the 
possibility of cyber attacks. 

An operation-based SOC is usually an in-house team for a single organization. This 
type of SOC primarily focuses on monitoring the entire security posture of the internal 
network only. Many organizations build their own internal SOC as they realize there is  
a need for dedicated staff with cybersecurity training and certifications. In this type of 
SOC, you will find persons who specialize in incident response and threat management. 
Such persons are needed as an outbreak may happen on the company's network at any 
time. It's important to quickly contain it before it spreads and infects/compromises other 
systems on the network. If a Computer Emergency Response Team (CERT) does not 
exist within an organization, should an outbreak occur, the damage will be extreme. 
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In the next section, you will learn about the building blocks and workflow that an SOC 
uses to ensure that the team can efficiently and effectively detect and stop cyber threats.

Elements of an SOC
Building an SOC requires a very well-formulated structure that contains the right persons, 
technologies, and processes that can all work together to proactively detect, mitigate, 
and remediate cyber attacks and threats. Each day, hackers are discovering new ways to 
compromise their targets, and cybersecurity professionals are required to stay one step 
ahead of threat actors. It's important when building an SOC that you have all the right 
building blocks to ensure the unit is efficient and very effective in defending against the 
cyber threats of tomorrow. 

The following are common metrics that an SOC uses to measure its performance:

• Dwell Time: This is the length of time for which an attacker has gained access to  
a system/network until their actions are detected and block.

• Mean Time to Detect: This is the average time a security analyst within an SOC 
takes to identify and validate whether an intrusion (security incident) has occurred 
on a system or network.

• Mean Time to Respond: This is the average time a security professional within an 
SOC takes to stop and remediate an intrusion.

• Mean Time to Contain: This is the average time a security professional within an 
SOC takes to stop an intrusion (security incident) from causing damage to data and 
other systems on the network.

• Time to Control: This is the time that is required by a security professional within 
an SOC to stop a malware attack on the network

The following are the essential building blocks and elements of an SOC:

• People

• Processes

• Technologies

Let's look at each of them in detail.
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People
According to ISO 20000, which focuses on IT service management, it is essential that 
the Information Technology (IT) department has sufficient persons with the right 
qualifications and skill set to ensure that the entire team is very effective and efficient in 
its daily duties so as to guarantee that business objectives are met in terms of using IT 
resources and services. Similarly, in an SOC, it's important that the team is made up of 
various persons with the right cybersecurity training, qualifications, and skill set to ensure 
that the entire SOC is proactive in defending against threats.

An SOC should contain the following job roles:

• Security analyst

• Security engineer

• Security incident responder

• Security manager

Within an SOC, there are different tiers of security professionals, such as tier 1, tier 2, and 
tier 3. Each tier within an operation center has a unique job role and function. If tier-1 
personnel are unable to resolve an issue, it is escalated to the next level, tier 2, and so on.

The following diagram shows a graphical representation of the SOC:

Figure 4.2 – SOC job roles
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The first tier within an SOC is commonly referred to as Tier 1 Security Analyst. The 
tier-1 security analyst is usually the frontline person within the SOC. This person 
proactively monitors all incoming logs, notifications, and alerts from security systems  
and appliances on the network. Any incoming alert is verified by the analyst to ensure it is 
not a false positive. Once an alert has been verified as a true positive, the security analyst 
will immediately create a ticket with all the necessary information and begin acting on it. 

Important note
A false positive is when a security system triggers a false alert for a threat that 
does not exist. A true positive is when a security system triggers an alert when 
a threat exists on the system.

The second tier within an SOC is commonly referred to as Tier 2 Security Engineer 
or Tier 2 Incident Responder. The tier-2 professional is responsible for implementing 
changes on security solutions and appliances, implementing security updates to systems, 
configuring and administering endpoint solutions, and even performing incident response 
for any outbreak on the network. 

At tier 3, you will have experts who are experts in reverse malware engineering, threat 
hunting, computer forensics, firewall configurations, and so on. These professionals 
are commonly referred to as Tier 3 Subject Matter Experts (SMEs) simply because each 
person has a unique role within tier 3. 

Leading the SOC, you will find the SOC Manager, who is the professional that operates  
as the point of contact for the SOC and manages all the persons and resources in the 
entire SOC. 

Processes
The processes of an SOC are quite straightforward. To get a better understanding, imagine 
you are working as a tier-1 security analyst in an SOC for a regional ISP. Your daily duties 
are to monitor all incoming alerts from various security tools, appliances, and applications 
on the network. For each alert the SOC receives, the tier-1 team needs to investigate to 
determine whether it's a false positive. Security solutions and appliances can sometimes 
generate false alerts for legitimate network traffic and applications on the network. It's 
important that each alert is not taken lightly. 
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If the tier-1 security analyst determines that a threat does exist, a ticket is created 
containing all the necessary information for tracking the security incident. If the tier-1 
security analyst is unable to resolve the security incident, the ticket is escalated to tier 2 
for further analysis and investigation. If the tier-2 team is unable to resolve the incident, 
it is escalated to the experts within the SOC, the tier-3 SMEs, who will have the necessary 
tools, technologies, and skill set to resolve the issues and close the ticket. 

Technologies
Without technologies within an SOC or in any organization unit, it would be quite 
challenging to perform many tasks. An SOC uses a wide range of tools and technologies 
that help to monitor and detect threats as they happen on the network. An essential tool 
every SOC needs is a Security Information and Event Management System (SIEM). 

An SIEM is used to collect and filter large amounts of data and alerts for security 
professionals. Imagine that an SOC is receiving hundreds or even thousands of alerts on 
an average day; the tier-1 security analyst would be extremely overwhelmed, checking 
each security application and device individually. Implementing an SIEM helps security 
professionals to improve on the time taken to detect and analyze threats while managing 
their resources to implement any mitigation and remediation solutions. Keep in mind  
that an SIEM does not stop a cyber threat or an attack; all it does is process large amounts 
of incoming logs and alerts for security devices on the network, and indicate which logs  
a tier-1 security analyst needs to investigate. 

An SOC uses a wide range of security tools, which allows security professionals to 
perform various tasks to help detect, investigate, and resolve security incidents. 

The following are examples of categories of tools and technologies that are required within 
an SOC:

• Vulnerability assessment and management tools

• Threat intelligence tools

• Security monitoring tools

• Network mapping tools

• Event correlation and analysis tools 

• Endpoint management tools

• Network traffic analysis tools
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The following diagram shows how alerts and logs are fed into an SIEM appliance:

Figure 4.3 – Implementation of an SIEM

As shown in the preceding diagram, notice that all the logs from various systems are 
being sent to the SIEM for event correlation and analysis. The tier-1 security analyst will 
proactively monitor the alerts from the SIEM for any security incidents. Implementing an 
SIEM to help with security logging and incident monitoring saves a lot of time, especially 
having an SIEM provide a single pane of glass that allows security analysts to observe 
security incidents that may occur in real time on the network.

By completing this section, you have learned about the importance of building a dedicated 
team of security professionals to help defend your network from threat actors. 
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Understanding the security tools used to 
inspect data types on a network
In this section, you will discover various data types on a network and the importance  
of using various security tools to help you identify and track applications and data types 
on a network. 

Attack surface and vulnerability
Many security teams are working continuously to reduce the likelihood or risk of being  
a victim of a cyber attack or experiencing a threat outbreak on their internal network;  
the key is to reduce the attack surface. The attack surface is defined as the total points  
on a system or network at which a threat actor could gain unauthorized access to steal 
data. To put it simply, reducing the attack surface within an organization reduces the 
number of security weaknesses (vulnerabilities), and therefore reduces the likelihood  
of a cyber attack. 

To reduce the attack surface, security professionals need to quickly and continuously 
search for vulnerabilities on their networks and implement remediation actions and 
security controls where necessary. Security professionals use both free and commercial 
tools to help them discover and remediate vulnerabilities and vulnerability management.

The following are some popular tools for vulnerability management:

• Tenable.io

• Nexpose

• Qualys Vulnerability Management

• Tripwire IP360

A security professional can centrally deploy these vulnerability management tools 
on their network to manage the vulnerabilities within their entire organization with 
pre-configured templates and automated scanning with reporting. Once a vulnerability 
has been discovered, the tool will provide recommended actions and next steps, such 
as how to remediate the vulnerability and whether any security controls should be 
implemented. 



110     Understanding Security Principles

The following screenshot shows an example of a Nessus report regarding a vulnerability 
on a target system:

Figure 4.4 – Nessus output

Nessus is one of the most popular vulnerability scanners within the industry and is widely 
used by security professionals. In the previous screenshot, Nessus was able to discover 
a CRITICAL vulnerability, and provide a description and solution to remediate the 
vulnerability to reduce the attack surface on the target system.

tcpdump
tcpdump is a command-line interface tool that is used to capture packets on a network. 
It is a very powerful and popular network protocol analyzer. It has similar capabilities as 
Wireshark, which allows tcpdump to display in-depth details about each packet and its 
contents. 
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Lab – Using tcpdump to capture network traffic
In this lab, you will learn how to get started using tcpdump to capture packets on a 
network for traffic analysis. To get started with this exercise, please observe the following 
instructions:

1. Download and install VirtualBox on your computer. You can download VirtualBox 
from the official website at https://www.virtualbox.org/wiki/
Downloads. 

2. Download the Kali Linux VirtualBox image from https://www.offensive-
security.com/kali-linux-vm-vmware-virtualbox-image-
download/. 

3. Right-click on the Kali Linux virtual image and choose Open with | VirtualBox 
Manager, as shown here:

Figure 4.5 – Opening the virtual file using VirtualBox

https://www.virtualbox.org/wiki/Downloads
https://www.virtualbox.org/wiki/Downloads
https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/
https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/
https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/
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4. The VirtualBox import wizard will open. Simply click Import to begin importing 
the virtual image into VirtualBox, shown as follows:

Figure 4.6 – Importing a virtual machine into VirtualBox

5. Once the importing process is complete, click on Settings, shown as follows:

Figure 4.7 – Accessing the settings for the virtual machine
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6. Next, click on Network and attach Adapter 1 to NAT, shown as follows:

Figure 4.8 – Enabling internet access on a virtual machine
Click OK to save the settings for the Kali Linux virtual machine.

7. Now start the Kali Linux virtual machine and log in with kali as both the 
username and password, shown as follows:

Figure 4.9 – Kali Linux logo prompt
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8. Open the Linux Terminal. The following screenshot shows how to easily locate it on 
the Kali Linux interface:

Figure 4.10 – Locating the Linux Terminal on Kali Linux

9. Next, let's verify our Ethernet interface ID by using the sudo ifconfig 
command. Kali Linux will ask you to verify your identity. Simply use kali as the 
password, as shown in the following snippet:

Figure 4.11 – Verifying interfaces on Kali Linux
Our Ethernet interface has been identified as eth0 and has a private IPv4 address. 
This address is NATed via VirtualBox to the physical network interface card (NIC) 
on the computer for internet access.
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10. Let's now test the internet connectivity using the command ping 8.8.8.8 –c 
4, shown as follows:

Figure 4.12 – Testing internet connectivity
As expected, the Kali Linux virtual machine has internet access because we are able 
to ping Google's public DNS server.

11. Next, let's use tcpdump to capture traffic that is leaving our Kali Linux machine 
with a destination of port 443 for web servers that are using the HTTPS protocol. 
Use the following command to allow tcpdump to capture network traffic on the 
eth0 interface:

sudo tcpdump -i eth0 -nn -s0 -v port 443 -w /home/kali/
Desktop/tcpdump_capture.pcap

Ensure that you open your web browser and browse to a few websites to generate 
traffic. The –nn syntax informs tcpdump to not resolve hostnames or port numbers. 
The –s0 syntax will allow TCP to capture packets of any size. The –v simply implies 
making the output verbose, the port syntax allows you to specify a port filter, and 
the –w command will allow tcpdump to write the contents to an offline file for later 
analysis:

Figure 4.13 – Writing tcpdump data to an offline file
When tcpdump is capturing network traffic and writing to an offline file, it will  
not display the live traffic in the Terminal window. You will notice the packet count 
increase as more traffic is captured based on the filter. To stop the capture, press  
Ctrl + C on your keyboard.
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12. Next, we can use the command sudo tcpdump -r /home/kali/Desktop/
tcpdump_capture.pcap to read and display the contents of the tcpdump_
capture.pcap file, shown as follows:

Figure 4.14 – Reading a packet capture using tcpdump
Each unique flow within a packet capture can be easily identified using a 5-tuple, 
which consists of the same source and destination IP address, source and 
destination port numbers, and layer 3 protocol. 

13. Let's use Wireshark to provide a better presentation of the packet capture. To open 
Wireshark, click on the Kali icon in the top-left corner, and then 09 – Sniffing & 
Spoofing | wireshark, shown as follows:

Figure 4.15 – Opening Wireshark on Kali Linux
You may be prompted to authenticate your identity on Kali Linux when opening 
Wireshark. Ensure that you use kali as the password.
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14. Once Wireshark is opened, click File |Open | Look in: / > home | kali | Desktop | 
tcpdump_capture.pcap to load the file. The following shows an example of the 
packet capture loaded in Wireshark:

Figure 4.16 – Packet capture in Wireshark
Notice how Wireshark presents the data in an easily readable format. Each 
line represents a unique flow on the network. Each flow contains a source and 
destination IP address, source and destination port, and a layer 3 protocol. Simply 
by clicking on a flow, Wireshark provides in-depth details about each packet in its 
lower pane.

Important note
To learn more about the capabilities of tcpdump, you can view the man page 
for it on Kali Linux by using the man tcpdump command. 

Having completed this exercise, you have learned how to perform a packet capture using 
tcpdump and how to use Wireshark to help with offline analysis. 

NetFlow
NetFlow is both a protocol and framework that was created by Cisco. NetFlow allows 
network and security professionals to gather session data from network and security 
devices. Such data allows professionals to determine the various data types moving across 
a corporate network and provides accountability for network traffic. 

Network engineers can use this data for the following purposes:

• Networking troubleshooting

• Networking planning

• Monitoring security threats and attacks

• Network monitoring for performance
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However, NetFlow is not designed to capture the entire packet contents like a full  
packet capture. Rather, it captures information based on the flow of traffic. NetFlow  
uses the following elements to identify a unidirectional flow of traffic from a sender  
to a destination:

• Source IP address

• Destination IP address

• Source port number

• Destination port number

• Layer 3 protocol

• Class of service (CoS)

• Device interface 

Important note
The 5-tuple is used to identify a unicast flow of traffic. The 5-tuple consists of 
a source IP address, destination IP address, source port, destination port, and 
layer 3 protocol. 

In other words, NetFlow captures data about the actual data; it captures metadata about 
the flow of traffic. All messages, such as packets, have the same flow elements – the source 
and destination IP address, source and destination port numbers, layer 3 protocol, CoS, 
and device interface ID are all grouped into a single flow on a NetFlow capture. 

Application visibility and control
As an up-and-coming cybersecurity professional, it is important that you understand 
which tools are able to provide you with in-depth details of applications that are using  
the network and the type of traffic that is being transported by various network services. 
Cisco created Next-Generation Network-Based Application Recognition (NBAR2), 
which allows a network and/or security engineer to easily discover and classify various 
types of applications that are using a network. NBAR2 is integrated into the Cisco 
Application Visibility and Control (AVC) system, which uses a combination of 
technologies and techniques to detect and analyze network-based applications. The AVC 
is useful for identifying P2P traffic, voice and video traffic, email and web-based traffic, 
and even file-sharing traffic types on the network. 
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Using Cisco AVC, you will be able to see exactly the type of traffic that is consuming your 
network and the most frequently used types of applications as well. Additionally, the Cisco 
Prime solution can be integrated within the network to provide network management and 
reporting for network professionals. 

Web content filtering
Cisco Web Security Appliance (WSA) is used to filter both inbound and outbound 
web traffic to protect employees on an enterprise network. WSA inspects the content of 
HTTP and HTTPS traffic to ensure that threat actors do not encode malicious code such 
as exploits within web-based traffic. WSA generates logs for each transaction that occurs 
between a client and web server. These logs can be customized to include specific details 
for security engineers. 

Email content filtering
Similar to Cisco WSA, Cisco Email Security Appliance (ESA) inspects both inbound 
and outbound email-based traffic. Cisco ESA can create log messages based on malware 
detection, the delivery of messages, whitelist and/or blacklist policies, and even the 
operating system of the appliance itself. 

Having completed this section, you have learned how various security tools are used to 
inspect various data types of traffic on a network. In the next section, you will discover 
how networking technologies impact data visibility by changing the content of data as it 
passes through a network. 

Understanding the impact of data visibility 
through networking technologies
In this section, you will learn how networking technologies and various IP services can 
affect data visibility. As traffic is transported between one device and another, there are 
many network protocols that help to deliver a message from a source to a destination. 
Some of these technologies modify the contents of the original message that was created 
by the sender and, due to the change of content, such as source IP address or even using 
encryption, can create a challenge for security professionals to determine the true source 
and destination, as well as the actual data that is being transported through the network.
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Access control lists
Routers are used to interconnect two or more different networks. Cisco routers do not 
just move packets from one network to another; they allow a network security engineer 
to implement special rules known as access control lists (ACLs). ACLs are used to filter 
traffic by observing the source and destination IP addresses, source and destination 
service ports, and the layer 3 protocol. However, ACLs provide very basic security 
filtering, which means they operate only at layer 3 and layer 4 of the TCP/IP protocol 
suite and they are not able to see data at the application layer. Since malware and other 
malicious code are hidden within the application layer, ACLs will not be able to prevent 
many cyber attacks and threats on a network. Therefore, it is not recommended to depend 
only on the ACLs on a router to protect your network from attacks and other threats. 

To get a better idea of how ACLs work, let's take a look at the following topology:

Figure 4.17 – Network topology

On R1, we can restrict ICMP messages originating from the 192.168.10.0/24 
network to any destination simply by implementing the following ACL rule on the router:

R1(config)# access-list 101 deny icmp 192.168.10.0 0.0.0.255 
any echo

R1(config)# access-list 101 deny icmp 192.168.10.0 0.0.0.255 
any echo-reply

R1(config)# access-list 101 permit ip any any

Additionally, access-list 101 will be assigned to R1's GigabitEthernet 0/1 
interface in the inbound direction using the following Cisco commands:

R1(config)#interface GigabitEthernet 0/1

R1(config-if)#ip access-group 101 in

R1(config-if)#exit 
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Access list 101 will prevent any device on the 192.168.10.0/24 network from sending 
any ICMP messages to any destination networks, but they will be allowed to send all other 
traffic types. 

The following snippet shows PC1 is unable reach PC2 as the result of using the ACL to 
filter ICMP messages using the router:

Figure 4.18 – ICMP blocked

Additionally, using the show access-lists command provides us with the statistics 
of the number of times a rule within the ACL was used to filter traffic. The following 
snippet shows that the first Access Control Entry (ACE) blocked the 4 ICMP Echo 
Request messages from entering the router:

Figure 4.19 – Viewing ACLs on a Cisco router

Threat actors use ICMP to create communication channels with their command and 
control (C2) servers, tunnel other traffic types using ICMP, and perform data exfiltration. 
Denying ICMP traffic on your network will reduce these types of attacks.

To better secure your network, it's recommended to use the following Cisco security 
solutions:

• Next-Generation Firewall (NGFW)

• Advanced Malware Protection (AMP)
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• Email Security Appliance (ESA)

• Web Security Appliance (WSA)

These devices go beyond the inspection boundaries of ACLs and perform deeper analysis 
at layer 7, the application layer protocol where malicious code and exploits are hidden.

NAT and PAT
Network Address Translation (NAT) is an IP service on routers that are commonly used 
to translate one IP address to another. NAT allows a private IPv4 network to communicate 
with a public IPv4 network such as the internet. Since private IPv4 addresses are 
non-routable on the internet, NAT allows the router to translate the source private IPv4 
address to a source public IPv4 address before the packet is sent out to the internet. This 
allows all devices on the internet to see the source of the message originating from  
a public IPv4 host device (router).

The following diagram shows that PC 1 wants to send a message to the Public Server on 
the internet:

Figure 4.20 – Before NAT translation

PC 1 has a private source IPv4 address of 192.168.1.10, which is non-routable on the 
internet. This means that PC 1 traffic will not be allowed on the internet. However, 
the router is connected to the internet and has a public IPv4 address assigned to its 
GigiabitEthernet 0/0 interface. When the router accepts the packet from PC 1,  
it will inspect the source and destination IP address. It will then translate the private 
source address from 192.168.1.10 to 209.65.1.2.
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The following diagram shows the source and destination IP addresses after the address 
translation:

Figure 4.21 – Post NAT translation

When the public server receives the message, it will see the source as 209.65.1.2 and not 
PC 1. With Port Address Translation (PAT), the router takes advantage of the source and 
destination service port numbers. PAT allows many private IP addresses to be translated 
into a single public IP address, as shown in the following diagram:

Figure 4.22 – Observing PAT

As there are many benefits of using NAT and PAT, these two IP services can create  
a challenge for security professionals when performing security monitoring on traffic  
on a network. Since multiple IP addresses can be mapped to one or more public IP 
addresses, this allows an entire private network to be hidden before a single public IP 
address. With PAT, multiple private IP addresses can be mapped to a single public IP 
address. This complicates security monitoring a lot more. Therefore, any traffic on the 
internet or traffic that has been NAT will not allow security engineers to see the true 
source of the packets.
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Tunneling, encapsulation, and encryption
Tunneling allows a user to insert one data type into another. This is one method that 
attackers use to exfiltrate data and deliver their malicious payload to and from victims' 
systems without being detected. Imagine an attacker wants to send HTTP messages to 
a server on the internet, but the perimeter firewall is configured to block all outbound 
HTTP traffic but allow ICMP messages. The attacker can take the HTTP message and 
encapsulate it into ICMP messages before sending it through the firewall. Older firewalls 
do not support Deep Packet Inspection (DPI), which allows newer, next-generation 
firewalls to inspect data at all layers of the TCP/IP protocol suite. 

Therefore, a network with an older firewall will determine the outbound traffic as the 
ICMP data type and allow the traffic. However, a next-generation firewall with DPI will 
inspect the application layer of the outbound messages and determine that the data type  
is really HTTP and not ICMP. 

Attackers also use data encryption as a method to conceal their malicious payloads from 
being detected by a security application. Many security appliances are unable to decrypt 
messages for further inspection. This method allows a threat actor to evade detection. 
However, next-generation security appliances have the capabilities to perform SSL 
decryption, which allows a firewall to decrypt an encrypted packet for further inspection. 
This allows the firewall to look inside the encrypted data before allowing the traffic to 
pass. 

Unsecure network protocols such as HTTP, SMTP, and even Telnet transport application 
layer data in plaintext. These protocols create a security concern as users' data could 
be captured by a threat actor. A security engineer will be able to perform an in-depth 
inspection of the data being transported by these plaintext protocols. However, if trusted 
secure protocols such as HTTPS or SSH are used on a network, security monitoring tools 
will not be able to see the actual data that is being transported, simply because the actual 
data will be encrypted. NGFWs have a DPI feature that allows the firewall appliances to 
inspect encrypted packets. 

This means that if a threat actor is using a secure protocol to exfiltrate data, or even 
establish a connection between a compromised system on an internal network on a C2 
server, the security team will not be able to see the actual data because it is encapsulated 
within the trusted secure protocol. Threat actors always think of new and strategic 
methods to ensure that their exploits and malicious code are not detected by security 
controls and appliances. 
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Peer-to-Peer (P2P) and TOR
Peer-to-Peer (P2P) networking allows a host device to share resources directly with 
another host either on the same network or a remote network. P2P traffic can be found  
in situations involving file sharing over a network such as the internet or even an internal 
network. The idea of P2P file sharing is a major concern as a device can host a file while 
allowing many other devices and unknown users to access the file. A common P2P  
file-sharing service is Torrent. There are many users on the internet who use various 
Torrent manager applications to share files with others. A major security concern is the 
fact that a user can have a file to share over a torrent service and allow multiple unknown 
users from around the world to establish a connection with the hosting machine. A threat 
actor can use P2P file-sharing services to distribute malware via this medium to other 
systems and users without their knowledge. 

Additionally, there is P2P networking that uses processor sharing on a host computer. 
Imagine that a user named Bob decides to visit a website using a standard web browser. 
For the duration that Bob is on the website, the web server accesses the computing power 
of the CPU on Bob's computer. This type of P2P networking uses the CPU resource 
of the user's device to perform very high-level calculations and tasks, such as mining 
cryptocurrency and performing tasks for scientific research.

Lastly, a P2P network is commonly used for instant messaging (IM) communication. 
Threat actors can also distribute malware via IM services. Imagine a user's computer has 
been compromised – a threat actor could send malicious payloads to the victim's contacts. 
If any person executes (opens) the payload, a backdoor can be created and a reverse 
connection from the victim to the attacker's machine can be established. Within the 
industry, there are many IM solutions that provide additional levels of security compared 
with many other providers. Cisco has its own IM platform known as Cisco Jabber, which 
provides IM, voice, and video collaboration services for organizations.

Tor is a networking platform that utilizes the infrastructure and protocols on the internet. 
Tor has seen a lot of popularity from many users and security professionals, as it is known 
for providing anonymity on the internet. The Tor network is made up of many relay 
nodes, which route your traffic from one node to another. Therefore, when your traffic 
exits the last Tor node, the destination device will not be able to trace the true origin of  
the traffic simply because the traffic was routed to many nodes within the Tor network. 
Each time your device sends traffic to the Tor network (also known as the onion 
network), a random path is always chosen to increase the anonymity of the sender's 
traffic. 
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The following diagram shows an example of a Tor network:

Figure 4.23 – The user's traffic is moving across the Tor network

As shown in the diagram, a user starts the Tor service on their computer and uses the 
special Tor browser to send traffic to a destination. The Tor service chooses a random 
node to forward the traffic; each node along the path only knows about the next-hop node 
and nothing more. Each node will only be able to read the routing information on how to 
forward the packets to the next device and not the actual contents of the message (data). 
Keep in mind that the Tor browser establishes an encrypted end-to-end encrypted session 
across the Tor network. Lastly, when the message reaches the last Tor node within the 
session, the message is then sent to the final destination.

Tor creates a lot of concerns regarding security within the cybersecurity industry. 
Threat actors commonly use the Tor service to access the dark web, establish C2 
communications, and distribute malware. Security engineers will not be able to see the 
real source and destination IP addresses and data because traffic routed through Tor is 
encrypted.
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Load balancing
Load balancers are special networking devices that distribute incoming network traffic 
(load) evenly across multiple servers. Imagine you want to visit the Amazon shopping 
website. As a typical user, we see a single domain of www.amazon.com and think 
it's only a single web server that is providing the service to millions of users across the 
internet. If this were true, Amazon's website server would be continuously flooded with 
many transactions and would become overwhelmed. Load balancers are implemented 
on a network when there are redundant resources available, such as multiple web servers 
hosting the same content. The load balancer will take any incoming load and distribute it 
between each server without overwhelming them. 

The following diagram shows a simple deployment of a load balancer on a network:

Figure 4.24 – Load balancer on a network

As shown in the diagram, there are multiple users on the internet who are sending their 
traffic to a destination web server. When the load balancer receives the inbound traffic, 
it will distribute the traffic to a web server that is currently underutilized rather than 
sending the load to a server that is overwhelmed. 

Load balancers can trigger security alerts on monitoring applications. Some load 
balancers will send probes to destination servers to determine whether the path is active 
and the server is online, and the network is at optimal performance before forwarding 
a sender's traffic to a destination server. Sometimes these probes from load balancing 
applications can be detected as malicious because threat actors also use probes to 
determine the statuses of their target devices. 

https://www.amazon.com/
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Next-gen IPS event types
Cisco's Next-Generation Intrusion Prevention System (NGIPS) adds an additional  
layer of security to a network, monitoring, analyzing, and filtering both inbound and 
outbound traffic. Compared with traditional IPS, the Cisco NGIPS appliance provides 
additional functionalities that allow the device to inspect packets beyond IP and service 
ports. The NGIPS security appliance can perform an inspection at the application layer  
of the TCP/IP, in search of any threats that may be hidden. 

The Cisco NGIPS security appliance provides the following features and capabilities:

• Intrusion Prevention System

• Application visibility and control

• URL filtering

• Cisco's Advanced Malware Protection (AMP) and sandboxing

• FirePOWER analytics and automation

• Identity policy control and VPN 

With the new line of products from Cisco, NGIPS integrates the Cisco FirePOWER 
services into its engine to provide additional security features. This service allows NGIPS 
to provide both reputation- and category-based URL filtering. This feature is useful for 
security engineers who want to prevent employees of a corporate network from visiting 
websites and domains that are not suitable for work and may contain malicious content. 

The Cisco NGIPS security appliance generates various security events. As an upcoming 
cybersecurity professional who will be working with IPS appliances, it's important you are 
aware of the following event types:

• Connection events – These events are generated when a device establishes a session 
with another device on the network. When a session is detected by NGIPS, it creates 
a connection log that contains all the information about the session/connection 
itself. Each connection log will contain essential data, such as date and timestamps, 
source and destination IP addresses, and any other additional information that can 
be used to identify the session. Additionally, if an ACL blocks traffic on a router or 
firewall, the name of the ACL is also inserted within the connection event log on 
the device. To put it simply, the name of the ACL will also be recorded as part of the 
connection event as it will help security engineers to determine which ACL denied 
the traffic. 
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• Intrusion events – As you have learned already, an IPS proactively monitors and 
inspects each packet that enters and leaves the network. The IPS searches each 
packet, checking for any malicious code or exploits that are encapsulated in trusted 
network protocols. If NGIPS detects a potential threat in a packet, it will create 
a security event (log) containing the date and timestamp, the type of exploit or 
malicious code, the source and destination of the packet, and a description. This is 
known as an intrusion event on the Cisco NGIPS security appliance.

• Host or endpoint events – Cisco NGIPS can detect when system administrators 
connect a new device to a network. Therefore, when a new or existing device such 
as a computer is connected to the network, Cisco NGIPS can detect the host and 
create a log message of the host's information, such as the device's hardware and IP 
address details. 

• Network discovery events – These are logs that have been generated due to a 
change on the network. Policies are created by security engineers on an NGIPS 
appliance to collect various types of data about the network for monitoring 
purposes.

• NetFlow events – NetFlow flow data can be captured on NGIPS, which can later be 
exported by a security engineer.

By completing this section, you have gained the essential skills to understand how IP 
services and other networking technologies can affect network traffic and the security 
monitoring of a network. In the next section, you will learn how threat actors use 
common network protocols to exfiltrate data.

Understanding how threat actors transport 
malicious code
In this section, you will learn how threat actors use trusted protocols to help transport 
their malicious code, such as exploits, across a network and even exfiltrate data without 
being detected. You will learn how DNS, NTP, HTTP and HTTPS, and email-based traffic 
can be easily overlooked on a corporate network.

The domain name system
Each day, there are millions of devices that exchange domain name system (DNS) 
messages between servers on private networks and the internet. The DNS is a network 
protocol that allows you to resolve a hostname to an IP address. To put it simply, imagine 
you want to visit Cisco's website at www.cisco.com. Since each device on a network  
and the internet requires an IP address, you will need the IP address for Cisco's website.

http://www.cisco.com
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Unfortunately, many people do not know the IP addresses of any of the servers we visit on 
a daily basis. To save us the trouble, a DNS server is like a huge database repository that 
contains various DNS entries, such as a hostname to IP address mappings. Our computer 
will ask a DNS server for the IP address of each hostname that we are attempting to 
establish a connection with. 

Hackers also exploit the lack of security controls, which organizations do not implement 
to monitor and detect DNS-based cyber attacks. Imagine you're a hacker who has 
compromised a target organization's network. You are moving around the network 
and soon discover important files that contain confidential financial records about the 
organization. One technique you can use to exfiltrate the data by reducing the risk of 
getting caught is to convert the files into DNS queries and have those DNS queries be sent 
outside the compromised network to a fake DNS server you own on the internet. Since 
many companies do not monitor their inbound and outbound DNS traffic, they  
will think it's regular outbound DNS traffic and not realize an attacker is exfiltrating data 
by encapsulating it into DNS queries. 

Important note
Data is usually converted using a tool such as PacketWhisper. On the DNS 
server side, the attacker will capture messages using a packet sniffer such as 
Wireshark and use PacketWhisper once more to reassemble the DNS queries 
back in the data.

The following snippet shows fake DNS messages that were captured using Wireshark:

Figure 4.25 – Fake DNS messages
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The preceding screenshot shows a Wireshark capture of an attacker exfiltrating data from 
a compromised device. The victim's computer has an IP address of 172.16.91.100 
and the fake server is using an IP address of 172.16.91.10. The attacker converted an 
Excel spreadsheet file into a DNS message to evade detection by network-based security 
controls. Notice that each DNS query message contains a randomly generated subdomain 
from the cloudfront.net parent domain. 

There are various types of malware, such as ransomware and botnets, that use the DNS 
to communicate back to their C2 servers, which are controlled by a threat actor. As a 
security engineer, it is recommended to implement security controls to protect your DNS 
traffic for your organization. Cisco Umbrella is a DNS security solution that proactively 
monitors DNS traffic for any type of DNS-based threats, such as malware, botnets, 
phishing domains, and C2 traffic. 

The Network Time Protocol
The Network Time Protocol (NTP) plays a very simple but important role on a network 
for both network and security professionals. NTP is primarily used to synchronize time 
on a network. Imagine you are the network administrator for a large organization with 
hundreds of devices. Having to manually configure the time on each device would be 
a very challenging task. Manually configuring time would lead to human error and 
misconfigurations, and not all devices would have exactly the same time. The accuracy 
of time on a network is important simply because devices generate syslog messages for 
every event that occurs on the host device. These events can be system-, network-, and 
even security-related. As good practice, it's wise to always ensure that syslog messages are 
configured to include both a date and timestamp with each message. Therefore, it's critical 
that the time and date on the host device are very accurate. 

The following diagram shows an example of how syslog messages are sent over a network:

Figure 4.26 – Syslog messages over a network

http://cloudfront.net
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As shown in the preceding diagram, events occur often on a network, and when they 
do, network and security devices generate syslog messages and send them to a log 
management server where the network administrator or a security analyst can analyze  
and investigate the cause of the event. 

Within the NTP hierarchy, there are different levels of NTP servers that provide the 
time to other devices on a network. Each level is referred to as a stratum. Each stratum 
is assigned a number. The lower the number, the closer a stratum level is to the most 
accurate time source, which is Stratum 0. 

The following diagram shows an example of an NTP stratum hierarchy:

Figure 4.27 – NTP hierarchy

As shown in the preceding diagram, the Stratum 0 device is configured with accurate 
time; the company's router is operating as an NTP client, which allows it to receive the 
accurate time from Stratum 0. The network administrator also configures the router to 
operate as an NTP server (Stratum 1) for devices within the internal network. 
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Important note
NTP uses UDP port 123. This means that any device that is operating as an 
NTP server will listen on port 123 by default. Syslog is both a protocol and 
framework for log management and uses UDP port 512 by default.

As a security engineer, when analyzing security incidents and log messages, the log 
analyzer tool, such as the SIEM appliance, will display the security incidents in sequential 
order based on the timestamps of each inbound message. Having proper timekeeping 
helps security engineers and analysts to track the proper chain of events that took place 
before, during, and after a security incident on a network. 

Hackers will attempt to de-synchronize the time on the network and/or take down your 
NTP server. If time is not synchronized properly during a cyber attack, security engineers 
will have a bit of a challenge determining the proper sequence of the security incident. 
Imagine a cyber attack happens, but the log messages have older timestamps. This will 
confuse the security professionals as to when exactly the attack began and how long it 
lasted. Security engineers need to ensure that the NTP server is protected from various 
types of cyber attacks and threats, and even use a secure implementation of NTP, such as 
NTP with authentication and NTPsec.

Web-based traffic
The Hypertext Transfer Protocol (HTTP) allows us to communicate with web servers. 
HTTP is an essential protocol on a network; without it, browsing websites would be a very 
difficult task. HTTP is an unsecure protocol that transfers data in plaintext. This means 
anyone that is between the source and destination of an HTTP connection will be able 
to view the contents as is. Since HTTP contains this vulnerability within the application, 
threat actors are able to intercept and modify the contents of HTTP messages between the 
sender and the recipient. Imagine a user is attempting to log in to their favorite website 
and the web server is using HTTP. When the user sends their username and password, 
it is sent in plaintext, and if a threat actor exists between the user's device and the 
destination web server, the threat actor will be able to capture the user's account details.

Another common attack is where threat actors perform iFrame injection on an existing 
website. When a threat actor compromises a website or web server, they will insert an 
iFrame within the website, which allows malicious scripts or malware to be loaded onto 
a victim's computer without their knowledge as the iFrame is invisible. This allows the 
malware or malicious script to be downloaded from another domain or website through 
the iFrame. 
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Using the more secure version of this protocol, HTTP Secure (HTTPS), prevents threat 
actors from seeing sensitive details within packets as they are sent across a network. 
HTTPS encrypts HTTP messages between the client and the web server to provide 
confidentiality. HTTPS uses Transport Layer Security (TLS) for data encryption between 
the client device and the web server. However, with data encryption on HTTPS, security 
monitoring solutions tend to have a difficult time monitoring security. Since the protocol 
encrypts messages, security monitoring appliances and applications will not be able to see 
the actual contents of packets. What if malware is converting data in HTTPS messages 
and sending it outbound to the threat actor on the internet? How will the security 
engineer discover the attack? Some security appliances, such as NGFWs, support a feature 
known as DPI, which allows the security appliance to decrypt the message and observe 
the contents to determine whether a threat exists before forwarding the message to its 
destination. 

Furthermore, the Web Reputation filtering service found in Cisco's security solutions has 
the functionality to detect whether a website is attempting to download content to a user's 
device from an untrusted source. This solution helps prevent cyber attacks that leverage 
iFrame injections by threat actors. 

Email-based traffic
Almost all organizations today exchange emails as it's a lot faster than sending traditional 
physical mail to someone. The internet and networking protocols have improved the 
way in which we communicate with each other in many ways. Threat actors also use 
email-based protocols such as the Simple Mail Transfer Protocol (SMTP), the Post 
Office Protocol (POP), and the Internet Message Access Protocol (IMAP) to distribute 
malware and exfiltrate data from their targets' networks and systems. 

The SMTP application layer protocol is used to send emails between devices, such as 
from a client to an email server, and between email servers as well. Similar to DNS, 
many organizations do not monitor SMTP traffic that leaves their network. Many IT 
professionals are unaware that threat actors can spread malware and exfiltrate data using 
SMTP. This is a very common protocol that is overlooked by many organizations. 

Additionally, the POP and IMAP email protocols are used to download emails from 
the email server to an email client on the user's computer. Threat actors also use these 
protocols to download malware on a victim's computer, so it is important that security 
controls are in place to monitor any inbound email messages for malware or any signs  
of a threat. 
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By completing this section, you have discovered how threat actors use trusted network 
protocols to distribute malware and establish C2 communication from a corporate 
network to the internet. In the next section, you will understand the various types of 
data that are commonly found and investigated during security monitoring by a security 
analyst. 

Delving into data types used during security 
monitoring
In this section, you will learn about various data types and their characteristics. As 
an up-and-coming cybersecurity professional, you will be exposed to many security 
monitoring tools and systems. Understanding how to identify various data types found 
within network traffic will help you quickly identify any potential threats and flows of 
traffic. You will learn about session data, transaction data, full packet capture, statistical 
data, metadata, and alert data. 

Session data
Session data is data about a network session that is usually established between two 
devices either on the same network or remote networks. Session data contains the 
following elements, which are used to identify the details within the network session:

• Source and destination IP addresses

• Source and destination service ports

• Layer 3 protocol details and code

Bro is an open source security monitoring tool that helps security professionals to identify 
various session information from various connections on a network.

Transaction data
The actual data that is exchanged during a session is known as transaction data. Both 
network and security professionals use protocol analyzers and packet capture applications 
such as tcpdump and Wireshark to capture and view the actual data that is being sent 
across the network. 
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The following screenshot is of transaction data captured using Wireshark:

Figure 4.28 – Transaction data 

The preceding screenshot shows transaction data that has been exchanged between  
a client and a web server. The top portion indicates the HTTP data that has been sent 
from the client to the server, while the lower portion displays the data sent from the server 
to the client. 

Full packet capture
Full packet capture allows a security professional to capture full packets of all network 
sessions. This type of capture contains session data, transaction data, and everything else 
that is being transmitted across the network. Since full packet captures contain all data 
within each packet, the total size of a capture will be very large and will require a lot of 
storage. One of the major benefits of performing full packet capture is that it allows a 
security analyst to see the full details of any network conversations. 
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The following screenshot shows a full packet capture within Wireshark:

Figure 4.29 – Observing a full packet capture in Wireshark

Imagine a user on the network is downloading a malware application from the internet 
onto their computer. The security analyst can identify the origin of the malicious 
application, file type, and size. Additionally, if data is being sent across using HTTP, the 
security analyst can extract the contents of any HTTP full packet capture. This means 
that the analyst not only sees the network traffic but also has the capabilities to extract 
individual file types from a live or offline packet capture. Extracting files types that are 
transmitted across a network allows a security engineer to recover any suspicious files for 
further malware analysis.

Statistical data
Statistical data is generated from various security applications and appliances that security 
professionals use to detect anomalies on their networks. Statistical data can also be defined 
as data about network traffic, except that this data is used to make predictions on network 
performance and identify whether a cyber attack is occurring on the network. 

Security analysts and engineers use network traffic patterns from captured statistical data 
and compare them with live or current network traffic. This allows the security analyst to 
determine whether an anomaly exists on the network. 
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Extracted content (metadata)
To put it simply, metadata is described as data about the actual data. Imagine there's an 
image file on your hard drive. When you open the file using an image viewer, you see the 
image. If you right-click on the image and select the properties pane, you will see data 
pertaining to the object (image file).

Metadata usually consists of the following:

• The name or title of the object

• Information about the creator

• Information regarding modifications

• Who has access and their privileges

• Any tags or descriptions

The following screenshot shows metadata relating to a text file:

Figure 4.30 – Metadata
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As shown in the preceding screenshot, the following metadata can be extracted:

• Name

• Type

• Folder path

• Size

• Date created

• Date modified

• Attributes

• Owner

• Computer

Each of these pieces of data can help a security professional to get an idea of the purpose 
of the object in the event the object is not recoverable. 

Alert data
This type of data is usually generated by a security appliance or application that has 
detected a security event on the network or system. Systems such as an IPS or Intrusion 
Detection System (IDS) will generate an alert message once a security violation occurs. 
The IPS and IDS use various methods of detection, including signature-based and 
anomaly-based ones. An example of a security event is an IPS detecting malicious traffic 
such as exploit code being transmitted as network traffic, and the IPS detecting and 
blocking the threat, and sending an alert to the security analyst.

The following screenshot shows alert data from Snort:

Figure 4.31 – Alert data from an IPS
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Snort is an open source Intrusion Detection/Prevention System (IPS/IDS). As shown 
in the preceding screenshot, we can see the date and timestamps, priority, protocol, the 
classification of the alert, source and destination IP addresses, source and destination 
service ports, and a description of each security event. Looking closely at the third  
entry, we can see that Snort has sent an alert for Potentially Bad Traffic with a source  
of 172.16.17.248 and a destination of 45.79.85.250. As a security professional,  
it's important to perform further investigations on this flow of traffic to determine 
whether a threat is present. 

Having completed this section, you have gained knowledge about how to describe various 
types of data types during security monitoring within cybersecurity operations. 

Summary
During the course of this chapter, we have covered a lot of essential topics that every 
cybersecurity professional will need to know about in their career. You have learned about 
the need for an SOC and the three types of SOCs and their objectives. We have covered 
a lot of content on data types and their visibility on a network. You have discovered how 
networking services and technologies can change the source address of a packet and 
even how data encryption creates concern in security monitoring. Additionally, you have 
learned how threat actors use trusted protocols such as email-based protocols to exfiltrate 
data from corporate networks. It's important that you understand all these topics as they 
will all play a vital role in your career as a cybersecurity professional. 

I hope this chapter has been informative for you and will benefit you on your journey to 
learning the foundations of cybersecurity operations and acquiring your Cisco Certified 
CyberOps Associate certification. In the next chapter, you will learn about various cyber 
threats and techniques that threat actors use to evade detection.

Questions
The following is a short list of review questions to help reinforce your learning and help 
you identify areas that may require improvement. The answers to the questions can be 
found in the Assessments section at the end of this book:

1. Which of the following SOCs focuses on reducing threats by monitoring the 
security posture of clients' networks by ensuring that compliance is met on systems 
and networks?

A) Threat-centric SOC

B) Internal SOC
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C) Compliance-based SOC

D) Operation-based SOC

2. Which tier of an SOC usually handles incident response?

A) Tier 1

B) Tier 2

C) Tier 3

D) All of the above

3. Which of the following tools allows a security professional to detect, analyze, and 
control network-based applications?

A) Application Visibility and Control (AVC) 

B) Next-Generation Network-Based Application Recognition (NBAR2) 

C) tcpdump

D) NetFlow

4. Which type of IPS event best describes logs that are generated when a security 
incident occurs?

A) Connection event

B) Host and endpoint event

C) Network discovery event

D) Intrusion event

5. Which of the following protocols is used to synchronize time within a network?

A) DHCP

B) DNS

C) NTP

D) IP
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6. Which data type provides visibility into the actual messages that are exchanged 
between source and destination hosts?

A) Session data

B) Transaction data

C) Statistical data

D) Alert data

Further reading
The following link is recommended for additional reading:

• Introduction to Cisco IOS NetFlow: https://www.cisco.com/c/en/us/
products/collateral/ios-nx-os-software/ios-netflow/prod_
white_paper0900aecd80406232.html

https://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/ios-netflow/prod_white_paper0900aecd80406232.html
https://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/ios-netflow/prod_white_paper0900aecd80406232.html
https://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/ios-netflow/prod_white_paper0900aecd80406232.html
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Identifying Attack 

Methods
As an up-and-coming cybersecurity professional, it's important to understand different 
attack methods that are performed by threat actors such as hackers and cyber criminals. 
Each type of threat actor has their own motive and intent when performing a cyberattack 
on a target. Having a clear understanding of the characteristics of these attack types will 
help you identify various types of attacks as they happen on a network. 

Throughout this chapter, you will learn about the most popular types of cyberattacks 
performed by hackers. You will also discover how threat actors take advantage of various 
network protocols to launch Denial of Service (DoS) attacks, as well as how they exploit 
security flaws within web applications and database platforms to steal data. Furthermore, 
you will take a deep dive into learning how social engineering attacks are some of the 
simplest and yet more effective methods hackers use to gain access to a victim's systems. 
And, lastly, you will explore how threat actors evade security controls on a network to 
avoid detection.
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In this chapter, we will cover the following topics:

• Understanding network-based attacks

• Exploring web application attacks

• Delving into social engineering attacks

• Understanding endpoint-based attacks

• Interpreting evasion and obfuscation techniques

Understanding network-based attacks
Throughout the course of this book, you have learned that threat actors focus on hacking, 
as a business, to steal data for financial gain. However, there are many threat actors who 
just want to see organizations burn, metaphorically speaking. Some threat actors hack for 
financial gain, some hack to steal data, while others hack for fun. Whatever the reason, 
their intentions are generally bad. 

Hackers usually look for vulnerabilities within their target systems, whether the 
vulnerability exists within an application, operating system, or even within network 
protocols. Many network and security professionals commonly overlook network-based 
attacks. These types of attacks allow an attacker to exploit the vulnerabilities found within 
the TCP/IP protocol suite. During the initial development of TCP/IP, security was not 
even a concern as it is today. Over the years, as technologies and newer network protocols 
have been developed, many protocol developers have not implemented security within 
their network protocols, nor within TCP/IP.

Threat actors have found many security flaws within many layers of TCP/IP, which 
they simply exploit to aid them during their cyberattacks. At the time of writing, these 
vulnerabilities still exist. In this section, you will learn about various network-based 
attacks, such as DoS, protocol-based attacks, Distributed Denial of Service (DDoS),  
and man-in-the-middle (MITM) attacks. 
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Denial of Service
A DoS attack is designed to deny legitimate users access to a resource. Some threat 
actors have the intention of disrupting common and/or important network services for 
legitimate users. Imagine that a threat actor launches a DoS attack against a commonly 
visited website such as a popular shopping site. Users on the internet will be affected 
as they will not be able to access the website on their browser, so this attack affects the 
availability of the website for users. Additionally, the website's owner will be affected. Since 
legitimate users are unable to visit the website, they will not be able to make purchases, 
and so there will be a loss in revenue for the organization. 

The following diagram shows a threat actor launching a DoS attack against a target server:

Figure 5.1 – DoS attack

With a DoS attack, the actual attack originates from a single source or geographic 
location. Therefore, if a system such as a server is experiencing a DoS attack, it's very easy 
for a security professional to stop the attack, simply by blocking the source IP address. 
During a DoS attack, the system administrator may notice the CPU and RAM utilization 
on the target system is increasing a lot, since the system has to process all the unsolicited 
messages it is receiving from the attacker's machine. Furthermore, the increase in network 
traffic is noticeable, so it is quite important that both network and security professionals 
capture a baseline of normal network traffic during a regular day. This baseline is generally 
used as a measurement to determine whether the network is operating normally or 
abnormally.   
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Protocol-based attacks
For a threat actor to actually launch some type of DoS attack, the attacker needs to 
understand protocols that exist within the TCP/IP protocol suite. Imagine that you are 
an attacker and your goal is to disrupt the availability of a web server. As you already 
know, a web server uses one of two application-layer protocols: Hypertext Transfer 
Protocol (HTTP) and HTTP Secure (HTTPS). These two protocols are designed to 
operate in a client-server model, which means a client application such as a web browser 
will send requests and the server will process each request and return data back to the 
client. Additionally, HTTP and HTTPS use Transmission Control Protocol (TCP) 
for transporting each message between the server and client devices. TCP establishes 
a TCP three-way handshake before sending any data and when a message is sent by a 
destination device, a TCP ACK message is sent back to the source to confirm its delivery. 

Understanding this information about HTTP, HTTPS, and TCP as the attacker, you 
can send thousands of fake HTTP GET messages that simply request the home page 
of the website on the web server. For each HTTP GET message the server receives, it 
has to process it and respond to the source. Since the attacker's machine is flooding 
the server with fake HTTP GET messages, this will eventually cause the web server's 
system resources to become exhausted. Once the system resources have been exhausted, 
the server will not be able to process additional HTTP GET messages from either the 
attacker's machine or legitimate users. 

During a DoS attack and protocol-based attack, any messages that are returned from 
the target systems are completely ignored by the attacker's machine. Imagine you are 
constantly asking a teacher the same question. Each time the teacher provides you  
with a response, you ignore it and ask that question again. The human mind is designed  
to deal with such a situation and a person will simply stop responding, but network 
protocols were not built with such intelligence. If you send a request to a network 
protocol such as SSH or even Telnet, the SSH server or Telnet server will respond each 
time. A protocol-based attack is an easy way in which attackers can flood a network with 
unsolicited messages and create a DoS attack on a target network protocol.

The following screenshot shows the hping3 tool being used to launch a protocol-based 
attack against a target machine with an IP address of 10.10.10.11 on port 80:

Figure 5.2 – The hping3 tool 
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The following screenshot shows the packet capture in Wireshark as the attack happens in 
real time:

Figure 5.3 – Packet capture

In the preceding screenshot, notice how the attacker machine is sending a continuous 
stream of unsolicited messages to destination port 80 on the target system. The effects 
of this protocol-based attack are designed to disrupt the availability of the HTTP service 
from being accessed by legitimate users, such as those who belong to the IT team of an 
organization. 

Distributed Denial of Service
Launching a DoS attack from a single source may not always be effective in taking down  
a target system or network. Attackers usually launch a DDoS attack, which is more 
effective and has a higher chance of being successful. A DDoS attack originates from 
multiple sources that are geographically separated. To put this simply, imagine that there 
are multiple attacker machines that are located around the world in various countries, and 
they all launch a DoS attack on the same target system at the same time; this is an example 
of a DDoS attack. 
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The following diagram shows a visual representation of a DDoS attack against a target 
server:

Figure 5.4 – DDoS attack

Security professionals often experience challenges in stopping DDoS attacks for many 
reasons. Imagine an organization is experiencing a DDoS attack on their e-commerce 
website. Blocking each source IP address is not fully effective as attackers use zombie 
machines or bots to perform such attacks, and there may be an entire botnet of infected 
systems that are being controlled by a single threat actor. So, attempting to block each 
source IP address is not effective. What if there are many attacker systems in a particular 
country? The security engineer could configure the firewall to block all traffic originating 
from that specific country. However, the organization that is under attack needs to 
consider whether there are legitimate customers who reside in the country suspected 
of the attack. Blocking the entire IP block for a country will also prevent legitimate 
customers from accessing the e-commerce website. 

Important Note
A zombie machine is simply the terminology used to describe an infected 
system that can be controlled by a threat actor. These are also referred to as bots 
(robots). A network of bots is referred to as a botnet (robot network). 
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Cisco's Firepower Management Center (FMC) is a separate security solution that 
integrates with many Cisco security solutions that support Firepower, such as Cisco 
Next-Generation Firewall (NGFW), Next-Generation Intrusion Prevention System 
(NGIPS), and Advanced Malware Protection (AMP). With Cisco FMC, a security 
professional can centrally manage Cisco security solutions that support Firepower and 
gain full visibility of their network with real-time threat management statistics. This 
type of technology helps security engineers pinpoint cyberattacks as they happen – such 
as DDoS attacks – determine their origin, and quickly configure the firewall and other 
security solutions to block the attacks.

Man-in-the-middle
An MITM attack is usually executed on an internal corporate network. A threat actor uses 
this type of attack with the intention of capturing sensitive and confidential information 
that is traveling between one device and another. As you can imagine, man-in-the-middle 
is simply a reference to where the attacker sits between the victim device(s) and its 
destination. The attacker's machine is used to intercept all communication between the 
victim and its destination.

Many users are unaware of unsecured network protocols that are used to transport their 
messages from a source to a destination. These unsecured protocols transport messages  
in plain text, allowing a threat actor to intercept and view the actual data. 

To get a better understanding of how an MITM attack works, let's take a look at the 
following diagram:

Figure 5.5 – MITM attack
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As shown in the preceding diagram, if PC 1 wants to send any messages over the internet, 
they are sent to the default gateway, which is R1. Additionally, for all communications that 
occur on a local network, devices forward messages by using the destination MAC address 
found within the frame and not the destination IP address. The destination IP address is 
only important when the message has to be forwarded beyond the local network, such 
as to another subnet or remote network. Therefore, when PC 1 wants to send a message 
over the internet, it will forward the message to the destination MAC address, known as 
BBBB.BBBB.BBBB, which belongs to R1. Whenever R1 has to forward any messages 
(packets) to PC 1, it will use the destination MAC address of AAAA.AAAA.AAAA. 
Therefore, natively, no messages are sent to the attacker's machine. 

The attacker can exploit a vulnerability within the Address Resolution Protocol (ARP) 
to ensure all messages that are exchanged between PC 1 and R1 are sent through the 
attacker's machine, as shown in the following diagram:

Figure 5.6 – MITM effect

The ARP protocol operates between Layer 2 (the data link layer) and Layer 3  
(the internet layer) of the TCP/IP protocol suite. It is designed to resolve an IP address  
to a MAC address, simply because switches are used to interconnect end devices and 
switches are unable to read Layer 3 addressing, such as IP addressing within a packet. 
Switches can only read MAC addresses and forward frames based on the destination  
MAC address found within the Layer 2 frame header. For this reason, ARP is essential  
on any network.
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Whenever a device such as PC 1 does not know the MAC address of a destination host 
such as R1, it will broadcast an ARP request on the network, asking who has the MAC 
address for the particular destination, as shown in the following diagram:

Figure 5.7 – ARP broadcast message

The ARP request is sent to all devices. Only the device that has the destination IP address 
will respond with an ARP reply containing its MAC address, as shown in the following 
diagram:

Figure 5.8 – ARP reply from R1
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The MAC address is then temporarily stored within the ARP cache of the source device, 
PC 1. The source device will then insert the destination MAC address within the Layer 
2 frame header before placing the message on the network. The switch that receives the 
message from PC 1 will inspect the destination MAC address found within the Layer 2 
header and forward the message to the destination host. 

The threat actor can trick PC 1 into believing the attacker machine is R1 and also trick 
R1 into thinking the attacker machine is PC 1. The threat actor can pretend to be PC 1 to 
R1 and vice versa. Technically speaking, the attacker is pretending to be another machine 
on the network – this is known as MAC spoofing. Additionally, the attacker will send a 
gratuitous ARP message containing a false IP-to-MAC address mapping. Each message 
is specially crafted for PC 1 and R1. A gratuitous ARP is a response that was not initiated 
by an ARP request. In other words, it's when one device sends an ARP update without 
being asked for it. This allows the attacker to perform an ARP spoofing attack and send 
false ARP messages to devices, causing them to insert the incorrect IP-to-MAC address 
mappings within their ARP cache. This is a known vulnerability found within ARP and 
TCP/IP.

The following diagram shows how the attacker machine sends gratuitous ARP messages to 
PC 1 and R1:

Figure 5.9 – Attacker sending false information within ARP messages

This will create the effect that all the traffic between PC 1 and R1 will be sent to the 
attacker machine, therefore creating the MITM attack. 

The following screenshot shows an example of a penetration testing tool known as 
arpspoof, which is used to send gratuitous ARP messages to host devices on networks to 
create MITM attacks:



Understanding network-based attacks     153

Figure 5.10 – The arpspoof tool

As shown in the preceding screenshot, the tool is continuously flooding a victim machine 
(10.10.10.11) and the default gateway (10.10.10.1) with false IP-to-MAC address 
mapping details to ensure their ARP cache is compromised. The following diagram shows 
a Wireshark capture displaying the false ARP messages that are sent on the network:

Figure 5.11 – Wireshark capture of an ARP spoofing attack

Notice how Wireshark highlighted the messages in yellow as suspicious for investigation. 
There are many Layer 2 security features that are already pre-loaded Cisco IOS switches, 
all of which can be implemented by a security engineer. Some of these security features are 
as follows:

• Port security: Port security is used to filter unauthorized MAC addresses from 
entering a switch interface. It triggers a violation when a security event occurs. 

• Dynamic ARP Inspection (DAI): DAI inspects the IP-to-MAC address 
information found within the packet that enters a switch. If a fake message is found, 
the switch will discard it to protect the Layer 2 network.

• IP Source Guard: This is another security feature that allows Cisco devices to only 
allow trusted source IP addresses on the network while preventing IP spoofing 
attacks. 
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In this section, you have discovered how threat actors can exploit vulnerabilities within 
the TCP/IP protocol suite to perform network-based attacks such as DoS, DDoS, and  
even MITM attacks. As a security professional, it's important to be able to understand 
how these attacks work, which gives you a better insight into how to identify them as  
they happen. In the next section, you will discover how threat actors perform web 
application attacks. 

Exploring web application attacks
As many organizations create an online presence for both marketing and to reach 
customers beyond traditional brick-and-mortar stores, application servers are spun 
up frequently on the internet. Typically, an organization will either hire an in-house 
developer or outsource to a professional who specializes in web application technologies 
to create a professional company website. As with many organizations, the marketing 
team will focus on branding, quality, and having their services and products available for 
purchase on their website. 

To host the website, a server running a web application is required. A web application 
allows a web developer to host websites, files, and other related content, and is required 
by a user on their client machine to interact with the web application on the server. The 
browser will send an HTTP GET message to request the server, to send the web page 
across to the browser, and so on. Threat actors don't always target the host operating 
system of an online server; rather, they target the web application. Gaining unauthorized 
access to a web application allows the attacker to perform many malicious actions, such as 
inserting malicious code into a web page so that machines owned by website visitors can 
be infected. 

There are many types of web application attacks within the cybersecurity industry. In 
this section, we will take a look at some of the most popular ones, such as SQL injection, 
command injection, cross-site scripting (XSS), and cross-site request forgery (CSRF).

SQL injection 
Threat actors use a technique known as SQL injection (SQLi) to manipulate the records 
that are stored within a database. Behind many popular web servers, you will find a SQL 
server that is used to store records and data about the website's users. Structured Query 
Language (SQL) is a language that allows a database developer to create, modify, and 
retrieve data from a database server.
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The following diagram shows the simple layout of a web server and a database server:

Figure 5.12 – Database server

As shown in the preceding diagram, the database server is placed behind the web server, 
since the web application requires access to the database server and not the users on the 
internet. Therefore, when a user is attempting to log into the website, the web application 
queries the information on the database server. Additionally, when a user is creating a new 
account on the website, their information is stored within the database server. Let's say 
that a web application developer does not implement best practices to prevent web-based 
attacks on the web application and the database server – an attacker could create new 
accounts and manipulate, and even extract, data. 

Command injection
Web applications are installed on top of a host operating system such as Windows or 
Linux. Since web server administrators do not always install the latest security patches 
on time, or even at all, there are many vulnerabilities that are exposed to anyone on the 
internet. One such vulnerability is known as command injection, which allows a threat 
actor to input code, such as in the form of a command, into the web application. In a 
vulnerable web application, a threat actor can insert commands into a web application so 
that they are then passed to the operating system for execution.
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To get a better understanding of this vulnerability and its severity, let's take a look at the 
following screenshot:

Figure 5.13 – A vulnerable web application

As shown in the preceding screenshot, if a user inserts an IP address or even a hostname, 
the host operating system will execute the command, perform a DNS lookup, and return 
the results to the user. Let's say that a threat actor inserts a command that instructs 
the host operating system to download a malicious file and execute it, thus creating a 
backdoor to the host server. As a result, the entire application server is compromised.

Sometimes, an unskilled web developer may design a web application or a website 
without any concern for some important security features, such as input validation. If the 
application is not designed to validate any users' input, this allows anyone to input types 
of data and commands that are not supposed to be allowed for security reasons. A web 
developer needs to ensure they use web application security techniques to ensure the web 
application and server are secure from threat actors. 
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Cross-site scripting
XSS happens when an attacker compromises a web server and inserts malicious scripts 
into the web application. Here, for anyone who visits the website, a copy of the web page is 
downloaded on the user's browser, along with the malicious code. Therefore, the malicious 
code executes on the victim's web browser. This type of attack allows a threat actor to 
easily compromise the web browsers of many victims, simply by injecting the malicious 
script into a popular website that many people visit daily. 

A web browser stores a lot of important information about the websites that the user 
visits, such as login credentials, cookies, and session data. If a user becomes a victim of an 
XSS attack, the threat actor will be able to steal the data stored within the victim's browser 
and use the data to access the victim's online accounts. 

The following diagram shows how an XSS attack works, allowing the attacker to steal data:

Figure 5.14 – XSS attack

There are two types of XSS attacks. These are known as stored XSS and reflected XSS.  
In a stored XSS attack, the malicious script is persistent on the compromised web server. 
This means the malicious script will execute on the browsers of any number of users who 
visit the compromised web server. A reflected XSS attack is a non-persistent type of attack, 
in which the malicious link is usually sent to the victim. When the victim clicks the link, 
the victim's web browser will load and download the infected web page with the malicious 
script. The browser will then execute the malicious payload in the background, allowing 
the threat actors to steal the confidential data that is stored within the web browser. 
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Cross-site request forgery
Another type of web-based attack is known as a CSRF attack. This type of attack takes 
advantage of the trust between a reputable website and a trusted user. To get a better 
understanding of how this type of attack works, imagine that you're an attacker who wants 
to compromise a reputable website named www.trustedwebsite.local, but you do 
not want to directly attack the website. One technique is to compromise another website 
named www.infectedsite.local with a CSFR malicious script. If any user visits the 
infected website, both the web page and the malicious script will download onto the user's 
web browser. Once downloaded, the malicious script will execute inside the victim's web 
browser. 

However, if this same user is a trusted, authenticated user on www.trustedwebsite.
local, the malicious script will inject malicious code into the trusted website. Therefore, 
the trusted website will think the user is launching the attack, but in reality, it's a type of 
misdirection. Since the user is logged into www.trustedwebsite.local, the web 
server trusts the user and will accept inbound messages from the user's web browser. This 
is how CSRF takes advantage of the trust between a website and a trusted user. 

The following diagram shows an example of a CSRF attack between a user and a trusted 
website:

Figure 5.15 – CSRF attack

This type of attack allows the threat actor to capture the user's login credentials and cookie 
data, and then launch attacks from the user's web browser against the target web server. 
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Having completed this section, you have learned about various web-based attacks 
and how threat actors take advantage of vulnerabilities found within web applications 
to compromise other devices and launch further attacks. In the next section, we will 
understand how hackers manipulate people into performing actions by using a technique 
known as social engineering. 

Delving into social engineering attacks
With more people and organizations connecting to the internet, the need for 
cybersecurity awareness training is ever-increasing. The internet has opened many 
virtual doorways, allowing organizations to spread their product market beyond their 
geographical borders. This has also allowed consumers to conduct many transactions 
from the convenience of their homes. A couple of decades ago, if you wanted to purchase 
new clothing for an upcoming occasion, you would typically visit a local clothing outlet 
to view their styles, prices, and make an in-store purchase. Today, you can use a computer 
or even a smartphone with internet connectivity to access your favorite online retailer 
website, create an account, purchase the items you want, and have them delivered to  
your doorstep. 

Many people utilize the internet for their convenience, such as by conducting  
day-to-day business and financial transactions. Threat actors are always looking for  
ways to compromise systems, steal money, and exfiltrate data. Threat actors have realized 
it's not always simple to discover vulnerabilities and exploit them. Organizations are 
investing in cybersecurity solutions and hiring qualified professionals to defend their 
networks from threats. Cyber criminals use a technique called social engineering to 
manipulate or trick a person into performing a certain type of action. 

A threat actor does not always need a computer to perform this type of attack and 
be successful. In social engineering, the key concept is to hack the human brain by 
psychologically manipulating the potential victim. Nowadays, hackers also use computers 
to do their bidding since many users have some sort of online account, whether it be  
a bank account, an e-commerce website, a corporate employee account, or even a social 
media platform account. Threat actors have many motives and they want unauthorized 
access to your devices, networks, and online accounts. 
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Key elements of social engineering
A threat actor will ensure the following key elements are met within a social engineering 
campaign to improve the success of the attack on their victims:

• Authority: The attacker pretends they are a person with authority over the 
potential victim. Let's say that an employee receives a telephone call from a person 
named John who claims to be a director within the organization. John informs the 
potential victim about his position in the company and requests that the victim 
either performs a task or provides (reveals) confidential information. Usually, when 
humans interact with a person of authority, they will abide rather than question that 
person's authority. This is a vulnerability within the human mind that threat actors 
attempt to exploit. 

• Intimidation: Sometimes, a potential victim will refuse to provide confidential 
information or perform tasks, as instructed by the attacker. The threat actor usually 
attempts to intimidate the potential victim, to make the person feel as though if they 
do not perform the actions or provide the information as instructed, bad things will 
happen. A simple example is a threat actor pretending to be an online tech support 
person who wants you to pay them to remove "malware" from your computer. If 
you do not pay, the threat actor may say something such as, "more viruses will be 
downloaded onto your computer and hackers will steal your data." An unaware 
person may not know better than to fall victim to this social engineering campaign.  

• Consensus: As more people participate in cybersecurity awareness training, hackers 
sometimes face challenges in tricking victims into a social engineering attack. 
The threat actor might attempt to use social proof to convince the victim that the 
actions they want the victim to carry out are perfectly normal. An example is telling 
the victim that a coworker did the same task just last week. Another vulnerability 
within the human mind is that if a person hears that others in society are doing 
something, it will influence them into thinking that it's socially acceptable because 
others are doing the same thing. 
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• Scarcity: Another factor a threat actor can attempt to impose on a potential victim 
is to imply that the task needs to be completed now or the opportunity will be gone 
forever. A threat actor can make a situation appear to be time-sensitive in nature, 
so that the threat actor can inform the victim that they need to complete the task 
now, otherwise the opportunity will no longer be available. An example of this is 
threat actors setting up fake visa application centers, attempting to trick people into 
thinking a visa is easier to obtain through their fake services. This typically works by 
a potential victim completing an online application form, submitting their personal 
identification information and other details. Once this submission is made, the 
threat actor (scammer) will call the victim, pretend to be someone of high authority 
within their organization, and verify the details with the person via the telephone 
call. Once the person's details have been verified, the scammer will then send an 
email with a payment link to the victim. If the victim refuses to make the payment, 
the scammer usually tells the victim this is a one-time opportunity and that without 
the payment, the victim may never get a visa in the future. These threat actors and 
scammers are not affiliated with official government agencies and attempt to steal 
people's money.

• Urgency: Scarcity and urgency work together. With urgency, the attacker wants the 
victim to perform an action without thinking, while scarcity makes the situation 
seem available only for a limited time. Convincing the victim that they need to do  
a task or action now, without thinking, is a method threat actors try to use to get 
their own way with others. Some people may not think about the actual task or 
about verifying the caller's true identity; they may simply give in and perform 
the task, as instructed by the threat actor. This is another vulnerability within the 
human mind. It's important we pay close attention to the people we exchange 
information with, the task at hand, and whether it will create a positive outcome.

• Familiarity: Another trick that threat actors use is to build familiarity with the 
victim. An example of this is getting the victim to perhaps reveal some information 
about their friends, at which point the threat actor will start building a conversation 
using this information. This conversation will be focused on sharing a mutual friend 
or someone they both know, but in reality, the threat actor will be simply pretending 
(lying) to the victim. Building familiarity will reduce the tension between the threat 
actor and the victim. If the victim seems to become more familiar with the attacker 
over the course of the conversation, the threat actor will have a better chance of 
convincing the victim to perform an action or reveal confidential information. 
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• Trust: An important aspect of social engineering is to build trust with the victim. 
Once trust has been established, it's easier to exploit the victim. Threat actors always 
attempt to build an acceptable level of trust with their victims to ensure their social 
engineering attack has a high chance of success. An example of building trust can 
be a threat actor pretending to be a technical support agent and calling an employee 
of the target organization. The threat actor may introduce themselves using the 
line, Hello, my name is Bob and I'm calling from the IT department. The employee 
may immediately trust the person without even thinking about whether the call is 
actually from the IT department or not, simply because a regular user will quickly 
trust someone who offers technical support to their company.  

Next, let's take a deeper look into the various types of social engineering attacks that 
threat actors use to trick unsuspecting victims.

Types of social engineering attacks
In each type of social engineering attack, the key concept is always maintained by the 
threat actor, which is to manipulate the user. Threat actors create social engineering 
attacks to target either a general audience or a specific group of people. Let's take a deeper 
dive into further understanding the various types of social engineering attacks and their 
characteristics.

Phishing
The term phishing is used as a metaphor; an attacker is a person on a boat who has  
a fishing rod with bait attached to the end of the hook. The attacker casts the bait into  
the water and hopes a fish bites the bait, which allows the attacker to catch the fish. In the 
cybersecurity realm, the same concept applies, where the victims are the fish and the bait 
is the idea that threat actors use to trick their victims. 

In a phishing campaign, threat actors do not focus on a specific group or audience; 
instead, general users are their victims. Hackers have realized that organizations are 
hardening their systems and networks and that the weakest link in security is the user. 
Tricking the user into clicking a malicious link will cause them to download malicious 
code that, upon executing it, will either unleash a malicious payload and/or create  
a backdoor on the victim's system. 

In a typical phishing campaign, the threat actor sets up a web server on the internet that 
contains malicious scripts and a fake web page that mirrors a legitimate organization, such 
as a bank's website. 
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Additionally, the threat actor will create an email message with the following key 
characteristics:

• The attacker uses a fake domain name and email address as the source of 
information.

• The attacker uses a trusted organization email template that includes a logo, colors, 
and formatting.

• The attacker will include a link to a fake website but will obfuscate the URL to 
ensure the potential victim does not recognize that the URL leads to a fake website.

The following screenshot shows an example of a phishing campaign:

Figure 5.16 – Phishing email
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Looking closely at this screenshot, it seems to be a legitimate email from Amazon. The 
logo, colors, and email format seem to be the same as what the trusted organization uses. 
Additionally, the sender has inserted three hyperlinks into the body of the email, but the 
actual URL of each hyperlink is hidden from the reader. 

Notice that the sender's domain is service.com. Using an online WHOIS database, 
such as https://who.is, we can verify the owner of the parent domain name. The 
following screenshot shows the ownership information from the WHOIS database:

Figure 5.17 – WHOIS information

At this point, we can determine that service.com is owned by Amazon. Even though 
you might be convinced at this point that the email came from Amazon, it's always better 
to be 100% sure, so let's take a closer look at the sender's name, as shown in the following 
screenshot:

Figure 5.18 – Magnifying the sender's name

https://who.is
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In the preceding screenshot, the sender's name has been magnified for better visibility. 
Notice that the spelling of the sender's name is incorrect as it contains a special character 
to represent the m in Amazon. Trusted organizations ensure their sender's name is 
accurate. Threat actors use a special character in place of a letter within their source 
address, whether it's the source address or source name. Many users typically would 
not notice this slight adjustment to the name because the contents of the email seem 
legitimate. In this phishing campaign, the actual source email address did not originate 
from the service.com domain but rather from a very unusual domain name that is 
currently not available anymore. The threat actor spoofed the email address of Amazon 
in this phishing attack. As you can see, checking a very small detail within the sender's 
information can go unnoticed by a typical user. 

What happens when a user clicks on a link within a phishing email? Upon clicking on a 
link, the user may be redirected to a fake website that clones the login page of Amazon. 
If the user does not pay close attention to the URL/domain and verify the identity of the 
domain via its digital certification, the user may insert their login credentials into the fake 
website, which will allow the attacker to capture their information. Furthermore, upon 
clicking the link within the email, the user can establish an outbound connection to a 
malware-infected web server, which will then download a malicious payload and infect 
the user's system. Overall, phishing is a type of computer-based social engineering attack 
that is designed to manipulate a user into performing an action or revealing confidential 
information.

Spear-phishing
A spear-phishing attack is specially crafted by the threat actor to target a specific group  
or audience. The attacker ensures the email is designed to be more visually believable to 
the mind of the victim. 

To gain a better understanding of a spear-phishing attack, let's say that a threat actor 
creates a fake website that seems to be a login page for a reputable bank. Next, the attacker 
registers a domain name that contains the name of the bank and configures the DNS "A" 
Record to resolve to the IP address of the fake website. Lastly, the attacker creates a fake 
SMS message and sends it via mass distribution. People who are unaware of cyber threats 
will most likely fall victim to such types of social engineering attacks.

Important Note
A social engineering attack that is done using SMS messaging is commonly 
referred to as smishing.
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These types of attacks are very common and it's important that organizations provide 
ongoing cybersecurity awareness training for their employees. The following is a 
screenshot of a smishing attempt:

Figure 5.19 – Smishing text message

I have blurred certain parts of the preceding screenshot to not cause any reputational 
issues for the organization (a bank). Within the message itself, notice how the threat actor 
uses the name of the bank and includes the alert keyword. A person who has an account 
or regularly does business with the bank may click the URL, thinking that the message 
originated from the trusted bank. 

The following screenshot shows the website once a user has clicked the fake URL:

Figure 5.20 – Phishing website
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Based on the fake website shown in the preceding screenshot, the following are some 
tricks the threat actor performed to convince the potential victim that the website was 
"legitimate":

• The threat actor used the bank's official logo (blurred).

• The country name was also used to convince the potential victim (blurred).

• The threat actor used the organization's company colors, website fonts, and 
formatting. 

• The message indicates that the user's account is blocked and requires the user to 
insert their card number and pin to unblock their bank account.

• The threat actor even inserted terms and conditions.

• At the bottom of the website, a security lock icon has been used alongside the words 
Security Guarantee. This might trick the user into believing the website is secure, 
but in reality, it's not. 

As a cybersecurity professional, it's important to identify, and teach others how to identify, 
the red flags of a phishing campaign. The following are some of the red flags that can be 
found in both the text message and the website:

• A financial institution, or any organization, will never ask you to reset your account 
using a custom URL.

• The domain name does not belong to the organization. This information can be 
verified using a WHOIS database. 

• The website clearly shows the real IP address of the web server.

• The web server is not using digital certificates to validate the identity of the website 
or domain, or even to provide encryption. 

• Overall, the web page itself just seems bogus in my personal opinion. 

In reality, many people have fallen victim to this basic spear-phishing campaign. As others 
who conduct their business with other financial institutions realized, the incoming SMS 
message was suspicious in nature. 
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Whaling
Threat actors have realized that employees who are at executive levels usually have a 
higher-privilege user account on the organization's network. Executive users are not 
always as tech-savvy as their IT team and have a higher chance of being a victim of a 
phishing attack. Threats actors create specially designed phishing attacks to target the 
high-profile employees of organizations. This type of cyberattack is known as whaling. 
The idea of whaling is to catch the big fishes in the ocean; that is, high-profile employees.  

Let's say that a threat actor is able to compromise a CEO's user account. The attacker 
will gain access to a highly privileged user account that will allow them to perform 
administrative actions on the network. Furthermore, if the Active Directory (AD) 
services are mapped with the domain user account and the email services of the 
organization, the attacker will also be able to access the CEO's email mailbox. As you can 
imagine, the attacker will be able to read any confidential emails, view the CEO's personal 
calendar, and even send emails to other users within the company requesting data.

Vishing
A vishing attack, which is voice phishing, is a type of social engineering attack in which 
the threat actor makes a telephone call to the potential victim. The threat actor will 
pretend to be or impersonate someone who has the authority to convince the potential 
victim into performing an action, or even revealing sensitive information. 

Here's an example of a vishing attempt: imagine you have received a telephone call from  
a person who claims to be from your bank. The person provides you with a fake name  
and employee number and proceeds to say your username and password are required  
to reset your online banking account, because the bank is performing some maintenance 
on their online platform. This type of attack works because there is no way to immediately 
validate the caller's identity. One method you can use to stop such types of attacks is 
to hang up the call, obtain the official telephone number of the bank, and call to verify 
whether someone was trying to reach you. Do not call the number of the suspicious caller. 

Watering hole attack
Threat actors realize it's becoming more challenging to compromise a target organization 
via social engineering campaigns. Organizations are investing in cybersecurity solutions, 
training their employees, and implementing network security controls to prevent various 
types of cyberattacks. One technique that an attacker can perform is to metaphorically 
poison a watering hole. 
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A watering hole is simply a place, such as an online website or even a coffee shop Wi-Fi 
network, that everyone commonly visits during their lunchtime or outside working hours. 
Let's say that a threat actor wants to compromise a target organization, but they are unable 
to do so as the organization has implemented a defense in depth approach to secure their 
assets. The attacker may notice that each day, during the lunchtime period, the employees 
regularly visit a nearby coffee shop for a beverage. The attacker can then compromise the 
coffee shop's Wi-Fi network so that for any person who connects their mobile device to 
the network, malware will be downloaded and infect their device. With a watering hole 
attack, everyone who drinks from the watering hole becomes compromised, including 
non-targets. However, the objective is to compromise the employees' devices outside their 
fortress so that when they return with the infected devices and connect them to their 
corporate network, the target organization is then compromised. 

During the course of this section, you have learned about various types of social 
engineering attacks and how hackers use various methods to target unaware users within 
an organization. In the next section, we will take a deep dive into exploring cyberattacks 
that focus on targeting endpoint devices. 

Understanding endpoint-based attacks
On any corporate network, you will always discover that there are more endpoints 
(clients) than the total number of network devices and security appliances. For  
a threat actor, this is like discovering a gold mine with a lot of data to steal, user 
credentials to obtain, and even an army of potential zombie machines just waiting to  
be controlled by the attacker. In this section, we will be discussing the most popular types 
of endpoint-based attacks within the cybersecurity industry.

Buffer overflows
The developers who create the applications and the operating systems we commonly use 
each day will have also created a special storage unit called a buffer. A buffer is a small area 
in memory that is used to temporarily store data while an application or the operating 
system uses it. This buffer is limited in terms of storage size and it's usually small. Once an 
application or operating system finishes using the data within the buffer, it clears itself to 
make room for more data to fill the buffer. 
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Threat actors have realized that not all developers perform extensive fuzzing on their 
application. Fuzzing is a technique that involves a user sending malformed data to 
an application to determine how the program will react, and then check whether the 
program crashes or even provides an error message. When developing an application, 
it's important to consider whether if more data is inserted into a buffer than the available 
limit, the data will spill or overflow into other areas of memory on the system. When data 
overflows from a buffer into other areas of memory, this is known as a buffer overflow.

Hackers usually attempt to discover this type of vulnerability within applications on  
a system. Threat actors create a payload that contains regular data and malicious code. 
Once the payload has been launched, the target application will fill its buffer with the 
regular data from the payload, which causes the buffer to overflow. The extra data, which 
is the malicious code, will also need to be placed in the buffer, but the buffer is already full. 
Therefore, the application will attempt to place the malicious code on top, which causes it 
to spill over into other areas of memory, and the malicious code is executed. 

As a simple analogy, imagine that you are filling a glass with water using a tap. If you do 
not turn off the tap when the glass is full, additional water will overflow into the sink. This 
additional water is the malicious code, and the sink represents the area in memory that 
the code is not supported to be written to. 

Command and control (C2)
Let's say that a threat actor can control an army of infected and compromised systems at 
their will. Many threat actors will set up a persistent connection to the systems they have 
compromised. This allows the attacker to always gain access to the compromised systems 
at any time, even if the user reboots the machine. Furthermore, threat actors will infect 
the system with a robot, also known as a bot. This bot allows the attacker to control the 
compromised system at any time. When the threat actor compromises and implants a 
bot into more systems, these groups of infected systems are called robot networks, better 
known as botnets. Imagine that you have an entire army of infected systems – a botnet 
that you can control to perform your malicious activities. This will be awesome for your 
future cyberattacks. 

The threat actor does not manually control each bot or zombie system individually; rather, 
the threat actor sets up a special server on the internet know as a command and control 
(C2) server. Each bot will establish a connection back to the C2 server for instructions. 
The threat actor uses the C2 server to control the entire botnet in one go. Detecting 
communication between a C2 server and bots can be difficult as hackers use many types 
of evasion and obfuscation techniques. A key indication of a C2 attack operating on a 
network is suspicious outbound connections and traffic types to suspicious IP addresses 
and hostnames. 
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Malware and ransomware 
Malware is simply defined as malware software with the intent of causing harm to a 
system. As an up-and-coming security professional, it is essential to always have active 
anti-malware protection, such as an endpoint security solution, installed on all your 
devices. Ensure real-time protection is enabled to detect any new threats as they occur, 
as well as suspicious application activity. I've seen many organizations with outdated 
virus definitions on their endpoint protection, and this is bad. Let's say that a new virus is 
released into the wild: a system that does not have the latest security intelligence will not 
be protected against such new viruses. 

Ensure frequent scanning is performed by the endpoint solution to ensure the system 
is always protected and that any malicious applications are detected and removed. 
Furthermore, if you perform a virus scan on a file and you need a second opinion, you 
can always use VirusTotal. VirusTotal (https://www.virustotal.com) is a publicly 
available website that allows a user to update any suspicious files. These will be scanned by 
over 50 antivirus engines to determine whether a file is malicious. 

The following screenshot shows the analysis performed by VirusTotal on a suspicious file:

Figure 5.21 – VirusTotal analysis

https://www.virustotal.com


172     Identifying Attack Methods

As shown in the preceding screenshot, VirusTotal calculates the hash of the file and 
performs an analysis using a total of 69 anti-malware engines. Only nine of the total 
number of anti-malware engines detected the file as being malicious, while the others 
think it's clean. Here, we can conclude that according to nine virus engines, a threat exists 
within the file, and as a security professional, this is a potential threat. Imagine that you 
have downloaded a file from the internet and you perform a scan using your current  
anti-malware solution and it does not detect a threat. It's always good to get a second 
opinion by using a website such as VirusTotal, which uses over 50 anti-malware scan 
engines. 

Ransomware is a type of malware that holds your data hostage by encrypting all the files 
on a system, except the operating system. The objective of ransomware is to hold the most 
valuable asset, which is data, take hostage of it, and then request the victim pays a ransom 
to release the data. This is a type of malware that threat actors use to take money from 
their victims. 

The following screenshot shows the screen that is presented by the WannaCry 
ransomware:

Figure 5.22 – WannaCry ransomware interface
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Many organizations do not regularly back up their data to offline storage, or even have 
proper security appliances and solutions implemented to secure their network and protect 
their assets. When a network gets a ransomware infection, it spreads throughout the entire 
organization quickly and infects other devices on the network. Imagine that an entire 
organization's networks are encrypted by ransomware. Many companies fall victim to 
such types of attacks and pay the ransom. However, paying the ransom to release their 
data is not a good idea, because there is no guarantee that the threat actors will provide 
the victim with the correct decryption key or even a key at all. Threat actors create 
ransomware with the intent of gaining money from their victims. 

The following are some recommendations that can be implemented to reduce the risk of 
ransomware infections:

• Implement anti-ransomware protection on end devices

• Implement an NGFW.

• Ensure all operating systems have the latest updates at all times.

• Ensure host-based endpoint solutions are implemented.

• Ensure host-based firewalls are enabled.

• Ensure you perform regular backups to offline storage.

Having completed this section, you have learned about various endpoint-based attacks, 
such as buffer overflow, bots and botnets, and even ransomware. In the next section, you 
will explore various techniques hackers use to evade detection while performing an attack 
on a system.

Interpreting evasion and obfuscation 
techniques
In this section, we are going to cover the fundamentals of evasion and obfuscation 
techniques, both of which threat actors such as a hacker will use to go undetected by 
a security appliance or gain control of a network. Hackers will use various evasion 
techniques that allow them to bypass security detection on a system or network. If the 
actions of a threat actor are not detected or reported, the organization will never be aware 
of a cyberattack within their network. This is one of the driving forces for cybersecurity 
solution vendors and professionals within the industry: to always ensure their security 
appliances and solutions are always able to detect a threat and attack as it happens in real 
time. Without detection, the threat actor can do anything on the victim's network without 
being caught. 
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The following are some evasion techniques:

• Flooding: With flooding, the attacker floods a network or security device with 
unsolicited messages. When networking devices and security appliances are flooded 
with bogus messages, they become overwhelmed and sometimes stop functioning 
as they are supposed to. This allows an attacker to exfiltrate confidential data 
through a network as part of flooding while security appliances can't detect the true 
attack as it happens. 

• Fragmentation: This technique allows a threat actor to break down large pieces 
of data into smaller pieces and transport the smaller pieces in an out-of-order 
sequence. This allows each message to pass through the network devices and 
security appliances without being detected. Once all the pieces have been received 
by the destination host, they are then reassembled to look like the actual data. Many 
security appliances and solutions use a type of signature-based detection method to 
identify whether a message is a piece of malware. Since the message is broken down 
into tiny pieces, the signature will not match properly for each bit of the message.

• Encryption: Attackers use this method to encrypt their data and malware before 
sending it across a network. Many security appliances and solutions are unable to 
decrypt packets for further inspection. If a security appliance is unable to decrypt  
a packet, an attacker can easily evade detection on the network and continue to steal 
data and deliver malware to an organization's network. 

• Tunneling: This technique allows a threat actor to encapsulate malicious data into 
common network protocols. A hacker can insert their malware files into a common 
network protocol such as Domain Name System (DNS) packets or even HTTP 
messages. As these messages pass through a security appliance, they will be seen 
as DNS or HTTP, and not actual malware. You can think of tunneling as inserting 
an envelope with a message into a larger envelope, while everyone will see only the 
larger envelope and not the smaller one containing the message. 

With obfuscation, hackers use this technique to hide their activity rather than to bypass 
a security control on the system or network. Sometimes, an attacker may experience 
challenges when bypassing security controls within an organization, especially if there 
are many security controls in place. However, with obfuscation, the attacker can attempt 
to hide their activities while within the compromised network, or even hide the data that 
is being exfiltrated. The goal of both evasion and obfuscation is to remain undetected by 
security appliances and solutions. 
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The following are some obfuscation techniques used by threat actors:

• Hiding malicious code within regular executable code.

• Encryption: If the data is encrypted, the security appliance and the security 
professional will be unable to see the actual plain text data. Only a security 
appliance such as a Cisco NGFW with Deep Packet Inspection (DPI) and/or  
SSL decryption will be able to decrypt the message and inspect the true contents  
of the packet. 

• Shellcode: Hackers usually generate their payload in shellcode. This allows their 
malicious code to be executed on the shell of a target operating system. Shellcode is 
generally used to exploit vulnerabilities within a system. 

Having completed this section, you have learned about how hackers use various types 
of evasion and obfuscation techniques to bypass and hide their traffic and activities on a 
network. It's important that security professionals are always on the lookout for any type 
of suspicious activity within their organization, as it could be a hacker performing some 
type of attack or posing a threat. 

Summary
During the course of this chapter, you learned about common network-based attacks that 
hackers use to disrupt the availability of services for legitimate users, such as DoS attacks, 
and how vulnerabilities found within common network protocols are used to create 
protocol-based attacks. Furthermore, you gained the skills to describe web-based attacks 
and understand how threat actors use social engineering to compromise their targets. 
Lastly, you learned about various methods hackers use to ensure their cyberattack can't be 
detected by security appliances by using techniques such as evasion and obfuscation. 

I hope this chapter has been informative for you and is helpful in your journey toward 
learning the foundations of cybersecurity operations, as well as gaining your Cisco 
Certified CyberOps Associate certification. In the next Chapter 6, Working with 
Cryptography and PKI, you will learn about various cryptographic standards and the 
public key infrastructure (PKI).
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Questions
The following is a short list of review questions to help reinforce your learning and help 
you identify areas that require some improvement. The answers to these questions can be 
found in the Assessments section at the end of this book:

1. An attacker is attempting to prevent users from the IT department from accessing 
the SSH service on a server. Which type of attack is the threat actor performing?

A. Command injection

B. Protocol-based

C. XSS

D. Watering hole

2. An attacker is connected to the victim machine and the rest of the network. The 
intention of the attacker is to capture passwords that are sent in plain text through 
the network. Which type of attack is this?

A. MITM

B. Protocol-based

C. Phishing

D. Buffer overflow

3. Which type of attack allows an attacker to steal cookies from anyone that visits  
a compromised website?

A. MITM

B. Phishing

C. Watering hole

D. XSS 

4. Which of the following attacks is designed to target the high-profile employees  
of an organization?

A. Vishing

B. Whaling

C. Spear-phishing

D. Social engineering



Further reading     177

5. Which of the following malware is designed to hold your data hostage?

A. Trojan

B. Crypto-malware

C. Ransomware

D. All of the above

Further reading
The following link is recommended for additional reading:

• What Is Malware? by Cisco: https://www.cisco.com/c/en/us/products/
security/advanced-malware-protection/what-is-malware.html

https://www.cisco.com/c/en/us/products/security/advanced-malware-protection/what-is-malware.html
https://www.cisco.com/c/en/us/products/security/advanced-malware-protection/what-is-malware.html
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Working  

with Cryptography 
and PKI

As many people and devices are connecting to the internet and we are all sharing data, 
privacy is a major concern for all. Imagine sending a confidential file to a friend across 
the internet, but you're concerned about whether a threat actor is intercepting your 
communication and viewing your messages. To keep your data secure, cryptography is 
used to ensure that only an authorized person has access to the data. With cryptography, 
we can encrypt our messages to keep them private from unauthorized parties such as 
threat actors. Even if a threat actor is able to capture our encrypted data, the attacker will 
not be able to view the contents of the encrypted message. 

Throughout this chapter, you will learn about various encryption standards and 
algorithms, and how they are used to provide data confidentiality on a network. 
Additionally, you will discover the techniques that threat actors use to retrieve the 
secret key and break the encryption. Furthermore, you will learn about various hashing 
techniques that are used to provide data integrity checking. Then, you will explore both 
symmetric and asymmetric algorithms and Public Key Infrastructure (PKI).
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In this chapter, we will cover the following topics:

• Understanding the need for cryptography

• Types of ciphers

• Understanding cryptanalysis

• Understanding the hashing process

• Exploring symmetric encryption algorithms

• Delving into asymmetric encryption algorithms

• Understanding PKI

• Using cryptography in wireless security

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the 
following hardware and software requirements:

• HashCalc: https://www.slavasoft.com/hashcalc/ 

• Wireshark: https://www.wireshark.org/ 

Link for Code in Action video https://bit.ly/3vkFYTX

Understanding the need for cryptography
In the world of information security, data privacy is a very hot topic. Everyone is 
concerned about how their data is being used, and what security controls are in place 
to protect their data on systems and networks. In the computing world, cryptography is 
implemented to help keep our data safe from unauthorized persons. 

What is cryptography? This is the technique of taking something that is readable by 
everyone, such as data, and encoding it using a mathematical algorithm that makes it 
difficult for others to understand it, except those who are authorized. Cryptography has 
been used for many years by various military organizations to secure their communication 
with others. Today, in the digital age, we use cryptography for the same purpose of 
securing our communication between a source and a destination host. 

https://www.slavasoft.com/hashcalc/
https://bit.ly/3vkFYTX
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To get a better understanding, imagine you create a document on your computer, which 
we will call data. If anyone gets access to the document, they will be able to read the 
contents and there is no level of privacy on the document. To protect the data, the process 
of encryption can be applied to convert the data into a format that is only readable by you 
and those who are authorized. This means that if a threat actor acquires the encrypted file, 
the hacker will not be able to read the actual contents of the file but will see a scrambled 
message. 

Any data (message) that is not encrypted is known as plaintext. If anyone gets access to 
the plaintext, they will be able to read the contents as there is no privacy in a plaintext 
message. To encrypt the message, the plaintext is sent through a special algorithm that 
converts the plaintext message into an unreadable format; this algorithm is referred to 
as a cipher. The cipher also uses a key to perform the encryption process to convert the 
message into ciphertext. The ciphertext is the encrypted format of the plaintext and is 
unreadable by anyone except those who are authorized to access it. 

A key is used during the encryption process as it adds an additional layer of security to  
the ciphertext. Without the key, an attacker will not be able to perform cryptanalysis, 
which is the technique used to reverse, crack, or break data encryption. 

The following diagram shows the process of cryptography:

Figure 6.1 – Data encryption process
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As you can imagine, data encryption and cryptography play an important role in today's 
world. We use cryptography to protect data at rest and data in motion (transit). If you 
recall, in Chapter 3, Discovering Security Concepts, we mentioned that data at rest is simply 
the terminology used to describe data that is residing on storage media without being 
accessed by an application or a user, while data in motion is simply data that is traveling 
from a source to a destination, such as along a network. There are many encryption 
technologies, such as Microsoft's BitLocker, Apple's FileVault, and Linux Unified 
Key Setup (LUKS), which are baked into their native operating systems. These native 
encryption technologies allow the user to create a logical encrypted storage container on 
their operating system. Users are able to place files in the container and encrypt them by 
locking the container. This technique allows users to protect their data at rest from any 
threat actors who may compromise the victim's computer.

There are many secure and unsecure network protocols that transport your data along 
a network. Unsecure network protocols do not encrypt your data and transport it in 
plaintext. If a threat actor is able to intercept and capture the network packets, the attacker 
will be able to see all your plaintext messages as is. 

The following snippet shows a packet capture containing Telnet traffic inside Wireshark:

Figure 6.2 – Unsecure network protocol

Imagine if you were a threat actor; you could also use a tool such as Wireshark to 
reassemble all the packets shown in the preceding screenshot between the source and 
destination hosts. This will allow you to see the entire network conversation between the 
source (192.168.0.2) and the destination (192.168.0.1), as follows:
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Figure 6.3 – Packet reassembly within Wireshark

As shown in the preceding screenshot, we can see the play-by-play conversation between 
the client and the Telnet server. The content that is written in red is what is sent from 
the client to the server, while the content that is in blue is what is sent from the server 
back to the client. Wireshark has a feature to follow a stream of packets and present the 
information as a conversion to us in a human-readable format. In the screenshot, notice 
how we are able to see the logon name and password as the user enters it on their terminal 
interface and it is then sent across the network using Telnet.
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Elements of cryptography
Many have thought that cryptography is used to provide data encryption in the computing 
world. While this statement is true, cryptography has additional key benefits to data 
security, such as the following:

• Confidentiality

• Integrity

• Origin authentication

• Non-repudiation

Confidentiality is defined as keeping something, such as an object or data, private 
from unauthorized persons. In the computing world, this can be achieved by using data 
encryption algorithms, simply by encrypting a plaintext message using a cipher and  
a key. If an unauthorized person or a threat actor acquires the encrypted data (ciphertext), 
without the key, the attacker is not able to decipher the encrypted message. 

Confidentiality allows us to send secure messages (data) between a source and destination 
without the need to be concerned about whether someone is intercepting and capturing 
our username and passwords as they are passed along the network. Data encryption 
allows us to protect our data from various types of attacks, such as man in the middle 
(MiTM), as covered in Chapter 5, Identifying Attack Methods. Once the data is encrypted, 
the threat actor will not be able to view the contents of the actual data. 

Important note
Data encryption affects a security investigation greatly. If a threat actor 
encrypts the malicious payload and sends it across a network, security 
appliances may not have the capabilities to decipher the encrypted message to 
inspect the contents. Data encryption is a technique used by threat actors to 
bypass detection. 

Integrity plays a vital role in the field of information security. It helps us to determine 
whether data is modified or not as it leaves a source to a destination. In the digital age, 
users are always sending some type of message between one device and another; even 
the operating system on host devices is always exchanging information on the network. 
Imagine sending a message to a friend over a messaging app on your smartphone. How 
does your friend know that the message was not altered by an unauthorized person during 
the transmission process? This is a major concern and fortunately, there is a technique 
known as hashing that allows a device to check the integrity of an incoming message 
(data) from a source. 
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Authentication is the process of proving your identity to a system. Without 
authentication, anyone will be able to access the device and perform any actions without 
any accountability. In cryptography, authentication is used to help us verify and validate 
the source or the sender of a message, which is referred to as origin authentication. A 
message can be digitally signed using a digital certificate owned by the sender. When 
the destination receives the message, the receiver can use the information found within 
the source's digital certificate to verify the authenticity of the message; in other words, to 
determine whether the message actually originated from the sender and not a threat actor. 

Non-repudiation is used to prevent a user from denying that they have done an action. 
A typical example would be as follows: imagine, during your lunchtime, that you visit a 
local coffee shop for a beverage. At the cash desk, you place your order, make a payment, 
and receive a bill with the items you ordered. All the information about the transaction 
you have just completed is printed on the receipt (bill), such as the time and date, the 
quantity and type of items, the cashier's name, and the branch location. This information 
is also recorded on the database of the coffee shop as well, so you cannot deny visiting and 
conducting those transactions at the shop. 

Having completed this section, you have learned about the key elements within 
cryptography. Not only does it provide data encryption, but it also assists with data 
integrity, verifying the origin of a message, and providing non-repudiation of data. In the 
next section, you will learn about the characteristics of various types of ciphers. 

Types of ciphers
In this section, we will discuss the characteristics of various types of ciphers that are used 
within data encryption algorithms. 

Substitution cipher
In each type of encryption algorithm (cipher), a secret key is used to ensure the message 
remains private. In a substitution cipher, the secret key is the shifting of a letter from the 
original message. This means the number of letters within the plaintext message does not 
change after it is passed through the cipher and becomes ciphertext. 

To better understand how a substitution cipher works, let's take a look at a very well-
known cipher, the Caesar cipher, which has been around for quite some time, and its 
encryption techniques are simply shifting the letter of the alphabet. As an example, 
let's take a sentence such as the quick brown fox jumps over the lazy dog as the plaintext 
message. Let's use ROT13 as the key, which is to rotate the letters of the alphabet by 13, 
such as A = N, B = O, and C = P. 
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We will get the following output as the ciphertext:

gur dhvpx oebja sbk whzcf bire gur ynml qbt

Therefore, if a threat actor is able to capture the ciphertext as it transverses a network, 
without knowing the secret key, the message is kept safe. 

Transposition cipher
Another type of cipher is the transposition cipher. This cipher does not shift any letters 
of a message; it simply rearranges the letters within each word. One type of transposition 
cipher is known as columnar transposition. This cipher keeps the same letters of each 
word in place but creates a column of a fixed size. If we use the sentence the quick brown 
fox jumps over the lazy dog and a column size of 6, we will get the following ciphertext:

thequi

ckbrow

nfoxju

mpsove

rthela

zydogz

Another variation of the transposition cipher is the rail fence cipher. This cipher writes 
the output in a zig-zag format; for example, the result is written diagonally, starting from 
left to right. Using our example sentence, thequickbrownfoxjumpsoverthelazydog (without 
spaces), once more as our plaintext, and the key as three rails, we will get the following 
output in the rail fence layout:

Figure 6.4 – Rail fence cipher

As shown in the preceding snippet, notice how the words are written diagonally. To create 
the ciphertext, the message is read from the top row to the last row. This will create the 
following ciphertext:

tubnjsrldhqikrwfxupoeteayoecoomvhzg

Once again, if a threat actor were to intercept and capture the ciphertext, the message is 
kept safe as long as the attacker does not know the secret key.
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Having completed this section, you are now able to compare and contrast both 
substitution and transposition ciphers in the topic of cryptography. In the next section, 
you will learn about the methods that threat actors use to decipher encrypted data. 

Understanding cryptanalysis
As mentioned earlier in this chapter, threat actors such as hackers use cryptanalysis to 
break an encryption cipher and retrieve the plaintext data. While this technique is often 
associated with the bad guys, such as hackers, many government agencies decipher 
encrypted data for the purpose of monitoring for any potential threats. Even security 
appliances such as next-generation firewalls have the ability to decipher an encrypted 
packet, inspect the contents for any potential malware, and re-package the message before 
forwarding it to the destination. 

The following are various methods that are used during cryptanalysis:

• Brute force: In the brute-force method, all possible combinations of a key are tried 
out in the attempt to eventually discover the correct secret key. Since encryption 
ciphers are mathematical techniques that are used to convert a plaintext message 
into ciphertext or encrypted data, all ciphers are vulnerable to this type of attack. 
Since the brute-force attack will eventually determine the correct key, this process 
can be very time-consuming and resource-intensive on a computer.

• Known-plaintext: Using this method, the attacker has access to the ciphertext and 
has knowledge of some information relating to the plaintext message. Therefore, the 
attacker can use the limited information about the plaintext to further decrypt the 
ciphertext.

• Chosen-plaintext: This attack method allows the threat actor to choose which 
message the cipher should encrypt, while observing the results. This observation 
provides the attacker with insights on how the encryption algorithm functions and 
they can determine whether a vulnerability exists in the cipher itself. 

• Meet-in-the-middle: In this type of attack, the threat actor knows a portion of the 
plaintext and a portion of the corresponding ciphertext. 

• Chosen-ciphertext: In this attack method, the attacker chooses which ciphertext is 
to be decrypted and has access to the plaintext messages. 

Having completed this section, you have gained the essential knowledge to identify 
various cryptanalysis methods that a threat actor uses to decipher encrypted data. In the 
next section, you will discover the process of using hashes to validate data integrity. 



188     Working with Cryptography and PKI 

Understanding the hashing process
Ensuring data is not altered (modified) during transmission is very important, and 
to help us determine whether the integrity of a message is maintained, we can use 
hashing algorithms. Hashing algorithms are designed to take an input, such as a string 
of text or a file, and then use a one-way function to create a digest. The digest is a hash 
representation of the input and it cannot be reversed. Each unique file or message will 
generate a unique hash value (digest). This means that if the data is changed in any way, 
the hash value will be uniquely different.

The following diagram shows the one-way hashing process:

Figure 6.5 – Hashing process

How does this process work between devices? Imagine a sender, Host A, wants to send  
a message to a destination device, Host B. Rather than Host A sending the message  
as is, Host A will create a digest of the message. Once the digest has the message created, 
Host A will send both the message and the digest to Host B. The following diagram shows 
Host A is sending a message with the digest to Host B:

Figure 6.6 – Both the message and hash are sent to the destination
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When Host B receives the message from the source, it will also create a digest of the 
message and compare it with the digest it received from Host A. If both hash values 
(digests) are the same, this means the message was not altered during transmission. 
However, if the digest values are different, it means somewhere along the way, the message 
was modified and therefore the content of the message is not the same.

Will two different files ever produce the same hash value? While hashing algorithms are 
designed to produce a unique digest for each unique file, in the past, two different files 
have been known to produce the same hash value. This is known as a hash collision. Once 
a hash collision has occurred, this means the hashing algorithm used during the process 
is vulnerable and should not be trusted. However, some of the most popular hashing 
algorithms that are currently in use today have been susceptible to a hash collision.

Describing hashing algorithms
Message Digest 5 (MD5) is a hashing algorithm that creates a 128-bit digest. The MD5 
algorithm has been implemented on many systems over the years and worked well until 
a hash collision occurred. This made MD5 a vulnerable hashing algorithm and it is no 
longer recommended within the industry. 

The following diagram represents the MD5 hashing process:

Figure 6.7 – MD5 hashing process

As shown in the preceding diagram, a message is sent to the MD5 algorithm, which is 
then converted into a 128-bit digest. While MD5 is still being used on many systems, 
it's recommended to use a more secure function, such as Secure Hashing Algorithm 2 
(SHA-2).
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Another well-known hashing function is Secure Hashing Algorithm 1 (SHA-1). This 
hashing algorithm was created back in the 1990s by the National Institute of Standards 
and Technology (NIST). NIST designed this algorithm with similar functionalities  
as MD5. One of the major benefits of using SHA-1 for checking integrity is that it creates  
a 160-bit digest of any message or file. 

The following diagram shows a representation of the SHA-1 function:

Figure 6.8 – SHA-1 hashing function

While SHA-1 seems to be better than MD5 for producing a larger digest, it performs 
slower than MD5 and contains vulnerabilities within the algorithm itself. However,  
a newer version was developed by NIST, and this is known as SHA-2. 

SHA-2 allows the creation of digest using large bit sizes, such as the following SHA-2 
variations:

• SHA-224 (224 bit)

• SHA-256 (256 bit)

• SHA-384 (384 bit)

• SHA-512 (512 bit)

Keep in mind that even when you know hashing has been used to validate the integrity  
of a message, it is still vulnerable to an MiTM attack. Imagine a source is sending  
a message with the hash value; a threat actor can intercept the message, modify the 
contents, and recalculate the new hash before sending it to the destination. To help  
a receiver validate the origin's authenticity, we need to apply Hash Message 
Authentication Code (HMAC) to our hashing process. 

To add origin authentication during a hashing process, HMAC is added. HMAC is  
a secret key that combines the input message with the hashing algorithm, such as MD5  
or SHA-1, to create a unique digest. 
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The following diagram shows a representation of using HMAC with a hashing function:

Figure 6.9 – Applying HMAC with hashing

Since this secret key (HMAC) is only shared between the sender and the intended 
receiver, the output digest value will simply depend on the actual input message (data)  
and the secret key used to apply an additional layer of security for origin authentication. 
Since the source and destination would be the only parties who know the secret key  
(the HMAC value), an MiTM attack will not be successful in terms of tampering with the 
integrity of any messages that transverse the network.

The following screenshot shows a secret key (HMAC) applied to a string of text:

Figure 6.10 – HMAC with a hashing algorithm
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As shown in the preceding screenshot, the string of text (message) was combined with  
a secret key and processed using both the MD5 and the SHA-1 hashing algorithm to 
produce a unique digest.

Lab – Comparing hashes
As an up-and-coming security professional, it's important that you understand how 
to calculate the hashes of data to determine whether the data was modified during 
transmission. In this lab, you will learn how to use a hashing calculator to generate hashes 
of a file. 

To complete this exercise, please observe the following instructions: 

1. For this exercise, you need an application to calculate the hash values of files.  
To download HashCalc, go to https://www.slavasoft.com/hashcalc/ 
and click on Download, as follows:

Figure 6.11 – HashCalc website

2. Once the file has been downloaded, extract the ZIP folder and install the setup file 
on your computer.

3. Once HashCalc has completed its installation, you will be presented with the 
following user interface:

https://www.slavasoft.com/hashcalc/


Understanding the hashing process     193

Figure 6.12 – HashCalc user interface
HashCalc allows you to calculate the hashes of a file, text string, or hex string using 
a number of different hashing algorithms. 

4. Next, create a text file with the contents ABCD and save it on your desktop. Let's 
name the file MyTestFile1.txt, as follows:

Figure 6.13 – Contents of MyTextFile1
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5. Click the button in the top-right corner within HashCalc to add the 
MyTestFile1.txt file. Once the file has been attached, click Calculate,  
as follows:

Figure 6.14 – Attaching the file to HashCalc
Let's take note of both the MD5 and SHA-1 hashes for the file:

MD5 = cb08ca4a7bb5f9683c19133a84872ca7 

SHA-1 = fb2f85c88567f3c8ce9b799c7c54642d0c7b41f6

6. Next, let's modify our test file by inserting a period (.) at the end of the string of 
text, as follows:
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Figure 6.15 – New file
After inserting the period (.), save the file as a new file with the name 
MyTestFile2.txt.

7. Let's run this new file. Open HashCalc and record the MD5 and SHA-1 hash values, 
as follows:

Figure 6.16 – Recalculating hashes
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After making a simple modification to the file by inserting a period (.), we get 
entirely new hashes:

MD5 = 338b677dbcd742dcdb764591385ad7f4

SHA-1 = bba32246acb921b3ef3653c05cd25358af3d1fc9
Since the hash values from MyTestFile1 do not match the values of MyTestFile2, 
this is a clear indication that the contents within both files are not the same. 

Having completed this lab, you have learned how to use a hashing calculator application 
to calculate the hashes of files and make a comparison to determine whether the data was 
modified. 

Exploring symmetric encryption algorithms
There are two types of encryption algorithms that are used to encrypt data. These are 
symmetric and asymmetric algorithms. In this section, we will take a deep dive into 
exploring the functions and operations of symmetric encryption algorithms. 

To encrypt a plaintext message, both a cipher and a key are required. In symmetric 
encryption, a key is used to encrypt the plaintext message into ciphertext and the same 
key is used to decrypt the ciphertext back to plaintext.

While symmetric encryption algorithms are commonly used in many systems, the 
major downside is that if the secret key is lost or stolen, the ciphertext is susceptible 
to compromise. If an attacker is able to retrieve the key, the threat actor will be able to 
decipher the message and view the contents. Therefore, it's extremely important that the 
key is kept safe at all times. 

Symmetric algorithms use key lengths that range from 40 bits to 256 bits. These key 
lengths are a lot shorter than those that are used in asymmetric algorithms. However, 
symmetric algorithms are able to provide a better performance, as in faster data 
encryption, compared to asymmetric algorithms.

To get a better understanding of how symmetric algorithms work, let's imagine that 
there are two users, Alice and Bob, who want to apply confidentiality to the messages 
exchanged between them. Both users know of the Pre-Shared Key (PSK) or the secret 
key prior to exchanging their messages. 

The following diagram shows that Alice is using the secret key to encrypt the plaintext 
message before sending it over to Bob:
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Figure 6.17 – Alice using a key to encrypt a message

Once the message is encrypted, Alice will send it across to Bob, who will use the same 
PSK or secret key to decrypt the message and retrieve the original plaintext message,  
as follows:

Figure 6.18 – Bob using the same key to decipher the message 

The same process is repeated whenever Bob wants to send a message back to Alice. The 
same key that is used to encrypt the data is used to decrypt the message. 
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Symmetric algorithms
Symmetric algorithms can encrypt data using either a block cipher or a stream cipher. 
A block cipher takes a fixed-length block of the plaintext message and performs the 
encryption process; these blocks are usually 64-bit or 128-bit blocks. 

The following diagram shows a representation of a block cipher:

Figure 6.19 – Data encrypting using a block cipher

However, a stream cipher will encrypt either one bit or one byte at a time. Rather than 
encrypting an entire block of plaintext, imagine with a stream cipher the block size is 
reduced to one bit or one byte.

The following diagram shows a representation of a stream cipher:

Figure 6.20 – Data encryption using a stream cipher

Stream ciphers are considered to perform data encryption faster than block ciphers 
because they are continuously encrypting data one bit or one byte at a time. 

The following is a list of symmetric algorithms and their characteristics:

• Data Encryption Standard (DES): This is a very old symmetric encryption 
algorithm that encrypts data using block sizes of 64 bits and with a key size  
of 54 bits.

• Triple Data Encryption Standard (3DES): This is a newer version of DES. 3DES 
performs the encryption process three times. This means that the first round is 
taking the plaintext data and performing encryption to create ciphertext. It will use 
the ciphertext as input and perform encryption on it again, which is round two. It 
will take the new ciphertext from round two and perform encryption on it to create 
the final output, which concludes the third round of encryption, hence the name 
triple DES. 3DES used key sizes of 112 bits and 168 bits. 
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• Advanced Encryption Standard (AES): This is widely used in many modern  
data systems and protocols. AES uses key sizes that are 128 bits, 192 bits, and  
256 bits. It performs data encryption in fixed block sizes of 128 bits, 192 bits, and 
256 bits. AES is considered to be a lot more secure than DES and 3DES encryption 
algorithms. The secure network protocol Secure Shell (SSH) version 2 uses the 
AES algorithm with counter mode (AES-CRT) as its preferred data encryption 
algorithm. 

• Software-Optimized Encryption Algorithm (SEAL): This is another symmetric 
algorithm. SEAL is a stream cipher algorithm that uses a key size of 160 bits. 

• Rivest Cipher (RC): This is a series of cipher suites created by Ron Rivest, such 
as RC2, RC3, RC4, RC5, and RC6. The most prevalent is RC4, which is a stream 
cipher that uses a key size of up to 256 bits.

Having completed this section, you have learned about various symmetric encryption 
algorithms. In the next section, we will cover the fundamentals of asymmetric encryption 
and its algorithms. 

Delving into asymmetric encryption 
algorithms
Asymmetric algorithms perform data encryption by using two different keys in the form 
of a key pair. This means that one key is used to encrypt the data while another is used to 
decrypt the message. If either key is lost or stolen, the message is not compromised. 

The following diagram shows a user, Alice, using a key to encrypt the plaintext message:

Figure 6.21 – Using an asymmetric key to encrypt data
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When the destination host, Bob, receives the message from the sender, Bob will use  
a different key to decipher the message, as shown in the following diagram:

Figure 6.22 – Using a different key to decrypt the message

Asymmetric algorithms use a key pair known as a public and private key. The public key 
is given to anyone who wants to communicate with you, hence the name public key. The 
private key is kept by you. Only users of the key pair are able to encrypt and decrypt data; 
no other keys can be used to decipher a message that is encrypted with your private key. 

Important note
Asymmetric encryption uses a key size from 512 bits to 4,096 bits. However, a 
key size that is 1,024 bits or greater is recommended. 

To get a better understanding of these public and private keys, let's imagine there are  
two users, Bob and Alice, who want to encrypt data between themselves by using 
asymmetric encryption. To get started, let's assume Alice wants to send a message to Bob. 
This requires Bob to create a public and private key pair and share the public key with 
Alice, as follows:

 

Figure 6.23 – Sharing a public key
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The private key is kept with Bob and Alice receives Bob's public key. Alice will use Bob's 
public key to encrypt any message that she wants to send over to Bob. When Bob receives 
the message, he will use his private key to decrypt the message and read the contents. 

The following diagram shows Alice sending an encrypted message to Bob:

 

Figure 6.24 – Bob decrypting data

As shown in the preceding diagram, Alice used Bob's public key to encrypt the message. 
If a threat actor intercepted the ciphertext during transit, the message is kept secure since 
the threat actor does not have Bob's private key. 

Important note 
The following are some network protocols that use asymmetric algorithms: 
SSH, Secure Sockets Layer (SSL), Internet Key Exchange (IKE), and Pretty 
Good Privacy (PGP). 
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The following is a list of asymmetric algorithms and their functions:

• Diffie-Hellman (DH): DH is not a data encryption algorithm, but rather it is  
used to securely deliver key pairs over an unsecure network such as the internet.  
To put it simply, it allows Bob and Alice to mutually agree on a key that can be  
used to encrypt messages that are sent between them. DH uses key sizes of 512 bits,  
1,024 bits, 2,048 bits, 3,072 bits, and 4,096 bits. The following is a list of various  
DH groups and their corresponding key sizes: DH group 1: 768 bits, DH group 2: 
1,024 bits, DH group 5: 1,536 bits, DH group 14: 2,048 bits, DH group 15: 3,072 bits, 
and DH group 16: 4,096 bits.

• Digital Signature Standard (DSS): DSS is an asymmetric algorithm that is used 
for digital signatures. The Digital Signature Algorithm (DSA) is a public key 
algorithm that uses the ElGamal signature scheme. The key sizes range from 512 
bits to 1,024 bits. 

• Rivest-Shamir-Adleman (RSA): This encryption algorithm was created by Ron 
Rivest, Adi Shamir, and Leonard Adleman. It was developed to be an asymmetric 
encryption algorithm that uses the public and private key pairs between devices. 
RSA uses key sizes ranging from 512 bits to 2,048 bits. 

• EIGamal: EIGamal is another asymmetric encryption algorithm that uses the 
public and private key pair for data encryption. This algorithm is based on the DH 
key agreement process. A notable characteristic of using this algorithm is that it will 
accept plaintext (input) and process it into ciphertext (output) that is twice the size 
of the input message.

• Elliptical Curve (EC): EC is used with asymmetric encryption. EC uses curves 
instead of numbers. Since mobile devices such as smartphones do not have  
a high-end CPU and memory capacity like a computer, EC uses smaller key sizes.

Having completed this section, you have learned about the characteristics and 
components that are used in asymmetric encryption algorithms. In the next section, we'll 
take a deeper dive into learning about PKI and how asymmetric encryption provides 
confidentiality and integrity over an unsecure network. 

Understanding PKI
Public Key Infrastructure (PKI) is a set or collection of various technologies that are 
used to provide origin authentication, data integrity, and confidentiality to a user on a 
network. PKI takes advantage of asymmetric encryption and uses the public and private 
key pairs for data encryption. 
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In PKI, the public key is usually associated with a digital signature to add trust and 
validate details about the owner of the certificate. The following is the key life cycle in PKI:

1. Generation of the key: This process determines the cipher and the key size. 

2. Certificate generation: This process creates the digital certificate and assigns it to  
a person or device. 

3. Distribution: The distribution process is responsible for securely distributing the 
key to the user or the device. 

4. Storage: This process is responsible for securely storing the key to prevent any 
unauthorized access to it. 

5. Revocation: A certificate or key may be revoked if it is compromised by a threat 
actor.

6. Expiration: Each certificate has a lifespan.

Every day we commonly visit various websites such as social media, video streaming, 
news, sports, blogs, and other platforms. However, have you ever wondered about 
verifying the identity of the websites you are visiting? You're probably thinking, it's on  
the internet and we should not trust anything. While this is true, we still need to trust  
a limited number of websites, such as if you do online banking, you need to trust your 
bank's website. The main question is, how can we validate the identity of the websites we 
are visiting? This is where both PKI and digital certificates help to establish trust between 
a host on the internet and our computer. 

Components of PKI
PKI plays a vital role on the internet as many users and devices require a method to 
establish trust on the most untrusted network in the world – the internet. Understanding 
the components that help PKI to provide the assurance that both users and devices need is 
essential for any cybersecurity professional.

Certificate authority
You can think of PKI as a set of procedures, rules, hardware and software, and people that 
all work together to manage digital certificates. A digital certificate is like an official form 
of identification for an object that is validated by a trusted party. These digital certificates 
are issued by a trusted party on a network or the internet; they are known as a Certificate 
Authority (CA). 
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Within each country, there is a government agency that is usually responsible for 
validating the identity of its citizens and issuing a national form of identification, such 
as a national ID card. These national ID cards will contain important information about 
the cardholder and a validity period, such as an expiration date. On a network and on the 
internet, the CA has a similar role and function. There are many vendors on the internet 
that are trusted CAs that allow you to purchase a digital certificate for your personal use. 
Examples of trusted CAs include GoDaddy, DigiCert, Let's Encrypt, Comodo, Cloudflare, 
and many more. 

Important note
A digital certificate is created when a key and a digital signature are combined. 
The certificate will contain details about the certificate owner, such as the 
organization.

A CA will only issue a digital certificate to an entity after its identity has been verified. 
After the CA creates the digital certificate, it is stored in a certificate database, which is 
used to securely store all approved digital certificates by a CA.

Important note
Whenever a digital certificate has expired, it returns to the CA, which is then 
placed in a Certificate Revocation List (CRL), which is maintained by the CA.

A digital certificate is formatted using the X.509 standard, which contains the following 
details:

• Version number

• Serial number

• Signature algorithm ID

• Issuer name

• Validity period

• Not before

• Not after

• Subject name

• Subject public key info

• Public key algorithm

• Subject public key
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• Issuer unique identifier (optional)

• Subject unique identifier (optional)

• Extensions (optional)

• Certificate signature algorithm

• Certificate signature

• Registration Authority (RA)

The following snippet is the digital certificate that is used to validate Cisco's website:

Figure 6.25 – Digital certificate

As shown in the preceding screenshot, you see the CA is HydrantID SSH ICA G2, which 
issues the certificate to www.cisco.com for the validity period of September 20, 2019,  
to September 20, 2021. 

http://www.cisco.com
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As shown in the following screenshot, the digital certificate contains additional 
information that is stored using the X.509 standard:

Figure 6.26 – X.509 formatting in a digital certificate

Next, let's take a look at understanding how a digital signature is created and its role 
within PKI. 

Digital signature
When performing some type of business transaction, a signature is required on the 
documents to ensure that the transaction is authorized by the person concerned. The 
same concept is required on a network such that a digital signature is sent along with  
a message to the destination host. The destination host can then use the digital signature 
to validate the authenticity of the message.
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When using PKI, the following algorithms are used to create and verify digital signatures:

• DSA

• RSA

• Elliptic Curve Digital Signature Algorithm (ECDSA)

To create a digital signature, the following process occurs between Alice (sender) and  
Bob (receiver):

1. Alice will use a hashing algorithm to create a hash (digest) of a message:

Figure 6.27 – Creating a hash

2. Next, Alice will use her private key to encrypt the hash (digest) of the message:

Figure 6.28 – Creating a digital signature
The digital signature is used as proof that Alice has signed the message. 

To get a better idea of how digital signatures are used in a real-world scenario, let's 
imagine there are two users on a network; Alice wants to send Bob a message. Alice 
can use a digital signature with the message to provide the reassurance to Bob that 
the message originated from Alice. These are the steps that Alice will use to provide 
authenticity, integrity, and non-repudiation:

1. Alice will create a public and private key pair for data encryption.

2. Alice will give Bob the public key only. Therefore, the private key is kept by Alice. 

3. Alice will create the message for Bob and create a hash (digest) of the message.

4. Alice will then use the private key to encrypt the hash (digest) of the message to 
create a digital signature. 
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5. Alice will send the message and digital signature across to Bob.

6. Bob will use Alice's public key to decrypt the digital signature to retrieve the hash 
of the message. 

7. Bob will also generate a hash of the message and compare it with the hash it 
retrieved from Alice's digital signature. Once the two hash (digest) values match,  
it simply implies the message is signed and originated by Alice. 

Digital signatures are not only used to verify the authenticity of messages; they are also 
used in the following cases:

• Digital signatures for digital certificates: This allows a sender to insert a digital 
signature within a digital certificate. 

• Digital signatures for code signing: This allows an application developer to 
insert their digital signature into the application source to help users verify the 
authenticity of the software or application. 

The following screenshot shows an example of an application containing a digital 
certificate:

Figure 6.29 – Digital signature in a software
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The following screenshot provides further validation of the digital signature of  
the signer:

Figure 6.30 – Verifying the digital signature

Having completed this section, you have learned about the essential components of PKI. 
In the next section, we'll take a deeper dive into discovering the PKI trust system. 



210     Working with Cryptography and PKI 

PKI trust system
So far, we have learned that an entity can obtain a digital certificate from a trusted CA  
on the internet. However, within many large organizations, you'll commonly find a root 
CA and many intermediate CAs. The root CA is responsible for creating the primary 
digital certificate, which is then delegated to each subordinate CA or intermediate CA. 
The intermediate CA will use the root's digital certificate to create new digital certificates 
for end devices such as internal servers. 

The following diagram shows the root and intermediate CA hierarchy:

Figure 6.31 – Trust system

Using this type of hierarchical structure takes away the load from the root CA to manage 
all the digital certificates within the organization. Some of these responsibilities are 
delegated to the intermediate CA servers on the network. Imagine at your headquarters 
that you deployed the root CA and, at each remote branch office, you also deployed an 
intermediate CA at each location. Therefore, each intermediate CA is responsible for 
handling the certificate management of their own domain or branch location. This also 
reduces the risks of the root CA being compromised by a threat actor, such that if an 
intermediate CA is compromised, the root CA can be taken offline from the network 
without affecting any other end devices or intermediate CAs. 

In small networks, a single root CA can be deployed to provide digital certificates to each 
end device, as shown in the following diagram:
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Figure 6.32 – Single root CA

As shown in the preceding diagram, a single CA is easy to manage. However, as the 
network grows, having a single CA on the network will not allow easy scalability, hence 
the need to use a hierarchical design with a root CA and intermediate (subordinate) CAs. 

Lab – Observing the exchange of digital certificates 
In this lab exercise, we will take a look at the information that is exchanged between 
a client machine with an IP address of 10.1.1.2 and a server with an IP address of 
65.54.179.198. The server is configured with a digital certificate, which allows a client 
to validate the identity of the server. Additionally, the digital certificate is used to provide 
an encrypted connection between the client and server. We will observe the details found 
within the packets that are sent between the server and the client.

The following diagram is a visual representation of the network containing the client and 
server:

Figure 6.33 – Network topology
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To complete this lab, please observe the following instructions:

1. Download and install Wireshark if you have not already done so. Wireshark can be 
obtained from https://www.wireshark.org/. 

2. Go to https://gitlab.com/wireshark/wireshark/-/wikis/
SampleCaptures and download the X.509 Digital Certificates file. The 
following snippet shows the location of the file:

Figure 6.34 – Locating the X.509 lab file

3. Open the X.509 Digital Certificates file using Wireshark, as shown:

Figure 6.35 – Viewing the packet capture within Wireshark

4. On the Packet List pane, click on packet #2, which has the description Server 
Hello, Certificate, Server Hello Done, and expand the Transport Layer Security 
field, as shown:

https://www.wireshark.org/
https://gitlab.com/wireshark/wireshark/-/wikis/SampleCaptures
https://gitlab.com/wireshark/wireshark/-/wikis/SampleCaptures
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Figure 6.36 – Expanding the Transport Layer Security field
In this packet, the server has sent its digital certificate across to the client. As shown 
in this packet, the server is using SSL version 3. Over the next few steps, you will 
discover how to view and interpret the data as a security professional.

5. Next, expand the Handshake Protocol: Server Hello field, as follows:

Figure 6.37 – Observing the handshake protocol: the Server Hello message
As shown in the preceding snippet, you can determine the handshake type, which 
is a Server Hello message that is sent back to the client, the timestamp of the 
actual handshake between the server and client in the format month day year time 
timezone, the session ID and its length, and the cipher suite of the encryption, 
hashing, and authentication algorithms. 
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6. Let's now take a look at the actual certificate, for example, the Handshake Protocol: 
Certificate field, as follows:

Figure 6.38 – Observing the certificate data
Point #1 allows you to determine the version of the X.509 standard. In this 
certificate, it's using the X.509 v3 standard. Point #2 provides the certificate 
signature and algorithm. Point #3 provides the details of the CA who issued the 
certificate to the server. Point #4 provides the validity period of the certificate. 

7. Scroll down a bit, where you will find the certificate's subject and public key,  
as follows:

Figure 6.39 – Viewing the subject and public key in a certificate
As shown in the preceding snippet, the later sections of the packet indicate the 
subject and all the details aligned to the X.509 standard and the public key that is 
given to the client.
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Having completed this lab, you have learned how to use Wireshark to investigate the 
contents of a digital certificate as it is sent from a server to a client system across  
a network. In the next section, we'll take a dive into understanding how cryptography  
is used in wireless security.

Using cryptography in wireless security
Almost anywhere you visit, whether it's a coffee shop or even a restaurant, you will always 
find wireless networks. The need to always stay connected is continuously growing around 
the world, as is the need for wireless security. 

When configuring a wireless router or an Access Point (AP), we need to consider  
the wireless security standards and authentication methods that are available. The 
following is a list of wireless security standards that are commonly available on wireless 
routers and APs:

• Open authentication: This mode allows anyone to connect to the wireless network. 
The wireless connection between the client device and the wireless router is not 
encrypted. This means that if a threat actor is intercepting the traffic on the wireless 
network, the attacker will be able to see any confidential data that is being sent back 
and forth. 

• Wired Equivalent Privacy (WEP): WEP was the first generation of wireless 
security standards to exist. It used the RC4 encryption algorithm to encrypt the  
data that is transmitted between the client device and the wireless router. However, 
due to many vulnerabilities found within RC4, a threat actor can easily recover  
the secret key that is used for data encryption. Therefore, it is not recommended  
to use this. 

• Wi-Fi Protected Access (WPA): WPA is the successor to WEP. The WPA security 
standard uses the Temporal Key Integrity Protocol (TKIP) encryption algorithm 
for its data encryption. The TKIP algorithm assigns a unique secret key to each 
message (packet) that is exchanged between a secret key. With TKIP, the Message 
Integrity Check (MIC) is used to provide integrity to the client and the wireless 
router, thereby creating a challenge for a threat actor to compromise and retrieve 
the checking on each packet (message) on the wireless network. 

• Wi-Fi Protected Access 2 (WPA2): WPA2 is the successor of WPA. WPA2 uses 
the Advanced Encryption Standard (AES) for data encryption of the packets 
between the wireless router and the client. AES is a lot stronger than TKIP and is 
recommended for data encryption on wireless networks. Additionally, AES provides 
data confidentiality and integrity checking by using the counter cipher mode with 
Block Chaining Message Authentication Code Protocol (CCMP).
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• Wi-Fi Protected Access 3 (WPA3): This is the successor to WPA2. WPA3 contains 
the latest wireless security features, such as Simultaneous Authentication of 
Equals (SAE), which is used to mitigate a known vulnerability found within the 
WPA2 wireless security standard. WPA3 also supports the Commercial National 
Security Algorithm (CNSA) when using Enterprise authentication on a wireless 
router or AP.

The following screenshot shows the available security modes within a wireless router:

Figure 6.40 – Security modes on a wireless router

As shown in the preceding snippet, there are many wireless security standards available. 
However, you will notice that there are Personal and Enterprise modes. Personal mode 
allows you to consider a PSK on the wireless router. The PSK needs to be shared with 
those who are authorized to join the wireless network. 
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The following screenshot shows the option to consider the PSK (passphrase) when WPA2 
Personal is chosen:

Figure 6.41 – Observing the PSK option

Using Enterprise mode allows you to configure the wireless router to be associated with an 
Authentication, Authorization, and Accounting (AAA) server. Rather than configuring 
a PSK on the router and sharing the same PSK with all authorized users, you can create 
a network account on the AAA server for each user, assign security policies to users' 
accounts, and create logs of their actions while users are authenticated on the wireless 
network. Using an AAA server removes the need to configure and share a PSK. With 
AAA, network users' accounts are centrally managed. 
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The following snippet shows the options available when using Enterprise mode on the 
wireless router:

Figure 6.42 – Enterprise mode on a wireless router

As shown in the preceding screenshot, you can configure the wireless router to query  
a Remote Authentication Dial-In User Service (RADIUS) server, which is an open 
source AAA server that is interoperable with mixed vendor equipment. The shared secret 
is a secret key that allows the wireless router to authenticate itself to the RADIUS server. 

Having completed this section, you have learned about the various types of wireless 
security standards that are used on wireless networks and the various types of 
cryptographic algorithms that are used to provide data confidentiality and integrity.

Summary
During the course of this chapter, you learned about the importance of cryptography 
and the vital role it plays in the field of information security and assurance. Furthermore, 
you discovered the key elements that cryptography provides on a network, such as 
origin authentication, data integrity, and confidentiality. You also acquired the skills and 
knowledge to identify various types of encryption ciphers and hashing algorithms. Lastly, 
you explored the need for PKI on the internet and saw how it helps users to verify the 
identity of a host on an untrusted network. 
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I hope that this chapter has been informative for you and will prove beneficial in your 
journey toward learning the foundations of cybersecurity operations and gaining your 
Cisco Certified CyberOps Associate certification. In the next chapter, you will learn about 
the elements of endpoint security on host devices, and understand how to use the built-in 
tools within Windows and Linux operating systems to perform analysis.

Questions
The following is a short list of review questions to help reinforce your learning and help 
you identify areas that may require some improvement. The answers to the questions can 
be found in the Assessments section at the end of this book.

1. Which of the following components prevents a person from denying a transaction?

A. Integrity

B. Origin authentication

C. Non-repudiation

D. Confidentiality

2. Which method allows a hacker to have access to the ciphertext and has knowledge 
of some information regarding the plaintext message?

A. Brute force

B. MiTM

C. Chosen-plaintext

D. Known-plaintext

3. Which of the following can be used to validate the origin authenticity of a message?

A. HMAC

B. MD5

C. SHA-1

D. SHA-2
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4. Which of the following is not a block cipher algorithm?

A. AES

B. SEAL

C. 3DES

D. DES

5. Which of the following is used to securely distribute a public key over an unsecure 
network?

A. AES

B. RSA

C. DSA

D. DH

6. A digital certificate contains data in which of the following formats?

A. AES

B. Encrypted

C. X.509

D. Ciphertext

Further reading
The following link is recommended for additional reading:

• Introduction to cryptography: https://learningnetwork.cisco.com/s/
article/cryptography-in-ccna

https://learningnetwork.cisco.com/s/article/cryptography-in-ccna
https://learningnetwork.cisco.com/s/article/cryptography-in-ccna


Section 3:  
Host and  

Network-Based 
Analysis

This section will teach the reader about the importance of host-based analysis, key 
endpoint security technologies, and how to use built-in tools within Windows and Linux 
to perform security analysis on the host computer. This section will also introduce the 
reader to network-based analysis and techniques and computer forensics.

This section contains the following chapters:

• Chapter 7, Delving into Endpoint Threat Analysis

• Chapter 8, Interpreting Endpoint Security

• Chapter 9, Exploring Computer Forensics

• Chapter 10, Performing Intrusion Analysis





7
Delving into 

Endpoint Threat 
Analysis

On many organizations' networks, there are lots of Windows- and Linux-based client 
devices. Threat actors are always looking for ways to compromise these systems and 
implant malware and even Remote Administrator Tools (RATs) with backdoor access. 
Within these operating systems are various tools and utilities that are designed to provide 
important data to a security professional during a security incident investigation. Gaining 
the knowledge and skills required to use these tools will help you on your journey as a 
cybersecurity professional within the industry.

Throughout this chapter, you will learn about the various components and technologies 
related to endpoint security that are needed to help fight against malware. You will also 
discover various components within Windows- and Linux-based operating systems and 
learn how these components can be useful to a security engineer when performing an 
investigation into a security incident. 
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In this chapter, we will cover the following topics:

• Understanding endpoint security technologies

• Understanding Microsoft Windows components

• Exploring Linux components

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the 
following hardware and software requirements:

• Oracle VirtualBox: https://www.virtualbox.org/

• Microsoft Windows 10 Enterprise: https://www.microsoft.com/en-us/
evalcenter/evaluate-windows-10-enterprise

• Ubuntu 20.04 LTS Desktop: https://ubuntu.com/download/desktop

Link for Code in Action video https://bit.ly/3aBmq5F

Understanding endpoint security technologies
As cyberattacks are increasing and many organizations are falling victim to threat actors, 
the need for cybersecurity professionals and solutions is increasing as well. As a future 
cybersecurity professional, it's important to understand how various endpoint security 
technologies work together to protect a device and its users.

Endpoint security is defined as any security solution, such as an application and even 
built-in security controls on a host device. Some organizations focus on implementing 
network-based solutions such as a Next-Generation Firewall (NGFW) and even 
Next-Generation Intrusion Prevent System (NGIPS) appliances. This concept 
sometimes leads to almost no security solutions being implemented on the end devices 
that employees use on a daily basis. While protecting the network is important, we 
cannot forget about the other components that are a part of the network fabric, such as 
computers, mobile devices, applications, and software. 

There are various technologies and components found within endpoint security that we 
can use to improve the security posture of our end devices on the network and take a step 
toward implementing Defense in Depth (DiD).

https://www.virtualbox.org/
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise
https://ubuntu.com/download/desktop
https://bit.ly/3aBmq5F
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Anti-malware and antivirus
Antivirus programs are simply applications that run on your end device, such as your 
computer, to provide real-time protection. The purpose of antivirus software is to detect 
and block any malicious application that is attempting to infect your computer or device 
with a virus. Threat actors are always creating viruses with different purposes, from 
deleting files on the victim's local disks to causing some type of havoc on the victim's 
computer. While some viruses are not as bad as others, as a cybersecurity professional you 
should always treat each threat with priority and urgency. 

Once a virus infects a single system within your network, it's important to ensure the 
infected system is isolated to prevent the infection from spreading to other devices. 
Worms are capable of spreading and infecting systems without any human interaction, 
hence the need to isolate the infected systems as quickly as possible. 

The following are various types of malware threats:

• Virus – These are typical program viruses designed to infect and corrupt data on 
your local disk drive and sometimes making the system unusable. 

• Crypto-malware – This type of malware is designed to encrypt data on the victim's 
system. 

• Ransomware – Ransomware is a type of crypto-malware that is also designed to 
encrypt all the data on the victim's system, except the operating system. This type  
of malware is designed by an attacker to hold the victim's data hostage and request 
the victim pay a ransom value to retrieve their data. 

• Worm – A worm is a type of malware that is self-replicating and does not require 
human intervention to become active. It will exhaust the resources of a victim's 
system, making the computer unusable. 

• Trojan – A trojan horse is a type of malware that disguises itself as a legitimate 
program. Therefore, when the unsuspecting user executes the trojan, the victim will 
see the disguise appearing on their screen while the malicious payload executes in 
the background. 

• Rootkit – A rootkit is a type of malware that is designed to gain root privileges on  
a system. A malware with root or administrative privileges on a system will be able 
to perform any action. 

• Keylogger – A keylogger is either a hardware or software application designed to 
capture the keystokes of the user on the victim's system. 

• Adware – Adware is a type of malware that displays unsolicited advertisements on 
the victim's screen.   
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• Spyware – This is a type of malware designed to monitor and report a user's 
activities back to the attacker. The user's activity is usually sold on the dark web  
to various syndicate organizations and threat actors. 

• Bot – A robot, also known as a bot is a malware that is installed on a victim's system 
by a threat actor. This allows the threat actor to control the bot (zombie) system 
remotely via a Command and Control (C2) server. A group of infected systems is 
referred to as a robot network, better known as a botnet. 

• Logic bomb – A logical bomb is a type of malware that remains dormant on  
a system until a certain time or action occurs on the system. Once either the time  
or action occurs, the logic bomb is triggered and unleashes its payload. 

• Remote Administration Tool (RAT) – A RAT is usually installed on a victim's 
system after it is compromised by an attacker. It allows the attacker to remotely 
control the system and perform malicious actions to other devices. 

An antivirus program contains a lot of features to ensure your system is well protected. 
Some of these features are as follows:

• Quick scan: This type of scan allows you to perform a virus scan on common areas 
of the local system that viruses are known to infect. 

• Full system scan: A full system scan allows the user to perform a virus scan on all 
files and folders in the local system.

• Custom scan: This type of scan allows you to perform a virus scan on specific 
folders and locations that you want to check for viruses.

The new generation of antivirus programs contains built-in anti-spyware protection. 
Spyware is a type of virus that is designed to gather information about the activities of the 
user on the infected system. The gathered data is sent back to the threat actor, who sells it 
to organizations and other entities on the dark web.

As time goes by, we are facing new and emerging threats, and sometimes an antivirus 
program just isn't enough to protect our end devices and users. Threat actors are not 
creating viruses as they did over a decade ago; they are creating malicious software with 
multiple capabilities to ensure there is a higher possibility of infecting a system, hence 
the name malware. Antivirus companies are creating anti-malware protection for 
endpoint protection. Anti-malware provides protection against a wide range of viruses 
and malware applications. One of the deadliest types of malware that has been around 
for the past couple of years is ransomware. A lot of anti-malware endpoint protection 
has ransomware protection already built in to protect the host system from this type of 
malware on the internet. 



Understanding endpoint security technologies     227

Important note
Ransomware is designed to encrypt all the data on a victim's computer and 
hold it hostage while leaving the host operating system unharmed, providing  
a warning and a payment window to the victim.

Both anti-malware and antivirus programs use the following malware detection methods:

• Signature-based: When using signature-based detection, the sensor uses the known 
virus signatures within its database to detect malware by attempting to match 
signatures. If an antivirus/anti-malware program does not have the signature of  
a certain type of malware, it will not trigger an alarm.

• Behavior-based: When using behavior-based detection, the sensor triggers an alert 
if any application or file exhibits any suspicious behavior.

• Heuristics-based: In heuristics-based detection, the sensor uses both Artificial 
Intelligence (AI) and Machine Learning (ML) techniques to detect any unknown 
malware on a system.

Within the Microsoft Windows 10 and Windows Server 2019 operating systems, you'll 
find the Windows Security Center, which contains built-in virus protection, ransomware  
protection, user account protection, firewall and network protection, application and 
browser control, and even device security, as shown here:

Figure 7.1 – Windows Security Center
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Windows Security has come a long way from the old days of using Microsoft Security 
Essentials and Windows Defender, which were the baked-in endpoint security solutions 
within Microsoft Windows to protect the host operating system from viruses and 
malware. Within Windows 10, there's the Windows Security suite with features such as 
ransomware protection to protect the system from modern-day malware.

Host-based firewall
A firewall is an essential component for filtering malicious traffic entering and leaving 
a system. While many organizations opt to implement a network-based firewall to filter 
all inbound and outbound traffic on the corporate network, let's not forget about the 
important role and function of a host-based firewall.

A host-based firewall is a firewall application that is installed on an end device, such as 
a computer, server, or even a smartphone. A host-based firewall does not have complete 
visibility of the network: it can only filter traffic entering and leaving the host device. We 
may think there's no need for a host-based firewall on each device if the network already 
has a network-based firewall implemented. 

To get a better insight into this topic, imagine an organization has implemented an NGFW 
security appliance, as shown in the following diagram:

Figure 7.2 – NGFW implemented on a corporate network
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Consider a scenario in which an employee inserts a malware-infected flash drive into their 
computer, causing their host machine to be infected on the internal network. Then, the 
malware attempts to spread to other connected devices on the internal network. Since the 
network-based firewall is placed at the network perimeter (that is, between the internet 
and the corporate network), it will not be able to prevent this threat from spreading 
throughout the internal network. If each host system has a host-based firewall enabled, 
each device can independently filter any inbound malicious traffic that is attempting to 
enter and infect the host machine, so it's important to always ensure that a host-based 
firewall is enabled at all times on an endpoint.

On both the Microsoft Windows 10 and Windows Server 2019 operating systems, you will 
find a built-in host-based firewall known as Windows Defender Firewall, as shown here:

Figure 7.3 – Windows Defender Firewall

As with most host-based firewalls, Windows Defender Firewall allows the system 
administrator to configure both inbound and outbound firewall rules to filter traffic.  
It allows further customization to implement allow and deny rules on private, public,  
and domain networks. 
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On Linux operating systems, a security professional can implement firewall rules on  
host systems using iptables, which allows the creation of rules to filter inbound and 
outbound traffic. Additionally, nftables and TCP Wrappers can also be used to filter 
traffic on Linux systems. 

Host-based intrusion detection
Host-Based Intrusion Detection Systems (HIDSes) and Host-Based Intrusion 
Prevention Systems (HIPSes) are security solutions that are installed on a host system 
with the purpose of detecting threats on the host. The HIDS will send an alert if it detects 
malicious traffic or activities, but it will not block the threat since an Intrusion Detection 
System (IDS) does not have the ability to do so. The HIPS has the same capabilities as the 
HIDS, with the addition of blocking threats in real time as they are detected. 

Both HIDSes and HIPSes are designed to provide an additional layer of security on the 
network, especially on host devices. Both solutions are used to protect a host system from 
unknown malware and known attacks.

HIDS and HIPS solutions use the following detection methods:

• Policy-based: In policy-based detection, the HIDS/HIPS uses rules to determine 
the system's or traffic's behavior. If one of these rules is violated, the HIDS/HIPS  
can drop or block the activity.

• Anomaly-based: This type of detection continuously monitors the system for any 
abnormal behavior. It uses a baseline as a measurement to determine what is normal 
so that it can detect things that are abnormal. If there is any abnormal behavior, the 
HIDS/HIPS will trigger an alert. 

The following are some popular HIDS and HIPS security solutions within the industry:

• Cisco Advanced Malware Protection (AMP)

• AT&T Cybersecurity USM (formally AlienVault)

• Open Source HIDS Security (OSSEC)

• Tripwire

You have now learned about the importance of implementing an IDS and Intrusion 
Prevention System (IPS) on end devices to catch any potentially malicious code that may 
be on the network and attempting to infect other systems. Next, we are going to dive into 
application-level whitelisting and blacklisting.
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Application-level whitelisting/blacklisting
Application-level whitelisting and blacklisting allow a system administrator or security 
professional to restrict a user's access to applications on a host system. To get a better idea 
of the need for this type of security control, let's imagine you're the security engineer for 
your organization and you are given the task of ensuring the concept of least privilege is 
applied to all employees' computers. The idea of least privilege simply means that a user 
will have only the minimum access rights that are required for the user to perform a task 
or job. This security control ensures a user is unable to take advantage of access rights and 
privileges that could result in a security incident. 

As a security professional, you can implement application-level control on your users 
by creating a policy that determines which applications the user can access and which 
are forbidden. Using whitelisting, the allowed applications are defined within a security 
policy, while all other applications will be restricted.

The following diagram shows the concept of whitelisting and blacklisting on a computer:

Figure 7.4 – Application whitelisting and blacklisting

Using application-level whitelisting is a simple way to allow a user to use authorized 
applications only. For example, imagine a computer has 20 applications and you want to 
allow the user to access three specific applications. It's easy to create a whitelist with the 
three specific applications; this ensures the user is only able to access the three specific 
applications and will automatically restrict access to any applications that are not part of 
the whitelist.

Application-level blacklisting is simply a policy that defines applications that are not 
permitted to be used by a user on a system. With blacklisting, the security professional can 
create a policy that defines all the applications a user should not have access to.
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The following  screenshot shows the interface of the Local Security Policy manager on 
Windows 10:

Figure 7.5 – Local Security Policy manager on Windows 10 Enterprise

As shown in the preceding screenshot, the Application Control Policies settings allow  
a system administrator or security professional to create rules that define application-level 
whitelisting and blacklisting on a Microsoft Windows operating system.
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Systems-based sandboxing
Sandboxing allows an application to run within a specialized, safe, and secure 
environment without affecting the host operating system and other host-based 
applications. Security engineers use sandboxing to execute malicious code for analysis; 
this prevents the malware from spreading while running on a host device. Many operating 
systems and applications have integrated sandboxing technologies that allow various 
applications to be executed within a sandbox. An example is your web browser: imagine  
a user visits a malicious website using a standard web browser. Malicious code  
is downloaded and executed on the victim's browser. If the browser always runs within  
a sandbox, it prevents the malicious code from harming the host operating system.

An example commercial sandbox is Cisco Threat Grid Glovebox, which allows the 
malware to be executed and analyzes the activities and function of the malicious code. 
This allows security professionals to determine whether an application or file is malicious 
and whether it's a never-seen-before threat in the wild. The intelligence information 
gathered from Cisco Threat Grid Glovebox can be used to create new virus signatures 
and rules for security appliances and applications such as firewalls, IPSes, and malware 
protection software. 

One well-known open source sandbox is Cuckoo. This sandbox allows a security 
professional to implement Cuckoo on a local system and execute malicious files and 
malware within a safe environment. 

The following are additional free online malware analysis services:

• VirusTotal: https://www.virustotal.com 

• Malwr: https://malwr.ee 

Keep in mind that Malwr is an online hosted version of the Cuckoo malware analysis 
sandbox. It allows a user to upload a suspicious file to be analyzed by Cuckoo. 

https://www.virustotal.com
https://malwr.ee


234     Delving into Endpoint Threat Analysis

This is the process of analyzing a suspicious file in VirusTotal for malware:

1. Once the file is uploaded, a hash is created and checked against its database of 
malicious file hashes for a matching signature.

The following screenshot shows the hash generated by VirusTotal for a suspicious 
file:

Figure 7.6 – File properties

2. If a match is found, VirusTotal will provide the results from the previous scan.

3. If the file is new, VirusTotal will perform live malware analysis on the file using over 
60 different virus engines.

4. The results will show which virus engines detected a threat and provide information 
about the file, such as any Portable Executable (PE) information, domains and IP 
addresses that the file attempts to establish a connection with, and its behavior. 
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The following screenshot shows the PE information for a suspicious file:

Figure 7.7 – PE information 

Important note
VirusTotal can perform scans on URLs to determine whether a website 
contains malicious code or not.
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The following screenshot shows partial scan results from VirusTotal:

Figure 7.8 – VirusTotal scan results

The preceding screenshot indicates the file was detected as a threat on 11 out of 67 
virus engines. Keep in mind that it's always a good idea to get a second opinion when 
determining whether a file contains malicious code or not. If you perform an offline virus 
scan on a file on a local system and the endpoint security solution does not detect a threat, 
you can always upload the file to VirusTotal or Malwr for a second opinion.

The following screenshot shows the results of a file when scanned using Malwr:
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Figure 7.9 – Malwr scanning engine

As shown in the preceding screenshot, the Malwr sandbox determined the file to be very 
suspicious, with a 10/10 rating. Malwr provided a summary of the results and additional 
information, such as static analysis, behavioral analysis, and network analysis, about the 
suspicious file. 

Having completed this section, you have an understanding of the importance of various 
components within endpoint security that are used to prevent malware and viruses from 
infecting a host system. In the next section, you will learn about various components 
within Microsoft Windows that security professionals use to detect suspicious activity  
on a device. 

Understanding Microsoft Windows 
components
A computer is made up of many components, such as hardware and software. The 
hardware components are the physical devices, such as the processor, Random Access 
Memory (RAM) modules, and storage devices. On top of the hardware, there's the 
operating system that is installed on the Hard Disk Drive (HDD) or the Solid State 
Drive (SSD). The operating system allows us to control and send tasks to the hardware to 
calculate. To insert additional functions into the operating system, we commonly install 
applications. 
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Imagine you have a new computer with Microsoft Windows; within the operating 
system, there are some essential applications that are built into Windows, such as utilities 
for optimization. However, if you want to create a document or design a presentation, 
you'll need an office suite of applications, such as Microsoft Office. This will add the 
functionality of creating documents and presentation files. 

As an up-and-coming security professional, you will be required to analyze a host device 
if suspicious activity is noticed. Therefore, it's important to understand how Windows 
handles processes and the built-in tools a security professional can use.

Processes, threads, and services
On Windows, when an application is running, it creates a process. Typically, an 
application may have one or more processes that are dedicated to it. A process is all the 
resources required to ensure the application is able to execute/run on the host operating 
system. Imagine opening Task Manager to check the performance of your computer. The 
operating system will create a process with all the required resources for this application.

The following screenshot shows the current processes on a Windows 10 computer:

Figure 7.10 – Task Manager
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As shown in the preceding screenshot, Task Manager is a utility that provides information 
about processes, services, and device performance. On the Processes tab, you will see a list 
of all the currently running applications on the host operating system, a list of background 
processes, and the resources that are being allocated to each application (CPU, Memory, 
Disk and Network). 

The background processes on Windows run as services. A service is a program that 
executes in the background of an operating system, providing support to an application 
and/or the operating system. These services can be configured to automatically start when 
Windows boots up. You can manually start, stop, and restart a service.

The following screenshot shows the Services control panel applet on a Windows 10 
operating system:

Figure 7.11 – Services control panel applet

The preceding screenshot shows a list of the services within the host operating system.  
It is here that you can configure the startup type and determine the operational status  
of a service on Windows. Simply double-clicking on a service will open the properties 
window.
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The following screenshot shows the properties window of a service:

Figure 7.12 – Service properties window

As shown in the preceding screenshot, you will be able to configure how you want  
a service to start. 

Each application creates a parent process with one or more child processes, sometimes 
referred to as a thread. Each child process or thread is responsible for a function to ensure 
the application is able to execute. When an application executes on Microsoft Windows 
operating systems, the parent process uses the fork() system call, which allows the 
parent process for the running application to create one or more child processes. However, 
keep in mind that a child process can have only one parent process, while a parent process 
can have multiple child processes. 

When an application is executed either by the operating system or the user, the operating 
system takes the physical memory from RAM and creates virtual memory to allocate to 
a running process or a child process. Therefore, the processes are executed within the 
virtual address space on an operating system. 
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Important note
The Windows operating system manages the allocation of virtual memory  
to a process.

Sometimes, when an application is closed, the parent process and all the child processes 
terminate, thus releasing the resources back to the operating system. However, a parent 
process can terminate while the child processes remain active. In this situation, the virtual 
memory and any other resources are still allocated by each child process. A child process 
that does not have a parent process is referred to as an orphan process. The user can 
manually terminate a child process within Task Manager or perform a system reboot.  
A system reboot will terminate all processes and restart the operating system. 

The following screenshot shows a list of all running processes within the Details tab in 
Task Manager:

Figure 7.13 – Observing processes within Task Manager
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As shown in the preceding screenshot, we can see all the processes, the Process ID (PID) 
for each process, the status, which user is running the process, and the resource allocation. 
Let's not forget about the Resource Monitor utility within Microsoft Windows. Resource 
Monitor provides in-depth information about all the resources and how they are being 
utilized by processes on the host device.

The following screenshot shows the interface of Resource Monitor on a Windows 10 
machine:

Figure 7.14 – Resource Monitor interface
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Another great tool to help you determine the address space and memory allocation on 
Microsoft Windows is the RAMMap tool, which is part of the Windows Sysinternals 
suite of tools from Microsoft.

Important note
To download a copy of RAMMap, you can visit the official web page at 
https://docs.microsoft.com/en-us/sysinternals/
downloads/rammap. 

The following screenshot shows the summary and paging list on a host using RAMMap:

Figure 7.15 – RAMMap summary page

https://docs.microsoft.com/en-us/sysinternals/downloads/rammap
https://docs.microsoft.com/en-us/sysinternals/downloads/rammap
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As shown in the preceding screenshot, RAMMap shows a summary of virtual memory 
allocation and its usage. Additionally, the Processes tab provides a full listing of all the 
processes:

Figure 7.16 – RAMMap Processes tab

As shown in the preceding screenshot, you can see each running process and the 
allocation of virtual memory on this tab. This tool is really helpful for showing you how 
your operating system is allocating the physical memory and how much memory is being 
used as a cache for data on the host device. 

The Windows paging file
As more applications are loaded into memory, the operating system allocates portions 
of the physical memory (RAM) to each process using virtual memory. Each parent 
process and its child processes run within the same virtual address space on the host 
operating system. As mentioned, the operating system is responsible for the memory 
allocation; however, there are some applications that require a lot more memory than 
others to operate smoothly, and this can create a shortage of available memory for other 
applications.
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The Windows operating system uses a portion of memory from another area, from the 
HDD or the SSD. Windows takes a small portion of memory from the local drive and 
converts it into virtual memory. This is known as the paging file. 

The paging file allows the host operating system to use this part of memory to load 
applications and therefore reduces the load on the physical memory (RAM) on the 
system. 

To access the paging file configurations, follow these steps:

1. Click the Windows icon in the bottom-left corner of the screen and type view 
advanced system settings to find the System Properties menu. Once 
found, click to open it.

2. The System Properties window will open. Select the Advanced tab and click on 
Settings… under Performance, as shown here:

Figure 7.17 – System Properties window
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3. The Performance Options window will open. To change the size of the paging file, 
click Change…:

Figure 7.18 – Paging file options
You'll be given the option to adjust the paging file size for all drives on the local 
system. The default paging file size varies depending on the amount of RAM on the 
host system. The Windows 10 operating system automatically manages the paging 
file size based on the host configurations and the amount of RAM on the system.

Windows uses the paging file as virtual memory in the event that there is insufficient 
physical memory available in the RAM.
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Windows registry
All the information about the configurations and settings of the host operating system and 
its users is stored within a database known as the registry. The highest level of the registry 
is known as the hive. There are five hives within the Windows registry, and each data 
value is stored within a key or sub-key in the hive.

The following are the five hives and their functions within Windows:

• HKEY_CLASSES_ROOT (HKCR): This hive is responsible for ensuring all  
current applications are executed properly within Windows Explorer. Additionally, 
this hive contains details about shortcuts and drag-and-drop rules on the host 
operating system.

• HKEY_CURRENT_USER (HKCU): This hive stores information about the current 
user account on the local system. This information will include Control Panel 
settings, folder settings, and user personalization settings. 

• HKEY_LOCAL_MACHINE (HKLM): This hive is responsible for holding 
hardware-specific details for the operating system, such as system configuration and 
mapped drives. 

• HKEY_USERS (HKU): This contains configuration data about the user profiles on 
the local system. 

• HKEY_CURRENT_CONFIG (HKCC): This contains details about the current 
system's configurations. 

Tip
To access the registry, use the Registry Editor keywords in the 
Windows search bar.
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The following screenshot shows Windows Registry Editor:

Figure 7.19 – Registry Editor

As shown in the preceding screenshot, you can see that each hive is at the top of its level. 
If you expand a hive, you will see folders, and within each folder, there are keys, which 
contain details about a specific function or configuration on the operating system. 

As a security professional, the registry can provide valuable information during an 
investigation. Within each registry, there is a value known as LastWrite, which simply 
indicates the last time an object or file was modified. This information can be used to 
determine the time of a security incident or event. The registry also contains details about 
the AutoRun application. AutoRun needs to be protected from threat actors who want to 
install their malicious applications to start at system boot.

Windows Management Instrumentation
It's simple to manage a few Windows-based computers on a small network. However, 
as a network grows and more Windows-based devices are connecting to the corporate 
network, managing the application-level policies and services can become challenging. 
Windows Management Instrumentation (WMI) is a tool built into the Windows 
operating system that allows a system administrator or security professional to manage 
many Windows-based systems on an enterprise network. 
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WMI allows you to gather statistical information about remote computers on your 
network. You'll be able to gather both hardware and software statistics, and even monitor 
the health status of each device.

To access WMI on a Windows computer, use the following instructions:

1. Open the Computer Management app on Windows 10.

2. On the left, expand Services and Applications.

3. Right-click on WMI Control and select Properties. The following screenshot shows 
the WMI Control Properties interface:

Figure 7.20 – WMI Control Properties window

As a security professional, it's important to know that WMI is used to manage  
Windows-based computers; WMI network traffic may commonly be found on an 
organization's network, and hackers can take advantage of WMI to control other devices. 
Therefore, WMI should be restricted and limited to authorized users only, closely 
monitoring its usage. 
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Monitoring tools
Within the Windows operating system, there are many monitoring tools a security 
professional can use to monitor various resources and activities within the host device. 
One such tool is Performance Monitor, which allows a user to capture more in-depth 
data than the previously mentioned Resource Monitor. Performance Monitor is the 
primary tool used on both Windows 10 and Windows Server. A security professional can 
use this tool to gather statistics on the host system over periods of time such as hours or 
days. The security professional can then analyze the data captured for any anomalies. 

The following screenshot shows Performance Monitor on a Windows 10 system:

Figure 7.21 – The Performance Monitor tool
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Another great tool that is built into Windows is Reliability Monitor. Reliability Monitor 
allows a security professional to see the history of problems that have occurred on the 
host system over a period of days or weeks. A user can simply click on an event within the 
tool to retrieve in-depth details about the issue, and there is a rating system from 1 to 10 
reflecting the severity of the problem. 

The following screenshot shows Reliability Monitor on a Windows 10 computer:

Figure 7.22 – Windows Reliability Monitor

As shown in the preceding screenshot, the host system has a number of critical events that 
occurred over a period of time. By simply selecting an event, Reliability Monitor shows the 
details of the service or application that triggered the event, a summary, and timestamps 
of its occurrence. A security professional can use the statistics and information found here 
to better understand whether malware or unauthorized applications caused a security 
incident on the host system.
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When an event happens on a Windows device, a log message is generated about the 
event. Another tool is Event Viewer, which allows security professionals to view all the 
application, security, setup, and even system events in the form of log messages. Imagine 
that an attacker is attempting to log in to a user account with incorrect credentials; for 
each attempt, a log message event is generated, and this data indicates an attack was 
happening.

The following screenshot shows the Event Viewer tool on Windows:

Figure 7.23 – The Event Viewer tool

If you expand a category such as Security, you'll see a list of all the security-related logs, 
such as authentication. The following screenshot shows the details in the security log in 
Event Viewer:
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Figure 7.24 – Security log within Event Viewer

As shown in the preceding screenshot, the information found within the log messages 
helps a security professional to determine what, when, and how an incident happened  
on a system.

Having completed this section, you have learned about various components within the 
Windows operating system, such as how to identify processes, the purpose of the registry, 
paging files, and WMI. Hackers can implant malware on a system and configure it to be 
a running service and automatically start when a host boots up. You have learned how to 
use the built-in tools to discover suspicious activities on a Windows device. In the next 
section, we'll explore various components within the Linux operating system.

Exploring Linux components
The Linux operating system is quite popular within the cybersecurity industry. If you're 
a hardcore Windows user, as you go further into the cybersecurity realm, you'll begin to 
see that Linux is almost everywhere, from web servers and client systems to using Linux 
to perform offensive security testing. In this section, we'll take a look at various Linux 
components that are helpful to a security professional.
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Linux Terminal
The Linux Terminal is simply the application or program that provides terminal access 
to the operating system. Put simply, Terminal provides the user with a Command-Line 
Interface (CLI) to perform tasks. 

When Terminal is opened, you'll see the current user and the name of the host system. 
As a Linux user, it's always good to know your current working directory on the system. 
The pwd command will display your present working directory, as shown in the following 
screenshot:

Figure 7.25 – Viewing the present working directory on Linux

As shown in the preceding screenshot, the Linux Terminal indicates that /home/glen  
is the current directory, which means any command executed on Terminal will be done  
in the home folder of user glen.

The uname –a command allows a security professional to determine the current version 
of Linux on a computer. This information is useful if a security patch or system upgrade is 
needed. 

The following screenshot shows the output of the uname –a command on an Ubuntu 
machine:

Figure 7.26 – Determining the current version of Linux

As shown in the preceding screenshot, you can quickly determine the current version 
of Linux on the host system. This information is useful for system upgrades, application 
compatibility, and knowing the level of security patches to be installed.
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Viewing directories
The ls command provides a list of files and directories (folders) using Terminal. 
Additionally, the ls –l command will display files and directories in long format with 
their file permissions. 

The following screenshot shows an example of both the ls and ls –l commands on an 
Ubuntu machine:

Figure 7.27 – View the contents of the current directory

The first column, as highlighted in the preceding screenshot, shows the file permissions 
for an object. The file permissions are read (r), write (w), execute (x), and no permission/
null (-). These file permissions indicate the access rights of users, groups, and other 
entities on each file and directory. The file permissions are written in the following format:

Figure 7.28 – File permissions
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As shown in the preceding figure, the first column indicates whether the object is  
a regular file (-) or a directory (d). The second column indicates the current user 
privileges, the third column indicates the group privileges, and the fourth column 
indicates the permissions for all other users on the system. 

File permissions always play an important part in access control as you do not want an 
unauthorized person or group to access confidential data or resources. Assigning the 
proper file permission to the right person or group will simply ensure that only those 
people/groups have access to the file. A threat actor may require higher-level privileges 
to access a resource or even execute a script/code on the host system. If the threat actor 
does not have the necessary permissions on the host to launch an attack while on the local 
system, the attack is unsuccessful. 

Log files
The Linux operating system creates logs similarly to other operating systems and devices. 
These logs are stored within the /var/log directory within the operating system. The 
following screenshot shows the contents of the /var/log directory:

Figure 7.29 – Log directory within Linux

As shown in the preceding screenshot, a security professional will be able to gather all 
the system and security logs from this location. To view the contents of a log file, the cat 
[filename] command can be used to display the contents in Terminal, as shown here:
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Figure 7.30 – Viewing the auth.log file

As shown in the preceding screenshot, we can view the contents of the auth.log file. 
Additionally, these logs can be extracted by a security professional for offline analysis of 
the endpoint. 

Monitoring resources
Within Linux, there are many utilities that allow a user to monitor the usage of system 
resources and processes on the host system. One such utility is the ps command, which 
provides a list of all processes on the Linux system.

The following screenshot shows the help menu of the ps tool:

Figure 7.31 – Help menu of the ps tool
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As shown in the preceding screenshot, various options can be used with the ps command 
to get specific results on running processes. Using the ps –a command will provide all 
the processes and the standard input of the terminal. Furthermore, the ps ax command 
provides a list of the current processes with their controlling/associated teletypewriter 
(tty) values. tty is a command within the Linux operating system that is used to print the 
name of the terminal that is connected to the standard input on the host operating system.

Tip
The ps aux command can be used to display all the current processes on  
a Linux system.

The following screenshot shows the usage of these commands and their results:

Figure 7.32 – Listing current processes

As shown in the preceding screenshot, each process is assigned a unique PID value. The 
ps utility is very useful for identifying running processes on a Linux system.
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Important note
To gracefully terminate a running process, use the kill -15 <PID> 
command. If you want to immediately terminate a process, use the kill -9 
<PID> command. 

Another useful tool is the top command. This shows all the running processes and 
their utilization of system resources, the same as the details found in Task Manager in 
Windows. The top utility provides the system uptime, the average load, total running 
tasks, and CPU and memory utilization by the system and the running processes. This 
usage information is helpful for determining whether a process is running and whether  
it is using too many resources from the system. 

The following screenshot shows typical results when using the top utility:

Figure 7.33 – System current utilization

If you want to view the utilization of the system resources using a Graphical User 
Interface (GUI) tool like Task Manager on Windows, there's an application within 
Linux known as System Monitor. This application will provide a list of processes, the 
filesystems, and how resources are being allocated by the operating system.
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The following screenshot shows the interface of the System Monitor application on an 
Ubuntu system:

Figure 7.34 – The System Monitor application on Linux

As shown in the preceding screenshot, it provides similar data to Task Manager within 
Windows.

Another amazing tool that is built into both Windows and Linux is the netstat tool. This 
tool allows a security professional to view all the current network connections that are 
established on the local system and a remote device.

The following screenshot shows the results of the netstat –ano command on a Linux 
system:

Figure 7.35 – Using netstat to view network connections
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As shown in the preceding screenshot, the netstat –ano command provides the 
protocol type, the source and destination IP address, the source and destination port 
number, the state of the connection, and the timer. As a security professional, this tool 
allows you to determine any incoming and outbound connections on a host device.

Having completed this section, you have learned about various built-in tools within the 
Linux operating system that can help a security professional during an investigation on  
a Linux-based endpoint. 

Summary
During the course of this chapter, you have learned about various endpoint security 
technologies that work together to prevent malware and other potential threats from 
compromising a host device on a network. Furthermore, you have discovered various 
components and tools within the Windows and Linux operating systems. These 
components will prove useful to you as a security professional when performing an 
investigation on a host device. Furthermore, you have gained the skills to use the built-in 
tools within Windows and Linux to assist in identifying suspicious activities on a system 
by observing the processes and system performance. Lastly, you have also learned how 
to find and view the system, application, and security logs on an endpoint. Logs are very 
important as they provide timestamps and a description of events on a host device.

I hope this chapter has been informative for you and is helpful in your journey toward 
learning the foundations of cybersecurity operations and gaining your Cisco Certified 
CyberOps Associate certification. In the next chapter, you will learn about advanced 
topics related to the filesystems of both Windows and Linux operating systems, malware 
analysis and tools, and the components of using Common Vulnerability Scoring System 
(CVSS) as a security professional.

Questions
The following is a short list of review questions to help reinforce your learning and help 
you identify areas that require some improvement. The answers to the questions can be 
found in the Assessments section at the end of this book:

1. Which type of malware detection method is dependent on knowing the virus 
definition of the malware?

A. Anomaly-based

B. Behavior-based
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C. Signature-based

D. Heuristics-based

2. Which of the following can be used to filter traffic on a Linux device?

A. iptables

B. Windows Defender

C. Performance Monitor

D. None of the above

3. Which of the following is used to disable a service on a Windows device?

A. Task Manager

B. Services control panel applet

C. Performance Monitor

D. All of the above

4. Which of the following hives is responsible for storing information about the 
current user account?

A. HKEY_CLASSES_ROOT (HKCR)

B. HKEY_CURRENT_CONFIG (HKCC)

C. HKEY_USERS (HKU)

D. HKEY_CURRENT_USER (HKCU)

5. In which of the following locations can a security professional find the log files on  
a Linux computer?

A. /log/var

B. /etc/log

C. /var/log

D. /etc/var

Further reading
The following link is recommended for additional reading:

• Endpoint security: https://www.cisco.com/c/en/us/products/
security/endpoint-security/index.html

https://www.cisco.com/c/en/us/products/security/endpoint-security/index.html
https://www.cisco.com/c/en/us/products/security/endpoint-security/index.html
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Endpoint Security
Understanding filesystems used within various operating systems can help you,  
as a cybersecurity professional, better understand limitations on file and partition sizes. 
Imagine, during an investigation on a compromised Windows system, that you as the 
forensic investigator are required to understand the filesystem of a computer and how 
it functions. Furthermore, as a security professional, it's important to understand how 
various metrics are used to determine the severity and priority of vulnerabilities found  
on a system.

Throughout the course of this chapter, you will discover the fundamentals of filesystems 
that are used by the Microsoft Windows and Linux operating systems. You will learn how 
to use the Common Vulnerability Scoring System (CVSS) calculator to determine the 
severity of a vulnerability, and why CVSS is an industry-recognized tool. Furthermore, 
you will learn how malware analysis tools work and gain hands-on experience in building 
your very own malware analysis sandbox. 
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In this chapter, we will cover the following topics:

• Exploring the Microsoft Windows filesystem

• Delving into the Linux filesystem

• Understanding the CVSS

• Working with malware analysis tools

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the 
following hardware and software requirements:

• Oracle VirtualBox 6.1: https://www.virtualbox.org/

• VMware Workstation 15 Pro: https://www.vmware.com/products/
workstation-pro.html 

• Microsoft Windows 10 Enterprise: https://www.microsoft.com/en-us/
evalcenter/evaluate-windows-10-enterprise

• Ubuntu Desktop 18.04: https://old-releases.ubuntu.com/
releases/18.04.4/

Link for Code in Action video https://bit.ly/3ey0NEC

Exploring the Microsoft Windows filesystem
When you purchase a new storage device such as a hard disk drive (HDD) or solid state 
drive (SSD), the storage component is literally blank without anything on it. Imagine 
connecting a new HDD or SSD to your computer for the first time. Your computer will 
not recognize the storage drive and won't be able to write any data on it. Storage devices 
require a filesystem, which the operating system will use to organize how data is stored on 
the drive itself. 

Imagine years ago, if you wanted to call your friend's landline telephone but did not 
know their number, you would have needed to use a traditional telephone directory. This 
was a large printed book containing publicly listed telephone numbers with the person's 
name and address. Think of a filesystem organizing files as a type of directory formatting. 
Hence, when a user or an operating system wants to locate a file, this task will be easier 
when using a filesystem on the storage drive. Without a filesystem, locating a particular 
piece of data on a storage drive such as a traditional HDD will be difficult as there is no 
kind of order or procedure on how to store files.

https://www.virtualbox.org/
https://www.vmware.com/products/workstation-pro.html
https://www.vmware.com/products/workstation-pro.html
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise
https://old-releases.ubuntu.com/releases/18.04.4/
https://old-releases.ubuntu.com/releases/18.04.4/
https://bit.ly/3ey0NEC
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Furthermore, a filesystem allows a user and an operating system to better manage any free 
spaces on the storage drive. The following screenshot shows the properties of the C: drive 
on a Windows 10 computer:

Figure 8.1 – Filesystem 

As shown in the preceding screenshot, the filesystem for the device is using the New 
Technology File System (NTFS) and we are able to determine the amount of used and 
free space on the drive. 
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You're probably wondering: What does a filesystem have to do with cybersecurity? 
As a security analyst, or even a computer forensic investigator, you may be asked to 
retrieve data from a drive that contains potential evidence of a cybercrime. Therefore, 
understanding the characteristics of various filesystems will help you determine where 
there are any file size limitations, the total capacity for a single partition or storage volume, 
and whether it supports data encryption and compression. 

Filesystems
There are many filesystems that are commonly used by the Microsoft Windows operating 
system. The following are filesystems that are available for Microsoft Windows:

• File Allocation Table (FAT): This is an older filesystem that was used with older 
versions of Windows. FAT is also supported by other operating systems. However, 
one of the major drawbacks of using FAT as the preferred filesystem is its limitation 
in terms of file size, the number of partitions on a single drive, and the size of  
a partition. Due to these disadvantages, FAT is no longer being used on mass 
storage devices such as HDDs and SSDs. 

• FAT32 used the FAT filesystem, which supported a maximum file size of 4 
gigabytes (GB). This means that the largest file can be up to 4 GB in size on  
a storage drive that uses the FAT32 filesystem. With FAT32, each volume, such as  
an HDD or a partition, can only be up 2 terabytes (TB) in size. However, this 
version of FAT does not support any data encryption or compression on the 
filesystem.

• Extended File Allocation Table (exFAT): This filesystem has few limitations 
compared with FAT32; however, it is not widely supported outside of the Microsoft 
Windows environment by other vendors.

• Hierarchical File System Plus (HFS+): This is a filesystem used with macOS 
systems. The HFS+ filesystem allows larger file sizes, filenames, and partitions. 

• Extended File System (EXT): The EXT filesystem is supported on Linux-based 
operating systems. 

• NTFS: This filesystem is currently being used on all modern versions of Microsoft 
Windows. With NTFS, there is support for encryption, compression, file 
permissions, disk quotas, recovery, and improved performance and reliability.  
NTFS has become the preferred filesystem for Microsoft Windows. Additionally, 
NTFS supports both large file sizes and partitions. 
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Next, we will take a dive into understanding a feature found within the NTFS filesystem 
that allows you to hide a file within another file. 

Alternate data streams
Alternate Data Streams (ADS) allow a user with administrative privileges to hide a file 
within another file. The functionality of ADS was not intended to be malicious in nature, 
but threat actors such as hackers saw this feature as an opportunity within the NTFS 
filesystem to hide data within another file so as to evade detection. 

To get a better understanding of ADS and how it works, we will perform a simple 
hands-on exercise in the next section.

Lab exercise – Using ADS to hide a file
During this lab exercise, you will learn how to use ADS on the NTFS filesystem to hide  
a text file within another file using the Microsoft Windows 10 operating system.

To get started with this lab exercise, observe the following instructions:

1. On the search bar, type cmd and right-click, then choose Run as administrator  
to provide administrative privileges.

2. Once Command Prompt is open, type cd\ and hit Enter to change your working 
directory to the root of the C: drive, shown as follows:

Figure 8.2 – Changing the working directory
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3. Next, use the following command to write a string of text into a file, and name the 
file safefile.txt:

C:\>echo "This is the data found within the safe file" > 
safefile.txt

4. Then, use the dir command to verify that the file exists within the present working 
directory, shown as follows:

Figure 8.3 – Verifying the file size
As shown in the preceding screenshot, the file size of safefile.txt is 48 bytes.

5. Next, let's create our hidden file with some text. We'll name the file oursecret.
txt and hide it with the safefile.txt file by using the following command:

C:\>echo "This data located within our secret file" > 
safefile.txt:oursecretfile.txt
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6. Let's now use the dir command to verify that oursecretfile.txt is visible 
within our working directory, as follows:

Figure 8.4 – Verifying files
As shown in the preceding screenshot, the oursecretfile.txt file is not 
present. The reason is that the file is hidden with safefile.txt. However, the 
file size of safefile.txt did not increase, even though oursecretfile.txt 
contains data of its own. 
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7. We can use the dir /r command to view additional content within our working 
directory, as follows:

Figure 8.5 – Viewing additional content
As shown in the preceding screenshot, we are now able to see oursecretfile.
txt and its size file as 45 bytes. Furthermore, the ADS hidden file does not contain 
any date and timestamps as compared with other files.

8. To view the contents of the hidden file, use the following command:

C:\>notepad safefile.txt:oursecretfile.txt

The following screenshot shows the expected results after executing the command:

Figure 8.6 – Viewing hidden content
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As shown in the preceding screenshot, we are now able to view the contents of the 
hidden file using ADS.

Having completed this lab exercise, you have learned how a threat actor can take 
advantage of ADS within the NTFS filesystem to hide a file within another file. Having 
this knowledge will help you further understand how hackers can use native features 
within a filesystem to perform malicious actions during a cyber-attack. As a cybersecurity 
professional, understanding how ADS works will better prepare you in discovering 
whether a user has used ADS to hide a file within another file on the NTFS filesystem. 
Next, we will take a dive into exploring the characteristics of the Linux filesystem.

Delving into the Linux filesystem
The Linux operating system uses the EXT, which has many features, as well as providing 
speed and performance for the operating system. There are a few versions of EXT and, as 
a cybersecurity professional, it's beneficial to understand the characteristics of each one. 
Let's have a look at the different versions here:

• EXT2: This version was originally the default filesystem for any distribution of the 
Linux operating system. Today, it still is the preferred choice for some flash-based 
storage devices, even though it does not support journaling. 

Important note
Journaling is a feature that improves performance and reduces the number of 
times data is written to an HDD or a SDD. By reducing the number of times 
data is written to a drive, it increases the lifespan of the drive itself.

• EXT3: EXT3 supports journaling, which is designed to provide improved 
performance. With journaling added to EXT3, this reduces the risk of a filesystem 
being corrupted in the event of a sudden power loss. Furthermore, a journal is 
used as a log of all the changes made to files by an operating system. Imagine that 
a sudden power loss occurs before the files are saved properly on the operating 
system. The journal can be used to restore or even fix any issues that may happen 
during the system crash or sudden power loss. 

• EXT4: EXT4 is the current version of EXT and supports larger file sizes than 
previous versions. This version also contains journaling for improved performance 
and the simple restoration of files during system crashes. 

• Network File System (NFS): This filesystem is a network-based filesystem that 
allows a user to access files over a network. NFS is an open standard and can be 
implemented by anyone. 
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• Compact Disc File System (CDFS): This filesystem is used specifically on compact 
disks (CDs).

• HFS+: This is a filesystem used with macOS systems. The HFS+ filesystem allows 
larger file sizes, filenames, and partitions. The kernel of the Linux operating system 
is able to perform read and write actions to the filesystem.

• Apple File System (APFS): This is an updated filesystem that Apple uses on its 
devices. Benefits include the provision of strong data encryption and optimization 
for both SSDs and flash storage.

• Master Boot Record (MBR): The MBR is found within the first sector on an HDD. 
The MBR contains information pertaining to all files stored on a filesystem. It 
supports partitions up to 2 TB. 

• Swap file: The Linux operating system uses a small portion of the HDD as the 
swap file. The swap file has similar functionality to the paging file used in Microsoft 
Windows operating systems. Linux uses the swap file to temporary hold data and 
applications in the event that there isn't enough storage available in the Random 
Access Memory (RAM) modules.

On a Linux system, you can use the parted –l command to view all partitions on 
a host device. The following screenshot shows an example of using the parted –l 
command:

Figure 8.7 – Linux filesystem
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As shown in the preceding screenshot, the name of the local drive is sda, the boot 
partition on the HDD is formatted using fat32, and partition 5 is using the ext4 
filesystem for data storage. Additionally, you are able to see the sizes of each partition. 

Important note
Additional tools, including gparted and fdisk, allow a user to perform 
disk management functions within the Linux operating system. These tools 
have a similar functionality to the parted tool. 

Having completed this section, you have acquired some knowledge regarding the  
various filesystems used with the Linux operating system. In the next section, we'll take 
a dive into learning how to calculate the severity score of a vulnerability, using a popular 
scoring system.

Understanding the CVSS
CVSS 3.1 is a non-vendor-specific system widely accepted by the cybersecurity 
community that helps professionals and researchers to determine the severity of  
a vulnerability. Imagine that a security engineer performs a vulnerability assessment on  
an organization's IT infrastructure and the result provides a number of security flaws 
found within many systems. What if the security engineer chooses to remediate and fix 
random vulnerabilities? This means that vulnerabilities that may impact critical services, 
and devices may not gain the attention of security professionals while they are resolving 
less important security flaws.

Important note
The Forum of Incident Response and Security Teams (FIRST) maintains 
the CVSS 3.1 calculator on their website at https://www.first.org/
cvss/calculator/3.1. 

A security professional can input various factors into the CVSS 3.1 calculator to get  
a score ranging from 0 to 10, where 10 is critical and should be given the highest priority. 
Using this type of scoring system allows a security professional and vendors to determine 
how to prioritize vulnerabilities and which one should be addressed first on a system. 

https://www.first.org/cvss/calculator/3.1
https://www.first.org/cvss/calculator/3.1
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CVSS metrics 
An important question is: how can a number such as a score be assigned to a vulnerability 
and what are the components needed to determine the score? The CVSS 3.1 calculator 
allows a user to input various components and factors that describe how a system can be 
exploited by a threat actor. These components are referred to as metrics. 

Base score
The base score is simply the core metrics, which do not change over time. The following  
is a complete breakdown for each metric within the base score category:

• Attack Vector (AV): The AV metric defines how an attack can happen on the target 
system, and is broken down as follows:

a)  Network (N): Indicates that an attack can occur across a network.

b)  Adjacent (A): Indicates that an attack can be launched from the same local 
network as the target system.

c)  Local (L): This selection indicates that an attack can be launched on a local 
system. 

d)  Physical (P): Indicates that an attacker requires physical access to the target 
system. 

• Attack Complexity (AC): The AC metric simply defines the conditions that are 
beyond the threat actor's control in order to exploit the target system, and is broken 
down as follows: 

a)  Low (L): Indicates that an attacker does not require any specialist conditions to 
launch an attack. 

b)  High (H): Indicates that an attacker needs to perform additional actions to 
ensure that an attack is successful. 

• Privileges Required (PR): This metric indicates the level of privileges that is 
required by the threat actor to perform an attack on a target system, and is broken 
down as follows: 

a)  None (N): Choosing none indicates that no privileges are required to perform an 
attack by the threat actor.   

b)  Low (L): Using low indicates that an attacker requires basic-level privileges in 
order for an attack to be successful. 

c)  High (H): Indicates that an attacker requires administrative privileges. 
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• User Interaction (UI): This metric indicates whether human interaction outside of 
an attacker is required in order to compromise a target system, and is broken down 
as follows:

a)  None (N): Indicates that a target system can be exploited without the need for 
human interaction.

b)  Required (R): Indicates that user interaction is required for a successful 
exploitation. 

• Scope (S): This metric defines whether a vulnerability can affect other components 
on a vulnerable system, and is broken down as follows:

a)  Unchanged (U): Indicates that the exploit can only affect a specific vulnerability 
that an attacker is targeting. 

b)  Changed (C): Indicates that a vulnerability can affect other resources on  
a system.

• Confidentiality (C): This metric defines whether a vulnerability affects 
confidentiality, and is broken down as follows:

a)  None (N): Indicates that confidentiality is not impacted.

b)  Low (L): Indicates that a vulnerability can create some loss of confidentiality.

c)  High (H): Indicates a total loss of confidentiality. 
• Integrity (I): This metric defines whether a vulnerability affects the integrity  

of a system and data, and is broken down as follows: 

a)  None (N): Indicates that there is zero impact on integrity. 

b)  Low (L): Indicates that there is a possibility that integrity may be affected. 

c)  High (H): Indicates that there is a total impact or loss of integrity on a system.
• Availability (A): This metric defines whether the availability of a system or services 

will be affected by a vulnerability, and is broken down as follows:

a)  None (N): Indicates that there is no impact on availability on a system.

b)  Low (L): Indicates that there is little impact on availability.

c)  High (H): Indicates that there is a total loss of availability on a system.
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To get a better understanding of how to use the CVSS 3.1 calculator, let's assume the 
following: there is a vulnerability on a system that can be exploited across networks; the 
threat actor does not require any special conditions to launch an attack; no privileges 
are required; user interaction by the victim is not required; the vulnerability does not 
affect any other components. Confidentiality, integrity, and availability will be lost if the 
vulnerability is exploited. 

We can use the CVSS 3.1 calculator at https://www.first.org/cvss/
calculator/3.1 to determine our vulnerability score, shown as follows:

Figure 8.8 – Base score metrics

As shown in the preceding screenshot, the CVSS 3.1 calculator evaluates the vulnerability 
score using all the information provided to be 9.8 (Critical). Additionally, the following 
vector string is obtained:

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

The vector string is used to quickly identify the calculator version and the metric values 
that were used to obtain the vulnerability score using the base score category. 

https://www.first.org/cvss/calculator/3.1
https://www.first.org/cvss/calculator/3.1
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Temporal score 
The temporal score denotes the metrics that can change over time on a vulnerability—in 
other words, a vulnerability can change over time. A simple example is a vulnerability 
found within an application and, after some time has passed, the vendor releases a security 
patch to fix the flaw within the application. 

The following is a detailed breakdown of each metric found within the temporal score 
category:

• Exploit Code Maturity (E): This metric is used to measure the possibility that  
a vulnerability will be taken advantage of by a threat actor based on the current  
state of an exploit or malicious code, and is broken down as follows: 

a)  Not Defined (X): This selection can be chosen if there is not enough information 
to choose another value for this metric.

b)  Unproven (U): This means that the exploit code does not exist and is only 
theoretical.

c)  Proof-of-Concept (PoC): This means that the PoC exploit code is available,  
but the attack is only demonstrated on some systems and not all.

d)  Functional (F): The exploit code takes advantage of the vulnerability on most 
systems.

e)  High (H): The exploit code works on every vulnerable system. 
• Remediation Level (RL): This metric is simply used to define whether a solution 

is available to fix a vulnerability and the type of solution required to do so, and is 
broken down as follows:

a)  Not Defined (X): This selection can be chosen if there is not enough information 
to choose another value for this metric.

b)  Official Fix (O): This option indicates that an official solution is available to fix 
the vulnerability.

c)  Temporary Fix (T): This option indicates that a temporary fix is available for the 
vulnerability.

d)  Workaround (W): This option indicates that an unofficial workaround solution 
is available. 

e)  Unavailable (U): This option indicates that a solution is not available to fix the 
vulnerability.
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• Report Confidence (RC): This metric is used to measure the level of confidence 
and the technical details that are known regarding the vulnerability, and is broken 
down as follows:

a)  Not Defined (X): This selection can be chosen if there is not enough information 
to choose another value for this metric.

b)  Unknown (U): This option indicates that the vulnerability exists but no details 
are known.

c)  Reasonable (R): This option indicates that there are sufficient details about the 
vulnerability, but these are unconfirmed.

d)  Confirmed (C): This option indicates that there are official details from the 
vendor regarding the vulnerability.

To get an idea of how temporal metrics can be used, the following screenshot shows the 
Temporal Score metrics on the CVSS 3.1 calculator:

Figure 8.9 – Temporal Score metrics

As shown in the preceding screenshot, the temporal score is lower than the base score. 
Additionally, the vector string has been updated to the following to include both the base 
and temporal scores:

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:F/RL:U/RC:C

Keep in mind that the temporal score is always lower than the base score on the CVSS 
calculator. Next, let's take a look at the metrics found within the environmental score. 
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Environmental score 
The environmental score contains the metrics that are bound to the user operating 
environment. The following metrics are applicable to just your operating environment:

• Confidentiality Requirement (CR)

• Integrity Requirement (IR)

• Availability Requirement (AR)

• Modified Attack Vector (MAV)

• Modified Attack Complexity (MAC)

• Modified Privileges Required (MPR)

• Modified User Interaction (MUI)

• Modified Scope (MS)

• Modified Confidentiality (MC)

• Modified Integrity (MI)

• Modified Availability (MA)

Adjusting the environmental score will usually lower the base score on the CVSS 3.1 
calculator. The following screenshot shows the Environmental Score metrics on the  
CVSS 3.1 calculator:

Figure 8.10 – Environmental Score metrics
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As shown in the preceding screenshot, the user can choose various options within the 
Environmental Score category. As you have seen thus far, the CVSS calculator provides  
a score that allows us to determine the severity level of a vulnerability and how it should 
be prioritized over others. This helps us to understand the severity level of each score. 
FIRST has created its qualitative severity rating scale, which maps a given score to  
a rating level.

The following table shows FIRST's qualitative severity rating scale:

Figure 8.11 – Qualitative severity rating scale

Imagine obtaining a score of 5.6 on a vulnerability on a system, which means the severity 
rating is medium, while another vulnerability provides a score of 3.1, which is low. As 
a security professional, you should always take action in relation to tasks that are more 
critical and have a higher priority. 

Having completed this section, you have learned about the role CVSS plays within 
the cybersecurity industry, which helps professionals—and even vendors—to better 
understand the severity rating of vulnerabilities on a system. In the next section, we will 
take a dive into understanding and working with malware analysis tools. 
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Working with malware analysis tools
As a cybersecurity professional, you may be required to perform analysis on suspicious 
files, Uniform Resource Locators (URLs), or even by using the hash values. Many times, 
a user may scan a file using an anti-malware application and the results will show that the 
file is benign and not harmful. However, keep in mind that sometimes an anti-malware 
protection application may not always detect a malicious file or URL to be harmful, and 
this can be huge concern. Therefore, it's really important to get a second opinion from 
another malware analysis scanning tool. 

Important note
The Cisco Threat Grid is a product from Cisco that is an on-premises malware 
analysis sandbox. 

To gain a better understanding of malware analysis tools, let's take a look at Cisco's 
Firepower Management Center (FMC). Cisco FMC is integrated in many of Cisco's 
security appliances and solutions, and this allows a security engineer to gain an overview 
of the entire threat landscape on their network. 

The following screenshot shows the user dashboard of Cisco FMC:

Figure 8.12 – Cisco FMC interface
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As shown in the preceding screenshot, Cisco FMC provides the top Indicator of 
Compromise (IoC) by host devices, users, malware threats, and even number of 
intrusions over a given period of time. Cisco FMC allows a security engineer to gather 
in-depth details regarding a threat on a network. 

The following screenshot shows the top malware threats using Cisco FMC: 

Figure 8.13 – Observing the top malware threats on Cisco FMC

As shown in the preceding screenshot, various malware threats were detected on the 
network. For each malware threat, Cisco FMC provides a count of the number of 
occasions when the threat was detected on the network. Let's imagine you want to get 
further details regarding the SWF.Exploit.Rigek threat. Within Cisco FMC, you can 
simply click on it to get further details.

The following screenshot shows a summary of details gathered by Cisco FMC regarding 
the SWF.Exploit.Rigek threat while it was on the network:

Figure 8.14 – Gathering a malware summary on Cisco FMC
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As shown in the preceding screenshot, Cisco FMC determined that it was a malware 
and created an SHA256 hash of the malicious file. By clicking on the hash value of the 
malware, Cisco FMC provides even more details regarding the threat, as shown in the 
following screenshot:

Figure 8.15 – Gathering more details regarding threats on Cisco FMC

As shown in the preceding screenshot, Cisco FMC provides data on all four counts of 
the SWF.Exploit.Rigek threat. Cisco FMC provides the time and date the threat 
was detected; the actions taken by Cisco FMC to mitigate the malware; the source and 
destination Internet Protocol (IP) addresses; the source and destination port numbers; 
and the countries of origin and destination. 

Additionally, you are able to ascertain the threat score, the file type, the file URL, the 
application protocol, the client used to access the malware, and even the web application, 
as shown here:

Figure 8.16 – Additional details regarding the malware
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Furthermore, the Cisco FMC malware analysis tool allows us to obtain advanced details, 
such as trajectory data about the threat. The following screenshot shows advanced details 
of the SWF.Exploit.Rigek malware on Cisco FMC:

Figure 8.17 – Gathering advanced details of the malware

As shown in the preceding screenshot, a security engineer is able to gather full details 
regarding a threat that has been detected using Cisco security solutions with Cisco FMC 
as the management dashboard.

Important note
Another online malware analysis sandbox is ANY.RUN. To learn more about 
ANY.RUN, please see the following link: https://app.any.run/.

https://app.any.run/
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Sometimes, a malware analysis tool may not always detect a malware as a threat on a 
network or system. Therefore, it is best practice to get a second opinion from a reputable 
source. We can use data from Cisco FMC, such as the hash value of the SWF.Exploit.
Rigek malware, and insert it into VirusTotal (www.virustotal.com) for a second 
opinion on this potential threat.

The following screenshot shows how to use a hash of a file on VirusTotal:

Figure 8.18 – Using a hash on VirusTotal

http://www.virustotal.com
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As shown in the preceding screenshot, a security professional can simply visit the 
VirusTotal website, select the SEARCH option, and enter the hash value of any file.  
This allows VirusTotal to query its database and past records for any previous reports  
of a file that has the same hash value. If a match is found, VirusTotal will provide details  
to the user. 

The following screenshot shows the results from VirusTotal, using the hash of the  
SWF.Exploit.Rigek malware:

Figure 8.19 – VirusTotal results

As shown in the preceding screenshot, VirusTotal provided a second opinion to Cisco 
FMC regarding the malware and 35 virus engines detected SWF.Exploit.Rigek  
as a malware, while the other sensors determined it to be benign—hence the need for  
a second opinion, especially in the case of threat analysis.
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Additionally, VirusTotal can be used to scan websites for any potential threats. The 
following screenshot shows how a security professional can use the URL option on 
VirusTotal to insert a URL:

Figure 8.20 – URL scanning using VirusTotal
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Once VirusTotal has completed its scan on the URL it will provide its detailed results,  
as follows:

Figure 8.21 – URL scan results

As shown in the preceding screenshot, only eight virus engines detected the target URL 
as a potential threat, while the others did not. Once again, it's always good to get a second 
opinion on threats within the cybersecurity industry. Up next, you will learn how to build 
your very own malware analysis sandbox using Cuckoo. 

Lab exercise – Building a malware analysis sandbox
While there are many malware analysis sandboxes available online, these sandbox 
environments may be flooded from time to time with a lot of submissions from users 
around the world and become overwhelmed. If you are working in a large security team 
such as a Security Operation Center (SOC), you will commonly find a local sandbox that 
reverse malware engineers use frequently to understand the behavior and characteristics 
of malware and any potentially harmful files.

This lab exercise will teach you how to build your very own malware analysis sandbox 
using Cuckoo on your local machine. To get started with the lab exercise, ensure that you 
have the following requirements:

• Oracle VirtualBox 6.1

• VMware Workstation 15.5

• Ubuntu 18.04 Desktop
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Before getting started, the following are a number of important factors:

• Ensure virtualization is enabled on your processor via the Basic Input/Output 
System (BIOS) or Unified Extensible Firmware Interface (UEFI).

• Ensure that Oracle VirtualBox or VMware Workstation has access to the Intel VT-x 
or AMD-V feature.

• Ensure the Ubuntu virtual machine (VM) is assigned two central processing units 
(CPUs), 8-10 GB RAM and 60 GB HDD storage.

• On Ubuntu, create a user account named cuckoo; this will make the setup process 
easier for the sandbox environment.

• Ensure Ubuntu 18.04 does not have internet access during the installation process. 
Only assign internet access after the installation has completed.

• After installing Ubuntu on either VirtualBox or VMware Workstation, update the 
system repositories using the sudo apt-get update command. 

• Do not perform an apt-get upgrade command as this will cause the Ubuntu 
operating system to freeze at the logon screen.

• If you are planning on using Oracle VirtualBox, ensure that you install the 
VirtualBox Guest Additions as this will benefit you in scaling the display and 
copying clipboard content between the host and guest operating systems. 

• If you are planning on using VMware Workstation, use the sudo apt install 
open-vm-tools-desktop command to install the VMware tools on Ubuntu. 

• If you feel uncertain about performing various tasks on the Ubuntu VM, create 
a snapshot. This will enable you to revert a VM to a point in time within a few 
seconds. 

The following screenshot is a visual representation showing how the user (you) will be 
interacting with Cuckoo, an open source malware analysis sandbox environment:

Figure 8.22 – Sandbox environment
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To get started building a malware analysis sandbox using Cuckoo, observe the following 
instructions:

Part 1 – Installing all the required software packages and 
dependencies 

1. Download and install either Oracle VirtualBox or VMware Workstation on your 
computer.

2. Install Ubuntu 18.04 on either VirtualBox or VMware Workstation. During the 
installation process, do not update or upgrade anything on Ubuntu. 

3. Once installation is complete for the Ubuntu VM, install the VirtualBox 
Guest Additions if you are using Oracle VirtualBox. If you are using VMware 
Workstation, use the sudo apt install open-vm-tools-desktop 
command within the Linux terminal to install VMware Tools on Ubuntu. Restart 
the VM to ensure it takes effect.

4. On the Linux terminal, run the following commands to install the necessary 
dependencies for the Cuckoo sandbox:

cuckoo@ubuntu:~$ sudo apt-get install python python-pip 
python-dev libffi-dev libssl-dev

cuckoo@ubuntu:~$ sudo apt-get install python-virtualenv 
python-setuptools

cuckoo@ubuntu:~$ sudo apt-get install libjpeg-dev zlib1g-
dev swig

5. Next, we need to install MongoDB for our web interface for Cuckoo and the 
PostgreSQL database, as follows:

cuckoo@ubuntu:~$ sudo apt-get install mongodb

cuckoo@ubuntu:~$ sudo apt-get install postgresql libpq-
dev

Once the entire setup and configuration process is complete, the web interface will 
allow us to interact with the Cuckoo malware analysis sandbox. We'll be able to 
submit potentially harmful files to the sandbox, which Cuckoo will execute and 
then gather data regarding its behavior. 
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6. Within our Ubuntu VM, we'll need to install Oracle VirtualBox in order for Cuckoo 
to create additional VMs to analyze malware. To install VirtualBox within Ubuntu, 
use the following command:

cuckoo@ubuntu:~$ sudo apt-get install virtualbox

This command will allow Ubuntu to download and install the latest version of 
VirtualBox from the online repository. VirtualBox is required for the execution 
of the Cuckoo sandbox. By default, there won't be any virtual networks (adapters) 
configured on VirtualBox. We will use VMCloak to create the virtual networks  
later on.

7. To allow Cuckoo to perform network traffic analysis, let's install TCPdump on 
Ubuntu using the following commands:

cuckoo@ubuntu:~$ sudo apt-get install tcpdump apparmor-
utils

cuckoo@ubuntu:~$ sudo aa-disable /usr/sbin/tcpdump

This allows TCPdump to create a Packet Capture (PCAP) file that can be used later 
on with protocol analyzers and even an Intrusion Detection System (IDS) to detect 
further threats.

8. Since we have already created a user account named cuckoo, we need to assign it 
to the vboxusers group by using the following command:

cuckoo@ubuntu:~$ sudo usermod -a -G vboxusers cuckoo

This will allow the cuckoo user to use our virtualization application—that is, 
VirtualBox—on the Ubuntu machine.

9. Since it's not recommended to use the Cuckoo malware analysis sandbox as the  
root user, but TCPdump requires root privileges to execute and run properly, we 
need to make the following configurations:

cuckoo@ubuntu:~$ sudo groupadd pcap

cuckoo@ubuntu:~$ sudo usermod -a -G pcap cuckoo

cuckoo@ubuntu:~$ sudo chgrp pcap /usr/sbin/tcpdump

cuckoo@ubuntu:~$ sudo setcap cap_net_raw,cap_net_
admin=eip /usr/sbin/tcpdump
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10. Next, we will install Volatility, which is a tool that performs forensic analysis on 
memory dumps to detect potential threats on an operating system. The following 
command will allow you to install Volatility:

cuckoo@ubuntu:~$ sudo apt-get install volatility 

11. Next, we will need to install M2Crypto, which is a Python-based wrapper for 
OpenSSL. This is a requirement for the Cuckoo sandbox. Use the following 
command to install M2Crypto:

cuckoo@ubuntu:~$ sudo pip install m2crypto

Tip
If you want to increase file limits on the Cuckoo sandbox, information is 
available at https://cuckoo.readthedocs.io/en/latest/
faq/#openfiles24. 

Part 2 – Creating the Python virtual environment 
1. It is recommended to install the Cuckoo sandbox in a virtualenv on Linux. I've 

found a cool script online that makes it super simple to set up a virtual environment 
on Ubuntu. Therefore, use the following commands to download and execute the 
script on Ubuntu:

cuckoo@ubuntu:~$ wget https://bit.ly/3h1vgvO

cuckoo@ubuntu:~$ cp 3h1vgvO setup-virtualenv.sh

Important note
To view the original script for the script of the virtualenv on Ubuntu, see 
the following URL: https://gist.github.com/jstrosch/
de20131dda2aac5cd1116dd44b8f2474. 

2. Next, configure the script with executable privileges and use the cuckoo user to 
run the script, as follows:

cuckoo@ubuntu:~$ chmod +x setup-virtualenv.sh

cuckoo@ubuntu:~$ sudo -u cuckoo ./setup-virtualenv.sh 

cuckoo@ubuntu:~$ source ~/.bashrc

https://cuckoo.readthedocs.io/en/latest/faq/#openfiles24
https://cuckoo.readthedocs.io/en/latest/faq/#openfiles24
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This step may be time-consuming based on the computing resources assigned to 
your Ubuntu VM.

3. Next, create a virtual environment for the Cuckoo sandbox, as follows:

cuckoo@ubuntu:~$ mkvirtualenv cuckoo-sandbox

This command creates the name of the virtual environment as cuckoo-sandbox. 
Once the virtual environment has been created, you'll see that the terminal interface 
has been adjusted to include the name of the virtual environment. This indicates 
that we are now working within the cuckoo-sandbox virtual environment on our 
Ubuntu machine.

Tip
If you happen to exit the virtual environment, you can use the workon 
cuckoo-sandbox command to re-enter. 

Part 3 – Installing Cuckoo and creating VMs
1. Next, we can install the setuptools and Cuckoo using the following commands:

(cuckoo-sandbox) cuckoo@ubuntu:~$ pip install -U pip 
setuptools

(cuckoo-sandbox) cuckoo@ubuntu:~$ pip install -U cuckoo

2. Next, let's create a VM running Microsoft Windows 7 Ultimate. The following 
commands will download a copy of Microsoft Windows 7 Ultimate from the 
Cuckoo website and mount it within Ubuntu:

(cuckoo-sandbox) cuckoo@ubuntu:~$ wget https://cuckoo.sh/
win7ultimate.iso

(cuckoo-sandbox) cuckoo@ubuntu:~$ sudo mkdir /mnt/win7

(cuckoo-sandbox) cuckoo@ubuntu:~$ sudo chown 
cuckoo:cuckoo /mnt/win7

(cuckoo-sandbox) cuckoo@ubuntu:~$ sudo mount -o ro,loop 
win7ultimate.iso /mnt/win7

3. Use the following commands to install the necessary packages for VMCloak and 
Cuckoo:

(cuckoo-sandbox) cuckoo@ubuntu:~$ sudo apt-get -y 
install build-essential libssl-dev libffi-dev python-dev 
genisoimage
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(cuckoo-sandbox) cuckoo@ubuntu:~$ sudo apt-get -y install 
zlib1g-dev libjpeg-dev

(cuckoo-sandbox) cuckoo@ubuntu:~$ sudo apt-get -y install 
python-pip python-virtualenv python-setuptools swig

4. Then, you need to install the VMCloak tool on Ubuntu. This can be done using the 
following command:

(cuckoo-sandbox) cuckoo@ubuntu:~$ pip install vmcloak

VMCloak handles the automation of creating VMs.

5. Currently, VirtualBox on Ubuntu does not have any network adapters. We can 
use VMCloak to create a network adapter on VirtualBox by using the following 
command:

(cuckoo-sandbox) cuckoo@ubuntu:~$ vmcloak-vboxnet0

Once the adapter has been created successfully, you will see the new vboxnet0 
interface on both VirtualBox and the Ubuntu machine.

6. In order for Cuckoo to perform its malware analysis, we will need to create a VM 
using Microsoft Windows 7. To create the new Microsoft Windows 7 VM inside 
of Ubuntu, we will assign two CPUs and 2 GB of RAM from Ubuntu onto the new 
VM, using the following command:

(cuckoo-sandbox) cuckoo@ubuntu:~$ vmcloak init --verbose 
--win7x64 win7x64base --cpus 2 --ramsize 2048

This process is also very time-consuming.

7. After the VM has been created, we need to create a clone of it. To create a clone of 
the VM with VMCloak, use the following command:

(cuckoo-sandbox) cuckoo@ubuntu:~$ vmcloak clone 
win7x64base win7x64cuckoo

By creating a clone, this allows Cuckoo to always revert to a snapshot of the VM  
so as to perform the malware analysis. Therefore, each time Cuckoo has to perform 
a new malware analysis, it can always revert to a snapshot of the Windows 7 VM.
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Tip
To a view an entire list of available software packages that can be installed 
within the VM, use the vmcloak list deps command. To install a 
specific software package on the VM, the vmcloak install <image 
name> <package> syntax can be used.

8. Let's now install a package on our Windows 7 VM using VMCloak. By way of 
a simple example, we can install Internet Explorer 11 on the VM by using the 
following command:

(cuckoo-sandbox) cuckoo@ubuntu:~$ vmcloak install 
win7x64cuckoo ie11

9. Whether you have installed packages or not, you need to create a snapshot of the 
VM, as follows:

(cuckoo-sandbox) cuckoo@ubuntu:~$ vmcloak snapshot 
--count 4 win7x64cuckoo 192.168.56.101

This command will create four VMs with a range of IP addresses, from 
192.168.56.101 to 192.168.56.104. Once this is done, use the vmcloak 
list vms command to view a listed of the VMs created, shown as follows:

Figure 8.23 – Verifying VMs using VMCloak
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Part 4 – Configuring Cuckoo
1. Next, we need to configure Cuckoo by using the cuckoo init command. 

This command will initialize and configure the Cuckoo sandbox environment 
automatically. Once it's complete, you will get the following output:

Figure 8.24 – Verifying that Cuckoo has been initialized

2. Update the Cuckoo malware signatures on the Cuckoo sandbox by using the 
following command:

(cuckoo-sandbox) cuckoo@ubuntu:~$ cuckoo community

3. Since we've installed VMCloak, let's use it to add VMs for Cuckoo to use to perform 
malware analysis. To complete this task, use the following command:

(cuckoo-sandbox) cuckoo@ubuntu:~$ while read -r vm ip; do 
cuckoo machine --add $vm $ip; done < <(vmcloak list vms)

Now, we have our four VMs available.
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4. Next, access the virtualbox.conf file within the Cuckoo directory using the 
following commands:

(cuckoo-sandbox) cuckoo@ubuntu:~$ cd ~/.cuckoo/conf

(cuckoo-sandbox) cuckoo@ubuntu:~/.cuckoo/conf$ nano 
virtualbox.conf

5. Delete cuckoo1 from the line that has machines = cuckoo1, 
192.168.56.1011, 192.168.56.1012, 192.168.56.1013, 
192.168.56.1014. 

6. Then, delete everything from the line that begins with [cuckoo1] to the line 
just before [192.168.56.1011]. Press Ctrl + X to exit, and then hit Y for yes, 
followed by Enter to save the file.

We can configure internet access on all the VMs. However, internet access on the 
VMs is not mandatory, although it does prevent the malware from connecting with 
its Command and Control (C2) servers to retrieve any instructions and payloads. 
The network traffic generated by the malware allows Cuckoo to obtain better results 
regarding the behavior of the malware.

Important note
If the malware is able to connect to the internet, it can also attempt to replicate 
itself and spread to other devices on your network and even devices on the 
internet. Please be careful.

7. Use the ip addr command on Ubuntu to determine the name of the interface 
that is connected to your Ubuntu machine—for example, the network adapter that 
is connected to the internet on my Ubuntu machine has the name ens33. This 
information is important in terms of performing the forwarding of traffic from the 
VMs to the internet. 

8. We will need to modify the routing.conf file to specify the network adapter that 
has the internet connection. Use the following commands to perform this task:

(cuckoo-sandbox) cuckoo@ubuntu:~$ cd ~/.cuckoo/conf

(cuckoo-sandbox) cuckoo@ubuntu:~/.cuckoo/conf$ nano 
routing.conf

Change internet = none to internet = ens33 (replace ens33 with the 
name of your network adapter). To exit, press Ctrl + X, hit Y, and then press Enter  
to save the file.
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9. Next, we need to modify the reporting.conf file to ensure that our web server 
interface runs smoothly with the Cuckoo sandbox. To perform this action, use the 
following command:

(cuckoo-sandbox) cuckoo@ubuntu:~/.cuckoo/conf$ nano 
reporting.conf

Scroll down until you reach the [mongodb] section, and then change enabled = 
no to enabled = yes, shown as follows:

Figure 8.25 – Changing the mongodb configurations
Once this change is complete, to exit, press Ctrl + X, hit Y, and then press Enter to 
save the file.

Tip
You can also configure Per-Analysis Network Routing for Cuckoo, which 
allows you to configure how to route traffic through various services such as 
Tor and a virtual private network (VPN). Personally, I recommend using  
a VPN connection on your sandbox VM. To learn more on how to configure 
this type of advanced routing, please refer to the official documentation at 
https://cuckoo.sh/docs/installation/host/routing.
html#per-analysis-network-routing-options.

https://cuckoo.sh/docs/installation/host/routing.html#per-analysis-network-routing-options
https://cuckoo.sh/docs/installation/host/routing.html#per-analysis-network-routing-options
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10. Next, we can configure some basic parameters to enable per-analysis network 
routing. Such a route can be specified when a malware sample is submitted. For 
this action, we'll need to use the Cuckoo Rooter, which enables network-related 
configurations on the Cuckoo sandbox. 

Open a new terminal and use the following commands to run the Cuckoo Rooter:
cuckoo@ubuntu:~$ workon cuckoo-sandbox

(cuckoo-sandbox) cuckoo@ubuntu:~$ cuckoo rooter --sudo 
--group cuckoo

Part 5 – Starting and working with the Cuckoo sandbox
1. Open another terminal on your Ubuntu machine. This new terminal will be used 

to start the Cuckoo sandbox environment. Use the following commands to perform 
this action:

cuckoo@ubuntu:~$ workon cuckoo-sandbox

(cuckoo-sandbox) cuckoo@ubuntu:~$ cuckoo

This terminal interface will be used to monitor the Cuckoo sandbox environment. 
Additionally, you see within it log messages appearing on the terminal that the four 
VMs have been loaded.

2. Next, we need to enable the web server within the virtual environment. Open a new 
terminal and run the following commands:

cuckoo@ubuntu:~$ workon cuckoo-sandbox

(cuckoo-sandbox) cuckoo@ubuntu:~$ cuckoo web --host 
127.0.0.1 --port 8080

3. Once the web server is running, open the web browser on the Ubuntu machine and 
go to the following URL to access the web interface for the Cuckoo sandbox:

http://127.0.0.1:8080/
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The following screenshot shows the Cuckoo sandbox web interface:

Figure 8.26 – Cuckoo web interface

Now, you can submit malware, hashes, and URLs to your Cuckoo sandbox environment 
in order to perform malware analysis. After Cuckoo has completed the analysis, click 
anywhere within the row to access the report, as shown in the following screenshot:

Figure 8.27 – Accessing the analysis report
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The following screenshot shows an example of a report provided by Cuckoo:

Figure 8.28 – Cuckoo-generated report

In the event that you want to clear the Cuckoo sandbox environment, use the cuckoo 
clean command within the Cuckoo sandbox virtual environment. After performing  
a clean Cuckoo may be non-responsive, so simply restart Cuckoo and the web server 
again, as shown from Part 4, Step 10 to Part 5, Step 3.

Having completed this lab exercise, you have learned how to build your very own malware 
analysis sandbox environment on your local computer. Please be mindful that if you allow 
the sandbox internet access during the malware analysis process, the malware can spread 
and infect systems on your local network as well. 
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Summary
Having completed this chapter, you have learned about various characteristics and key 
elements of various filesystems for both the Microsoft Windows and Linux operating 
systems. Additionally, you have acquired knowledge in terms of how cybersecurity 
professionals use a scoring system such as the CVSS to obtain a severity score on  
a vulnerability and determine the priority. Furthermore, we took a dive into learning 
about and exploring various malware analysis tools; and lastly, you gained the skills 
required to build your very own malware analysis sandbox. 

I hope that this chapter has been informative for you and will be helpful in your journey 
to learning the foundations of cybersecurity operations and gaining your Cisco Certified 
CyberOps Associate certification. In the next chapter, you will learn about the need for 
computer forensics, the types of evidence that can be acquired during an investigation, 
and how to get started with forensics as a security analyst.

Questions
The following is a short list of review questions to help reinforce your learning and help 
you identify areas that may require some improvement. The answers to the questions can 
be found in the Assessments section at the end of this book:

1. Which filesystem allows a threat actor to hide a file within another file so as to avoid 
detection?

A. EXT4

B. NTFS

C. EXT3

D. FAT32

2. Which filesystem is currently being used on Linux systems?

A. HFS+

B. FAT32

C. EXT4

D. APFS
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3. Which command can be used to view a list of partitions on a Linux system?

A. parted

B. dparted

C. view partition

D. ls -l

4. Which metric within CVSS defines how an attack can happen on a target system?

A. Attack complexity 

B. Network

C. Attack vector

D. Adjacent

5. Which of the following can be submitted to VirusTotal to perform malware 
analysis?

A. File

B. URL

C. Hash

D. All of the above





9
Exploring Computer 

Forensics
Within the field of cybersecurity, there is an entire branch that focuses on digital and 
computer forensics. Computer forensics is a much-needed skill for anyone who is working 
in the field of IT security, whether they're a security administrator or even a security 
analyst, simply because there are many threat actors who commit a lot of cyber-crime  
and wreak havoc within many organizations. Using computer forensics, you'll be able to 
trace the source of a cyber-attack back to the threat actor, which will then allow you to 
take legal action against the responsible person or group. 

Throughout this chapter, you will learn about the need for computer forensics within the 
cybersecurity industry and the important role it plays in helping us trace a cyber-attack 
back to the threat actors. Additionally, you will discover the characteristics of various 
types of evidence and will be able to compare tampered and untampered disk images  
to determine whether data was altered during the acquisition of evidence. 
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In this chapter, we will cover the following topics:

• Understanding the need for computer forensics

• Understanding types of evidence

• Contrasting tampered and untampered disk images

• Tools commonly used during a forensics investigation

• Understanding the role of attribution in an investigation

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the 
following hardware and software requirements:

• Oracle VirtualBox: https://www.virtualbox.org/ 

• Ubuntu 20.04 Long-Term Support (LTS): https://releases.ubuntu.
com/20.04/ 

• Microsoft Windows 10: https://www.microsoft.com/en-us/
evalcenter/evaluate-windows-10-enterprise 

• AccessData Forensic Toolkit (FTK) Imager: https://accessdata.com/
product-download/ftk-imager-version-4-5 

• Universal Serial Bus (USB) flash drive containing some data

Link for Code in Action video: https://bit.ly/3sSbAPl

Understanding the need for computer 
forensics
Computer forensics refers to the techniques, processes, and procedures that are involved 
in discovering evidence related to a digital or cyber-crime, which can be used to find the 
perpetrator and initiate legal action against them. As each day goes by, more and more 
organizations are being hit by various types of cyber-attacks, with some taking months to 
realize their network has been compromised, and some are being infected by ransomware 
and having their data sold on the dark web. Cyber-crime is defined as any malicious act 
involving a computer device, a network, its application, or even its system.

https://www.virtualbox.org/
https://releases.ubuntu.com/20.04/
https://releases.ubuntu.com/20.04/
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise
https://accessdata.com/product-download/ftk-imager-version-4-5
https://accessdata.com/product-download/ftk-imager-version-4-5
https://bit.ly/3sSbAPl 
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Cyber-crime is constantly rising, hence the need for more cybersecurity professionals 
within the industry to help organizations safeguard their systems, networks, and assets 
from threat actors and malware. Sometimes, we may think that a possible cyber-crime 
could originate externally to an organization, such as a hacker being parked outside 
the organization's compound and attempting to compromise the wireless network to 
gain access, or even a hacker performing a Distributed Denial of Service (DDoS) 
attack on the organization's public server. There are many attacks that can originate 
internally, whether accidentally or intentionally. Some of these internal threats could be 
a disgruntled employee using the company's computer system to steal data to sell it to a 
competitor, planting malware on the network, or setting up unauthorized backdoor access 
to the company's network from the internet. Whether an attack is internal or external, 
as a cybersecurity professional it's important to isolate the compromised system and 
determine how the attack happened, when the attack occurred, who carried out the attack, 
and what was done on the system during the attack.

Therefore, gathering evidence on a cyber-attack can lead to finding the threat actor, 
because every crime has a trail of evidence. However, as a computer forensics investigator, 
it's important when gathering evidence from a system that it is obtained in a forensically 
sound manner. This means that during the acquisition phase, when gathering data, the 
investigator needs to take precautions to ensure they do not accidentally tamper with the 
evidence, simply because the evidence needs to be admissible in a court of law. If during 
the acquisition phase the investigator accidentally tampers with the original evidence or it 
is somehow mishandled, the opposition attorney can scrutinize the evidence, which can 
lead to the case being dismissed.

Important note
The following document from the United States Computer Emergency 
Readiness Team (US-CERT) outlines a very clear and simple definition of 
computer forensics: 

https://us-cert.cisa.gov/security-publications/
computer-forensics 

Here are some essential rules for forensic investigations:

• Ensure limited access and examination of the original evidence.

• Ensure you record all changes that have been made to evidence files.

• Create a chain of custody document and ensure all information is properly recorded.

https://us-cert.cisa.gov/security-publications/computer-forensics
https://us-cert.cisa.gov/security-publications/computer-forensics
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• As a cybersecurity professional, set standards for the forensic investigation of the 
evidence.

• Ensure you comply with the standards and guidelines created prior to the 
investigation.

• If needed, hire trained and certified professionals to assist with analysis of the 
evidence.

• Ensure you capture all evidence that is strictly related to the security incident.

• When capturing, working with, and storing evidence, ensure it is compliant with 
jurisdiction standards.

• Ensure all steps and procedures are well documented during the entire investigation 
process.

• Ensure all evidence data is securely stored at all times.

• When using tools to capture and analyze evidence, ensure these tools are recognized 
and trusted by the industry.

Please note that these are just some of the many rules a forensic investigator needs to 
follow to ensure evidence is handled with care.

Understanding the process of digital forensics
According to the National Institute of Standards and Technology (NIST) Special 
Publication (SP) 800-86 Guide to Integrating Forensic Techniques into Incident Response, 
organizations are recommended to use the following four stages when performing  
a digital forensic investigation on a system:

• Data collection: The data-collection phase simply allows an investigator to identify 
and acquire any forensic evidence that is related to the security incident. This phase 
is very important because if the captured evidence is mishandled, tampered with, 
or damaged in any possible way, the incident evidence will not be deemed accurate 
and will not be admissible in a court of law. 

• Examination: This phase is related to the actual analysis of all forensic evidence that 
is related to the security incident. This phase may include analyzing large amounts 
of data, decrypting any password-protected files and drives, or analyzing logs and 
metadata. This phase is usually very time-consuming and can be challenging, hence 
additional professionals may be needed to work on the task.
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• Analysis: This is the phase in which a forensic investigator thoroughly analyzes all 
the data and determines a conclusion.  

• Reporting: This phase is related to report writing and presentation of the findings 
based on analysis of the evidence. Reports should be written without taking any 
sides in the case and should contain the necessary details to support the conclusion 
of the entire investigation.

Tip
To learn more about NIST SP 800-86 Guide to Integrating Forensic 
Techniques into Incident Response, please see the official documentation 
at https://nvlpubs.nist.gov/nistpubs/Legacy/SP/
nistspecialpublication800-86.pdf.  

As a cybersecurity professional, it is essential to understand the digital forensic process 
that is defined by the NIST SP 800-86 standard.

Understanding the chain of custody
The chain of custody is simply documentation that contains the entire history of the 
evidence, from the point it was collected by the forensic investigator until it is presented  
in a court of law. The documentation includes the following details:

• The location and time at which the evidence was collected, and the person who 
collected it

• The location and time at which the evidence was handled and examined, and the 
person who did this 

• The person who had custody of the evidence, whether during transportation of the 
evidence from the crime scene to the forensic lab or simply working on the evidence 
for a period of time 

• When and how the evidence changed custody and how the transportation occurred

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-86.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-86.pdf
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The following screenshot shows a sample chain of custody form:

Figure 9.1 – Chain of custody form

As shown in the preceding screenshot, the form contains the following details:

• Case number

• Submitting officer details

• Victim name

• Suspect name

• Offense details

• Date/time

• Location of the seizure

• A table for a description of the evidence (with item number, quantity, and 
description fields)

• A table for the chain of custody (with item number, date/time, released by, received 
by, and comments/location fields)

• A table for the final disposal authority details
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This allows a forensic investigator, a court, and any legal entity to track the history of the 
evidence, from the acquisition phase to the point it is presented in a court of law. 

Understanding volatility of evidence
Understanding the order of volatility of data on a system is crucial during a forensic 
investigation. Imagine an employee's computer was hacked by a threat actor and the 
internal security operations team was made aware as the attack happened. The first 
responder is usually the first security professional who arrives at the crime scene and 
is responsible for assessing the compromised system after the security incident has 
happened. Additionally, the first responder is also responsible for securing the crime scene 
and acquiring evidence from the compromised system in a forensically sound manner. 
This ensures the evidence is protected, the integrity of the evidence does not change,  
and all information about the incident is documented properly. 

The computer forensics investigator or the first responder has to ensure that when 
capturing any evidence from the compromised system, evidence data is not lost or 
modified in any way. Therefore, it's recommended to collect the most to the least volatile 
evidence, in that order. 

Here is the order of volatility as defined by Request for Comments (RFC) 3227:

1. Registers and cache (most volatile)

2. Routing tables, Address Resolution Protocol (ARP) cache, process tables,  
kernel statistics, and memory

3. Temporary filesystems (paging file and swap file)

4. Data on disk drives or other storage devices

5. Remote logging and monitoring data that is relevant to the system in question

6. Physical configuration and network topology

7. Archival media (least volatile)

Tip
Additional information on Guidelines for Evidence Collection and Archiving 
(RFC 3227) can be found at https://tools.ietf.org/html/
rfc3227. 

https://tools.ietf.org/html/rfc3227
https://tools.ietf.org/html/rfc3227
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Why is the order of volatility important? If a device such as a computer is shut down,  
data that is stored in temporary areas of memory—such as the clipboard, cache, and 
random-access memory (RAM)—is lost. Imagine a hacker has compromised a system. 
There may be running processes within RAM, and data may be stored on the cache and 
clipboard. Therefore, as a cybersecurity professional, you want to capture this evidence 
before it is lost. Data that is stored in temporary areas of memory is not recoverable once 
is it lost on a system. 

Even while a system is powered on, cache memory is very small and data is constantly 
written and erased, hence another reason why it's important to quickly gather evidence 
that is stored within the cache areas of memory on a compromised system. 

If you recall, the paging file is created within the Windows operating system, which uses 
a portion of the hard disk drive (HDD) to temporarily hold data if the RAM modules 
are full on the local system, and likewise for the swap file on the Linux operating system. 
Hence, we mustn't forget to gather any evidence that is stored in both of these files for  
a forensic investigation. 

Data that is written to a disk or other storage devices is less volatile as compared to data 
stored in cache and RAM locations. Data written on an HDD or even a solid state drive 
(SSD) can maintain its state for many years unless the data is manually deleted by a user, 
or the physical storage devices get damaged or even destroyed. 

On each device, log messages are always being generated for any event that occurs on  
the local system, unless the logging feature is administratively turned off. Imagine  
a hacker is compromising a computer; the system will be generating logs for all the events 
and actions that occur before, during, and after the attack. What if the hacker covers their 
tracks, such as clearing any system logs before disconnecting from the compromised 
system? Then, a cybersecurity professional may experience a challenge in tracking the 
actions of the attacker while they were logged in to the victim's system. However, if all 
systems within the organization are configured to send their logs to a remote logging 
server, the logs can be backed up and preserved for later analysis for any event that 
occurred on the network.

Lastly, data stored on archival media—such as compact disks (CDs), digital versatile 
discs (DVDs), tape drives, and even physical documentation—contains the lowest form 
of volatility. Archival media is usually backed up and placed in an archive room for 
safekeeping and storage. For data on any form of archival media to be compromised, an 
attacker will need to gain physical access to it and physically destroy it. 
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Having completed this section, you have understood the need for computer forensics 
within the realm of cybersecurity, which helps us catch the bad guys by gathering and 
analyzing the trail of evidence that is left behind after a cyber-attack. Additionally, you 
have learned about the importance of maintaining a chain of custody throughout the 
entire investigation process and have gained knowledge about the order of volatility of 
data on a system. This knowledge will help you prioritize which areas in the memory to 
gather evidence from in a compromised system. Next, you will learn about the various 
types of evidence that a cybersecurity operations professional needs to understand and 
identify. 

Understanding types of evidence
As an up-and-coming cybersecurity professional, it's important to understand the  
various types of evidence that are related to an investigation such as a cyber-crime 
investigation. In the field of cybersecurity operations, there are three types of evidence 
that every security professional needs to know about and understand how they are  
related to a forensic investigation on a compromised system. These types of evidence are 
outlined here:

• Best evidence: This type of evidence is the original evidence captured from a crime 
scene by a computer forensics professional. This type of evidence is presented in 
court during a prosecution. This type of evidence does not require any additional 
validation to prove itself to a court; it is what it is. An example of best evidence is 
data that may reside in RAM that is related to the cyber-crime. 

• Corroborative evidence: This type of evidence is defined as evidence that supports 
a theory related to the investigation. Additionally, this type of evidence also 
confirms a statement or an assertion of a judgment or an opinion. An example of 
this type of evidence is a demonstration of an actual cyber-attack, or even providing 
log messages that show exactly what occurred during the attack. 

• Indirect evidence: We can consider this type of evidence to be evidence that is 
circumstantial to the forensic investigation. This type of evidence is usually drawn 
or concluded from other types of evidence that are presented for the investigation. 
An example of indirect evidence is providing a log message showing the user was 
logged in during an actual cyber-attack. 

Having completed this section, you have learned about the various types of evidence 
and their characteristics. As a cybersecurity professional, this knowledge will help you 
categorize evidence into one of these types of evidence. Next, you will learn how to 
compare tampered and untampered disk images.
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Contrasting tampered and untampered disk 
images
As a cybersecurity professional, you may be given the task of capturing an image of a disk 
in a forensic manner. Imagine a security incident has occurred on a system and you are 
required to perform some forensic investigation to determine who and what caused the 
attack. Additionally, you want to ensure the data that was captured is not tampered with 
or modified during the creation of a disk image process. 

In this section, you will learn how to use various tools on both Microsoft Windows and 
the Linux operating system to capture a disk image of a local drive and determine whether 
the image was tampered with or not. 

Lab – capturing a disk image on Linux
For this lab exercise, we'll be using the dd tool that is already built into the Linux 
operating system. In this lab exercise, you will learn how to create a disk image from one 
drive to another and verify whether the image is the same before and after creating the 
disk image. 

Tip
When creating a disk image from one drive to another, ensure the destination 
drive is the same size as the source drive. 

To get started with this lab exercise, follow these instructions:

1. Ensure you have installed Ubuntu Desktop 20.04 LTS on VirtualBox.

Ensure you install the VirtualBox Guest Additions package as this will help you 
in scaling the display and copying clipboard content between the host and guest 
operating systems. 

2. Next, shut down the Ubuntu virtual machine (VM) to create a snapshot. Snapshots 
are really good, as in the event something goes wrong, you can revert a VM back to 
a point in time within a few seconds. 
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3. Open the settings for the Ubuntu VM, go to Storage, and click on Controller: 
SATA, as follows:

Figure 9.2 – VM settings
Then, click on the floppy disk icon with the + symbol, as highlighted by the number 
3 in the preceding screenshot. A drop-down menu will appear. Click on Hard Disk. 
This will allow us to attach additional virtual HDDs to the Ubuntu VM.
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4. Next, the Hard Disk Selector menu will open. Click on Create to create a new 
virtual HDD, as shown in the following screenshot:

Figure 9.3 – Creating a new virtual HDD

5. The creation wizard will open. Select the VHD (Virtual Hard Disk) option, as 
shown in the following screenshot, and click Next:

Figure 9.4 – Creating a virtual hard disk (VHD)
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6. Select the Dynamically allocated option as shown in the following screenshot, and 
click Next:

Figure 9.5 – Selecting the type of allocation
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7. Change the size of the VHD to 2.00 GB as shown in the following screenshot, and 
click Create:

Figure 9.6 – Setting the size of the VHD
Since this is a lab exercise, we'll keep our disk sizes small to ensure the acquisition 
phase of the disk image does not consume too much time. 

8. Now, the VHD has been created on your Ubuntu VM. Let's create another VHD. 
Simply repeat Steps 4-7.
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9. Now that you've created two additional virtual drives, select the first VHD and click 
on Choose, as shown in the following screenshot:

Figure 9.7 – Attaching the VHD to the Ubuntu VM
You should see that the new VHD is now attached to the virtual Serial Advanced 
Technology Attachment (SATA) controller on the Ubuntu VM.
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10. Attach the second VHD by clicking the floppy disk icon with the + symbol, 
selecting Hard Disk, and choosing the second VHD. Once this is completed,  
you'll have a total of three VHDs attached, as shown in the following screenshot:

Figure 9.8 – Verifying attached VHDs

11. Simply click on OK and start the Ubuntu VM. 

12. Once the system has been booted, open Terminal within Ubuntu and run the 
sudo fdisk –l command to see all the attached storage devices. The following 
screenshot shows the three VHDs that are attached to Ubuntu, and their partitions:
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Figure 9.9 – Verifying VHDs are available within Ubuntu
As shown in the preceding screenshot, the following list outlines our three virtual 
drives and their storage capacity:

 - /dev/sda: 30 gibibytes (GiB); 32,212,254,720 bytes

 - /dev/sdb: 2 GiB; 2,147,483,648 bytes

 - /dev/sdc: 2 GiB; 2,147,483,648 bytes

/dev/sdb and /dev/sdc are the two additional VHDs we created earlier. 

13. Since we've created two exact VHDs, their signature and hash values will be the 
same in our virtual environment. We can format /dev/sdc by using the GNOME 
Disks utility within Ubuntu. Open Terminal and run the following command:

glen@ubuntuvm:~$ sudo gnome-disks
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14. The GNOME Disks utility window will open. Select the /dev/sdc drive, then 
click on the three dots in the top-right corner and select Format Disk..., as shown 
in the following screenshot:

Figure 9.10 – Formatting a virtual drive

15. Use the sudo fdisk -l /dev/sdb /dev/sdc command to compare the sizes 
of the disk drives, as shown in the following screenshot:

Figure 9.11 – Comparing the size of the drives
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As shown in the preceding screenshot, both drives are the same size—2 GiB, 
2,147,483,648 bytes, and 4,194,304 sectors—and only /dev/sdc is formatted.

16. Next, we can compare whether both drives are the same by using the sudo 
sha256sum /dev/sdb and sudo sha256sum /dev/sdc commands, as 
shown in the following screenshot:

Figure 9.12 – Creating the hash values of drives
The sudo sha256sum command allows us to generate a SHA-256 digest of the 
drives. Since the hash values do not match between the /dev/sdb and /dev/sdb 
drives, we can conclude that they do not contain the same contents and are not the 
same. 

17. Next, we can use the dd utility to convert and copy one drive to another while 
maintaining its integrity. Let's copy /dev/sdb to /dev/sdc by using the 
following command:

glen@ubuntuvm:~$ sudo dd if=/dev/sdb of=/dev/sdc 
status=progress

The following screenshot shows the entire progress, from start to finish:

Figure 9.13 – Creating a disk image
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18. Lastly, we can generate the hashes of the two drives to verify whether the contents 
are the same, as illustrated in the following screenshot:

Figure 9.14 – Verifying the integrity of the drives
As shown in the preceding screenshot, both drives contain the same contents 
because both hash values are the same. 

Having completed this lab exercise, you have gained the skills to create a forensically 
sound disk image using the native dd utility within Linux and have learned how to 
validate the integrity of the newly created disk image. Next, you will learn how to create  
a disk image on Microsoft Windows. 

Lab – using FTK Imager to capture a disk image on 
Microsoft Windows
In this hands-on lab exercise, you will learn how to use a reputable tool within the 
cybersecurity industry to capture a disk image from a USB flash drive and discover  
how to perform analysis on a disk image.

To complete this exercise, follow these instructions:

1. First, download and install the FTK Imager application on your Windows 
10 system. The FTK Imager application can be obtained from https://
accessdata.com/products-services/forensic-toolkit-ftk/
ftkimager. 

https://accessdata.com/products-services/forensic-toolkit-ftk/ftkimager
https://accessdata.com/products-services/forensic-toolkit-ftk/ftkimager
https://accessdata.com/products-services/forensic-toolkit-ftk/ftkimager
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2. We will be creating a disk image of a USB flash drive with some files on it. If we are 
to create a disk image of our local HDD, we'll need another spare drive of equal 
capacity and the process will be very time-consuming. Therefore, connect a USB 
flash drive to your Windows 10 system.

3. To create a disk image of the USB flash drive, open the FTK Imager application and 
click File | Create Disk Image…, as shown in the following screenshot:

Figure 9.15 – FTK Imager interface
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4. Since the USB flash drive is a physical storage device, select the Physical Drive 
option shown in the following screenshot, and click Next >:

Figure 9.16 – Source evidence selection

5. Next, a new window will appear, to allow you to select the source drive for creating 
the disk image. Use the drop-down option to select your USB flash drive and click 
Finish, as shown in the following screenshot:

Figure 9.17 – Drive selection window
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6. Next, the creation window will appear. Click Add… to select the disk image 
destination and format, as shown in the following screenshot:

Figure 9.18 – Adding a destination for the disk image
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7. Set the destination image type as Raw (dd) and click Next >, as shown in the 
following screenshot:

Figure 9.19 – Disk image format
This format allows us to capture a raw (bit-by-bit) disk image of the USB flash drive 
using the FTK Imager application. 

8. Next, the Evidence Item Information window will appear. FTK Imager allows you 
to add a label to each piece of digital evidence you are acquiring, as shown in the 
following screenshot:
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Figure 9.20 – Evidence Item Information window
Be sure to fill in the necessary information within each field, and then click  Next >.

9. The Select Image Destination window will appear. Click on Browse to select the 
destination for the disk image and then click Finish, as shown in the following 
screenshot:

Figure 9.21 – Select Image Destination window
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As shown in the preceding screenshot, ensure you select a destination for the  
disk image and assign a filename without any extensions. Keep in mind that  
during a real investigation, it's highly recommended to create multiple copies  
of the original evidence on a separate drive to prevent data loss.

10. Once the destination has been added, ensure you select the Verify images after  
they are created option and click Start. This allows FTK Imager to compare 
the hash values before and after the imaging process. The following screenshot 
illustrates this:

Figure 9.22 – Starting the imaging process



Contrasting tampered and untampered disk images     331

11. After the imaging process is completed, it will provide the hash values to validate 
whether any errors exist, as shown in the following screenshot:

Figure 9.23 – Verifying image integrity
As shown in the preceding screenshot, FTK Imager calculated the hash value of the 
source data and compared it with the hash value of the image file. Since both hashes 
match for MD5 and SHA1, the data was not altered during the acquisition process.
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12. To analyze the evidence using FTK Imager, click on File and select Add Evidence 
Item…, as shown in the following screenshot:

Figure 9.24 – Adding evidence files on FTK Imager

13. Since we have already created a disk image of the USB flash drive, select the Image 
File option, as shown in the following screenshot:

Figure 9.25 – Selecting the evidence type
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14. Next, a new window will open. Click on Browse… and navigate to our disk image 
file. You will see multiple files that belong to the same disk image. Select the first file 
only and click Finish, as shown in the following screenshot: 

Figure 9.26 – Adding the evidence file
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15. Now that the evidence data has been loaded onto FTK Imager, you can use 
Evidence Tree to expand and navigate through the filesystem and explore the disk 
image, as shown in the following screenshot:

Figure 9.27 – Exploring the filesystem using FTK Imager
As shown in the preceding screenshot, there are many files and sub-directories 
within the disk image of the USB flash drive I used previously in the lab exercise. 
You will be able to determine the filesystem and the number of partitions, and even 
discover any unallocated spaces of memory on the device. 

Having completed this lab exercise, you have learned how to use FTK Imager to create  
a disk image and verify the integrity of the captured data. Additionally, you have learned 
how to add a disk image to FTK Imager for further analysis. In the next section, you will 
learn about some of the most commonly used tools in computer forensics.
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Tools commonly used during a forensics 
investigation
There are many tools within the industry that computer forensics investigators use  
on a daily basis to help them acquire evidence and analyze large amounts of data at  
a time, while looking for any suspicious artifacts that relate to an investigation and/or  
a cyber-crime. 

The following are some of the most commonly used forensic tools within the industry:

• AccessData FTK: FTK is a computer forensics software that allows security 
professionals to acquire both the disk image and the contents of RAM for analysis. 
These tools also allow a forensic investigator to explore the entire filesystems of 
an acquired image, create duplicates of the forensic evidence, easily identify and 
extract various files, extract and read email messages, perform password-cracking 
techniques on password-protected files, and even generate reports. 

• Autopsy: This is an open source computer forensics software that is available for 
Microsoft Windows and Linux operating systems. It can analyze large amounts of 
data within various filesystems.

• Volatility: This is an open source computer forensics software that helps security 
professionals with both incident response and analyzing malware on a system. 
Volatility can analyze the RAM; identify the running processes; identify malware, 
network connections, and associated network protocols; locate virtual address 
spaces in the registry and running services; and so on. 

• Wireshark: Wireshark is one of the most popular network protocol analyzers. 
This tool allows a security professional to perform network forensics on captured 
network traffic. It allows security professionals to gather in-depth details about 
all network connections made on a network, identify the most used network 
applications and protocols, and extract files that were either uploaded or 
downloaded, as well as assist in identifying both intrusions and malformed packets 
on a network. 

• Malware analysis tools: There are many tools that help security engineers 
during the analysis of malware. Some of the online tools available are ANY.RUN, 
VirusTotal, and Cuckoo. These are online malware analysis sandbox environments 
that are also considered to be detonation chambers for malware. There are also 
offline malware tools that are used during dynamic malware analysis, such as PEiD, 
OllyDbg, WinDbg, IDA Pro, and Wireshark. 
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Having completed this section, you have gained an introduction to some of the common 
tools that security professionals use to assist them in a forensic investigation. In the next 
section, you will learn about the role that attribution plays in an investigation.

Understanding the role of attribution in an 
investigation
When a cyber-crime has occurred, both attribution and investigation processes are carried 
out after the attack. Attribution helps us to determine who performed the attack, such as 
identifying the threat actor or hacker. Being able to identify an attacker allows us to take 
legal action against the culprit for performing malicious actions on the victim's system 
or network. This information is gathered after an attack has occurred on the system. As 
mentioned in previous sections, a hacker always leaves a trail of breadcrumbs to follow, 
which helps us trace an attack back to the threat actor. 

One of the many challenges cybersecurity professionals face during attribution is actually 
tracing an attack back to the threat actor. If a cyber-attack occurred through the internet, 
you can trace the attack back to a source Internet Protocol (IP) address. However, we 
need to keep in mind that the person behind the attack may be a seasoned hacker who 
will most likely take extra precautions to disguise their location. The hacker may use 
various services—such as The Onion Router (Tor), ProxyChains, or even a virtual 
private network (VPN)—to ensure the real source location and source IP address stay 
hidden. Hence, attribution is not as simple as many might think. 

How does a cybersecurity professional find the threat actor if the attribution phase is 
difficult? The cybersecurity professional uses the best of their abilities to trace the attack 
back to the source. This leads us to use various factors that help us put together pieces of 
evidence to show us the bigger picture. 

The following are some factors that are used during attribution in an investigation:

• Assets: This factor identifies which assets were compromised by a threat actor or 
hacker. An example of an asset can be an organization's domain controller (DC) 
that runs Active Directory Domain Services (AD DS). AD is a service that allows 
an administrator to manage user accounts, user groups, and policies across a 
Microsoft Windows environment. Keep in mind that an asset is anything that has 
value to an organization; it can be something physical, digital, or even people.
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• Threat actor: This factor is related to assigning a threat actor to an asset that  
was compromised, such as if an internal server were compromised by ransomware, 
we could determine the intention of the malware and attempt to find the hacker  
or hackers who were responsible for the cyber-attack. Threat actors are usually  
a person or a group of hackers with a motive for performing an attack against their 
target.

• Indicators of Compromise (IoCs): This factor is related to performing an 
investigation on a system by gathering evidence that indicates the system has been 
compromised by a threat actor, or even by malware. This is a trail that is left behind 
by an attacker after a cyber-crime has occurred on a system or network.

• Indicators of Attack (IoAs): An IoA detects the intent of what the threat actor is 
trying to do or accomplish during the cyber-attack. 

• Chain of custody: As mentioned earlier in this chapter, the chain of custody is 
the entire history of the evidence from the point it was collected by the forensic 
investigator until it is presented in a court of law.

Having completed this section, you have learned about the role of attribution during an 
investigation and how a cybersecurity professional may use various factors to help find the 
bad guys and understand the intention of a cyber-attack. 

Summary
During the course of this chapter, you have learned about the need for computer forensics 
to determine the intention of an attacker, who the attacker is, and which resources were 
compromised. Additionally, you have learned about the various stages of a digital forensic 
investigation, the importance of maintaining a proper chain of custody, and the order of 
volatile data on a system. Furthermore, you have gained the skills to create a forensically 
sound disk image on both Windows and Linux operating systems, using various tools 
to check whether the compromised data was tampered with in any way. Lastly, you have 
understood the role of attribution during a forensic investigation.

I hope this chapter has been informative for you and is helpful in your journey toward 
learning the foundations of cybersecurity operations and gaining your Cisco Certified 
CyberOps Associate certification. In the next chapter, you will learn how to perform 
network intrusion analysis using various tools and techniques.
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Questions
The following is a short list of review questions to help reinforce your learning and help 
you identify areas that require some improvement. The answers to the questions can be 
found in the Assessment section at the end of this book:

1. According to NIST SP 800-86, which is the third stage of a digital forensic 
investigation?

A. Analysis

B. Collection

C. Reporting

D. Examination

2. Which of the following is the most volatile data on a system? 

A. Paging file

B. Swap file

C. ARP cache

D. Registers

3. Which type of evidence supports a theory of an investigation?

A. Indirect evidence

B. Best evidence

C. Corroborative evidence

D. All of the above

4. Which of the following is a factor in attribution?

A. Chain of custody

B. Asset

C. Threat actor

D. All of the above
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5. How do we verify the integrity of data?

A. Just copy and paste the data

B. Use a VPN

C. With a hash

D. With encryption

Further reading
To get more information on the topics covered in this chapter you can refer to the 
following links:

• Triage Forensics: https://blogs.cisco.com/security/triage-
forensics-leveraging-digital-forensics-during-incident-
response

• Cisco Router Forensics: https://www.sans.org/blog/cisco-router-
forensics/

https://blogs.cisco.com/security/triage-forensics-leveraging-digital-forensics-during-incident-response
https://blogs.cisco.com/security/triage-forensics-leveraging-digital-forensics-during-incident-response
https://blogs.cisco.com/security/triage-forensics-leveraging-digital-forensics-during-incident-response
https://www.sans.org/blog/cisco-router-forensics/
https://www.sans.org/blog/cisco-router-forensics/
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Performing 

Intrusion Analysis
Within the cybersecurity industry, many organizations' systems and networks are being 
compromised by threat actors who will implant some type of malicious application that 
allows the victim's system to establish a connection back to a Command and Control 
(C2) server. Systems that are infected with malware should be isolated as soon as possible 
as the malware will attempt to spread across the network to infect other systems, and even 
attempt to connect to the C2 server for updates and instructions from the threat actor. 
These are just some examples of how threat actors and malware use your organization's 
network to do their bidding. As an up-and-coming cybersecurity professional, it's 
essential to understand the importance of performing intrusion analysis on a network  
and observe network traffic patterns for suspicious activities. 

Throughout this chapter, you will learn about the types of data that are gathered by 
various source technologies and devices on a network, various firewall operations, 
techniques on capturing network traffic for analysis, the importance of detecting an 
intrusion as quickly as possible, and how to identify protocol headers in an intrusion. 

In this chapter, we will cover the following topics:

• Identifying intrusion events based on source technologies

• Stateful and deep packet firewall operations
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• Comparing inline traffic interrogation techniques

• Understanding impact and no impact on intrusion

• Protocol headers in intrusion analysis

• Packet analysis using a Packet Capture (PCAP) file and Wireshark

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have downloaded 
the following:

• Wireshark: https://www.wireshark.org/ 

• 7-Zip: https://www.7-zip.org/ 

Link for Code in Action video: https://bit.ly/3nltjNE

Identifying intrusion events based on source 
technologies
As a cybersecurity professional, you will most likely be working within a type of security 
operation center (SOC), whether it's an in-house team or within a managed security 
service provider (MSSP). Regardless of the environment, you'll be exposed to many 
networking and security technologies and devices that are used to gather data about 
the network traffic. Such data is usually fed into Security Information and Event 
Management (SIEM) software and other threat management tools such as Security 
Orchestration, Automation, and Response (SOAR) tools.

The SIEM application is responsible for correlating all the events gathered from all 
networking and security devices within an organization and provides visibility of 
all potential security incidents that are occurring in real time. This allows security 
professionals to quickly see attacks as they are happening and gather details using a 
single pane of glass rather than manually checking the security logs on each individual 
device. The SIEM application assists with collecting and analyzing security events from 
various sources of alerts on the network. The SOAR platform has similar functionality 
to the SIEM application; however, it takes things a step further to provide automation or 
handling security incidents and investigations within a SOC. 

https://www.wireshark.org/
https://www.7-zip.org/
https://bit.ly/3nltjNE
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Additionally, from time to time, you will be required to retrieve various security data 
to perform further analysis on a security incident on the network. It's important to 
understand which types of tools and security solutions are involved in providing certain 
types of data, simply because not all security devices or applications provide the same  
type of data for a security professional, and this can be a bit overwhelming when it's  
a time-sensitive situation to retrieve important data related to an event.

The following list outlines various sources of data during a network-based intrusion event:

• Intrusion detection system (IDS)

• Intrusion prevention system (IPS)

• Firewall

• Network application control

• Proxy logs

• Antivirus

• Transaction data (NetFlow)

Let's look at each of them in detail.

IDS/IPS
An IPS is a security appliance that is placed in line to inspect both inbound and outbound 
network traffic, while an IDS is not placed in line to block malicious traffic but is able to 
monitor for intrusions. An IDS/IPS inspects inbound traffic from the internet to ensure 
there are no malicious scripts or applications that are hidden within packets before they 
enter the enterprise network. If a packet contains malicious code, an IPS will block the 
traffic and send an alert. Many may not see the benefit of inspecting outbound traffic. 
Imagine if your corporate network contains an outbreak of a threat; if your security 
appliances can prevent this threat from leaving your network, you simply prevent other 
systems from being infected on the internet. However, on next-generation firewall 
(NGFW) appliances, the IPS is a built-in module within the firewall itself and simply 
requires a license to activate it. 
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The following diagram shows the placement of an IPS on a network:

Figure 10.1 – IPS placement on a network

Therefore, as a security professional who wants to get a listing of the most frequent attacks 
that have occurred within your network, the IDS/IPS security appliance is able to provide 
such security logs for auditing. Additionally, the data obtained from the IDS/IPS will 
provide the origin of the attack, as well as the target or destination of the attack. To put it 
simply, an IDS can alarm, identify, and log an attack but not prevent it, while an IPS can 
block an attack and prevent it from entering the network. 

Putting together all the data from the IDS/IPS, you will be able to determine any type  
of attack trend that may be occurring, such as whether a Denial of Service (DoS) attack  
is occasionally originating from a certain country or whether malware is connecting to  
a common C2 server somewhere on the internet. 

Firewall
A firewall is able to filter either inbound or outbound network traffic by leveraging five 
tuples. These five tuples are simply five values that are used to identify a flow of traffic  
on a network, and are listed as follows:

• Source Internet Protocol (IP) address

• Destination IP address

• Source service port number

• Destination service port number

• Protocol
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Therefore, all packets that contain the same source and destination IP address, source 
and destination service port number, protocol, and Class of Service (CoS) values are 
determined to be a flow of traffic between a source and destination host. Usually, the first 
five values are used to identify a single flow of traffic on a network. 

The following screenshot shows a sample capture using Wireshark:

Figure 10.2 – Observing the five tuples

As shown in the preceding screenshot, we can identify a flow of traffic between a source 
IP address of 192.168.0.2 and a destination host with an address of 192.168.0.1. 
Additionally, the source port is 1550 and destination port is 23, and the protocol is the 
Transmission Control Protocol (TCP), as illustrated in the following screenshot:

Figure 10.3 – Packet details

The preceding screenshot shows the packet details, which contain the five tuples of the 
flow traffic between the source and destination. The firewall security appliance is able 
to permit or deny traffic flows between networks simply by leveraging the five tuples 
to identify the traffic flows. Furthermore, the firewall can filter incoming and outgoing 
traffic. 
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Network application control
Using network application control, a security solution such as Cisco Firepower 
Management Center (FMC) gathers intelligence regarding all the Cisco security solutions 
and appliances on a network to provide visibility for everything that is happening on the 
network. Imagine you're a security professional within your organization and you want to 
determine which are the most frequently used applications on the network, the most used 
network protocols, and users who generate the most traffic based on data types and even 
threats. Using a solution that provides a full view of application visibility and control on 
your network will help you gather these types of data. 

A simple example of how gaining network application control can help a cybersecurity 
professional is to imagine that a few systems on your network have been infected with 
malware. The compromised systems have established a connection to the C2 server 
on the internet using the Internet Control Message Protocol (ICMP). For many 
people, if you see ICMP as the network application protocol, you may think someone is 
performing a network connectivity test using the Ping utility between two devices and 
that it's harmless. However, threat actors can use common network and application-layer 
protocols to conceal their malicious payload, simply to avoid detection and evade security 
systems. Therefore, as a cybersecurity professional, you will notice traffic patterns that are 
suspicious based on the source and destination of the network traffic.

The following screenshot shows the most common malware threats and connections on 
Cisco FMC:

Figure 10.4 – Malware threats and connections on Cisco FMC

As shown in the preceding screenshot, Cisco FMC provides network visibility on the most 
common malware threats that occur within an organization. Furthermore, we are able to 
determine the types of potential threats that use various connection types. These are just 
some of the many visibility features that Cisco FMC provides. 
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Tip
To learn more about Cisco FMC, take a look at the following link: 

https://www.cisco.com/c/en/us/products/security/
firepower-management-center/management-center-
demos.html 

Knowing the type of data that is collected within a security appliance (such as by 
providing network application control) can help you quickly get visibility on applications 
that are running on your enterprise network and determine applications that are not 
permitted on your network as well. 

Proxy logs
Proxy logs help a cybersecurity professional to determine whether users are attempting 
to visit prohibited websites. A proxy server sits between the users on a corporate network 
and the internet. Rather than each user device sending its web requests directly to the 
destination, the web request messages are sent to a proxy server. The proxy server inspects 
the messages and determines whether they are permitted or denied. If the traffic is 
permitted, the proxy server forwards the request to the destination web server on behalf 
of the original sender. When the proxy server retrieves the content, it is cached and a copy 
is sent to the internal user on the network.

Many organizations use proxy servers to filter traffic based on the user, application, and 
services that are being requested. Additionally, with each request or transaction that is 
carried out, a log message is generated by the proxy server as a record of the event. 

The following diagram shows a simple deployment of a proxy server on an internal 
network:

Figure 10.5 – Proxy server deployment on a network

https://www.cisco.com/c/en/us/products/security/firepower-management-center/management-center-demos.html
https://www.cisco.com/c/en/us/products/security/firepower-management-center/management-center-demos.html
https://www.cisco.com/c/en/us/products/security/firepower-management-center/management-center-demos.html
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The proxy logs will usually contain details about transactions, such as the user who 
made the request, the application that was used, the types of services, data about the five 
tuples, and the date and timestamps of the events. This information can be very useful for 
determining how a user was able to download a malicious file from the internet, or even 
access an infected website. 

Antivirus
Regardless of whether the client system has an antivirus or anti-malware protection 
solution, these host-based security solutions are able to provide log messages based on the 
detection of a threat and can generate event alerts if something suspicious happens on the 
system (and if a threat is blocked as well).

The following screenshot shows an example of the protection history of Windows 
Security on a client:

Figure 10.6 – Protection history 
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As shown in the preceding screenshot, this is the Window Security center on a Windows 
10 computer. The protection history provides a simple history of threats that were blocked 
recently on the client's computer. As shown, the AcroRd32.exe application attempted 
to access %userprofile%\Documents, which happens to be a location protected  
by Windows Security. As a cybersecurity professional, it's important to use the details 
found within these types of log messages and history data to determine whether an 
application or file was truly malicious and how the actions performed by the antivirus  
or anti-malware solution prevent an outbreak. 

Since the event was captured using Windows Security on a Windows 10 system, we can 
drill down even further to view the actual logs for Windows Defender by opening the 
Event Viewer application on Windows 10 and navigating to Applications and Services 
Logs | Microsoft | Windows | Windows Defender | Operational. 

The following screenshot shows the actual log file that is related to the previous event:

Figure 10.7 – Windows Defender log

As shown in the previous screenshot, since Windows Defender is built into the Windows 
10 operating system, all logs for the security application are found within the Windows 
Event Viewer application. As shown, we are able to get in-depth details about the 
actions performed by Windows Defender and related details such as the user, date and 
timestamps, processes, and so on. 
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Similar to installing a third-party antivirus or anti-malware solution, there will be logs 
that are generated for every event that has occurred on the application. Using this data 
with the antivirus logs helps a security professional to determine what really happened  
on the system and whether the threat was contained or not.

Elements of NetFlow and transactional data 
In Chapter 4, Understanding Security Principles, we discussed the benefits of using 
NetFlow. To recap, NetFlow is a Cisco proprietary tool that is used for analyzing network 
traffic for reporting and monitoring purposes. It can monitor the flow of IP-based traffic 
between network devices such as switches, routers, and even firewalls. NetFlow is also 
used in the billing and accounting of network traffic to determine how much bandwidth 
was used by a user and applications on a network.

NetFlow is able to monitor and detect any anomalies on a network by observing the five 
tuples, listed here:

• Source IP address

• Destination IP address

• Source service port number

• Destination service port number

• Protocol 

This is unlike a full packet capture, which provides you with all the data but can be 
overwhelming to analyze. Using NetFlow, you filter the traffic using the five tuples, which 
makes it easier for you to analyze large amounts of network traffic. 

To put it simply, NetFlow provides transactional data from gathering statistics about all 
the flows it is monitoring between a source and a destination. This allows you to gather 
and store network data about your end devices, network applications and protocols, and 
users on the network. Therefore, you will be able to identify any malicious threats, attacks, 
and suspicious users on the network. 

The following are some key elements that NetFlow helps us to resolve:

• It can detect whether data is being exfiltrated by a threat actor.

• It can detect whether a network scan is occurring.

• It can detect a DoS attack.

• It can detect whether there are misconfigurations on networking devices.

• It can detect whether systems are sending multicast or broadcast traffic.
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NetFlow allows both a network and a security professional to gather transactional data 
about the traffic and data types on an enterprise network. NetFlow allows the security 
professional to determine whether any restricted network applications and protocols are 
being used. While you are not able to get details, as you would with a full packet capture, 
the transactional data provides really good visibility into the most used protocols and 
services on the network. Therefore, it's easy to detect whether malware is sending data 
back to a C2 server. 

Additionally, transactional data helps a security professional to determine the traffic 
flows within an organization, such as between a source and a destination. It allows you 
to discover whether your security appliances, such as your firewall, are filtering traffic as 
they are configured too. If the firewall is permitting unwanted traffic, then the security 
professional can simply fine-tune the rules on the firewall. 

Having completed this section, you have gained knowledge about how to identify 
intrusion events from various source technologies. Furthermore, you have learned about 
the benefits of using NetFlow to help you easily analyze large amounts of network traffic  
to detect cyber threats and anomalies on a network. In the next section, you will discover 
the characteristics of packet-filtering and stateful firewalls. 

Stateful and deep packet firewall operations
Throughout the course of this book thus far, NGFW has been mentioned many times; 
however, the NGFW security appliance is usually deployed within very large enterprise 
networks that contain hundreds to thousands of clients and devices. However, within  
a smaller organization, you will commonly find a small-to-medium-sized network and, 
as expected, a small budget allocated for IT resources. This leads to less costly firewall 
solutions to safeguard the small business network from potential threats. 

As a soon-to-be cybersecurity professional, it's important to be aware that there are other 
types of firewalls within the industry. Two common types of firewalls are outlined here:

• Deep Packet Inspection (DPI) firewall

• Stateful firewall

This leads on to say that not all types of firewalls operate the same. To put it simply, the 
DPI firewall and stateful firewall do not share equal capabilities with each other, and the 
same can be said of an NGFW as compared to either a DPI or a stateful firewall. 
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DPI firewall
A DPI firewall is able to inspect traffic at all layers of the Open System Interconnection 
(OSI) reference model and the TCP/IP protocol suite. You are probably thinking: Don't 
all firewalls have these capabilities? To put it simply, not all firewall security appliances are 
able to inspect traffic at all layers of the TCP/IP protocol suite. A DPI firewall is able to 
inspect the header of network packets to determine the source and destination details as 
with all types of firewalls, but it goes a step further to inspect the application layer. 

Important note
The header within a packet contains source and destination addressing details 
such as Media Access Control (MAC) addresses, IP addresses, and service 
port numbers.

If a firewall is unable to inspect beyond the transport layer (layer 4), the firewall appliance 
will not be able to determine various traffic types. For example, since more internet 
servers use Hypertext Transfer Protocol Secure (HTTPS), a traditional firewall will  
not be able to identify traffic that is going to YouTube versus traffic that is going to  
a social media platform such as Facebook. Both the YouTube and Facebook servers  
use HTTPS to ensure encryption is provided between the client's web browser and the 
server, which creates a challenge in identifying the actual traffic type between destinations. 
The application-layer firewall can go further to inspect the application layer to determine 
whether the traffic is going to YouTube or Facebook, even if it's using HTTPS.

At the application layer, threat actors are able to encapsulate (hide) their malicious 
payload as common network protocol traffic. Therefore, an unaware network professional 
may see a lot of HTTP messages that are originating from an internal client machine on 
the corporate network with a destination to a public server on the internet. The HTTP 
packets can contain non-HTTP data at the application layer. Imagine placing a hidden 
message (malicious payload) into a red box. The objective is that you don't want anyone  
to see the red box or read its contents. Therefore, you place the red box into a regular 
green box (HTTP protocol) with a label to be delivered to a user. Everyone will see only 
the outer box (green) and no-one will detect the hidden contents of the red box.
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The following diagram shows a visual representation of malware hidden within an HTTPS 
packet:

Figure 10.8 – Hidden malware within an HTTPS packet

Hence, DPI firewalls have the capability to inspect data at all layers of the TCP/IP protocol 
suite, especially at the application layer, to detect any suspicious data or malicious 
payloads. DPI firewalls can catch malware that is hidden within common network 
protocols, and even those that are hidden using HTTPS. 

Stateful firewall
Another type of firewall is known as a stateful firewall, which has the capability to monitor 
traffic flows between networks. One key point to remember is that stateful firewalls always 
block all inbound traffic by default. Inbound traffic is any traffic that is originating from 
the internet to your internal corporate network. 

The following diagram shows a stateful firewall blocking all inbound traffic:

Figure 10.9 – Stateful firewall blocking inbound traffic
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This firewall maintains a state of connections that are originating from the inside zone 
(internal) to the outside zone (the internet). A firewall uses the concept of security zones 
to determine how to filter traffic using default configurations. The three different security 
zones on a firewall are listed here:

• Inside zone: The inside zone is the most trusted zone. This zone is assigned to 
your internal network and uses a security level of 100 on a Cisco firewall. Level 
100 simply means the zone is fully trusted, therefore the firewall will trust all traffic 
originating from the inside zone by default and will allow the traffic to go to any 
other zone.

• Outside zone: The outside zone has a security level of 0. This a no-trust zone and it 
is usually assigned to a foreign network that does not belong to your organization, 
such as the internet. Traffic originating from an outside zone is not trusted and is 
blocked by default. 

• Demilitarized Zone (DMZ): The DMZ is a semi-trusted zone that usually 
contains publicly accessible servers with very strict rules to permit specific traffic 
types. Organizations with servers that require access from regions of the internet 
are placed within the DMZ. If publicly accessible servers are placed within the 
corporate internal network, allowing users access to your internal network is 
not a good idea from a security perspective. Therefore, the DMZ is used for this 
purpose. The DMZ usually has a security level that is between 0 and 100. In a Cisco 
environment, a security level of 50 is commonly assigned. 

The following diagram shows a visual representation of the security zones on a firewall:

Figure 10.10 – Security zones on a firewall
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Important note
Traffic originating from the inside zone is allowed access to both the outside 
zone and the DMZ. However, traffic originating from the outside zone and the 
DMZ is not allowed access to the inside zone. Specific traffic is allowed from 
the outside zone to the DMZ only if permitted with rules on the firewall.

Let's imagine there's a client machine on the inside zone that wants to access a public  
web server on the internet. The stateful firewall will allow the traffic from the inside zone 
to the outside zone and keep track of the state of the outbound connection. 

The following diagram shows the client attempting to establish a connection to  
a public server:

Figure 10.11 – Outbound connection

As shown in the preceding diagram, the client is attempting to send messages to Server 
A. The firewall inspects the header of the messages for the source and the destination 
addressing details. Since the connection is originating from a zone with a higher security 
level and going to a zone with a lower security level, the connection is allowed by default. 
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The following diagram shows an example of returning traffic from Server A:

Figure 10.12 – Returning traffic

As shown in the preceding diagram, Server A is sending returning traffic back to the 
client on the corporate network. Since the firewall is monitoring the state of the initial 
connection, the traffic is allowed to pass. However, notice that Server B is attempting to 
send traffic to the corporate network, and it's blocked by the firewall simply because the 
firewall does not have a state for this new connection from the inside zone.

Packet filtering 
There are packet-filtering firewalls that only inspect the header of each packet. If you 
recall, the header within a packet contains the source and destination IP addresses and 
service port numbers. This type of firewall strictly depends on access control lists (ACLs) 
to permit or deny traffic. An ACL is a rule created by a network or security professional on 
a router or firewall to filter traffic between a source and a destination.

Important note
Since a packet-filtering firewall does not monitor the state of connections 
between a source and a destination, this type of firewall is also known as  
a stateless firewall. 
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This type of firewall operates between the network (layer 3) and transport (layer 4) layers 
of the TCP/IP protocol suite. Keep in mind that this type of firewall does not have the 
capability to inspect data at the application layer on a packet. If malware is hidden within 
a common network protocol such as HTTP, a packet-filtering firewall will not be able to 
block it.

Having completed this section, you have gained the skills to describe and identify various 
types of firewalls and their operations. In the next section, we will be taking a dive into 
comparing inline traffic interrogation techniques.

Comparing inline traffic interrogation 
techniques
As you will have realized, the Cisco Certified CyberOps Associate (200-201) certification 
is entirely based on detecting, analyzing, and preventing threats within an enterprise 
network. Additionally, throughout the course of this book, you have gained knowledge 
and skills on various types of security solutions and how to perform various tasks as  
a cybersecurity professional. However, regardless of whether you are working in a SOC  
or are part of the Information Technology (IT) team within an organization, you 
definitely need to monitor network traffic in real time to detect any potential threats that 
may be moving across the network.

While there are security appliances such as an NGFW and next-generation IPS on your 
network, sometimes these devices may miss a new emerging threat that hasn't been seen 
before in the wild (the internet). Implementing inline traffic interrogation techniques 
will allow you, as a cybersecurity professional, to capture network packets in real time as 
devices are sending and receiving messages.

The following are two common inline traffic interrogation techniques:

• Physical taps

• Switch Port Analyzer (SPAN)

Using an inline tap requires the cybersecurity professional to install a physical network 
inline tap between two devices. The tap can be installed anywhere on the network that 
you want to capture network packets. However, since the intention of capturing network 
traffic is to monitor for any suspicious traffic, always consider a location that is central to 
all devices. 
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The following diagram shows an example of how a physical inline tap can be implemented 
on a network:

 

Figure 10.13 – Implementing a physical tap

As shown in the preceding diagram, you can see a copy of the traffic between the switch 
and router, and a copy is being sent to a dedicated security monitoring device, which is 
running a network protocol analyzer. 

The following are some key benefits of using a physical inline tap:

• It will create a full copy of the network traffic and send it to the security monitoring 
device.

• It does not drop any traffic.

• A physical inline tap does not require any sort of configuration.

• It is simple to implement on a network.

• Most inline taps do not require power for the device to operate.

• It does not create any contention on the network.

Keep in mind that an inline physical tap does not store the packets on the device itself,  
but rather forwards a copy to the network security monitoring device, which will store 
and analyze the packets.
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Another technique both networking and security professionals use to capture network 
traffic is to configure a feature known as SPAN on Cisco switches. Using this feature 
eliminates the need for a physical inline tap on the network. Technically, SPAN allows you 
to create mirror interfaces (ports) on a switch to function as a physical inline tap. 

The following code snippet shows configurations that allow a Cisco switch to monitor 
both interfaces, FastEthernet 0/1 and FastEthernet 0/2, and send a copy of 
the traffic out of FastEthernet 0/3: 

Switch(config)# no monitor session 1

Switch(config)# monitor session 1 source interface FastEthernet 
0/1

Switch(config)# monitor session 1 source interface FastEthernet 
0/2

Switch(config)# monitor session 1 destination interface 
FastEthernet 0/3

The following diagram shows a visual representation of these configurations using SPAN:

 

Figure 10.14 – SPAN on a Cisco environment
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As shown in the preceding diagram, the switch is creating a copy of the network traffic 
that is passing between the switch and the router and sending the copy to the network 
security monitoring device for packet analysis. 

The following are some key points every cybersecurity professional needs to know when 
using SPAN:

• SPAN is a feature that is built into the switch.

• Since the switch has to create a copy of the traffic, the layer 1 and layer 2 pieces 
of data are dropped from each packet before it is sent out to the network security 
monitoring device. 

• Configuration is required on the switch to create the mirror interfaces.

• Since the switch has to create a copy of the traffic, there can be contention on  
the link.

• Remote SPAN (RSPAN) allows a security engineer to capture traffic between 
switches on the network that share a virtual local area network (VLAN).

Important note
To learn more about SPAN and RSPAN on Cisco devices, please see the 
following link: 

https://www.cisco.com/c/en/us/td/docs/switches/
lan/catalyst2960/software/release/12-2_55_se/
configuration/guide/scg_2960/swspan.html 

Since using both an inline physical tap and SPAN generates a lot of data, it becomes 
challenging to go through all the packets to find a potential threat. Next, we will take  
a dive into understanding how NetFlow can be used to help us identify malicious 
activities. 

Understanding impact and no impact on 
intrusion
Each day, new cyber threats are making their way onto the internet, and organizations 
are experiencing many challenges in detecting such attacks. One of the key objectives of 
a SOC is to detect a potential threat and cyber-attack as it happens on a network in real 
time. This allows security engineers to respond quickly, to prevent a huge outbreak from 
occurring. However, one of the main issues many security professionals face is the time it 
takes to detect a threat or a compromised system on their network.

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst2960/software/release/12-2_55_se/configuration/guide/scg_2960/swspan.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst2960/software/release/12-2_55_se/configuration/guide/scg_2960/swspan.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst2960/software/release/12-2_55_se/configuration/guide/scg_2960/swspan.html
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Having the right security solutions—such as a firewall, IDS/IPS, Email Security 
Appliance (ESA), Web Security Appliance (WSA), Network Access Control (NAC), 
and so on—does not always ensure a perfectly secured environment. Imagine an 
organization invests in all the security solutions to fight against cyber-attacks but the 
security appliances and applications are not properly configured or fine-tuned. This can 
lead to various attacks and threats being undetected. Not being able to detect an attack or 
malware is a very bad thing for any organization. 

There are many organizations that will not be aware that their network has been 
compromised by a threat actor. Some organizations take weeks to detect that their 
systems and network have been compromised, while some take months. One of the main 
objectives within security operations is to reduce the time it takes to detect an intrusion 
on a system and a network. According to Cisco Talos Intelligence Group, Cisco Advanced 
Malware Protection (AMP) provides an average time of 3.5 hours to detect a threat. 

Reducing the time of detection is always a continuous process, whereby a security 
engineer has to tweak the settings and configurations of various security solutions. For 
a really good example to further understand the impact of detecting or not detecting 
an intrusion, let's take a look at the types of alerts provided by an IDS and IPS security 
appliance. As mentioned in Chapter 2, Exploring Network Components and Security 
Systems, an IPS is a proactive security appliance that sits in line with monitoring inbound 
and outbound network traffic. If the IPS detects malicious traffic, it will block the threat 
and send an alert to notify the security engineer. 

The following diagram shows the typical deployment of an IPS on a network:

 

Figure 10.15 – IPS deployment
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As shown in the preceding diagram, the IPS is placed behind the firewall. However, on 
an NGFW, the IPS module is usually integrated into the firewall and requires a software 
license for activation and to receive updates from the global threat intelligence team from 
the device's manufacturer. 

Additionally, an IDS is a reactive security appliance, rather similar to an IPS. An IDS does 
not sit in line with the network, but is simply connected to a network switch and analyzes 
network packets. The following diagram shows a typical IDS deployment on a network:

Figure 10.16 – IDS deployment

As shown in the preceding diagram, the switch is configured with the SPAN feature, 
which enables the switch to send a copy of all traffic to a designated port. In this situation, 
the IDS is connected to the designated port. Since the IDS is not in line, it can only detect 
and alert if a threat is found. 

Whether you are using an IPS or an IDS, these security solutions provide the following 
alert types:

• False positive: A false-positive alert occurs when the security solution, such as an 
IDS/IPS, sends an alert but an actual threat does not exist on the system or network. 
Imagine a user downloads a file from a trusted website, then performs a malware 
scan on the file. After the scan is completed, the results show the file is malicious. 



Understanding impact and no impact on intrusion     363

As a typical user you will not trust the file, simply because the security solution  
says it's malicious. However, what if you decide to get a second opinion by 
performing a scan using a few other anti-malware programs and their results show 
the file is clean? Then, this is a case of the first anti-malware program providing  
a false-positive alert on the file. As a security professional, it's important to always 
pay close attention to alerts generated by your security solutions and fine-tune those 
appliances if needed to reduce the number of false-positive alerts being created. The 
fewer false-positive alerts, the less time is wasted by security analysts and engineers, 
therefore they can allocate their time to real threats.

• False negative: This alert type indicates that a threat exists on the system but no 
alarm is triggered. Implementing a security solution does not mean it will detect 
and stop every threat that exists, or all newly created threats. Sometimes, a security 
solution such as an IDS/IPS can miss threats, which can lead to your systems and 
network being compromised. 

Security engineers are always analyzing network traffic and hunting for threats to 
fine-tune their security appliances and solutions, to catch any potential threats that 
exist. This is a continuous process of fine-tuning to ensure the IDS/IPS security 
appliances do not miss anything. It's important to reduce the number of false 
negatives, simply because threats can go undetected on your systems and network. 

• True positive: This type of alert is simply defined as an alarm that is triggered 
because a threat exists. This is a type of alert security engineers fine-tune their 
security appliances and solutions to generate. When this alert is generated, security 
analysts and engineers know a real threat exists and they initiate their incident 
response (IR) actions immediately to determine whether the threat was contained 
or not. 

• True negative: This type of alert simply means the security solution such as an  
IDS/IPS does not trigger an alarm because there are no threats on the system or 
network. This means the security solution is working as expected. 

• Benign: In the field of cybersecurity, the term benign is used to describe something 
that poses no potential threat or harm to a system or network. Imagine you used 
various anti-malware programs to perform a scan on a file and the results indicate 
no threat exists. Then, we can simply say that the file is benign to the anti-malware 
programs. 
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The following screenshot shows an example of scan results on VirusTotal:

Figure 10.17 – Benign result
As shown in the preceding screenshot, the file is benign to all 57 anti-malware 
engines. 

As a good practice, it's always recommended to ensure that your security appliances 
and solutions always have the latest version of updates installed to catch any new and 
emerging threats. Having completed this section, you have learned about the impact of 
detecting and not detecting an intrusion on an enterprise network. In the next section, 
you will learn about various network protocol headers in intrusion analysis. 

Protocol headers in intrusion analysis
One of the fundamental skills each cybersecurity professional needs to have is a 
foundation in networking. This section is not designed to be a full-fledged networking 
topic but rather to provide you with the essential skills needed to identify the components 
within various protocol headers. 
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Tip 
If you are interested in building a solid foundation in networking, consider 
getting a copy of Implementing and Administering Cisco Solutions: 200-301 
CCNA Exam Guide, published by Packt Publishing: 

https://www.packtpub.com/product/implementing-and-
administering-cisco-solutions-200-301-ccna-exam-
guide/9781800208094 

As you have read throughout this book, and even from experience, devices always 
transmit messages when they are connected to a network. Using a packet analysis tool 
such as Wireshark, you can analyze each field within the headers of each packet. 

Ethernet frame
An Ethernet frame contains the source and destination MAC addresses. The MAC address 
is considered to be a burned-in address (BIA), as the manufacturer of a device's network 
interface card (NIC) hardcodes the MAC into the physical NIC itself.

The following screenshot shows the Ethernet header of a frame using Wireshark:

Figure 10.18 – Ethernet header

As shown in the preceding screenshot, Wireshark shows us the sender's MAC address as 
00:04:e2:22:5a:03 and the destination MAC address as 00:c0:df:20:6c:df. 
Additionally, Wireshark has the capability to resolve the first 24 bits of a MAC address to 
the device's manufacturer. 

Important note
The source and destination MAC addresses change as the frame passes between 
layer 3 devices such as routers.

https://www.packtpub.com/product/implementing-and-administering-cisco-solutions-200-301-ccna-exam-guide/9781800208094
https://www.packtpub.com/product/implementing-and-administering-cisco-solutions-200-301-ccna-exam-guide/9781800208094
https://www.packtpub.com/product/implementing-and-administering-cisco-solutions-200-301-ccna-exam-guide/9781800208094
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This information is useful to help you quickly identify the manufacturer for components 
on your network. As a cybersecurity professional, if an attacker is spoofing their MAC 
address or even launching an attack on your network, you can use the MAC address to 
trace the source device on a layer 2 network. 

IPv4 and IPv6
An IP version 4 (IPv4) header contains a lot of data that helps the protocol deliver 
messages between a source and a destination. A threat actor can attempt to spoof the 
source IP address to avoid detection during their cyber-attack. As a cybersecurity 
professional, if you detect an unauthorized IP address on your network, this should  
be a red flag for immediate investigation and containment of the rogue system. 

The following screenshot shows the IPv4 field header of a packet in Wireshark:

Figure 10.19 – IPv4 header

As shown in the preceding screenshot, Wireshark helps to identify the data found within 
each field of the IP header of the packet, such as the version, the length, the Time to Live 
(TTL), the protocol associated with the IP, and the source and destination IP addresses. 

Additionally, Wireshark is able to provide details of IPv6 protocol headers, as shown in 
the following screenshot:
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Figure 10.20 – IPv6 protocol header

As shown in the preceding screenshot, you are able to use Wireshark to obtain the source 
and destination IPv6 addresses and additional data within a packet. As you can see, there 
are fewer fields within an IPv6 header as compared to an IPv4 header.

TCP
TCP is a connection-oriented protocol within the transport layer of the TCP/IP protocol 
suite. The transport layer is responsible for the delivery of messages between a source and 
a destination and for assigning corresponding service port numbers to the segments. 

The following screenshot shows the TCP header found within a message using Wireshark:

Figure 10.21 – TCP protocol header



368     Performing Intrusion Analysis

As shown in the preceding screenshot, the TCP header contains the source and 
destination TCP service port numbers. These service port numbers are associated with 
application-layer protocols. Furthermore, you are able to identify the sequence number, 
acknowledgment number, window size, and flags that are configured on the message. 

We can see that the message has a destination port of 80, which is associated with HTTP 
at the application layer of the destination host. This means that there is a web server 
running on the destination device. Additionally, you can see the source (sender's)  
service port number. As a cybersecurity protocol, you need to be aware that various 
malware—such as bots—use specific port numbers when communicating with their C2 
servers. If you detect abnormal traffic that is either originating from or has a destination 
to a service port that is known for C2 traffic, you need to terminate the connection and 
investigate whether other systems within your network are attempting to establish similar 
outbound connections. 

UDP
The User Datagram Protocol (UDP) is a connectionless protocol that operates at the 
transport layer of the TCP/IP protocol suite. Similar to TCP, UDP also assigns source and 
destination service ports to outbound messages from a host device. 

The following screenshot shows the fields found within UDP using Wireshark:

Figure 10.22 – UDP header

As shown in the preceding screenshot, the UDP header contains fewer fields as compared 
to TCP, hence it is lightweight and faster in terms of transmitting messages on a network. 
As a cybersecurity professional, we need to observe traffic that originates from various 
source ports and the traffic that are going to host devices of a specific destination port. 
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ICMP
ICMP is a protocol used by many network professionals to test and troubleshoot  
end-to-end connectivity by using tools such as Ping and Traceroute. A threat actor  
can leverage the ICMP network protocol for a variety of cyber-attacks, such as exfiltrating 
data or even attempting to create a DoS attack. 

The following screenshot shows a single host generating many ICMP request messages:

Figure 10.23 – ICMP flooding

As shown in the preceding screenshot, a source device of 192.168.43.9 is flooding 
both 8.8.8.8 and 8.8.4.4 with ICMP request messages. For each ICMP request 
message received by a host, the device has to process it and respond with an ICMP 
reply message back to the sender. The processing of each message takes up some of 
the computing resources available on the receiving devices, and if a sender is flooding 
hundreds or thousands of request messages to a specific destination, this will eventually 
create a DoS attack. 

The following screenshot shows the fields found within the ICMP header using Wireshark:

Figure 10.24 – ICMP header

As shown in the preceding screenshot, the ICMP header contains the ICMP type, code, 
checksum status, timestamps, and additional data. As a cybersecurity professional, if you 
observe a lot of suspicious ICMP activity occurring between a source and a destination  
on your network, it is worth investigating for a possible cyber-attack. 
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DNS
The Domain Name System (DNS) protocol is another common application-layer 
protocol. DNS is used to resolve the hostname to an IP address, which allows us to 
just remember the hostname of a device rather than the IP address of the system. DNS 
messages are frequently sent between a client and a DNS server. However, threat actors 
and malware can use the DNS protocol to both exfiltrate data from your organization and 
even establish a session between a compromised machine on your local network and a C2 
server on the internet. 

The following screenshot shows the fields of a DNS query message on Wireshark:

Figure 10.25 – DNS query header

As shown in the preceding screenshot, you can expand the fields within the header of a 
DNS message and view the data that is being exchanged between the client and the DNS 
server. Furthermore, you can see the actual queries and the responses that are being 
made. If you notice suspicious DNS queries are being sent to unknown or untrusted DNS 
servers, it may be a possible cyber-attack that should be investigated.
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SMTP
The Simple Mail Transfer Protocol (SMTP) is an application-layer protocol that is used 
for sending emails on a network. This protocol is unsecure and sends data in plaintext, 
which allows an attacker to capture any sensitive and confidential information. 

The following screenshot shows an email client exchanging messages with an email server:

Figure 10.26 – SMTP protocol

As shown in the preceding screenshot, we can see each SMTP packet being sent between 
a client (10.10.1.4) and the email server (74.53.140.153). In the Info column, you 
can see a summary of the plaintext messages that are being sent back and forth. You can 
even see the username (packet #12) and password (packet #14) that were used during the 
user authentication process.

Important note
Both Post Office Protocol 3 (POP3) and Internet Message Access Protocol 4 
(IMAP4) are email protocols that are used to retrieve email messages from an 
email server. Similar to SMTP, both POP3 and IMAP4 are unsecure protocols 
that send data in plaintext. 

With Wireshark, we can follow an entire stream of packets. This feature allows Wireshark 
to take all the packets that belong to a stream between a source and a destination and 
present them for use in a way that is simple to read and understand.
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The following screenshot shows the TCP stream for the SMTP traffic between the client 
and the server:

Figure 10.27 – TCP stream

As shown in the preceding screenshot, Wireshark took all the SMTP traffic, extracted 
the data from each packet in sequential order, and presented it in a dialog format. As 
shown, we can read the entire transaction in plaintext and all the email messages that were 
exchanged between the client and the server. 

HTTP and HTTPS
Both HTTP and HTTPS are application-layer protocols that allow a web browser to 
communicate and interact with a web server. The main difference between these two 
protocols is that HTTP is an unsecure protocol that exchanges messages in plaintext, 
while HTTPS uses encryption to provide confidentiality. 
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The following screenshot shows the header of an HTTP packet:

Figure 10.28 – HTTP message

As shown in the preceding screenshot, the HTTP GET message contains a lot of fields that 
specify information about the sender, such as the following:

• User-Agent: Tells the web server about the sender's web browser

• Host: The sender's IP address

• Accept: The type of format the sender's browser will accept

• Accept-Language: The preferred language the sender will accept from  
a response

• Accept-Charset: The character set format and type the sender will accept from 
the server

• Accept-Encoding: The type of encoding that will be accepted by the sender 
from the web server

• Connection: Informs the web server of how to maintain the connection

As a cybersecurity professional, understanding the type of data that can be found within 
an HTTP/HTTPS header can help you identify whether a client had access to a malicious 
server to either upload or download files. 

ARP
The Address Resolution Protocol (ARP) is responsible for resolving IP addresses to 
MAC addresses on a LAN. Since switches are unable to read layer 3 header information 
such as IP addressing, it's important that all nodes insert the accurate source and 
destination MAC addresses into their messages. Switches use layer 2 header details and 
the source and destination MAC addresses when making their forwarding decisions. 
However, threat actors can perform various types of cyber-attacks by leveraging the  
ARP network protocol.
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The following screenshot shows an ARP flooding attack on a network:

Figure 10.29 – ARP flooding attack

As shown in the preceding screenshot, we can see that a single client with a source MAC 
address of 00:07:0d:af:f4:54 is sending a flood of ARP request messages to all 
devices on the same layer 2 segment (FF:FF:FF:FF:FF:FF). As a cybersecurity 
professional, if you observe such volume and type of traffic on your network, it should be 
considered suspicious and worth investigating. 

The following screenshot shows the protocol header of an ARP message using Wireshark:

Figure 10.30 – ARP protocol header

As shown in the preceding screenshot, we are able to obtain both the source and 
destination MAC and IP addresses. As a security professional, understanding how to 
find such information within network packets will be fruitful during your analysis and 
investigation of a network intrusion. 
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Having completed this section, you have learned how to identify various protocol headers 
within a packet. In the next section, you will gain hands-on skills on how to perform 
packet analysis using Wireshark. 

Packet analysis using a PCAP file and 
Wireshark
Packet analysis is the technique of investigating details found within network traffic in an 
organization. Since devices send and receive packets between each other, the details found 
by analyzing the network traffic will provide statistics and in-depth information about 
all the conversations that are of interest to a security engineer. Such details will be host 
devices, protocols, file transfers, Voice over IP (VoIP) conversations, and so on. You'll be 
able to determine the most widely used network applications, the hosts that are sending 
and receiving the most network messages, file transfers, network errors and latency issues, 
and even perform network forensics to determine which event occurred on the network. 

One of the most popular tools for performing packet analysis is Wireshark. Wireshark has 
been around for quite some time now and can capture traffic on many types of networks, 
such as wired, wireless, and mobile networks. To learn about packet analysis, you need to 
see Wireshark in action in the following lab exercise.

Lab – packet analysis using Wireshark
In this lab, you will learn the fundamentals of analyzing network packets using Wireshark. 
You will also learn how to identify the most used applications on a network, identify files 
that are transferred between a source and a destination, and extract files from a PCAP file 
using Wireshark.

To complete this hands-on exercise, please follow these instructions:

1. Download and install Wireshark on your host computer. Wireshark can be found  
at https://www.wireshark.org/. 

https://www.wireshark.org/
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2. We'll be using a sample capture that contains a lot of data. To download the sample 
capture, go to https://gitlab.com/wireshark/wireshark/-/wikis/
SampleCaptures and download the http_with_jpegs.cap.gz file, as 
shown in the following screenshot:

Figure 10.31 – Sample packet capture

3. Once the http_with_jpegs.cap.gz file has been downloaded, use a tool such 
as 7-Zip (https://www.7-zip.org/) to extract the PCAP file.

4. Once the file has been extracted open it using Wireshark, as shown in the following 
screenshot:

Figure 10.32 – Packet list pane
As illustrated in the preceding screenshot, Wireshark loads the sample capture 
and shows the packet number, absolute time (Time), source and destination IP 
addresses, source and destination port numbers, network protocol, packet length, 
and a brief summary about the packet. 

https://gitlab.com/wireshark/wireshark/-/wikis/SampleCaptures
https://gitlab.com/wireshark/wireshark/-/wikis/SampleCaptures
https://www.7-zip.org/
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5. Click on packet #1 to get additional details about this packet, as illustrated in the 
following screenshot:

Figure 10.33 – Selecting a packet
As shown in the preceding screenshot, the packet details pane provides in-depth 
details about the selected packet. Expanding each row, you will be able to analyze 
each field within the packet itself.

6. To view all the connections that occurred during the capture of this sample file, 
click on Statistics | Conversations, as shown in the following screenshot:

Figure 10.34 – Viewing network conversations
The following window will open and show a list of all network conversations that 
occurred, as shown in the following screenshot:

Figure 10.35 – Viewing host conversations
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As shown in the preceding screenshot, you can see a list of conversations between 
a source and destination host and the total number of packets sent. Here, you can 
quickly identify the source and destination IP addresses between host devices. 

7. Next, click on the TCP tab to view a list of all the TCP connections, as shown in the 
following screenshot:

Figure 10.36 – Viewing TCP connections
As shown in the preceding screenshot, you are able to identify the source and 
destination IP addresses, source and destination service port numbers, and 
protocols between hosts who are exchanging messages. When you have finished 
exploring the data found within each tab, close the Conversations window. 
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8. If you scroll down further on the packet list pane, you'll notice that packets #19, #20, 
and #21 are highlighted in red and black, as follows:

Figure 10.37 – Packets with errors
Wireshark has identified these packets as containing some type of error or warning 
on the network and has highlighted this on the interface.

9. Click on packet #21 and expand the packet details pane, as shown in the following 
screenshot:

Figure 10.38 – Expanding the packet details pane
As shown in the preceding screenshot, Wireshark has cited an issue with this 
particular packet, as the frame is suspected to have been sent out of order. If you 
see many packets being flagged as out-of-order, this can be a networking issue 
or a security concern that an attacker is sending malicious code on your network 
while trying to avoid detection. Keep in mind that Wireshark is a network protocol 
analyzer and cannot stop an attack.
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10. A PCAP file contains all the files that are transferred between a source and a 
destination during the capturing process of the packets. To extract a file from a TCP 
stream, click File | Export Objects | HTTP…, as shown in the following screenshot:

Figure 10.39 – Exporting objects

11. Next, the HTTP object list window will open. You will see a list of all the files and 
their file types that were exchanged during the packet capture. To extract a file, 
select the file and click Save, as shown in the following screenshot:
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Figure 10.40 – Extracting a file from a PCAP file
The following is a preview of the file that was extracted during this lab exercise:

Figure 10.41 – Image 

Having completed this lab, you have gained the skills for identifying various key elements 
using Wireshark and have learned how to extract files from a PCAP file. This knowledge  
is very useful as if you have detected a malicious file that was sent between a source and  
a destination, you can extract the malicious file to perform malware analysis. 
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Summary
During the course of this chapter, you have gained the knowledge and skills to  
identify various fields found within networking protocols as they are associated with 
a network-based intrusion. Additionally, you are able to perform packet analysis and 
extract files from a packet capture using Wireshark. This skill is very useful when trying 
to identify which files were exfiltrated or downloaded during a cyber-attack. Lastly, 
you are able to compare traffic integration techniques, such as methods on capturing 
network traffic as it passes along a network. The capturing of inline network traffic helps 
a cybersecurity professional to perform real-time traffic analysis to determine suspicious 
activities between users, appliances, and devices. 

I hope this chapter has been informative for you and is helpful in your journey toward 
learning the foundations of cybersecurity operations and gaining your Cisco Certified 
CyberOps Associate certification. In the next chapter, you will learn the fundamentals of 
security management and techniques that can help reduce risk within an organization.

Questions
The following is a short list of review questions to help reinforce your learning and help 
you identify areas that require some improvement. The answers to these questions can be 
found in the Assessments section at the end of this book:

1. Which type of device provides automation for handling security incidents?

A. SIEM

B. IPS

C. SOAR

D. Firewall

2. How can a firewall filter traffic on a network?

A. Through the source IP address

B. Through the service port number

C. Through the protocol

D. All of the above
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3. How can a security professional capture traffic on a network?

A. By configuring SPAN

B. By configuring Spanning Tree Protocol (STP)

C. By configuring port security

D. None of the above

4. Which of the following alert types means there is an intrusion on the network but 
no alarms were triggered?

A. False positive

B. False negative

C. True positive

D. True negative

5. Which of the following is not an element of the five tuples?

A. Destination server port number

B. Protocol

C. Source IP address

D. Device hostname

Further reading
To learn more about network analysis and intrusion policies, see the following:

• Network analysis and intrusion policy basics: https://www.cisco.com/c/
en/us/td/docs/security/firepower/650/configuration/guide/
fpmc-config-guide-v65/overview_of_network_analysis_and_
intrusion_policies.html 

https://www.cisco.com/c/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/overview_of_network_analysis_and_intrusion_policies.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/overview_of_network_analysis_and_intrusion_policies.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/overview_of_network_analysis_and_intrusion_policies.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/overview_of_network_analysis_and_intrusion_policies.html
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As you have discovered thus far, there are many elements that need to work together in 
improving the security posture of enterprise networks and the organization as a whole. 
During the course of this book, you have learned about the principles and importance 
of implementing a Defense-in-Depth (DiD) approach to defend against the latest 
cyberattacks and threats. One such element that is commonly overlooked and sometimes 
forgotten in the industry is the need to implement policies, procedures, and guidelines  
for managing assets, configuring mobile and portable computing devices, and maintaining 
patch levels and vulnerabilities within the organization. 

While many organizations work continuously to ensure all aspects of DiD are 
implemented and enforced, some companies sometimes forget some of the essential 
things such as managing the patch levels on all their devices and even proactively looking 
for vulnerabilities on their network. Being in cybersecurity is one of the most dynamic 
and exciting fields; however, it requires continuous personal development and a proactive 
approach when defending against newly emerging cyberattacks and threats.
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Throughout this chapter, you will learn how to identify common artifacts consisting of 
data found on existing networking and security devices on your network to discover and 
gather data on an intrusion. Then you will learn how to use regular expressions (regexes) 
to filter large datasets to retrieve specific data about an intrusion on a system. 

Furthermore, you will explore the importance and impact of implementing proper 
management policies to manage the assets, configurations, mobile devices, and 
vulnerabilities within an organization. 

In this chapter, we will cover the following topics:

• Identifying common artifact elements

• Interpreting basic regular expressions

• Understanding asset management

• Delving into configuration and mobile management

• Exploring patch and vulnerability management

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the 
following hardware and software requirements:

• Oracle VirtualBox downloaded and installed: https://www.virtualbox.
org/ 

• Ubuntu 20.04 LTS desktop as your operating system: https://ubuntu.com/
download/desktop 

Link for Code in Action video: https://bit.ly/32MawBE

Identifying common artifact elements
During a cyberattack, a seasoned hacker will attempt to compromise as many systems as 
possible while leaving more than one backdoor access on each system within the shortest 
possible time. This will allow the hacker to access the compromised systems and network 
at any time in the future, with multiple backdoor accesses providing the hacker with 
multiple points of entry on a single system. Therefore, if one point of entry is no longer 
available, another can be used to access the victim's system. Before the hacker leaves 
the system, they will usually attempt to clear all possible traces of their presence on the 
compromised system and then exit. This is known as clearing tracks and is the last phase  
in hacking. 

https://www.virtualbox.org/
https://www.virtualbox.org/
https://ubuntu.com/download/desktop
https://ubuntu.com/download/desktop
https://bit.ly/32MawBE
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As a cybersecurity professional, it's important to develop a critical thinking mindset that 
enables you to quickly identify threats and catch the bad guys on the network. Put simply, 
if you want to catch the hacker on your network, you need to think like a hacker. This 
means that if you are able to develop the creative and strategic mindset of a hacker, you 
will gain an intuitive understanding of the ways in and out of an organization's network 
and its relative weak points. Therefore, if you can think like a hacker and identify these 
vulnerabilities on a network, then surely you will be able to implement security controls 
and countermeasures to prevent a real hacker from gaining access. However, thinking 
like a hacker also means you will think about ways to remove all possible traces that 
may indicate your presence on a system or network during and after a cyberattack, and 
clearing system logs is the most common method to remove any footprint indicating that 
the hacker was on the system. 

You may be thinking, if the hacker cleared the logs on the compromised system, how  
can we trace the attack? There are many other networking and security devices that  
exist on your network, including routers, switches, firewalls, and other security appliances. 
The hacker may not be able to compromise all these devices at once, so these devices  
may contain network and security data that can show you what event occurred on  
your network. 

Important note
Within the field of cybersecurity and penetration testing, there is the Blue 
Team, Red Team, and Purple Team. The Blue Team are typically the defenders 
of the network who are responsible for implementing security controls, 
monitoring the security posture, and remediating any threats. The Red Team 
has the responsibility of testing the organization's security controls at any 
time without informing the Blue Team. This helps both teams to identify 
vulnerabilities and shortcomings within the organization. A Purple Team is a 
single unit with the responsibilities of both the Blue and Red Teams combined. 

Within an enterprise network, there are many security solutions and appliances. Each 
device, whether it's a router, switch, or firewall, is configured to send its network 
and security data to a centralized system such as a Security Information and Event 
Management (SIEM) platform. The SIEM platform contains the data of all the security 
events that occurred on the network, and even if a firewall detects suspicious traffic, the 
data about this will be stored on the SIEM platform. Within a Cisco environment, there's 
the Cisco Firepower Management Center (FMC), which operates like a SIEM platform 
to provide centralized management of Cisco security solutions on a network. Cisco FMC 
also has the ability to provide us with the artifact data on a security intrusion event. 
Devices such as SIEM platforms and Cisco FMC are a good place for us to start gathering 
artifacts that can identify an intrusion on a network. 
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Both the SIEM platform and Cisco FMC provide the following artifact elements:

• Source and destination IP addresses

• Client and server port numbers

• Processes and appliances

• Determining where any Application Programming Interface (API) calls were 
made

• Hashes of malware

• Uniform Resource Locators (URLs) and Uniform Resource Identifiers (URIs)

To get a better idea about gathering the common artifacts of an intrusion, let's take  
a look at Cisco FMC and understand how a platform such as this can help us in gathering 
important data about a network intrusion. The following screenshot shows the summary 
dashboard of the Cisco FMC:

Figure 11.1 – Cisco FMC dashboard

As shown in the preceding screenshot, you are able to get a summary of the intrusions 
that occurred on the network using a centralized user interface. Here you can see the 
top threats, indicators of compromise on host devices, the top targets, and much more 
information. 
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The following screenshot shows the Malware Events Analysis tab on Cisco FMC: 

Figure 11.2 – Malware events

As shown in the preceding screenshot, Cisco FMC shows a summary of all the malware 
events that occurred on the entire network. You are able to determine the following 
artifacts about each intrusion event:

• Timestamps

• Any action taken by Cisco FMC

• The source IP address and country

• The destination IP address and country

• The source and destination port numbers

• The affected users on the network/system

• The event type

• The detection name (name of threat)

• The affected filename

• The file hash value

• The threat score

• The file type

• The file size

• The file URI (origin of the file)

• The application and client used to download/upload the file

As a cybersecurity professional, this information will help you understand the source  
and type of threat, the actions taken by your security solutions to mitigate the threat,  
and which systems were compromised. 
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The following screenshot shows Cisco FMC detecting malware on the network:

Figure 11.3 – Malware detection

As shown in the preceding screenshot, you are able to drill down on each piece of 
malware that Cisco FMC has found to get further details. For the Swf.Exploit.
Rigek::malicious.tht.talos malware, we are able to get the source and 
destination IP addresses, source and destination port numbers, source and destination 
countries, the hash value of the malware, and the file URL. 

Important note
Notice the same malware is associated with different file URLs as shown in the 
screenshot. This means the same malware originated from different sources. 
Therefore, a security professional should restrict access to these URLs as they 
are considered to be multiple-infected or compromised hosts. 

A cybersecurity professional can simply click the malware icon next to the hash value to 
show the trajectory and get more details about the malware while it was on the network, 
shown as follows:

Figure 11.4 – Malware information
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As shown in the preceding screenshot, Cisco FMC provides the full details about the 
trajectory information of the malware while it was on the network. You are able to get the 
file hash, file type, threat score, trajectory data, host systems (IP addresses), timestamps, 
and so on.

The following screenshot shows the trajectory information for a piece of malware using 
Cisco FMC:

Figure 11.5 – Trajectory information

As shown in the preceding screenshot, you can see the source of the malware 
(194.87.234.129), and the system that was infected within the network – the 
10.1.86.19 host device. Additionally, you are able to see the time and date of the 
infection, how the malware moved around the network, and the actions taken by the 
Cisco FMC security solution. For example, the security professional can click on each icon 
to get specific details about the point-in-time event, such as at 2020-01-10 23:02:32, 
the malware was blocked based on the icons in the screenshot. 

Not all organizations will have a SIEM and/or Cisco FMC. However, there are many other 
devices on your network that contain data about network traffic, such as routers, switches, 
and firewalls. You can inspect traffic types and logs on these devices for artifacts that can 
assist in identifying an intrusion. 

Having completed this section, you have gained the knowledge and skills to identify 
important artifacts using various sources of information on a network that can trace an 
intrusion. In the next section, you will learn how to interpret basic regexes, which you  
can use to help you find specific details within large amounts of data. 
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Interpreting basic regular expressions
As you have read thus far, all the networking and security solutions and devices on an 
enterprise network gather data and generate logs about the traffic within an organization. 
Even end devices such as the employees' computers and servers create log messages about 
each transaction that occurs on the system. These log files can become very large in size as 
more log messages are written to them. 

As a cybersecurity professional, if you are given the task of finding a certain event within 
a large set of data, going through it can be very time-consuming, involving a lot of manual 
work. However, there are various types of regexes that we can use to help us filter large 
quantities of data and quickly obtain specific results. 

To get a better understanding of the importance and use of basic regexes, imagine  
you want to find a person's landline telephone number using a traditional telephone 
directory. If you recall, years ago, these traditional telephone directories were very large 
printed books that contained publicly listed names, addresses, and telephone numbers  
of individuals and companies. Having to go through each page searching for a person's 
name in alphabetical order would be quite time-consuming. This can be used as an 
analogy to understand the task of searching a very large log file on a server, with 
thousands of entries, where each row contains the timestamps, severity level, and 
description of each event that occurred on the system. Using regexes, however, you  
can filter the output of the log file to display specific details, instead of having to wade 
through all the entries that the log contains. Put simply, basic regexes can help us match 
patterns of data on a system or in a file.

The following are some commonly used basic regexes:
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Figure 11.6 – Common regexes

As shown in the preceding table, these regexes can be used to help us locate specific data 
within a large dataset, such as a log file containing thousands of entries. 

Tip
The following is a useful regex cheat sheet for security professionals: 
https://github.com/attackercan/regexp-security-
cheatsheet. 

To get a better understanding of how to use these regexes to sort through data, let's take  
a look at some practical use cases in the following lab.

Lab – using regexes to find specific data values
In this hands-on lab, you will discover how to use regexes to sort through large datasets 
to quickly retrieve important data. During the course of this lab, we will be using various 
regexes to find specific data on a Linux machine. Keep in mind that the output of the 
results shown in this lab will be a bit different from the output on your personal machine. 
The idea is to demonstrate how these regexes can help you sort through data quickly.

https://github.com/attackercan/regexp-security-cheatsheet
https://github.com/attackercan/regexp-security-cheatsheet
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To complete this exercise, please use the following instructions:

1. Ensure you have an Ubuntu 20.04 LTS desktop virtual machine installed and 
working. Most likely you already do as previous chapters required the installation. 

2. Open the Linux Terminal and use the cd /var/log/ command to change your 
working directory.

3. Next, use the cat syslog command to view the entries within the syslog file, 
as shown in the following screenshot:

Figure 11.7 – Changing the working directory

Tip
The ls command allows you to show the file and folders within a working 
directory on a Linux system. 

The cat command shows all the entries within the syslog file and as you can 
see, there is a lot of data. Imagine you need to find a specific log entry somewhere 
among thousands of lines – it will be challenging. However, using regexes can help 
you filter specific data, as we will see now. 

Tip
Within Linux, the grep command is used to display only the lines of  
a matching pattern. We are going to use grep with regex to help to display 
only the data we want to retrieve.  
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4. To display the strings within the syslog file containing two to four capital letters 
consecutively, we can use the grep [A-Z]{2,4} syslog command shown as 
follows:

Figure 11.8 – Regex example 1 
As shown in the preceding screenshot, the output shows only those strings 
containing only two to four capital letters.

5. To display strings that contain the number 2,000 within the syslog file, use the 
grep 2000 syslog command shown as follows:

Figure 11.9 – Regex example 2
As shown in the preceding screenshot, this command is useful if you are looking for 
entries that contain a specific number. 

6. To display strings within a certain range of values, such as log entries between a 
specific time range (say, 07:51:50 and 07:51:59), we can use grep 07:51:5[0-9] 
syslog as shown here:

Figure 11.10 – Regex example 3
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This regex is useful for filtering log events that occur between specific time periods.

7. Imagine an outage occurred on a network and you needed to find all the critical 
events associated with the logs on a system. You could use the grep \critical 
syslog command as shown here:

Figure 11.11 – Regex example 4
This command is very useful as it allows a user to filter large amounts of data in 
search of entries containing a specific keyword. 

Having completed this exercise, you have gained the essential skills to use regexes to 
sort through datasets quickly to find specific events that may be related to an intrusion. 
In the next section, you will learn about the importance of asset management within an 
organization. 

Understanding asset management
Asset management within the field of cybersecurity is an important topic that should 
never be overlooked. It simply involves a continuous process of always updating the 
inventory of all the Information Technology (IT) assets within an organization. 
Additionally, asset management involves the continuous search and discovery of any 
security gaps that exist in the organization's IT assets, such as device or application 
misconfigurations, allowing cybersecurity professionals to implement enforcement for 
security controls to ensure these security gaps are quickly identified and resolved. 

Important note
If you recall, in Chapter 3, Discovering Security Concepts, we discussed the 
various types of assets within any organization: tangible, intangible, and 
people. Therefore, it's essential to ensure all our assets are accounted for and 
tracked properly. 
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Many people may ask the question, what is the impact if an organization does not 
properly manage its IT assets? Imagine you're an IT professional within a large enterprise 
organization with hundreds of users and many devices including computers, servers, 
network printers, routers, switches, security appliances, and even virtual machines. Not all 
of these devices will have the latest security patches and updates installed on them, which 
means there will be many vulnerable systems on your network. Put simply, the more 
vulnerable systems on your network, the larger the attack surface for a threat actor such 
as a hacker or even malware to exploit, and thus compromise your organization and its 
systems. 

Many IT professionals overlook the importance of asset management and think their 
organization is safe and their networks are secure. However, in reality, everything is 
vulnerable and it's just a matter of time before the system or network is compromised. 
Therefore, implementing proper asset management policies and procedures within an 
organization will help reduce the attack surface and the risk of a potential cyberattack. 
Hence, each device needs to be accounted for and tracked properly. 

Within the field of IT, there are various software applications that help both IT 
professionals and security experts to create an inventory of the systems such as computers 
and other devices that are managed by their organization. The following are asset 
management software applications:

• ServiceNow ITSM

• Spiceworks IT Asset Management

By keeping track of your IT-related assets, including both hardware and software 
components, cybersecurity professionals will be better equipped to determine whether  
the management of assets within the organization is meeting compliance requirements. 
Being compliant with a standard or framework simply means an asset has met the 
minimum requirements acceptable for security and operations. For example, businesses 
that provide some type of payment card system require that all their IT-related assets are 
in compliance with the Payment Card Industry Data Security Standard (PCI DSS). 
Therefore, if a device does not meet the required level of compliance, the relevant security 
professional can easily identify the asset and respond accordingly. 
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To get started with asset management, the following are some guidelines:

• To determine which systems contain vulnerabilities, you can use a vulnerability 
scanning tool such as Nessus to perform periodic and automated scanning and 
reporting. 

• Use both active and passive monitoring security solutions such as PRTG Network 
Monitor, SolarWinds, and even Cacti.

• Implement endpoint security management tools and software.

• Use orchestration tools such as Ansible, Puppet, and Chef to perform automated 
tasks across devices throughout your organization.

In large enterprise networks, you will commonly find that security professionals have 
implemented the IEEE 802.1X standard for Network Access Control (NAC). This allows 
security professionals to configure NAC to profile any connected device on the wired and 
wireless networks to determine whether the device is compliant with the organization's 
network. Put simply, within a Cisco environment you will find the Cisco Identity Services 
Engine (ISE), which has the ability to profile connected devices and determine whether 
these devices have the latest security patches, anti-malware protection, the latest updates, 
and so on. 

Therefore, if a device is connected to the network and does not meet the requirements,  
the Cisco ISE will provide a method to allow the device to install the necessary updates 
before gaining access to the enterprise network. Additionally, a cybersecurity professional 
can configure the Cisco ISE to allow devices with certain operating systems and versions 
to be connected. In a situation where a device with an older, non-supported operating 
system is connected, the Cisco ISE appliance can allow limited network connectivity to 
the user. 

Important note
The NIST SP 1800-5 documents contain details on IT Asset Management. 
This documentation can be found at https://csrc.nist.gov/
publications/detail/sp/1800-5/final.

With proper asset management procedures and policies in place, security professionals 
can gain better visibility of the assets within their organization. If an asset does not 
have the latest operating system and security patches installed, the security team can 
quickly identify those assets and take the appropriate actions to resolve the issue. In the 
next section, you will learn about the need for both configuration and mobile device 
management. 

https://csrc.nist.gov/publications/detail/sp/1800-5/final
https://csrc.nist.gov/publications/detail/sp/1800-5/final


Delving into configuration and mobile device management     401

Delving into configuration and mobile device 
management
One of the major issues within the field of IT is properly tracking and managing 
the changes of configurations on systems. Whether the system is a device or even 
an application, system administrators will sometimes make a change on the system 
without creating a backup of the last known good configuration or even updating any 
documentation with a description of the changes. Additionally, you will often discover 
that systems within an enterprise network do not all have the same configurations due 
to modifications being made on systems without any tracking. This is referred to as 
configuration drift. 

To solve this problem of configuration drift, organizations can implement proper 
configuration management techniques by using a standard such as the NIST SP 800-128, 
which focuses on the configuration management of information systems. Organizations 
can develop a Standard Operating Procedure (SOP) that outlines how configurations 
are deployed and managed on systems. Various configuration management tools such as 
Ansible, Puppet, and Chef can be used to help automate configuration changes across 
large networks. 

Important note
The NIST SP 800-128 document is the Guide for Security-Focused 
Configuration Management of Information Systems. This documentation 
can be found at https://csrc.nist.gov/publications/
detail/sp/800-128/final. 

To get started with configuration management, it's important that the IT team creates 
a configuration baseline for each unique device on their network. For example, a 
configuration baseline should be created for all the routers within an organization. This 
baseline will include a pre-defined set of configurations that is applied to all the routers 
within the network. The baseline helps security professionals to create a configuration 
standard of security policies that are applied to all the devices on the network. After the 
baseline has been applied to a device, the security administrator can then apply additional 
configurations to ensure the device is configured and operating as expected, while 
recording the configurations made on the device itself. 

https://csrc.nist.gov/publications/detail/sp/800-128/final
https://csrc.nist.gov/publications/detail/sp/800-128/final
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If there are systems on the network for which baselines do not exist, then it's important 
that the IT administrators or security professionals take a look at the configurations of 
such devices and determine whether there are any misconfigurations or vulnerabilities. 
If there are any issues, they should be reported and resolved as quickly as possible. A 
simple example could be a network engineer who configured an edge router for a large 
organization and forgot to disable the telnet service on the router. As a result, threat 
actors were able to gain access to the organization's router and cause damage. Hence it's 
important that the configurations of all devices are properly assessed and tested before 
being implemented on a production network.

Another security issue within many organizations is the tracking of mobile devices. 
Many organizations support mobility to allow their employees to work freely from 
almost anywhere within the organization and, nowadays, even remotely from home. As 
organizations purchase more and more portable devices, such as laptops and particularly 
smart devices, IT teams need to ensure these assets are properly managed and tracked.

Providing a company-owned smartphone to an employee may seem harmless to the 
organization from a user point of view. However, smartphones are computing devices 
with CPUs, RAM, storage, and operating systems. Having a company-owned smartphone 
means there will be company-related data stored on the device, such as confidential 
files, email messages, and attachments, and even Instant Messaging (IM). Imagine the 
outcome of the employee losing the smartphone while commuting or the device being 
stolen – the person who gains possession of the smartphone could access its contents and 
view the company's private data. This is not good, as the organization's data should be 
accessible to authorized persons only.

In a similar situation, company-owned laptops are distributed to various employees to 
perform their daily duties. Laptops can store a lot of data that belongs to the organization. 
Hence it is equally important to track these assets as well. However, we cannot forget 
about the devices owned by the employees themselves that they might connect to the 
organization's wired or wireless network. As a cybersecurity professional, you always want 
to ensure you are aware of the security posture of each device that is connected to your 
organization's network.

Imagine that the security team of an organization ensures all the company-owned devices, 
such as computers, servers, networking devices, security appliances, and smart devices, 
have met the security standard before they are allowed access to the network. Then one 
day an employee brings in their personal device – say, a smartphone – and connects it to 
the network, and unknowingly infects the entire network with malware. This could cost 
the company a lot of money and resources to disinfect the compromised systems and 
restore them to a working state. 
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By implementing a Mobile Device Management (MDM) policy within the network, 
security professionals are able to remotely monitor the mobile device. The IT team can 
track the geolocation of the device if it is lost or stolen, wipe the device, and implement 
security policies to control access privileges to various features and settings on the device. 
Additionally, an MDM is usually installed as an agent-based client on the mobile device, 
allowing the MDM manager application to track the device, determine its security 
posture, and whether the device is compliant before allowing it to access the network. 

Important note
The NIST SP 800-124 document is called Guidelines for Managing the 
Security of Mobile Devices in the Enterprise. This documentation can be 
found at https://csrc.nist.gov/publications/detail/
sp/800-124/rev-2/draft. 

An example of an MDM solution is from Cisco Meraki, which offers a cloud-based 
solution to provision, monitor, and secure mobile devices. This type of solution allows 
organizations to use their wireless networks without having to worry about unauthorized 
and non-compliant devices. 

Tip
To learn more about Cisco's Meraki cloud-based MDM solution, please 
visit https://meraki.cisco.com/products/systems-
manager/. 

Having completed this section, you have learned about the importance of both 
configuration and mobile device management. In the next section, you will discover the 
need for proper patch and vulnerability management within an organization.

https://csrc.nist.gov/publications/detail/sp/800-124/rev-2/draft
https://csrc.nist.gov/publications/detail/sp/800-124/rev-2/draft
https://meraki.cisco.com/products/systems-manager/
https://meraki.cisco.com/products/systems-manager/
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Exploring patch and vulnerability 
management
Very often, software and operating system vendors release updates, patches, and 
hotfixes for their products. These updates and patches usually contain fixes to known 
bugs, improve security, add new features, and improve the overall performance. Each 
application and operating system will automatically check periodically for new updates 
and if any are available, they will be downloaded and installed. Users are able to manually 
download the necessary updates from the software vendor's website and install them on 
their systems. This process is workable for just a couple of systems within a small network 
such as a Small Office/Home Office (SOHO) network. On a large enterprise network, 
system administrators have to take a different approach to updating the systems on the 
network. 

Within a large organization, IT professionals have to ensure they are keeping track of  
the versions of applications and operating systems within their network via asset 
management practices. This helps the IT team to determine which systems require 
patching to the latest available updates from the software vendor. However, not all 
organizations have a patch management policy. By implementing patch management 
policies, it helps system administrators and security professionals to acquire the latest 
updates, test the updates in a production environment, and deploy the updates to systems 
within the internal network using a systematic approach.

Let's imagine a simple scenario where an organization does not keep track of the patch 
levels of the systems within their company. There will be systems with outdated versions  
of appliances and operating systems. As you have learned thus far, a network with 
computers running outdated versions of their operating systems is like a gold mine for 
a threat actor. It means these systems do not contain the latest security patches and are 
highly vulnerable to the latest cyberattacks. Additionally, if each system independently 
downloads a copy of the required update from the software vendor website, this will be  
a waste of bandwidth with hundreds of systems each downloading the same update from 
the internet.

If updates are downloaded and installed without being tested, this could lead 
to unexpected system crashes, applications no longer working due to system 
incompatibilities, and even the instability of the overall system. 

Important note
The NIST SP 800-40 document is the Guide to Enterprise Patch 
Management Technologies. This documentation can be found at https://
www.nist.gov/publications/guide-enterprise-patch-
management-technologies. 

https://www.nist.gov/publications/guide-enterprise-patch-management-technologies
https://www.nist.gov/publications/guide-enterprise-patch-management-technologies
https://www.nist.gov/publications/guide-enterprise-patch-management-technologies
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To combat these issues, it's important that organizations create a proper policy, ensuring 
the following:

• The policy should contain the procedures and tools to maintain an up-to-date 
inventory of systems within the organization.

• There are procedures involved in acquiring updates from trusted sources such as the 
official vendor's website. Updates should not be downloaded from any third-party 
website.

• Updates should be installed within a test environment that contains a couple of 
systems running the applications used by employees on a daily basis. This helps the 
system administrator to observe whether the business applications run smoothly 
and the system is stable with the newly installed updates and patches.

• Once the updates are fully tested, the organization should roll out the updates in 
phases throughout the network using a server that can distribute offline updates to 
systems on the internal network. An example is Windows Server Update Services 
on Microsoft Windows Server, which allows IT administrators to download a single 
copy of an update and distribute it to multiple systems on a network. 

• After patches are installed on production systems, ensure these systems are 
monitored for any irregularities. 

The benefits of implementing patch management within an organization are the following:

• Improved security as patches contain fixes for software and vulnerabilities within 
applications

• Ensures systems are compliant with various security standards and frameworks to 
prevent cyberattacks

• New and improved features, as patches usually improve the performance of a system 
and sometimes add new features

The following are some patch management tools that can assist IT professionals:

• SolarWinds Patch Manager

• GFI LanGuard

• Pulseway

Both patch management and vulnerability management work together to reduce the risk 
of a cyberattack on an organizational asset. Vulnerability management is simply defined 
as the processes, techniques, and tools involved in discovering, prioritizing, assessing, 
remediating, and mitigating vulnerabilities on a system. 
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Not knowing whether the systems within your network contain any vulnerabilities is like 
leaving your front door open for a threat actor to wreak havoc. It's important to discover 
vulnerabilities as quickly as possible before a real cyberattack occurs. There are many tools 
within the industry to help cybersecurity professionals perform vulnerability management 
in networks large and small. 

The following are vulnerability management tools:

• Tenable Nessus

• Rapid7 InsightVM

• Rapid7 Nexpose Vulnerability Scanner

• Qualys Vulnerability Management

• Tripwire IP360

Each of these tools is used to identify vulnerabilities on systems within a network, 
provide a description of the security weakness, suggestions for mitigation techniques and 
countermeasures, risk scoring and severity ratings, and the ability to generate a report. 

Once you have discovered all the vulnerabilities on the systems within the organization, 
the report from the vulnerability management tool will provide a severity and risk rating 
score that can be used to help security professionals to prioritize which vulnerabilities to 
handle.

The following screenshot shows the output of Nessus after scanning a system:

cAs shown in the preceding screenshot, Nessus reports a total of 57 vulnerabilities 
discovered on the system with the IP address 10.10.10.11. Additionally, you can see 
the vulnerabilities are prioritized using color codes, where red means critical and blue 
means informational. 
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The following screenshot shows the severity level, name, and count for each vulnerability:

Figure 11.13 – Viewing the list of vulnerabilities using Nessus

As shown in the preceding screenshot, you can view the entire list of security 
vulnerabilities discovered by the Nessus tool. Furthermore, Nessus has presented the 
vulnerabilities in the order of the most severe to least critical.

The following screenshot shows the description of a vulnerability within Nessus:

Figure 11.14 – Viewing the description of a vulnerability



408     Security Management Techniques

As shown in the preceding screenshot, simply by selecting a vulnerability from the 
list, Nessus provides a detailed description of the security weakness of the system and 
a solution to resolve the issue. Hence, using vulnerability management tools within 
organizations can help security professionals quickly identify and remediate security flaws 
on systems. 

Assessing the vulnerability is also another important factor. It's important to assess 
the vulnerability and the solution, and determine whether the solution is a temporary 
workaround or a permanent solution to remediate the security flaw and mitigate  
a possible cyberattack. Once the solution has been implemented, it's important to verify 
the vulnerability does not exist anymore on the system. Performing another vulnerability 
scan can help to determine whether the solutions have been implemented correctly to 
solve the security vulnerabilities previously existing on the system. 

Lastly, a report about the vulnerabilities, solutions, and actions taken is usually provided 
to the management team. The report should be written in a clear and easy-to-understand 
manner such that a non-technical person would be able to read and understand the 
contents without difficulty. Overall, the report will be a summary of the entire life cycle  
of vulnerability management within the organization.

Having completed this section, you have gained fundamental knowledge of the 
importance of both patch and vulnerability management within an organization. You have 
discovered the key roles these play in helping secure an enterprise network from threat 
actors.

Summary
During the course of this chapter, you have learned how security appliances and solutions 
contain data in the form of important artifacts about network-based intrusions, and how 
using solutions such as Cisco FMC can provide an entire view of the security landscape 
of a network. Additionally, you learned how to use regex to assist in finding specific 
events in large sets of data on a system. Furthermore, you have learned the importance 
of implementing proper asset management policies, configuration, and mobile device 
management policies, as well as patch and vulnerability management policies, to help 
reduce the risk of a cyberattack. 

I hope this chapter has been informative for you and is helpful in your journey toward 
learning the foundations of cybersecurity operations and gaining your Cisco Certified 
CyberOps Associate certification. In the next chapter, you will learn about advanced 
topics such as frameworks, incident response teams and their roles and functions, and 
various compliance and regulatory guidelines that are used to reduce security risks.
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Questions
The following is a short list of review questions to help reinforce your learning and help 
you identify areas that require some improvement. The answers to the questions can be 
found in the Assessment chapter at the end of this book:

1. Which of the following devices can you obtain artifacts from to identify an 
intrusion?

A. Firewalls

B. IPS

C. The SIEM platform

D. All of the above

2. Which of the following regexes allows you to show data containing either the word 
system or log?

A. .system|log

B. system|log

C. /system|log

D. None of the above

3. Which of the following standards are used in IT asset management?

A. ISO 27001

B. NIST SP 800-53

C. NIST SP 1800-5

D. NIST SP 456-16

4. Which component can be installed on a mobile device to track and manage it?

A. IP address

B. MDM

C. MAC address

D. All of the above
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5. Which of the following standards defines patch management technologies within  
an enterprise?

A. NIST SP 800-40

B. NIST SP 800-53

C. NIST SP 1800-5

D. NIST SP 456-16

Further reading
• Cisco network configuration management: https://www.cisco.com/

en/US/technologies/tk869/tk769/technologies_white_
paper0900aecd806c0d88.html 

• Cisco patch management overview: https://blogs.cisco.com/security/
patch-management-overview-challenges-and-recommendations 

https://www.cisco.com/en/US/technologies/tk869/tk769/technologies_white_paper0900aecd806c0d88.html
https://www.cisco.com/en/US/technologies/tk869/tk769/technologies_white_paper0900aecd806c0d88.html
https://www.cisco.com/en/US/technologies/tk869/tk769/technologies_white_paper0900aecd806c0d88.html
https://blogs.cisco.com/security/patch-management-overview-challenges-and-recommendations
https://blogs.cisco.com/security/patch-management-overview-challenges-and-recommendations
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Dealing with 

Incident Response
As you go deeper into the field of cybersecurity, you will begin to see there are many 
specializations and paths a person can choose to pursue. While many think hacking is 
everything in cybersecurity, there are many more exciting paths, such as threat hunting, 
malware researcher, digital forensics, and incident response (IR). This chapter is designed 
to teach you about the need for and importance of IR within an organization. 

Throughout this chapter, you will learn about the importance of and need to implement 
incident handling processes to prevent a threat from spreading on a network. You 
will learn about the various teams that are created to assist with incident handling for 
an organization and even a nation. Furthermore, you will gain the skills to perform 
both server and network profiling to determine whether a system could potentially be 
compromised, and lastly, you will learn about various compliance frameworks within the 
industry.

In this chapter, we will cover the following topics:

• Understanding the incident handling process

• Exploring CSIRT teams and their responsibilities

• Delving into network and server profiling

• Comparing compliance frameworks
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Understanding the incident handling process
Cyber-attacks and threats exist all around us and each day threat actors are always  
looking for new techniques to compromise organizations' networks. As many 
professionals work both continuously and tirelessly to safeguard their organizations from 
various cyber-attacks, this is truly a challenging task. Within the field of cybersecurity, 
there are many roles, such as those that uphold the responsibility of implementing 
countermeasures to prevent cyber-attacks. 

In reality, there are no systems or networks that are 100% protected from cyber-threats as 
it's only a matter of time before a threat actor will discover a vulnerability within a system 
and exploit it. While many organizations focus on implementing preventative measures 
such as security appliances and solutions, they also need to prepare themselves for the 
event that their security solution fails to stop an attack. As there are many events that 
occur on a network, such as new connections between host devices, security incidents can 
occur at any time. 

Incident response and handling are essential within an organization. Whether it's a small 
or large enterprise, IR plays a vital role in responding to a cyber-attack. To get a better 
understanding of the importance of IR, let's imagine an organization focuses only on 
implementing a few security solutions, such as a Next-Generation Firewall (NGFW), 
a Next-Generation Intrusion Prevent System (NGIPS), endpoint protection, and so 
on without considering the need for IR. Having implemented security solutions is good 
but it doesn't fully safeguard an organization from all types of cyber-attacks and threats. 
Imagine one day a cyber-threat was not detected by any of the security appliances and 
bypassed the threat detection sensors on the network. As a result, a single system was 
compromised and the threat attempted to spread across the network. Since the company 
did not have an incident response plan (IRP), procedures, or even professionals, the 
threat was able to spread like wildfire during a very hot dry season. The impact would be 
tremendous and may cost the organization a lot of money to restore the systems back to  
a working state. 

The main objective of implementing an incident handling process is to reduce the impact 
of a cyber-attack, ensure the damages caused are assessed, and implement recovery 
procedures to ensure affected systems are back to a working state. Additionally, effective 
IR helps professionals to leverage the information collected from a security incident to 
better understand the intrusion and its functionality. This data helps the security team 
to be better prepared and equipped to handle future incidents. To help organizations 
and professionals in developing and implementing proper incident handling processes 
and procedures, the National Institute of Standards and Technology (NIST) Special 
Publication (SP) 800-61 Revision 2 provides the Computer Security Incident Handling 
Guide, which contains recommendations for incident handling procedures. 
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Important note
The NIST SP 800-61 Rev. 2 for Computer Security Incident Handling Guide 
can be found at the following link: https://csrc.nist.gov/
publications/detail/sp/800-61/rev-2/final. 

Understanding the phases of incident handling
As cybersecurity awareness grows and professionals share their wisdom and insights 
into the anatomy of various cyber-attacks and threats, organizations are beginning 
to understand that there might be no prior warning about a cyber-attack on their 
organization. Leadership teams are seeing the need to implement incident handling 
policies, plans, and procedures within their organizations to reduce the impact of  
a cyber-attack on their systems and networks. 

As an up-and-coming cybersecurity professional, it's essential you understand each 
phase of incident handling. According to the NIST SP 800-61 Rev. 2 documentation of 
the Computer Security Incident Handling Guide, the following are the phases of incident 
handling in sequential order:

1. Preparation

2. Detection and analysis

3. Containment, eradication, and recovery

4. Post-incident activity

The following diagram shows the life cycle of the incident handling process:

Figure 12.1 – Incident handling process

https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
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Over the next few sections, you will discover the characteristics and the key elements of 
each phase. You will also understand how each phase helps both the IR team and security 
professionals to reduce the impact of cyber-attacks and threats within their organization. 

Phase 1 – Preparation
The first phase in incident handling is preparation. During the preparation phase, the 
organization creates an IR team and ensures each person has the necessary training, 
tools, and resources to efficiently handle a security incident should one occur. Imagine 
if the organization does not provide the IR team with the necessary resources and 
an unexpected security incident occurs. The impact could be very bad if the team is 
incapable of handling the incident due to a lack of resources, whether those resources 
are a professional, a tool, or even training. Each resource is essential and plays a vital role 
within the IR team. 

When creating an IRP, the following elements should be considered:

• Mission – What is the mission of the IRP?

• Strategies – What are the strategies to be used in the IRP?

• Goals – What are the goals and how are they going to be achieved?

• Organizational approach – What is the approach the organization is going to use?

• Metrics – What metrics are to be used to measure the IRP is working as expected?

• Roadmap – How is the IRP going to evolve and improve over time?

Additionally, during the preparation phase, the organization works on implementing 
various security controls to mitigate cyber-attack threats. By implementing and 
configuring various security appliances and solutions, they will reduce the risk of 
a cyber-attack. Keep in mind that the IR team is not necessarily responsible for the 
implementation of security controls. The IR team will analyze the types of controls and 
how they should be implemented to safeguard the organization's assets. 

The following are some recommended resources for the IR team:

• Contact information for each team member and other important persons within the 
organization

• On-call information for other relevant teams and persons within the organization

• Incident reporting mechanisms such as telephone numbers, email addresses, and 
secure messaging systems that a user can use to report a security incident 

• Incident tracking systems such as ticketing systems
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• Smartphones for IR team members for outside-work-hours support

• Secure storage facilities for storing sensitive devices and securing evidence for 
investigation

• Encryption software for secure communication between team members within the 
organization and other external parties such as federal agencies

• A war room for central communication and coordination 

• Hardware and software such as digital forensic workstations, laptops, spare 
workstations, blank removable media, printers, packet sniffer/protocol analyzers, 
digital forensic software, evidence gathering accessories, and training on all the 
hardware and software. 

Phase 2 – Detection and analysis
This phase focuses on ensuring all cyber-attacks and threats are detected and analyzed by 
the IR team. While there are many events that occur on systems and networks, there could 
be a potential cyber-attack, which is a security incident that requires an investigation. 

A precursor is a sign that a cyber-attack is about to occur on a system or network. An 
indicator is the actual alerts that are generated as an attack is happening. Therefore, as 
a security professional, it's important to know where you can find both precursor and 
indicator sources of information. 

The following are common sources of precursor and indicator information:

• Security Information and Event Management (SIEM)

• Anti-virus and anti-spam software

• File integrity checking applications/software

• Logs from various sources (operating systems, devices, and applications)

• People who report a security incident

Once a security incident has occurred, it should be properly documented and recorded  
in the incident reporting system. The following are key pieces of data to be recorded for  
a security incident:

• The current status of the incident

• A summary of the security incident

• Any indicators that are related to the incident

• The actions taken by the IR team
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• The chain of custody if evidence was acquired

• The impact of the assessment that is related to the incident

• Any contact information about other teams or persons who may be involved

• A list of all the evidence that was gathered during the investigation

• Any comments from the IR team

• The next steps to be taken to respond to the incident

Once an incident has occurred, the IR team needs to contain it quickly before it affects 
other systems and networks within the organization. 

Phase 3 – Containment, eradication, and recovery
Within the containment phase, the IR team works on containing the threat from 
spreading and compromising other systems within the organization. The main goal of this 
phase is to stop the spread of the threat. Imagine if the IR team didn't actually start their 
response from the point the when threat was detected; a lot of damage could be done to 
the organization. Hence, it is vital to stop a threat as quickly as possible.

The following are some key elements of creating a containment strategy:

• Understanding the potential damage to the affected asset

• The need for the preservation of evidence

• The service availability within the organization

• The effectiveness of the strategy

• The time required to implement the strategy

• The resources needed to implement the strategy

• The time or duration of the solution

Eradication is simply the process of removing the threat from any compromised systems 
and the network. Additionally, during this stage, IR teams ensure the threat no longer 
exists on any system or network within the entire organization. Once the threat is 
completely removed from the organization, the IR team starts the recovery process. 
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Sometimes during the eradication stage, the IR team will notice not all the threats  
are contained and/or removed from the organization. At this point, the IR team will  
need to go back to the previous phase of the incident handling process, which is  
Phase 2 – Detection and analysis, to detect any other threats and analyze them to 
determine their behavior. For example, if the threat is malware, the compromised system 
should be immediately isolated (containment) and the malware should be placed in a 
sandbox or a detonation chamber to understand what the malware is trying to do. This 
will help the IR team to determine the network connections and port numbers that the 
malware is using and other functionality of the malware itself.

In the recovery process, the IR team performs data recovery and the restoration of 
systems back to a working and operational state. This phase may also include restoring 
data from clean backups, replacing compromised systems, and the re-installation of the 
Operating System (OS) and applications. 

Phase 4 – Post-incident activity
Security professionals use this phase as an opportunity to learn from the experience of  
a cyber-attack. The lessons learned will help improve the response and actions taken 
by the security team when future security events occur, such as improving security 
controls and device configurations, implementing new threat mitigation techniques, and 
improving the overall IR strategy to reduce the time taken to detect and respond to an 
incident. 

A lessons learned meeting is recommended according to the NIST SP 800-61 Rev. 2 
document and the following are some important questions that should be discussed 
during the meeting:

• What exactly happened during the security incident?

• What time did the security incident occur?

• What were the steps taken by the IR team to ensure the recovery of systems?

• What could be done differently by both the IR team and management the next time 
an incident occurs?

• What corrective actions can be implemented to prevent similar security incidents in 
the future?

• What additional tools and resources are needed to detect and prevent future 
security incidents?
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These are just some of the many questions that should be asked during the post-incident 
meeting. Additionally, the data collected before, during, and after the incident should be 
securely stored in the event the threat actor is caught and prosecuted. 

Having completed this section, you have gained knowledge and understanding of IR and 
have seen the importance of implementing strategies to reduce the impact of cyber-attacks 
and threats within an organization. In the next section, you will learn about the various 
security teams and their responsibilities in preventing cyber-attacks. 

Exploring CSIRT teams and their 
responsibilities
While security professionals are always fighting the battle against threat actors, there are 
some cyber-attacks and threats that bypass threat detection sensors and security controls 
on a network. When such security incidents occur, it's important the security engineer 
or professional reacts quickly to isolate the threat before it can spread and infect other 
systems within the organization. Many organizations create a special team of security 
professionals known as a Computer Security IR Team (CSIRT), which is usually internal 
to the organization. 

A CSIRT is responsible for IR within the entire organization, as well as implementing 
security controls and countermeasures to prevent future cyber-attacks. They are also 
responsible for the continuous security testing of the organization's security posture, 
such as performing vulnerability scanning and assessments, and penetration testing 
to discover any hidden security weaknesses. Furthermore, the CSIRT is responsible 
for the continuous monitoring of cyber-attacks and threats to the company's systems 
and network, while ensuring end users are also protected by regularly conducting 
cybersecurity awareness training. With all these objectives, a CSIRT is able to proactively 
prevent cyber-attacks before they happen and learn from data collected from past security 
incidents. 

Important note
A CSIRT is primarily responsible for receiving, reviewing, and responding to 
security incidents. 
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The following are the various types of CSIRT teams and their responsibilities:

• Internal CSIRT: This type of CSIRT is created within an organization to monitor 
and secure the organization's assets from cyber-attacks and threats. This team is also 
responsible for incident handling and managing the overall security of the company 
and its assets.

• National CSIRT: This team is created by a nation's government and is designed to 
provide incident handling services and solutions for a nation. 

• Coordination centers: Around the world, there are many cybersecurity 
coordination centers that analyze threats, respond to major security incidents, and 
coordinate the exchange of vulnerability disclosures to other CSIRTs, hardware and 
software vendors, and security researchers within the industry.

• Analysis centers: These are specialized centers that gather data on cyber-attacks  
and threats from various sources. The data is used to observe the trends of  
cyber-attacks. These trends are used to predict the future of the next generation  
of cyber-attacks and threats. Such data on observing trends can help organizations 
to be better prepared and reduce both the time taken to detect a security incident 
and its impact. 

• Vendor teams: Many software and hardware vendors have a dedicated security 
team that is responsible for discovering, remediating, and disclosing any security 
vulnerabilities within their software and hardware products. This team is known  
as a Product Security IR Team (PSIRT). 

• Managed Security Service Providers (MSSPs): While some organizations create 
an internal CSIRT to manage their cybersecurity operations and incident handling, 
others choose to outsource these services to a trusted vendor. These vendors are 
known as MSSPs, who provide security services and incident handling to other 
organizations as a paid service.

• CERT: The Computer Emergency and Response Team (CERT) is a national team 
that is responsible for disclosing security vulnerability details and information to 
their nation's population, providing both security awareness and best practices. 
However, keep in mind the CERT is not directly responsible for responding to 
security incidents as that's the role of a CSIRT. 
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Important note
To view a list of all the national CERTs, you can visit this URL: https://
www.first.org/members/teams/. 

Having completed this section, you are now able to describe various security response 
teams and their characteristics. In the next section, you will learn how to perform network 
and server profiling. 

Delving into network and server profiling
An essential skill within the fields of both networking and cybersecurity is the ability 
to profile both network traffic and host systems on an organization's network. Security 
professionals are always monitoring the network for any indications of an intrusion. 
Having the ability to observe and recognize suspicious traffic patterns between a source 
and destination can help reduce the Mean Time to Detect (MTTD). The MTTD simply 
defines the average time it takes a security professional or a Security Operation Center 
(SOC) to detect a security incident. 

Security professionals are continuously improving their processes, procedures, and overall 
workflow to catch these cyber-attacks as quickly as possible. Once an intrusion has been 
detected, the team needs to respond very quickly to contain the threat before it can affect 
other systems on the network. Another important metric SOCs continuously work on 
improving is the Mean Time to Respond (MTTR). The MTTR simply defines the time 
taken for a security team or professional to resolve a security incident on a network. 
By reducing both the MTTD and the MTTR, a SOC can use these metrics to indicate 
improvements in incident handling procedures and processes. 

Even profiling servers on a network can help security professionals to determine 
whether there are any unauthorized services running on the system that may indicate 
an intrusion on the system. It's vital a baseline is created for both network traffic and 
server performance. Creating a baseline of normal traffic on a network helps security 
professionals to determine whether the network is performing normally or there a 
possible cyber-attack in progress. Additionally, the same can be done for servers within 
an organization. System administrators and security professionals can use the baseline to 
determine whether a system is operating normally or infected with malware.  

https://www.first.org/members/teams/
https://www.first.org/members/teams/
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Network profiling
Network profiling allows security professionals to create a baseline of normal network 
traffic that occurs on a normal business day within an organization. The baseline is then 
used to compare any future events on the network that may seem abnormal. Imagine 
an organization's network is usually busy between typical work hours such as Monday 
– Friday between the hours of 8:00 a.m. and 4:00 p.m. During these times, hundreds of 
devices and users are exchanging messages and using the network to its full potential. 
At the end of the workday, after all the employees leave, the network traffic and activities 
are typically low until the next workday starts. What if one day at 5:00 p.m., when no 
employee is on the network and the business is closed, there is a high volume of network 
traffic between the internal corporate network and a remote server on the network?

Security professionals can use their baseline to compare with the traffic flow to indicate 
whether there is abnormal behavior on the network. Imagine an organization does 
not have a baseline for its network. If a network-based intrusion occurred one day, the 
network professionals may not even notice a possible intrusion was happening while not 
having a real-time traffic flow to compare to a baseline that contains normal traffic within 
the organization.

Using a tool such as NetFlow or Wireshark allows both networking and security 
professionals to gather transactional data about a network and devices. It allows security 
professionals to create a baseline of network traffic, determine the most-used network 
protocols within an organization, and study network statistics. Imagine there's a malware-
infected host on the network and it's sending a lot of messages to a remote server on the 
network. With tools such as NetFlow and Wireshark implemented, security professionals 
can actively monitor network statistics and will be able to quickly identify when there 
is a suspicious amount of messages leaving a particular host on the corporate network 
with an unknown destination server on the internet. Furthermore, network profiling also 
allows security professionals to identify internal network attacks. Imagine a disgruntled 
employee decides one day to research various hacking techniques and attempts to 
compromise all the organization's internal servers. 

The following are key elements that are used by security professionals in network 
profiling:

• Total throughput: This element simply defines the total amount of data that is  
being exchanged between a source and destination host devices over a period of 
time. As a security professional, if you notice there is high traffic between one 
of your internal servers and a remote device on the internet, this is a possible 
indication of a cyber-attack in progress. The organization's security team is 
 required to perform an investigation into the flow of traffic between the source  
and destination to determine whether it's a real intrusion or not. 
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• Session duration: Session duration is a measurement of time from the point  
a source host establishes a connection to a destination device and the termination 
of the connection. Typically, a source device will establish a session to a destination 
and terminate the connection when the transaction is completed. However, 
malware-infected systems sometimes establish a session with a typically longer 
duration with their Command and Control (C2) servers on the internet. Systems 
with unusual-length sessions between themselves and a remote system should be 
flagged as suspicious network activity. 

The following screenshot shows the connections between a Windows machine and 
remote devices:

Figure 12.2 – Active connections on a Windows system
As shown in the preceding screenshot, the netstat –ano command on the 
Windows system allows a security professional to see all the active connections 
between the local system and any remote devices. You are able to see the protocol 
(Proto), the source IP address and port number (Local Address), the destination  
IP address and port number (Foreign Address), the state of the connection, and  
the associated process ID (PID).
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• Ports used: Network service ports are opened on servers that are expecting an 
incoming connection from a client, while a client device opens a service port 
to send data to a server. Security professionals may notice there are unusual 
Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) 
processes that are attempting to establish sessions to remote systems. 

The following screenshot shows a TCP Synchronization (SYN) port scan on  
a target device:

Figure 12.3 – TCP SYN scan
The following screenshot is a TCP SYN port scan captured by Wireshark. As shown, 
the attacker machine (192.168.62.134) is performing a TCP SYN port scan on 
a target machine (192.168.62.128) for the purpose of detecting any open TCP 
ports on the target system. From a security perspective, seeing this traffic flow on 
the network indicates there is a threat actor performing an unauthorized scan on 
the network. 

• Critical asset address space: This element simply determines the IP address 
spaces and subnets that contain critical assets that belong to the organization. It's 
important to monitor both inbound and outbound traffic between these critical 
asset address spaces and other networks. 

As professionals, we always need to ensure there is a balance in monitoring all assets 
within the organization. While monitoring network traffic, you'll be able to see any 
intrusions as they happen in real time. However, we cannot forget about our critical 
servers that are used to provide various services to the organization and store a lot of data. 
Next, we'll take a dive into learning about server profiling. 
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Server profiling
The concept of server profiling allows a security professional to create a baseline of 
a server that is considered to be in its normal operating state. The baseline is used to 
measure any future events of the server, which can determine whether the server is 
operating normally or abnormally. To put it simply, systems that are infected with malware 
will show behaviors such as attempting to establish network connections with remote 
servers on the internet, attempting to spread malware on the network, and so on. These 
activities will generally cause the server to behave abnormally and a security baseline can 
be used to measure the performance and help provide an indication of compromise on the 
server. 

Before establishing a baseline for any server within the organization, you first need 
to understand the purpose and function of a server. A server can be created and 
implemented for many purposes, such as file storage, application hosting, directory 
services, print services, and so on. Not all servers have the same function and purpose 
on a network, therefore a file server baseline will be different from a directory services 
server baseline. To better understand how to begin with server profiling, there are various 
elements that a security professional needs to take into consideration.

The following are the various key elements that are used in server profiling:

• Listening ports: Each server is created for a unique purpose and function on  
a network. Therefore, each server will be running various services. Each uniquely 
running service on a server will open a TCP or UDP port to listen for incoming 
connections from clients on the network. For example, a web server will have port 
80 and/or 443 open. If a server has port 80 and/or 443 open but does not have  
a web service, this may be an indication of suspicious activity on the host. 

The following screenshot shows an Nmap scan on a target server 
(192.168.62.128):
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Figure 12.4 – Nmap port scan
As shown in the preceding snippet, a port scan was performed on a target server 
(192.168.62.128) to determine whether the device has any open ports and 
running services. The results indicate there are many open ports and each port 
is associated with a unique service on the device. Imagine this system is on your 
network; seeing all those open ports on a server would definitely raise a red flag. 
A server should only be running authorized services based on its purpose and 
function on the network, and should not have any unused network ports open. 

Important note
Nmap (short for Network Mapper) is one of the more popular network 
scanners in the industry. However, do not scan systems or networks if you do 
not have legal permission to do so. It is illegal to perform unauthorized scans 
on systems and networks that you do not own. To learn more about Nmap, 
please visit https://nmap.org/. 

https://nmap.org/
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• Logged-in users/service accounts: Knowing which users are authorized to log in to 
a server makes it easier to create and implement security controls and restrictions. 
There are also service accounts on servers that are used by the operating system 
to perform system-related tasks and operations. All user accounts should always 
be closely monitored as threat actors will attempt to create user accounts for 
themselves on a compromised system. Additionally, threat actors will attempt to 
escalate their privileges on a system to ensure their user account has administrative 
or root-level access. 

• Running processes: While a server is configured with one or more roles to provide 
a service to the network, there may be unauthorized and malicious processes 
that are also running. Security professionals need to always monitor the running 
processes on servers and determine what caused the event and whether it's  
a security incident. To put it simply, threat actors will usually compromise a system 
and install a backdoor as a service on the victim's system.

• Running tasks: These are tasks that are usually running in the background on a 
server and are commonly overlooked by IT professionals. However, threat actors 
and malware can create malicious tasks that are running in the background as 
a technique to reduce the risk of detection by a security professional or threat 
detection application. It's important to also monitor all running tasks on a server.

• Applications: Security professionals should monitor the type and purpose of any 
installed application on a server. Threat actors will also attempt to transfer their 
applications and install them on compromised systems. Ensuring the security team 
is always aware of the applications on the servers can help determine whether an 
unauthorized application is present. 

Having completed this section, you have learned about the need for both server and 
network profiling, which help security professionals to determine what is considered to be 
normal and abnormal within their organization. In the next section, you will learn about 
various compliance frameworks and how they are used to improve the security posture 
within various industries. 

Comparing compliance frameworks
While many organizations work toward implementing a Defense in Depth (DiD) 
approach to secure their systems and networks, there are various industries in which 
companies are required by law to be compliant with information security standards. 
Information security standards are designed to reduce the risk of a potential cyber-attack 
by threat actors on an organization's assets. These standards are created and designed by 
industry-recognized organizations that focus on data privacy and protection.
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While organizations are required to be compliant based on their operating industry, it is 
definitely worth mentioning that compliance does not necessarily prevent a cyber-attack 
and does not fully secure a network. Being compliant simply means the organization has 
met the minimum requirements to satisfy an attemptable level of security within their 
networks and systems. 

As we know, the internet is continuously growing as more organizations connect their 
corporate networks to it. Today, the internet is the largest network for sharing resources 
and learning new things, and even organizations are expanding their customer support 
beyond geographic borders. Even healthcare providers use the internet to share research 
with other like-minded professionals and interconnect branches together. 

Long ago, we needed to make purchases using cash for goods and services. With the 
advancement of technologies and the internet, organizations such as banks and other 
financial institutions are leveraging the internet to offer their services to customers 
beyond just having physical cash. Payment card services such as credit cards and debit 
cards allow a person to walk around without a wallet filled with a lot of cash, having a 
simple payment card instead, which is linked to the person's bank account. The way we 
make in-store purchases has even evolved from using payment cards; now you can link  
a bank account or a credit card to services such as Google Pay and Apple Pay, allowing  
a person to use their smartphone to perform payment transactions at the checkout 
counter in a store. 

However, while all these technologies are super awesome and provide convenience for 
both consumers and retailers, threat actors are always looking for ways to compromise 
these systems and networks to steal data. Hence, there is the need for various regulatory 
and compliance standards to ensure various organizations' systems and networks meet at 
least a minimum level of security to protect data.

Many of us would use a credit card to make daily payments and purchases, but have you 
ever considered whether the systems and networks transmitting and storing your credit 
card information are secure? When you visit a healthcare provider and your data is stored 
on their systems, do you know whether their networks and systems are secure? Ensuring 
your organization is compliant based on the operating industry, such as healthcare or 
finance, is vital. 
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PCI DSS
The Payment Card Industry Data Security Standard (PCI DSS) is a data protection 
and privacy standard that is created and maintained by the Payment Card Industry 
Security Standards Council (https://www.pcisecuritystandards.org/). Any 
organization that provides services and handles the processing of transactions using  
a payment card is required to be PCI DSS compliant as it will build trust with customers, 
ensure the company abides by the nation's local laws, and even ensure their systems and 
networks meet the minimum level of security that is needed to protect payment card data 
throughout the entire transaction performed by the customer. 

The PCI DSS standard is designed to provide the following control objectives:

• Build and maintain a secure network and systems.

• Protect cardholder data.

• Maintain a vulnerability management program.

• Implement strong access control measures.

• Regularly monitor and test networks.

• Maintain an information security policy.

The PCI DSS standard defines how the following data is handled by a system:

• Primary Account Number (PAN)

• Payment cardholder name

• Payment card expiration date

• Service code

• Full track data (magnetic-strip data or equivalent on a chip)

• Card Verification Code (CVC)

• Card Verification Value (CVV)

• Card Security Code (CSC)

• Card Identification Code (CID)

• PINs/PIN blocks

https://www.pcisecuritystandards.org/
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Important note
To learn more about the specific details of the PCI DSS standard, the official 
document can be found on the PCI Security Standards Council website at 
https://www.pcisecuritystandards.org/document_
library. 

HIPAA
The Health Insurance Portability and Accountability Act (HIPAA) was created to 
provide data protection and privacy within the healthcare industry. With many healthcare 
providers around the world, there are many systems and networks both transmitting and 
storing the Protected Health Information (PHI) of patients. While many healthcare 
providers use computer systems and networks in their day-to-day operations, it's equally 
important that patients' medical records are treated with care and are kept private and 
secure from unauthorized users. 

The following are examples of PHI medical data as it relates to a patient:

• Patient's name

• Patient's address

• Patient's date of birth 

• Telephone number

• Email address

• Social Security Number (SSN)

• Driver license information

• Medical record numbers

• Account numbers

• Health plan beneficiary numbers

• Names of relatives

• IP address numbers

• Biometric information

• Full-face photographic images 

https://www.pcisecuritystandards.org/document_library
https://www.pcisecuritystandards.org/document_library
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Important note
To learn more about HIPAA, you can visit the U.S. Department of Health and 
Human Services website at https://www.hhs.gov/hipaa/index.
html. 

SOX
The Sarbanes–Oxley Act (SOX) is a law that was created by the United States Congress 
and is designed to protect the investors who mistakenly invest in fraudulent financial 
institutions. Whether these financial institutions are public companies or accounting 
firms, the law outlines how those companies should control and disclose any financial 
information. Additionally, SOX helps organizations to ensure there are good practices  
and integrity in how they conduct both financial practices and reporting. 

Important note
To learn more about SOX, you can visit the United States Congress website 
at https://www.congress.gov/bill/107th-congress/
house-bill/3763. 

Having completed this section, you have learned about the need for compliance 
frameworks and their purpose in ensuring data privacy within various industries.

Summary
During the course of this chapter, you learned about the importance of having a proper 
IR strategy within an organization and have discovered the key elements within each 
phase of IR. You gained knowledge and understanding of various security teams, such as 
the different CSIRTs, and their responsibility in helping organizations in the fight against 
threat actors and their cyber-attacks. Furthermore, you saw the importance of both 
network and server profiling as they help security professionals to determine whether 
there is any suspicious activity. Lastly, we covered the fundamentals of various compliance 
frameworks within the industry, such as PCI DSS, HIPAA, and SOX. 

I hope this chapter has been informative for you and is helpful in your journey toward 
learning the foundations of cybersecurity operations and gaining your Cisco Certified 
CyberOps Associate certification. In the next chapter, you will learn about various models 
and frameworks that are used during incident handling within an organization.

https://www.hhs.gov/hipaa/index.html
https://www.hhs.gov/hipaa/index.html
https://www.congress.gov/bill/107th-congress/house-bill/3763
https://www.congress.gov/bill/107th-congress/house-bill/3763
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Questions
The following is a short list of review questions to help reinforce your learning and help 
you identify areas that require some improvement. The answers to the questions can be 
found in the Assessments section at the end of this book:

1. Which of the following standards outlines the recommendations for computer 
security incident handling?

A. NIST SP 800-62

B. NIST SP 800-61

C. NIST SP 800-53

D. NIST SP 800-51

2. Which phase of incident handling is responsible for removing a threat?

A. Detection and analysis

B. Post-incident activity

C. Containment, eradication, and recovery

D. Preparation

3. Which security team is responsible for disclosing security vulnerability details and 
information to their nation's population, providing both security awareness and 
best practices?

A. CERT

B. PSIRT

C. MSSP

D. National CSIRT

4. Which tool can a security professional use to profile network traffic?

A. RSPAN

B. SPAN

C. Nmap

D. NetFlow
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5. Which of the following is a requirement for healthcare providers to protect patients' 
records?

A. PHI

B. HIPAA

C. SOX

D. PII

Further reading
• IRP for IT: https://www.cisco.com/c/en/us/products/security/

incident-response-plan.html 

• Network security checklist: https://www.cisco.com/c/en/us/
solutions/small-business/resource-center/security/network-
security-checklist.html 

https://www.cisco.com/c/en/us/products/security/incident-response-plan.html
https://www.cisco.com/c/en/us/products/security/incident-response-plan.html
https://www.cisco.com/c/en/us/solutions/small-business/resource-center/security/network-security-checklist.html
https://www.cisco.com/c/en/us/solutions/small-business/resource-center/security/network-security-checklist.html
https://www.cisco.com/c/en/us/solutions/small-business/resource-center/security/network-security-checklist.html
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Incident Handling
Incident handling plays a vital role within the field of cybersecurity. While there are  
many professionals who work continuously to discover vulnerabilities and remediate 
them, there are also professionals who perform incident response to reduce the impact  
of a security incident. 

Throughout the course of this chapter, you will learn about the importance of 
implementing the recommendations of the National Institute of Standards and 
Technology (NIST) 800-86 guidelines to help improve the forensic processes of incident 
response. You will also discover how security teams can share security-related information 
about computer security incidents with other groups and organizations without revealing 
sensitive details. Within this chapter, you will also discover how security teams such as  
a Security Operations Center (SOC) use various models, such as the Cyber Kill Chain 
and the Diamond Model of Intrusion Analysis, to understand how threat actors are 
achieving their goals. Furthermore, you will learn about the need to identify and secure 
protected data within an organization's network and safeguard it from threat actors.
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In this chapter, we will cover the following topics:

• Understanding the NIST SP 800-86 components

• Sharing information using VERIS

• Exploring the Cyber Kill Chain 

• Delving into the Diamond Model of Intrusion Analysis

• Identifying protected data in a network

Let's dive in!

Understanding the NIST SP 800-86 components
Many organizations implement an Incident Response Plan (IRP) to ensure that when  
a security incident occurs, the impact is minimal, and the organization is able to recover 
very quickly. Part of an IRP includes the need for forensics techniques to determine how 
and when the security incident occurred, who is responsible, what was compromised,  
and what was taken.

Imagine if each organization created and implemented their own IRP without any 
external guidance from a trusted organization. In this event, the expected results within 
each organization may not always be the desired outcome. NIST created a Special 
Publication (SP) 800-86, containing the recommendations as a Guide to Integrating 
Forensic Techniques into Incident Response. The objective of NIST SP 800-86 is to 
help organizations with their forensic investigation of security incidents. Overall, the 
publication provides specific guidelines in terms of how to perform forensic techniques 
and procedures on data from a variety of sources, such as network traffic, operating 
systems, and applications. 

One important aspect within forensics and incident response is understanding the 
importance of prioritizing the collection of evidence data from various data sources.  
Up next, you'll learn about the order of volatility when it comes to data collection.

Evidence collection order and volatility
Let's imagine you are part of the blue team within your organization and you are entrusted 
with the task of collecting the evidence relating to a security incident that occurred on 
a system within the network. Since the first stage in a computer forensic process is to 
identify the sources of forensic data and acquire the data from them, a very important 
factor that every security professional needs to be aware of is the evidence collection order, 
sometimes referred to as the order of volatility. 
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The order in which evidence is collected is very important as evidence can reside in 
volatile areas on a system. One such example of a very volatile area is Random Access 
Memory (RAM). If the system loses power or reboots, the RAM contents are lost.

Request for Comments (RFC) 3227 outlines the Guidelines for Evidence Collection and 
Archiving as follows, given in the order of most to least volatile:

1. Registers and cache (most volatile)

2. A routing table, ARP cache, process table, kernel statistics, and memory

3. Temporary filesystems (paging file and swap file)

4. Data on disk drives or other storage devices

5. Remote logging and monitoring of data that is relevant to the system in question

6. Physical configuration and network topology

7. Archival media (least volatile)

Therefore, a security professional who is responsible for collecting evidence as it relates 
to a security incident should follow the order of volatility to ensure that the most volatile 
data is collected first as this has a higher possibility of being lost. 

Important note
To learn more about the Guidelines for Evidence Collection and Archiving by 
RFC 3227, please refer to the following URL: https://tools.ietf.
org/html/rfc3227. 

Now that you have an understanding of the importance of collecting evidence by 
prioritizing the order of volatility, next you will discover the roles that data acquisition  
and data integrity play in NIST SP 800-86.

Data acquisition and integrity
Once the security professional has identified the sources of forensic data, the next phase 
is to collect them. According to NIST SP 800-86, data is collected using the following 
processes:

1. Developing a plan to collect the data

2. Acquiring the forensic data

3. Verifying the integrity of the data collected

https://tools.ietf.org/html/rfc3227
https://tools.ietf.org/html/rfc3227
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Since forensic evidence may be located at multiple sources, it's important that the security 
professional develops a plan for prioritizing the acquisition of the data from those 
multiple sources. The security professional should consider the likely value of the data 
sources based on the current situation of the security incident and the professional's past 
experience. Another factor is the volatility of the data. It is important to prioritize the 
acquisition of the data, starting with the most volatile and ending with the least volatile. 
Lastly, the security professional should consider the amount of effort required to acquire 
the evidence data from each source of data. The effort will usually involve the amount of 
time needed to collect the data from the source and the cost of the equipment and tools 
needed to perform the job.

Important note
A chain of custody should always be maintained at all times, from the 
acquisition of the data to the point it is presented in a court of law.

Acquiring the data requires forensic tools that are designed to collect volatile data from 
different data sources, duplicate non-volatile data sources to acquire their data, and secure 
the original data. There are various tools available, such as the AccessData Forensic 
Toolkit (FTK), which allows data to be collected locally on a system or across a network. 
However, it is preferable to collect data locally since this is a controlled environment, as 
compared to many variables existing when forensic data is transferred across a network. 
However, in the event that a system is not physically accessible, such as being located at  
a remote location, then data acquisition across a network is feasible.

Important note
Examine forensically sound copies of the data and not the original files.

After collecting the data, it's important to verify its integrity. This process ensures that the 
data collected was not changed or modified from its original state. If the data collected 
has been altered, this will have a negative impact on the entire investigation process, 
and tampered-with evidence will not be permitted within a court of law. Checking the 
integrity of data simply involves the data acquisition tools using hash algorithms to 
compare the message digest of the original data and the collected data. 

Important note
NIST SP 800-86, which outlines the Guide to Integrating Forensic Techniques 
into Incident Response, can be found at https://csrc.nist.gov/
publications/detail/sp/800-86/final. 

https://csrc.nist.gov/publications/detail/sp/800-86/final
https://csrc.nist.gov/publications/detail/sp/800-86/final
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Having completed this section, you have learned how security teams integrate forensic 
processes and procedures within their IRP to help reduce the impact of a security 
incident. In the next section, you will learn about using the VERIS framework to share 
security-related information within the cybersecurity community. 

Sharing information using VERIS
The sharing of information about security incidents can help other organizations to 
better prepare for attacks and implement preventative measures and security controls 
to reduce the risk of intrusion. However, sharing information about a security incident 
that has occurred within your organization can lead to providing sensitive details about 
your network infrastructure and assets. It can also lead to sharing your organization's 
vulnerabilities with others and is therefore a very sensitive topic. 

The Vocabulary for Event Recording and Incident Sharing (VERIS) framework is 
simply a collection of various metrics designed to create a mutual language that allows 
security professionals to describe security incidents in a structured and repeatable 
manner. In other words, VERIS ensures that security incidents are shared with sufficient, 
useful, and meaningful information. Without structure in sharing important information, 
there will be a lack of quality in the information. By using the VERIS framework when 
sharing security incidents, security professionals and organizations can share information 
anonymously to protect their identity within the community. 

Important note
To learn more about VERIS, you can visit the official website at https://
veriscommunity.net/. 

VERIS provides guidelines on the following five categories for sharing security incident 
information:

• Incident tracking

• Victim demographics

• Incident description

• Discovery and response

• Impact assessment

https://veriscommunity.net/
https://veriscommunity.net/
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The following are the elements that belong under incident tracking:

• Incident ID: This field is used to assign a security incident identifier. 

• Source ID: This field specifies the source ID of the incident. 

• Incident confirmation: This field indicates whether the incident has been 
confirmed.

• Incident summary: This field is used to provide a summary of the security incident.

• Related incidents: This field indicates other related security incidents.

• Confidence rating: This field is used to indicate the certainty of the information 
pertaining to the incident being complete. 

• Incident notes: This field contains any additional notes that may be related to the 
security incident. 

The following are the elements that belong under victim demographics:

• Victim ID: This field is used to indicate an identifier for the victim of the incident. 

• Primary industry: This field indicates the operating industry/section of the victim. 

• Country of operation: This field is used to indicate the country where the victim 
conducts their operations.

• State: This field indicates the state where the victim is operating. 

• Number of employees: This field indicates the number of employees working for 
the victim organization.

• Annual revenue: This field indicates the annual revenue generated by the victim 
organization.

• Locations affected: This field provides details about the location affected by the 
security incident.

• Notes: This field contains any additional notes about the victim.

• Additional guidance: This field is used to indicate any additional guidance about 
the victim and the incident. 
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The following are the elements that belong under the incident description:

• Actors: This field provides details about the known threat actors of the incident.

• Actions: This field contains details about the actions that were taken by the threat 
actors during the incident.

• Assets: This field provides information about the assets that were compromised by 
the security incident. 

• Attributes: This field contains details about how the asset was compromised by the 
threat actor.

The following are the elements that belong under discovery and response:

• Incident timeline: This field is used to provide the security incident timeline of 
events.

• Discovery method: This field contains details about the methodology employed by 
the security team to discover the security incident.

• Root causes: This field indicates the root cause of the security incident. 

• Corrective actions: This field contains any actions that were taken to both mitigate 
and remediate the security incident. 

• Targeted versus opportunistic: This field indicates whether the victim was the 
target of the security incident or whether it was an opportunistic attack. 

• Additional guidance: This field contains any additional guidance about the security 
incident. 

The following are the elements that belong under impact assessment:

• Loss categorization: This field indicates the various categories of loss that affected 
the victim due to the security incident. 

• Loss estimation: This field contains details about the total loss that was experienced 
by the victim due to the security incident. 

• Estimation currency: This field indicates the currency used to represent the 
financial values.

• Impact rating: This field contains the overall impact of the security incident. 

• Notes: This field contains any additional notes related to the impact assessment. 
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Having completed this section, you have learned about VERIS and how it is used to 
share security incident information within the cybersecurity community. In the next 
section, you will see how cybersecurity professionals use the Cyber Kill Chain to better 
understand cyber attacks.

Exploring the Cyber Kill Chain 
Threats actors always have a motive for performing their cyber attacks and unleashing 
security threats on the internet. Cybersecurity professionals are always working to prevent 
those attacks and threats in their efforts to safeguard organizations and users around 
the world. To better prevent an attack, cybersecurity professionals also need to better 
understand the steps the threat actor is using to perform the attack. Therefore, if the 
cybersecurity professional is able to stop the attack at any of the critical steps the threat 
actor is performing, then overall, the attack will not be successful.

An American aerospace corporation by the name of Lockheed Martin developed a 
framework known as the Cyber Kill Chain. This framework contains a total of seven 
critical steps that a threat actor usually performs during a cyber attack. The Cyber Kill 
Chain has been widely adopted within the cybersecurity community to assist security 
professionals in identifying and preventing security intrusions. The framework is designed 
to identify what the adversaries (threat actors) have to accomplish before they are able 
to meet their objective of the cyber attack. To put it simply, the earlier a cybersecurity 
professional is able to stop the attack, the less damage there will be to the target/victim 
system and also the less information the threat actor will possess about their target.

The following are the seven stages of the Cyber Kill Chain framework:

1. Reconnaissance

2. Weaponization

3. Delivery

4. Exploitation

5. Installation

6. Command and Control (C2)

7. Actions on objectives

Over the next few sections, you will learn about the characteristics of each stage of the 
Cyber Kill Chain and the role each plays during a cyber attack.
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Reconnaissance
Reconnaissance consists of gathering as much information and intelligence on a target 
as possible. The more information that is known about a target, the better prepared 
the threat actor will be to successfully compromise the system or network. During the 
reconnaissance phase, a seasoned hacker will spend a lot of time gathering information 
about their target, using both passive and active information gathering techniques.

In passive information gathering, the attacker uses various online resources, such 
as search engines, public records, social networking websites, online forums, and 
employment websites. The information found on such websites helps the attacker to build 
a profile of the target's IT infrastructure and employee details. By using the information 
acquired passively, the attacker does not make direct contact with the target. However, the 
attacker uses the information that is publicly disclosed on the internet to determine the 
attack surface (points of entry) and vulnerabilities.

The following are some online resources that both cybersecurity professionals and hackers 
use to gather Open Source Intelligence (OSINT) information on systems on the internet:

• Shodan: https://www.shodan.io/ 

• Censys: https://censys.io/ 

• Hunter: https://hunter.io/ 

• Maltego: https://www.maltego.com/ 

• OSINT framework: https://osintframework.com/ 

• theHarvester: https://github.com/laramies/theHarvester 

• Social networking websites

In order to gather information actively, the attacker uses a direct approach to gather 
more information about the target. This technique usually includes the hacker visiting 
the organization's website to look for any information; an organization's website usually 
has employees' contact details such as telephone numbers and email addresses. The 
threat actor may attempt to retrieve the Domain Name System (DNS) records from the 
company's DNS servers, scan the IP address network block, and scan the website for 
sub-domains and hidden folders/sensitive directories. 

https://www.shodan.io/
https://censys.io/
https://hunter.io/
https://www.maltego.com/
https://osintframework.com/
https://github.com/laramies/theHarvester
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The following snippet shows hidden and sensitive directories that were found on a public 
website:

Figure 13.1 – Robots file

The robots.txt file is located in the root directory of a website. Website administrators 
use this file to inform web crawlers from online internet search engines about whether 
to index various directories of a website. If a web crawler indexes a directory on a 
website, that directory will then be presented within the search results on a search 
engine. Therefore, website administrators use the Disallow command as shown in 
the preceding screenshot to tell web crawlers not to index a specific directory. However, 
the robotx.txt file is publicly accessible by anyone and it usually contains sensitive 
locations for a target's website.
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The following screenshot shows the web admin portal page for the website:

Figure 13.2 – Administrative login page

As shown in the preceding screenshot, a threat actor can use the information found 
within the robots.txt file and edit the organization's URL and gain access to sensitive 
locations. The preceding screenshots show how easily an attacker can discover the 
website's administrative control panel login page.

Weaponization
During the weaponization stage, the attacker uses the information gathered from the 
reconnaissance phase to create a weapon that is designed specifically to exploit the 
vulnerabilities on the target. The design of the weapon (exploit) has to be specifically 
crafted by the threat actor, such that when launched or executed, they successfully exploit 
the confidentiality, integrity, and/or availability of the target. Additionally, the exploit 
(weapon) is usually coupled with a backdoor that allows the threat actor to remotely 
access the target once the exploit is successful. 
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The following snippet shows an example of creating a payload for a Windows target:

Figure 13.3 – Payload creation

MSFvenom is a payload generator tool that allows a security professional to craft payloads 
for specific target systems. As shown in the preceding snippet, MSFvenom creates a 
payload for a Windows operating system and encodes it to avoid detection. Additionally, 
if the payload executes successfully on the target system, a reverse shell is created from the 
victim's system back to the attacker machine (192.168.150.128) on port 32337.

After the weapon/exploit is coupled with a backdoor that has been created to take 
advantage of a specific security flaw on the target, it's time for the attacker to deliver the 
weapon to the target.

Delivery
During the delivery stage, the threat actor delivers the weapon (exploit) to the target's 
system or network. A hacker may send their weapon via an email message to their target 
in the hope that a user executes the payload within the attachment. Another technique 
is to copy the malicious payload (weapon) onto a USB drive and drop it within the 
compound of the target. Some attacks would compromise a website that is commonly 
visited by the employees of the target organization and install the malware on the web 
server. 

The following photo shows the physical components of a USB Rubber Ducky:

Figure 13.4 – USB Rubber Ducky



Exploring the Cyber Kill Chain      445

As shown in the preceding photo, a USB Rubber Ducky is a device that allows an attacker 
to write a custom payload (ducky script) and place it on a micro SD card. The micro SD 
card is then inserted into the USB Rubber Ducky, which is then enclosed with the housing 
of a typical USB flash drive. A typical user may not suspect that the device is actually 
a USB keyboard that injects keystrokes into the victim's system once inserted. Using a 
device such as this is simply one of the many creative techniques an attacker can employ 
to deliver their weapon or payload to their target's systems. 

Exploitation
After delivering the payload (weapon) to the target, the attacker uses it to take advantage 
of (exploit) a security weakness (vulnerability) on the target's system or network. The 
attacker needs to ensure that their exploit is able to provide the intended actions if 
successful. If the exploit does not work or does not produce the expected results, the 
threat actor might be detected and might not gain access to the system. 

Sometimes, an exploit may not work as anticipated in providing access but crash a system 
repeatedly instead. The security professionals within an SOC will notice these events 
and assess this as being a possible security incident that is occurring on their network. 
Therefore, attackers should test their payload during the creation process. 

However, if the payload is successful, the attacker has compromised the target and gained 
access. At this point, the threat actor will move on to the next stage of the Cyber Kill 
Chain. 

Installation 
Once the attacker has gained access to the target, the threat actor will install a backdoor 
that provides access to the compromised system at any time. Therefore, the attacker will 
ensure that the backdoor is persistent, such that whenever the compromised system 
reboots, the backdoor is still available to the attacker. Additionally, the threat actor may 
install additional malicious applications on the compromised system. During this process, 
the attacker will take precautions to ensure that both their activities and those of the 
malicious applications on the systems are not detected. The attacker also has to ensure that 
whenever a user runs an anti-malware scan on the system, the malicious applications are 
not affected. 
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Command and Control (C2)
In this stage of the Cyber Kill Chain, the objective is to establish a C2 connection between 
the malware on the compromised systems and a remote server on the internet. The 
network connections between the malware on the target systems and the C2 server have 
to evade detection by any security appliances and solutions on the network. Attackers use 
encryption, encapsulation, and tunneling techniques to avoid detection on a network by 
the SOC. 

The following diagram shows a visual representation of C2:

Figure 13.5 – C2 

As shown in the preceding screenshot, the zombies are the infected systems that are 
controlled by the C2 server. Whenever the threat actor wants to control how the malware 
interacts with its victim, the attacker issues commands via the C2 server. To put it simply, 
the intention of the C2 stage of the Cyber Kill Chain is to establish a command channel 
for the remote manipulation of the victim.

Actions on objectives
This is the final stage of the Cyber Kill Chain. The attacker can now focus on completing 
the original objective and intention of the cyber attack on the target organization. The 
original objective may have been to exfiltrate (steal) data and sell it on the dark web, create 
a botnet to perform Distributed Denial of Service (DDoS) attacks on other systems on 
the internet, or even distribute malware to systems that are connected to the internet. 
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Stopping a cyber attack at this stage is very difficult as the attacker will have already 
created multiple backdoors on various systems within a target organization and will have 
established multiple C2 communication channels to the C2 servers on the internet. The 
attacker will ensure there is redundancy in the C2 communication channels and they will 
evade the security appliances and solutions within the network. Additionally, the attacker 
will definitely clear any traces of their presence on the network by covering their tracks. 

Important note
To learn more about the Cyber Kill Chain, please visit the following URL: 
https://www.lockheedmartin.com/en-us/capabilities/
cyber/cyber-kill-chain.html. 

Having completed this section, you have learned about each stage of the Cyber Kill Chain 
and have discovered how attackers are able to perform a successful cyber attack. In the 
next section, you will learn how security professionals are able to use the Diamond Model 
of Intrusion Analysis to better understand and prevent security incidents. 

Delving into the Diamond Model of Intrusion 
Analysis
Cybersecurity teams use the Diamond Model of Intrusion Analysis to understand how  
a threat actor achieves their goal of compromising their targets. Every day, we hear and 
read about various cyber attacks around the world and how cybersecurity professionals 
are working to always be one step ahead of cyber criminals. 

Whenever an intrusion occurs within an organization, the blue team is responsible for 
incident response to ensure that the intrusion is identified, contained, and eradicated, and 
that systems are restored to their working state. However, when an intrusion or security 
incident occurs on a system or network, there is wisdom to be gained. Cybersecurity 
professionals can gather data about the intrusion that occurred on their systems and align 
each key factor to the Diamond Model of Intrusion Analysis. This helps to create a visual 
representation of how the adversary (threat actor) was able to compromise the victim 
(target). Such knowledge helps security teams to be better prepared for any similar events 
in the future and to implement and fine-tune presentation measures. 

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
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The Diamond Model of Intrusion Analysis comprises the following four core components:

• Adversary: The adversary is the person or group that is responsible for the intrusion 
or the security incident. 

• Capability: The capability refers to the tools and techniques that an adversary uses 
to perform the intrusion or the security incident on the target system.

• Infrastructure: This infrastructure is simply the networking technologies, such as 
the network path, the adversary uses to deliver the payload and establish C2 over 
the victim's system.

• Victim: The victim is simply the target of the cyber attack. 

These four components are used in a chain of events by a threat actor. To get a better 
understanding, imagine a hacker (adversary) uses their tools and hacking skillset 
(capabilities) to create and deploy a malicious attack over the internet (infrastructure) 
against a specific organization (victim). 

The following diagram shows a visual representation of the Diamond Model of Intrusion 
Analysis:

Figure 13.6 – Diamond Model of Intrusion Analysis
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As shown in the preceding diagram, we can deduce that the Adversary develops the 
Capability to exploit the Victim while using the Infrastructure to connect to the victim. 
Using a model such as this helps various security teams and professionals to understand 
how adversaries such as hackers and other threat actors pivot their cyber attack from one 
event to another. 

Furthermore, by using the Diamond Model of Intrusion Analysis, security professionals 
are able to gather data about the actual intrusion, including the following meta-features:

• Timestamp: The timestamp helps a cybersecurity professional to determine 
whether the intrusion was a single occurrence or multiple events that are related to 
the security incident. It also helps security professionals to determine how long the 
intrusion lasted on the system or network. 

• Phase: The phase determines the stage of the cyber attack according to the Cyber 
Kill Chain. Stopping the attack before the final stage simply prevents the adversary 
from completing their goals.

• Result: The result helps security professionals to establish what the threat actor 
(adversary) has gained from the intrusion or security incident. 

• Direction: The direction maps the path of events as it relates to the Diamond Model 
of Intrusion Analysis.

• Methodology: The methodology simply defines the type of attack performed by the 
adversary. 

• Resources: These are any additional resources that may be used by the adversary 
during the intrusion. 

Having completed this section, you have learned about the benefits of the Diamond Model 
of Intrusion Analysis and how it helps cybersecurity professionals to map the path a threat 
actor uses to achieve their objectives as regards compromising their victims. In the next 
section, you will learn about the various items of protected data on a network. 

Identifying protected data in a network
Threat actors are creating more sophisticated attacks and threats to compromise large 
organizations while going undetected. There are many syndicate hacking groups and 
cyber armies that are working around the clock to create Advanced Persistent Threats 
(APTs). The objective of APTs is to infiltrate a network while evading any threat detection 
security solutions and remaining persistent. The threat actors use APTs to gather 
intelligence and exfiltrate data from their target organizations. 
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While APTs are very sophisticated, threat actors are also creating crypto-malware 
and ransomware. Crypto-malware is designed to encrypt the data on a system while 
leaving the user unable to access or even decrypt their files. Ransomware is a type of 
crypto-malware that is also designed to encrypt all the data on a victim's devices, except 
the operating system. Once a system is infected with ransomware, the most valuable 
asset (data) is held hostage and a payment window appears for payment in the form of 
providing credit card details or a type of cryptocurrency. If the operating system of the 
infected system is also encrypted, the operating system will not function and therefore 
the ransomware will not be able to present a payment window. It is not recommended 
to pay the ransom as there is no guarantee that the threat actor will provide the correct 
decryption key to restore your data. Their intention is to take your payment and to also 
sell your data on the dark web. 

As a cybersecurity professional, it's essential to understand the various types of protected 
data within an organization. It is the role of a cybersecurity professional to ensure that 
an organization's assets are kept safe from hackers and other types of threat actors in the 
world.

The following are the four types of protected data:

• Personally Identifiable Information (PII)

• Personal Security Information (PSI)

• Protected Health Information (PHI)

• Intellectual property

Over the following sections, we will discuss the characteristics of each of the four types  
of protected data.

Personally Identifiable Information (PII)
Personally Identifiable Information (PII) is any data that can be used to identify  
a person. Organizations store various details about their employees, users, and even 
customers on their systems and networks. Imagine if an organization has a large attack 
surface and does not have an interest in securing their assets and implementing security 
controls to reduce the risk of a cyber attack. Organizations that encounter security 
breaches, with their data being stolen, face significant reputational and financial damage. 
Their stolen employee and customer data is now to be found on the dark web, and threat 
actors are also targeting those individuals. Hence, organizations need to implement 
proper cybersecurity strategies to not only protect their assets but also protect the data  
of their employees.
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The following are examples of PII:

• A person's name

• Date of birth

• Credit card number

• Driver's permit/license number

• Any biological characteristics, such as fingerprints and facial geometry

• Mother's maiden name

• Social Security Number (SSN)

• Your bank account details

• Email address

• Telephone number

• Physical residential address

If a threat actor sells stolen PII data on the dark web, the purchaser can use the stolen data 
to create fake online accounts while pretending to be the victim. 

Personal Security Information (PSI)
Another protected data type is any data or information that can be used to access services 
on a system or network. This is referred to as Personal Security Information (PSI). 
Examples of PSI are usernames, passwords, passphrases, and any other security-related 
information that a threat actor can use to access a system's resources with the victim's 
details. 

Protected Health Information (PHI)
Healthcare providers store the medical records on their patients within their systems and 
networks. This data is referred to as Protected Health Information (PHI). The systems 
and networks that are used to transmit and store PHI need to be secure at all times to 
prevent threat actors from compromising those systems and stealing the data. Within the 
US, the Health Insurance Portability and Accountability Act (HIPAA) outlines how 
systems and networks within the healthcare community should be secured and how PHI 
should be handled. 
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The following are examples of PHI:

• A patient's name

• Telephone number

• Email address

• Residential address

• Any dates on medical records, such as date of birth, date of death, and the date of 
administration and discharge of the health facility

• SSN

• Driver's permit/license number 

• Biometric information about the patient

• Information about the patient's mental or physical health

• The healthcare provider's information pertaining to the patient

Within the nations that belong to the European Union (EU), there is the General Data 
Protection Regulation (GDPR) regulatory standard, which defines how PII and PHI data 
should be handled within any organization around the world that stores EU citizens' data 
within their systems. 

Intellectual property
Intellectual property is simply an intangible asset that is created by a person's intellect or 
intelligence. Let's imagine you are starting an organization and you create a systematic 
process that enables your business to be very efficient in its daily operations. Whether 
it's an idea for manufacturing a product or performing a service, this is referred to as 
intellectual property. The World Intellectual Property Organization (WIPO) helps 
persons and organizations to protect their intellectual property from being stolen and 
misused by others. 

A person or organization with a unique idea can file for the following protection on their 
ideas:

• Patents

• Copyright

• Trademarks

• Trade secrets

• Industrial designs
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• Integrated circuits

• Geographic indications

Protecting your intellectual property may not seem like an important responsibility, but 
within the business and legal industry, it is very important. Imagine you have a unique 
idea for a logo or process, and you share it with someone. The person may take your idea 
and claim it to be their own, hence the need for intellectual property protection. 

Having completed this section, you have learned about the various types of protected data 
that can be found on the networks of many organizations. Additionally, you have learned 
about the need to protect such data from threat actors. 

Summary
In this chapter, you have learned about various models that security professionals employ 
to understand cyber attacks. Models such as the Cyber Kill Chain and the Diamond 
Model of Intrusion Analysis help SOCs to have an idea of what a threat actor was 
attempting to achieve and what actions were taken during an incident. Furthermore,  
you have learned how to identify the characteristics of protected data within organizations 
and learned about the need to ensure that systems are secure at all times to prevent 
hackers from stealing PII, PHI, and PSI. 

I hope that this chapter has been informative for you and will be helpful on your journey 
to learning the foundations of cybersecurity operations and gaining your Cisco Certified 
CyberOps Associate certification. 

In the next chapter, you will learn how to implement various security technologies within 
a Cisco environment.

Questions
The following is a short list of review questions to help reinforce your learning and help 
you identify areas that may need to be strengthened:

1. Which of the following outlines how forensics techniques can be integrated into  
an IRP?

A. NIST SP 800-66

B. NIST SP 800-65

C. NIST SP 800-85

D. NIST SP 800-86
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2. According to VERIS, which of the following is not an element under Incident 
Description?

A. Authentication

B. Attributes

C. Assets

D. Actors

3. Which stage of the Cyber Kill Chain involves a hacker dropping a USB flash drive 
with a malicious payload into the lobby of an organization?

A. Actions on objectives

B. Delivery

C. Reconnaissance

D. Exploitation

4. Which of the following is an example of PHI?

A. Telephone number

B. Email address

C. SSN

D. All of the above

5. Which of the following is the most volatile data source?

A. A routing table

B. Registers and cache 

C. Data on disk drives 

D. Temporary filesystems

Further reading
Incident Response Plan for IT: https://www.cisco.com/c/en/us/products/
security/incident-response-plan.html 

https://www.cisco.com/c/en/us/products/security/incident-response-plan.html
https://www.cisco.com/c/en/us/products/security/incident-response-plan.html
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Security Solutions
Throughout the course of this book, you have discovered the importance of cybersecurity 
operations and have gained skills in using various technologies to detect and analyze 
threats on an enterprise network. Now it's about time to take things to the next level by 
learning how to implement various security controls and technologies to prevent and 
mitigate cyber attacks.

Throughout the course of this chapter, you will learn how to implement various Cisco 
security solutions on a network to mitigate various types of threats and attacks. You will 
learn how to implement Authentication, Authorization, and Accounting (AAA), a 
zone-based firewall, and an Intrusion Prevention System (IPS) on an enterprise network.
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In this chapter, we will cover the following topics:

• Implementing AAA in a Cisco environment

• Deploying a zone-based firewall

• Configuring an IPS

Let's dive in!

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have Cisco Packet 
Tracer 7.3.1 or higher: https://www.netacad.com/courses/packet-tracer.

Link for Code in Action video: https://bit.ly/3aAXc7C

Implementing AAA in a Cisco environment
In this section, you will learn how to implement AAA within a Cisco environment. 
You will discover how to implement local AAA and server-based AAA using Remote 
Authentication Dial-In User Service (RADIUS) and Terminal Access Controller 
Access-Control System Plus (TACACS+) protocols on a Cisco Internetwork Operating 
System (IOS) router. The objective of this lab is to provide you with hands-on experience 
and skills in implementing AAA within an enterprise network. 

Before you get started, go to the Cisco Networking Academy website to enroll in the 
Intro to Packet Tracer course at https://www.netacad.com/courses/packet-
tracer. This free online course will teach you how to download and use the Cisco Packet 
Tracer application to its fullest potential. This is a mandatory requirement if you do not 
have prior experience with Cisco IOS devices and the Cisco Packet Tracer application.

Before building the lab environment, the following are a couple of important factors:

• In the lab topology, use Cisco 2911 routers and Cisco 2960 switches.

• Use straight-through cables to interconnect each device as shown in the network 
diagram.

https://www.netacad.com/courses/packet-tracer
https://bit.ly/3aAXc7C
https://www.netacad.com/courses/packet-tracer
https://www.netacad.com/courses/packet-tracer
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Once the Cisco Packet Tracer application is installed on your computer, please build the 
following network topology for this lab exercise:

Figure 14.1 – AAA lab topology

Once you have connected each device as shown in the preceding figure, we'll be using the 
following IPv4 addressing scheme to configure the IP addresses on each device:

Figure 14.2 – IP addressing table 

To get started with deploying the Zone-Based Policy Firewall (ZPF), use the instructions 
mentioned in the following sections.
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Part 1 – Configuring IP addresses on host devices
1. To configure the IP address on a host device such as the RADIUS server, select the 

Desktop tab | IP Configuration:

Figure 14.3 – IP configuration interface 

2. Ensure that you assign the appropriate IP address, subnet mask, and default gateway 
to the RADIUS server, TACACS+ server, PC 1, and PC 2 based on the IP addressing 
table.

Part 2 – Configuring RADIUS and TACACS+ services
1. Select RADIUS Server, click on Services | AAA, and then enable the service, 

configuring it using the following parameters:

  - Client Name: R2

  - Client IP: 192.168.1.1

  - Secret: radiuspassword

  - ServerType: Radius

The following screenshot shows the parameters on the RADIUS server:
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Figure 14.4 – Configuring RADIUS

2. Create a username and password to authenticate the RADIUS client (R2) with the 
RADIUS server with the following parameters:

  - Username: RemoteUser

  - Password: CyberOps2

The following screenshot shows how the parameter needs to be configured:

Figure 14.5 – RADIUS client



460     Implementing Cisco Security Solutions

3. Next, select TACACS+ Server, click on Services | AAA, and then enable the service 
and use R3 as the TACACS client with the following parameters:

  - Client Name: R3

  - Client IP: 10.1.1.6

  - Secret: tacacspassword

  - ServerType: Tacacs

The following screenshot shows the parameters on the server:

Figure 14.6 – Configuring TACACS+

4. Create a username and password to authenticate the TACACS+ client (R3) with the 
TACACS+ server. Use the following parameters for the TACACS+ client:

  - Username: RemoteUser

  - Password: CyberOps3

The following screenshot shows the parameters on the server:
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Figure 14.7 – TACACS+ client

Part 3 – Configuring local AAA on the R1 router
1. On R1, use the following commands to configure the hostname and a Message-of-

the-Day (MOTD) banner and disable domain name lookup:

Router>enable

Router#configure terminal

Router(config)#hostname R1

R1(config)#banner motd %Keep Out!!!%

R1(config)#no ip domain-name lookup

2. Next, configure the IP addresses on the interfaces of R1:

R1(config)#interface gigabitEthernet 0/1

R1(config-if)#description Connected to LAN

R1(config-if)#ip address 172.16.1.1 255.255.255.0

R1(config-if)#no shutdown

R1(config-if)#exit

R1(config)#interface gigabitEthernet 0/0
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R1(config-if)#description Connected to R2

R1(config-if)#ip address 10.1.1.2 255.255.255.252

R1(config-if)#no shutdown

R1(config-if)#exit

3. Enable OSPFv2 dynamic routing on R1:

R1(config)#router ospf 1

R1(config-router)#passive-interface gigabitEthernet 0/1

R1(config-router)#network 172.16.1.0 0.0.0.255 area 0

R1(config-router)#network 10.1.1.0 0.0.0.3 area 0

R1(config-router)#exit

4. Secure the privilege exec mode of R1 and create a local database with a user 
account:

R1(config)#enable secret cisco123

R1(config)#username Admin1 secret password1

5. Next, enable AAA on R1 and configure it to use the local database for login 
authentication:

R1(config)#aaa new-model

R1(config)#aaa authentication login default local

6. Configure the console port to use the AAA default method list to authenticate 
users when logging on:

R1(config)#line console 0 

R1(config-line)#login authentication default

R1(config-line)#exit

7. Assign R1 to a domain and create asymmetric encryption keys for remote access 
using SSH:

R1(config)#ip domain-name ciscolab.local

R1(config)# crypto key generate rsa general-keys modulus 
1024
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8. Next, create a named method list to authenticate SSH users on the R1 router:

R1(config)#aaa authentication login SSH-Auth local

9. Configure the Virtual Terminal (VTY) lines to use the AAA SSH-Auth list when 
authenticating remote access users:

R1(config)#line vty 0 15

R1(config-line)#login authentication SSH-Auth

R1(config-line)#transport input ssh

R1(config-line)#exit

Part 4 – Configuring server-based AAA using RADIUS
1. Configure the hostname for the R2 router using the hostname command.

2. Configure the MOTD banner using the banner motd command.

3. Disable domain lookup using the no ip domain-name lookup command.

4. Configure each interface on the R2 router with the appropriate IP address and 
subnet mask as shown in the IP addressing table.

5. Configure OSPFv2 dynamic routing on R2:

R1(config)#router ospf 1

R1(config-router)#passive-interface gigabitEthernet 0/1

R1(config-router)#network 192.168.1.0 0.0.0.255 area 0

R1(config-router)#network 10.1.1.0 0.0.0.3 area 0

R1(config-router)#network 10.1.1.4 0.0.0.3 area 0

R1(config-router)#exit

6. Secure access to the privilege exec mode of the router and create a local database 
with the username Admin2:

R1(config)#enable secret cisco123

R1(config)#username Admin2 secret password2

7. Configure R2 to use the RADIUS server IP address and the secret key for AAA:

R2(config)#radius-server host 192.168.1.100

R2(config)#radius-server key radiuspassword
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8. Enable AAA on R2 and configure all user authentication logins to use the RADIUS 
server:

R2(config)#aaa new-model

R2(config)#aaa authentication login default group radius 
local

9. Configure the console interface to use the default AAA authentication 
method:

R2(config)#line console 0

R2(config-line)#login authentication default

R2(config-line)#exit

10. Assign R2 to a domain and create asymmetric encryption keys for remote access 
using SSH:

R2(config)#ip domain-name ciscolab.local

R2(config)# crypto key generate rsa general-keys modulus 
1024

11. Configure the VTY lines to use the AAA default method list when authenticating 
remote access users:

R2(config)#line vty 0 15

R2(config-line)#login authentication default 

R2(config-line)#exit

Part 5 – Configuring server-based AAA using TACACS+
1. Configure the hostname for the R3 router using the hostname command.

2. Configure the MOTD banner using the banner motd command.

3. Disable domain lookup using the no ip domain-name lookup command.

4. Configure each interface on the R3 router with the appropriate IP address and 
subnet mask as shown in the IP addressing table.

5. Configure OSPFv2 dynamic routing on R3:

R3(config)#router ospf 1

R3(config-router)#passive-interface gigabitEthernet 0/1

R3(config-router)#network 172.17.1.0 0.0.0.255 area 0
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R3(config-router)#network 10.1.1.4 0.0.0.3 area 0

R3(config-router)#exit

6. Secure access to the privilege exec mode of the router and create a local database 
with the username Admin3:

R3(config)#enable secret cisco123

R3(config)#username Admin3 secret password3

7. Configure R3 to use the TACACS+ server IP address and secret key for AAA:

R3(config)# tacacs-server host192.168.1.200

R3(config)# tacacs-server key tacacspassword

8. Enable AAA on R3 and configure all user authentication logins to use the RADIUS 
server:

R3(config)#aaa new-model

R3(config)#aaa authentication login default group tacacs+ 
local

9. Configure the console interface to use the default AAA authentication method:

R3(config)#line console 0

R3(config-line)#login authentication default

R3(config-line)#exit

10. Assign R3 to a domain and create asymmetric encryption keys for remote access 
using SSH:

R3(config)#ip domain-name ciscolab.local

R3(config)# crypto key generate rsa general-keys modulus 
1024

11. Configure the VTY lines to use the AAA default method list when authenticating 
remote access users:

R3(config)#line vty 0 15

R3(config-line)#login authentication default 

R3(config-line)#exit



466     Implementing Cisco Security Solutions

Part 6 – Verification
1. Click on PC1, select the Desktop tab, and then click on Telnet / SSH Client, as 

shown in the following screenshot:

Figure 14.8 – Telnet / SSH Client

2. Next, set Connection Type as SSH, insert an IP address for any of the three routers 
and the SSH username, and then click Connect:

Figure 14.9 – SSH connection
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Remember that the router will use AAA as the primary method for user 
authentication, and only if the AAA service or server is not available will the router 
use the local database.

3. Next, you will be prompted to enter the corresponding password for the user 
account, as shown: 

Figure 14.10 – Remote access
As shown in the preceding screenshot, logon to the router was successful. This 
validates that AAA was configured correctly. If AAA was not configured properly, 
the router will not be able to use the AAA server for authentication, which will 
result in using the account on the local database to log in to the device. Keep in 
mind that when entering the password on the terminal interface, Cisco IOS keeps it 
invisible as a security measure. 

Having completed this lab, you have gained the skills and hands-on experience for 
implementing both local and server-based AAA for user authentication in a Cisco 
environment. In the next section, you will learn how to deploy a zone-based firewall  
on an enterprise network. 
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Deploying a zone-based firewall
In this section, you will learn how to implement a ZPF using a Cisco IOS router on 
a network. To get started with this exercise, we'll be using the Cisco Packet Tracer 
application. This application will allow us to create a simulated Cisco environment to 
practice our skills and gain experience.  

The objective of this lab is to configure a Cisco IOS router as a ZPF. This will allow 
the ZPF to allow (permit) host devices on the internal network (inside zone) to access 
external devices (outside zone). However, it will restrict traffic that is originating from the 
outside zone that is attempting to access any resources within the inside zone. 

Before building the lab environment, the following are a couple of important factors:

• In the lab topology, use Cisco 2911 routers and Cisco 2960 switches.

• Use straight-through cables to interconnect each device as shown in the network 
diagram.

Once the Cisco Packet Tracer application is installed on your computer, please build the 
following network topology for this lab exercise:

Figure 14.11 – Zone-based firewall lab topology

As shown in the preceding diagram, the corporate network is connected to the Gi0/0 
interface of the HQ router, while the internet is connected to the Gi0/0 interface of the 
same HQ router. 
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Once you have connected each device as shown in the preceding figure, we'll be using the 
following IPv4 addressing scheme to configure the IP addresses on each device:

Figure 14.12 – IP addressing scheme

To get started with deploying the ZPF, use the instructions mentioned in the following 
sections.

Part 1 – Configuring IP addresses on PC 1 and the web 
server
Using the IP addressing table, configure the IP address, subnet mask, and default gateway 
on both PC 1 and the web server. 

Part 2 – Enabling the security technology license on 
the HQ router

1. Click on the HQ router, select the CLI tab, and then type no to prevent the initial 
configuration dialog from proceeding.

2. Next, use the show version command to verify that the security technology 
license is not active:

Router>enable

Router#show version
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The following screenshot shows that the security technology license is not active/
missing:

Figure 14.13 – Checking the security technology license

3. Use the following sequence of commands to activate the security technology license 
on HQ:

Router#configure terminal

Router(config)#license boot module c2900 technology-
package securityk9

An end user license agreement will appear. Type yes and hit Enter to agree. Then, 
type exit to move back to privilege mode on the HQ router. 

4. Next, to ensure that the license becomes active, you will need to save the device's 
configurations and reboot the router. Use the following commands to complete  
this task:

Router#write

Router#copy running-config startup-config

Press Enter two times to save the configurations. Then, use the reload command 
to reboot the device:

Router#reload

5. Once the device has been rebooted, use the show version command to verify 
that the license is active:

Router>enable

Router#show version
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The following screenshot indicates that the security technology license is now 
active:

Figure 14.14 – Verifying the status of the security technology license 

Part 3 – Configuring IP addresses and routes on HQ 
and ISP routers

1. Use the following commands to configure the hostname on the HQ router:

Router>enable

Router#configure terminal

Router(config)#hostname HQ

2. Next, use the following commands to assign both a description and the IP addresses 
to the interfaces of the HQ router:

HQ(config)#interface gigabitEthernet 0/0

HQ(config-if)#description Connected to ISP

HQ(config-if)#ip address 10.1.1.2 255.255.255.252

HQ(config-if)#no shutdown

HQ(config-if)#exit

HQ(config)#interface gigabitEthernet 0/1

HQ(config-if)#description Connected to LAN

HQ(config-if)#ip address 192.168.1.1 255.255.255.0

HQ(config-if)#no shutdown

HQ(config-if)#exit



472     Implementing Cisco Security Solutions

3. Create a default static route on HQ that points to the internet (ISP):

HQ(config)#ip route 0.0.0.0 0.0.0.0 10.1.1.1

4. Use the following commands to configure the hostname on the ISP router:

Router>enable

Router#configure terminal

Router(config)#hostname ISP

5. Next, use the following commands to assign both a description and the IP addresses 
to the interfaces of the ISP router:

ISP(config)#interface gigabitEthernet 0/0

ISP(config-if)#description Connected to HQ

ISP(config-if)#ip address 10.1.1.1 255.255.255.252

ISP(config-if)#no shutdown

ISP(config-if)#exit

ISP(config)#interface gigabitEthernet 0/1

ISP(config-if)#description Connected to Web Server

ISP(config-if)#ip address 192.0.2.1 255.255.255.0

ISP(config-if)#no shutdown

ISP(config-if)#exit

6. Create a default static route on ISP that points to the HQ router:

ISP(config)#ip route 0.0.0.0 0.0.0.0 10.1.1.2

Part 4 – Creating security zones
On the HQ router, we will create two security zones, an inside zone that is assigned to the 
internal interface (gi0/1), and an outside zone that is assigned to the external interface 
(gi0/0):

1. Use the following command to change the hostname of the router to HQ:

Router>enable

Router#configure terminal

Router(config)#hostname HQ
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2. Use the zone security command to create a zone, one for the inside zone and 
another for the outside zone:

HQ(config)#zone security Inside-Zone

HQ(config-sec-zone)#exit

HQ(config)#zone security Outside-Zone

HQ(config-sec-zone)#exit

Part 5 – Identifying traffic
1. Configure the HQ router to identify traffic that is originating from the inside zone, 

that is, traffic from 192.168.1.0/24. To do this, we can create an extended 
Access Control List (ACL) with the name Internal-Traffic:

HQ(config)#ip access-list extended Internal-Traffic

HQ(config-ext-nacl)#permit ip 192.168.1.0 0.0.0.255 any

HQ(config-ext-nacl)#exit

2. Next, create a class map with the name Internal-Class-Map on the HQ router 
to reference traffic that is permitted within our Internal-Traffic ACL: 

HQ(config)#class-map type inspect match-all Internal-
Class-Map

HQ(config-cmap)#match access-group name Internal-Traffic

HQ(config-cmap)#exit

Part 6 – Creating a policy map to define the action of 
matching traffic
Create a policy map with the name Inside-2-Outside, and then configure it to 
inspect and use the information from the Internal-Class-Map class map:

HQ(config)#policy-map type inspect Inside-2-Outside

HQ(config-pmap)#class type inspect Internal-Class-Map

HQ(config-pmap-c)#inspect 

HQ(config-pmap-c)#exit

HQ(config-pmap)#exit
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Part 7 – Identifying the zone pair and match policy
1. Create a zone pair with the name Inside-2-Outside-ZonePair with the 

inside and outside zones:

HQ(config)#zone-pair security Inside-2-Outside-ZonePair 
source Inside-Zone destination Outside-Zone

2. Next, assign the Inside-2-Outside policy map to the zone pair:

HQ(config-sec-zone-pair)#service-policy type inspect 
Inside-2-Outside

HQ(config-sec-zone-pair)#exit

Part 8 – Assigning the security zones to the interface
1. Configure the internal interface as the inside zone:

HQ(config)#interface gigabitEthernet 0/1

HQ(config-if)#zone-member security Inside-Zone

HQ(config-if)#exit

2. Configure the external interface as the outside zone:

HQ(config)#interface gigabitEthernet 0/0

HQ(config-if)#zone-member security Outside-Zone

HQ(config-if)#exit
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Part 9 – Verification
1. Click on PC1, select the Desktop tab and then Command Prompt, and ping the 

web server:

Figure 14.15 – Connectivity test
As shown in the preceding screenshot, PC1 on the inside zone is able to 
communicate with the web server on the outside zone. 

2. On the HQ router, use the show policy-map type inspect zone-pair 
sessions command to see any established sessions that are allowed through the 
ZPF: 

Figure 14.16 – Viewing active sessions
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The following information can be gathered from the preceding screenshot:

  - The existing zone pairs: Inside-2-Outside-ZonePair

  - The policy map: Inside-2-Outside

  - The class map: Internal-Class-Map

  - The ACL: Internal-Traffic

  - The source IP address and port: 192.168.1.10:33

  - The destination IP address and port: 192.0.2.10:0

  - Protocol: ICMP
However, when you try to perform a ping test from the web server to PC1, the connection 
will fail. This is simply due to the ZPF policy to filter traffic originating from the outside 
zone to the inside zone, as shown:

Figure 14.17 – Testing the ZPF policy

Furthermore, you can use the following commands to troubleshoot ZPF configurations:

• show class-map: Displays the class map on the router 

• show policy-map type inspect zone-pair sessions: Displays active 
session information
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• show zone security: Displays the security zone security and its interfaces

• show zone-pair security: Displays zone pairs and the policy map

Having completed this lab, you have gained the hands-on experience and skills to 
implement a ZPF within a Cisco environment to filter traffic between networks. In the 
next section, you will learn how to configure a network-based IPS.

Configuring an IPS
In this section, you will learn how to implement an IPS on a Cisco IOS router to scan and 
filter inbound traffic to the corporate network. As with the previous hands-on exercises, 
we will be using the Cisco Packet Tracer application to simulate a Cisco environment. 

Before building the lab environment, the following are a couple of important factors:

• In the lab topology, use Cisco 1941 routers and Cisco 2960 switches.

• Use straight-through cables to interconnect each device as shown in the network 
diagram.

Once the Cisco Packet Tracer application is installed on your computer, please build the 
following network topology for this lab exercise:

Figure 14.18 – Cisco IPS lab topology

As shown in the preceding diagram, the HQ router is connected to the 
192.168.1.0/24 network, which represents an internal corporate network. The 
objective is to configure the HQ router to also function as an IPS to scan and filter 
inbound traffic that is originating from the ISP and the internet.



478     Implementing Cisco Security Solutions

Once you have connected each device as shown in the preceding figure, we'll be using the 
following IPv4 addressing scheme to configure the IP addresses on each device:

Figure 14.19 – IP addressing table

To get started with configuring the IPS, use the following instructions.

Part 1 – Configuring IP addresses on end devices
1. Configure all end devices, such as PC1, Syslog Server, and Internet User, with their 

corresponding IP addresses, subnet masks, and default gateways.

2. Ensure that each end device is able to ping its default gateway.

3. Enable the logging service on Syslog Server, click on the Services tab | SYSLOG, 
and then set Service to On:

Figure 14.20 – Enabling the logging service
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Part 2 – Enabling the security technology license on 
the HQ router

1. Click on the HQ router, select the CLI tab, and type no to prevent the initial 
configuration dialog from proceeding.

2. Next, use the show version command to verify that the security technology 
license is not active:

Router>enable

Router#show version

The following screenshot shows that the security technology license is not  
active/missing:

Figure 14.21 – Checking the security technology license

3. Use the following sequence of commands to activate the security technology license 
on HQ:

Router#configure terminal

Router(config)#license boot module c1900 technology-
package securityk9

An end user license agreement will appear. Type yes and hit Enter to agree. Then, 
type exit to move back to privilege mode on the HQ router. 

4. Next, to ensure that the license becomes active, you will need to save the device's 
configurations and reboot the router. Use the following commands to complete  
this task:

Router#write

Router#copy running-config startup-config
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Press Enter two times to save the configurations. Then, use the reload command 
to reboot the device:

Router#reload

5. Once the device has been rebooted, use the show version command to verify 
that the license is active:

Router>enable

Router#show version

The following screenshot indicates that the security technology license is now 
active:

Figure 14.22 – Verifying the status of the security technology license 

Part 4 – Configuring the IPS signature storage location 
and rule on HQ

1. On the HQ router, use the mkdir command to create a directory within flash: to 
store the IPS signatures and rules: 

Router#mkdir ciscoipsdir

Create directory filename [ipsdir]?

Created dir flash:ipsdir

When the router asks whether you want to accept the changes, simply hit Enter on 
your keyboard as an indication of yes.

2. Next, use the ip ips config location command to configure the IPS 
signature storage location as our ciscoipsdir directory, as shown:

Router#configure terminal

Router(config)#ip ips config location flash:ciscoipsdir
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3. Use the ip ips name command to create a name for our IPS rule:

Router(config)#ip ips name ciscoipsrule

Router(config)#exit

Part 5 – Configuring the logging of IPS events
It's important to enable the logging of the IPS events on the HQ router whenever a 
security event occurs, hence we enabled the syslog feature on the syslog server at the 
beginning of this lab:

1. Use the clock set command on the HQ router to manually configure the date 
and time on the device:

Router#clock set 10:45:00 18 february 2021

2. Then, use the service timestamps log datetime msec command to 
configure the router to include the date and timestamps within each syslog message 
it generates:

Router#configure terminal

Router(config)#service timestamps log datetime msec

3. Next, use the following commands to enable the logging of the IPS event and to 
send those syslog messages to the syslog server on our network:

Router(config)#ip ips notify log 

Router(config)#logging host 192.168.1.20

Part 6 – Configuring IPS with signature categories
1. Use the following sequence of commands to retire all the IPS signature categories  

by using the retired true command as shown:

Router(config)#ip ips signature-category

Router(config-ips-category)#category all 

Router(config-ips-category-action)#retired true 

Router(config-ips-category-action)#exit
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2. Use the category ios_ips basic command to unretire the IOS IPS Basic 
category of signatures:

Router(config-ips-category)#category ios_ips basic 

Router(config-ips-category-action)#retired false 

Router(config-ips-category-action)#exit

Router(config-ips-category)#exit

Do you want to accept these changes? [confirm] 

When the router asks whether you want to accept the changes, simply hit Enter on 
your keyboard as an indication of yes.

Part 7 – Applying the IPS rule to an interface
Use the following commands to apply the IPS rule to inspect and filter traffic that is 
leaving the gigabitEthernet 0/1 interface on the HQ router:

Router(config)#interface gigabitEthernet 0/1

Router(config-if)#ip ips ciscoipsrule out

Router(config-if)#exit

Part 8 – Creating an alert and dropping inbound ICMP 
Echo Reply packets

1. To enable the IPS signature to filter ICMO Echo Request messages, use the 
following commands:

Router(config)#ip ips signature-definition

Router(config-sigdef)#signature 2004 0

Router(config-sigdef-sig)#status

Router(config-sigdef-sig-status)#retired false

Router(config-sigdef-sig-status)#enabled true

Router(config-sigdef-sig-status)#exit

This configuration will block any ICMP Echo Request messages that are originating 
from outside the 192.168.1.0/24 network.
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2. Configure the IPS to create an alert for any event and deny (terminate) the inline 
messages:

Router(config-sigdef-sig)#engine

Router(config-sigdef-sig-engine)#event-action produce-
alert

Router(config-sigdef-sig-engine)#event-action deny-
packet-inline

Router(config-sigdef-sig-engine)#exit

Router(config-sigdef-sig)#exit

Router(config-sigdef)#exit

Router(config-sigdef-sig)# Do you want to accept these 
changes? [confirm] 

When the router asks whether you want to accept the changes, simply hit Enter on 
your keyboard as an indication of yes.

Important note
To learn more about Cisco IPS Signature 2004, please refer to the following 
URL: https://tools.cisco.com/security/center/
viewIpsSignature.x?signatureId=2004. 

Part 3 – Configuring IP addresses and routes on HQ 
and ISP routers

1. Use the following commands to configure the hostname on the HQ router:

Router>enable

Router#configure terminal

Router(config)#hostname HQ

2. Next, use the following commands to assign both a description and the IP addresses 
to the interfaces of the HQ router:

HQ(config)#interface gigabitEthernet 0/0

HQ(config-if)#description Connected to ISP

HQ(config-if)#ip address 10.1.1.2 255.255.255.252

HQ(config-if)#no shutdown

HQ(config-if)#exit

HQ(config)#interface gigabitEthernet 0/1

https://tools.cisco.com/security/center/viewIpsSignature.x?signatureId=2004
https://tools.cisco.com/security/center/viewIpsSignature.x?signatureId=2004
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HQ(config-if)#description Connected to LAN

HQ(config-if)#ip address 192.168.1.1 255.255.255.0

HQ(config-if)#no shutdown

HQ(config-if)#exit

3. Create a default static route on HQ that points to the internet (ISP):

HQ(config)#ip route 0.0.0.0 0.0.0.0 10.1.1.1

HQ(config)#exit

4. Use the following commands to configure the hostname on the ISP router:

Router>enable

Router#configure terminal

Router(config)#hostname ISP

5. Next, use the following commands to assign both a description and the IP addresses 
to the interfaces of the ISP router:

ISP(config)#interface gigabitEthernet 0/0

ISP(config-if)#description Connected to HQ

ISP(config-if)#ip address 10.1.1.1 255.255.255.252

ISP(config-if)#no shutdown

ISP(config-if)#exit

ISP(config)#interface gigabitEthernet 0/1

ISP(config-if)#description Connected to Web Server

ISP(config-if)#ip address 192.0.2.1 255.255.255.0

ISP(config-if)#no shutdown

ISP(config-if)#exit

HQ(config)#exit

6. Create a default static route on ISP that points to the HQ router:

ISP(config)#ip route 0.0.0.0 0.0.0.0 10.1.1.2
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Part 9 – Verification
1. Use the show ip ips all command on the HQ router for the IPS 

configurations on the device:

Figure 14.23 – Verifying IPS configurations
As shown in the preceding screenshot, the IPS storage location is set to 
flash:ciscoipsdir.

The following screenshot shows the events that are created through syslog; there's 
only one active signature, the IPS rule that we created earlier, and the IPS rule that  
is configured under the interface:

Figure 14.24 – Additional verification 
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2. Perform a ping test from PC1 to the Internet User device to verify connectivity:

Figure 14.25 – Testing connectivity
As shown in the preceding screenshot, PC1 can successfully send ping messages 
outside the 192.168.1.0/24 network. 

3. Next, perform a ping test from the Internet User device to PC1 to verify whether 
the IPS is working as expected:

Figure 14.26 – Verifying that IPS is functioning
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As shown in the preceding screenshot, devices that are outside the 
192.168.1.0/24 network will not be able to send ping messages such as ICMP 
Echo Request packets. This action was configured to deny (terminate) inline packets 
that met the criteria. 

4. Check the HQ router. You will see that a syslog message is generated for each time 
the IPS rule was triggered:

*Feb 18, 10:57:07.5757:  %IPS-4-SIGNATURE: Sig:2004 
Subsig:0 Sev:25  [192.0.2.10 -> 192.168.1.10:0] 
RiskRating:25

*Feb 18, 10:57:13.5757:  %IPS-4-SIGNATURE: Sig:2004 
Subsig:0 Sev:25  [192.0.2.10 -> 192.168.1.10:0] 
RiskRating:25

Notice how each syslog message contains the timestamp and details pertaining 
to the security event. Additionally, these logs are sent to the syslog server on the 
network.

Having completed this exercise, you have gained hands-on skills on how to implement an 
IPS using a Cisco IOS router within a network. In the next section, you will discover how 
to implement various layer 2 security solutions.

Summary
During the course of this chapter, you have discovered how to implement various Cisco 
security technologies that use AAA to handle the authentication process when a user 
is attempting to log in to a network device. Additionally, you have gained hands-on 
experience of configuring a Cisco IOS router to function as a zone-based firewall to filter 
inbound traffic from an untrusted zone. Lastly, you have gained the skills for configuring 
an IPS to detect and block network-based intrusions. 

I hope this chapter has been informative for you and will prove helpful in your journey 
toward learning the foundations of cybersecurity operations and gaining your Cisco 
Certified CyberOps Associate certification. In the next chapter, you will learn how to 
implement various security technologies within a Cisco environment.
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Further reading
For more information on the topics covered in this chapter, refer to the following links:

• Configuring basic AAA: https://www.cisco.com/c/en/us/support/
docs/security-vpn/terminal-access-controller-access-
control-system-tacacs-/10384-security.html 

• Zone-based policy firewall design: https://www.cisco.com/c/en/us/
support/docs/security/ios-firewall/98628-zone-design-
guide.html 

• Cisco IOS IPS: https://www.cisco.com/c/en/us/td/docs/ios-xml/
ios/sec_data_ios_ips/configuration/15-mt/sec-data-ios-ips-
15-mt-book/sec-cfg-ips.html 

https://www.cisco.com/c/en/us/support/docs/security-vpn/terminal-access-controller-access-control-system-tacacs-/10384-security.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/terminal-access-controller-access-control-system-tacacs-/10384-security.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/terminal-access-controller-access-control-system-tacacs-/10384-security.html
https://www.cisco.com/c/en/us/support/docs/security/ios-firewall/98628-zone-design-guide.html
https://www.cisco.com/c/en/us/support/docs/security/ios-firewall/98628-zone-design-guide.html
https://www.cisco.com/c/en/us/support/docs/security/ios-firewall/98628-zone-design-guide.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_ios_ips/configuration/15-mt/sec-data-ios-ips-15-mt-book/sec-cfg-ips.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_ios_ips/configuration/15-mt/sec-data-ios-ips-15-mt-book/sec-cfg-ips.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_ios_ips/configuration/15-mt/sec-data-ios-ips-15-mt-book/sec-cfg-ips.html


15
Working with Cisco 

Security Solutions
Throughout the course of this chapter, you will learn how to implement various Cisco 
security solutions on a network to mitigate various types of threats and attacks. You will 
learn how to secure various Internet Protocol (IP) services and routing protocols, how 
to implement various Layer 2 security controls to prevent and mitigate Spanning Tree 
Protocol (STP), Dynamic Host Configuration Protocol (DHCP), and Man-in-the-
Middle (MitM) attacks, and how to complement a Cisco firewall on a network.

In this chapter, we will cover the following topics:

• Implementing secure protocols on Cisco devices

• Deploying Layer 2 security controls

• Configuring a Cisco Adaptive Security Appliance (ASA) firewall

Let's dive in!

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have Cisco Packet 
Tracer 7.3.1 or above, which you can download from here: https://www.netacad.
com/courses/packet-tracer

https://www.netacad.com/courses/packet-tracer
https://www.netacad.com/courses/packet-tracer


490     Working with Cisco Security Solutions

Link for Code in Action video: https://bit.ly/3vh571O

Implementing secure protocols on Cisco 
devices
In this section, you will learn how to implement protocols and secure them on a Cisco 
environment. You will gain the skills to secure the Open Shortest Path First (OSPF) 
routing protocol, enable authentication between a Network Time Protocol (NTP) server 
and a client, and secure remote access to networking devices using Secure Shell (SSH).

Before you get started, go to the Cisco Networking Academy website to enroll for the 
Introduction to Packet Tracer course at https://www.netacad.com/courses/
packet-tracer. This free online course will teach you how to download and use the 
Cisco Packet Tracer application to its fullest potential. This is a mandatory requirement 
if you do not have prior experience with Cisco Internetwork Operating System (IOS) 
devices and the Cisco Packet Tracer application.

Before building the lab environment, the following factors are of importance:

• In the lab topology, use Cisco 2911 routers and Cisco 2960 switches.

• Use straight-through cables to interconnect each device, as shown in the network 
diagram depicted in Figure 15.1.

Once the Cisco Packet Tracer application is installed on your computer, please build the 
following network topology for this lab exercise:

Figure 15.1 – Secure protocols lab topology

Once you have connected each device as shown in the preceding diagram, we'll be using 
the following IP version 4 (IPv4) addressing scheme to configure the IP addresses on 
each device:

https://bit.ly/3vh571O
https://www.netacad.com/courses/packet-tracer
https://www.netacad.com/courses/packet-tracer
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Figure 15.2 – IP addressing table 

To get started with implementing secure protocols, use the instructions coming up next.

Part 1 – Configuring IP addresses on host devices
1. To configure the IP addresses on a host device such as Syslog Server, click on Syslog 

Server and select the Desktop tab | IP Configuration, as illustrated in the following 
screenshot:

Figure 15.3 – IP configuration interface 
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2. Ensure you assign the appropriate IP address, subnet mask, and default gateways to 
the Syslog server, the NTP server, PC 1, and PC 2 based on the IP addressing table 
in Figure 15.2. 

At this point, each end device is configured with their respective IP addresses. Next, we'll 
configure the Syslog and NTP services, one per server, within the network. 

Part 2 – Configuring the Syslog and NTP servers
1. Select Syslog Server, click on Services | SYSLOG, and then enable the service,  

as shown in the following screenshot:

Figure 15.4 – Configuring the Syslog server

2. Next, select NTP Server, click on Services | NTP, and then enable the NTP service 
and use the following parameters:

- Key: 1

- Password: NTPpassword
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The following screenshot shows a visual representation of the settings:

Figure 15.5 – Configuring the NTP server

Each server is configured to provide the intended services, such as accept Syslog messages 
and provide time to clients on the network. Next, we will apply essential configurations to 
our network devices. 

Part 3 – Configuring hostnames, banners, and IP 
addresses on routers

1. On R1, use the following commands to configure the hostname and a Message-of-
the-Day (MOTD) banner and to disable the domain name lookup:

Router>enable

Router#configure terminal

Router(config)#hostname R1

R1(config)#banner motd %Keep Out!!!%

R1(config)#no ip domain-name lookup
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2. Next, configure the IP addresses on the interfaces of R1, as follows:

R1(config)#interface gigabitEthernet 0/1

R1(config-if)#description Connected to LAN

R1(config-if)#ip address 172.16.1.1 255.255.255.0

R1(config-if)#no shutdown

R1(config-if)#exit

R1(config)#interface gigabitEthernet 0/0

R1(config-if)#description Connected to R2

R1(config-if)#ip address 10.1.1.2 255.255.255.252

R1(config-if)#no shutdown

R1(config-if)#exit

3. Next, configure the appropriate hostnames, banners, and IP addresses on both  
R2 and R3, as shown in the IP addressing table depicted in Figure 15.2. 

Having made various essential configurations on each of our routers, we will next 
configure dynamic routing with route authentication. 

Part 4 – Configuring OSPFv2 routing with 
authentication

1. Use the following commands to configure OSPF version 2 (OSPFv2) dynamic 
routing on R1:

R1(config)#router ospf 1

R1(config-router)#passive-interface gigabitEthernet 0/1

R1(config-router)#network 172.16.1.0 0.0.0.255 area 0

R1(config-router)#network 10.1.1.0 0.0.0.3 area 0

R1(config-router)#area 0 authentication message-digest

R1(config-router)#exit

The area 0 authentication message-digest command enables OSPF  
to use Message Digest 5 (MD5) during the authentication process between 
neighbor routers in Area 0.

2. Next, configure the MD5 key (MD5password) on the R1 interface that is 
connected to a neighbor router, as follows:

R1(config)#interface gigabitEthernet 0/0

R1(config-if)#ip ospf message-digest-key 1 md5 
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MD5password

R1(config-if)#exit

3. Next, configure OSPFv2 with authentication on R2, as follows:

R2(config)#router ospf 1

R2(config-router)#passive-interface gigabitEthernet 0/1

R2(config-router)#network 192.168.1.0 0.0.0.255 area 0

R2(config-router)#network 10.1.1.0 0.0.0.3 area 0

R2(config-router)#network 10.1.1.4 0.0.0.3 area 0

R2(config-router)#area 0 authentication message-digest

R2(config-router)#exit

4. Next, configure the MD5 key (MD5password) on the R2 interface that is 
connected to a neighbor router, as follows:

R2(config)#interface gigabitEthernet 0/0

R2(config-if)#ip ospf message-digest-key 1 md5 
MD5password

R2(config-if)#exit

R2(config)#interface gigabitEthernet 0/2

R2(config-if)#ip ospf message-digest-key 1 md5 
MD5password

R2(config-if)#exit

5. Next, configure OSPFv2 with authentication on R3, as follows:

R3(config)#router ospf 1

R3(config-router)#passive-interface gigabitEthernet 0/1

R3(config-router)#network 172.17.1.0 0.0.0.255 area 0

R3(config-router)#network 10.1.1.4 0.0.0.3 area 0

R3(config-router)#area 0 authentication message-digest

R3(config-router)#exit

6. Next, configure the MD5 key (MD5password) on the R3 interface that is 
connected to a neighbor router, as follows:

R3(config)#interface gigabitEthernet 0/2

R3(config-if)#ip ospf message-digest-key 1 md5 
MD5password

R3(config-if)#exit
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At this point, each router within the topology has successfully authenticated with 
every other router and is exchanging network routes. Next, you'll learn how to add 
authentication to improve security between an NTP client and the NTP server. 

Part 5 – Configuring NTP with authentication
1. Use the following commands on R1 to configure the router to synchronize its 

system clock and calendar with the clock of the NTP server on the network:

R1(config)# ntp server 192.168.1.200

R1(config)# ntp update-calendar

2. Next, configure R1 to authenticate with the NTP server using the key as 1 and the 
password as NTPpassword, as follows:

R1(config)# ntp authenticate

R1(config)# ntp trusted-key 1

R1(config)# ntp authentication-key 1 md5 NTPpassword

3. Next, configure both R2 and R3 to authenticate and synchronize their system clocks 
with the NTP server by repeating Steps 1 and 2.

The routers' system clocks will take some time to synchronize, but you can use the 
fast-forward time feature (Alt + D keyboard combination) on Cisco Packet Tracer 
to move time on. 

4. Use the show ntp associations and show ntp status commands to 
verify whether the router is synchronizing its clock with the NTP server. These 
commands are shown in the following screenshot:

Figure 15.6 – Verifying NTP
As shown in the preceding screenshot, we can determine that R1 is using 
192.168.1.200 as the NTP server and that the time is synchronized. 
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Using this method, a client is able to authenticate itself and prove its identity to an NTP 
server on a network. Next, you will learn how to configure a router to send its Syslog 
messages to a centralized logging server. 

Part 6 – Configuring Syslog 
1. Select R1, and then use the logging host command to enable it to send its 

Syslog message to a remote server, as follows:

R1(config)#logging host 192.168.1.100

2. Next, configure Syslog to include the time and date within each Syslog message,  
as follows:

R1(config)#service timestamps log datetime msec

3. Next, repeat Steps 1 and 2 on both R2 and R3 on the network.

Each router will insert date stamps and timestamps into each log message before sending 
it across to the Syslog server for centralized log management. Next, you will learn how to 
implement secure remote access to network devices. 

Part 7 – Implementing secure remote access using SSH
1. On R1, use the enable secret command to secure access to the Privilege Exec 

mode of the router, as follows:

R1(config)#enable secret cisco123

2. Create a local database on R1 with a user account for the remote user, as follows:

R1(config)#username Admin1 secret password1

3. Configure R1 to join a domain (ciscolab.local) and create encryption keys 
with a size of 1,024 bits for handling data encryption, as follows:

R1(config)#ip domain-name ciscolab.local

R1(config)#crypto key generate rsa general-keys modulus 
1024
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4. Configure R1 with an SSH timeout of 60 seconds of inactivity and the number of 
failed authentication attempts as 3 prior to being locked out, and then enable SSH 
version 2, as follows:

R1(config)#ip ssh time-out 60

R1(config)#ip ssh authentication-retries 3

R1(config)#ip ssh version 2

5. Configure the Virtual Terminal (VTY) lines to use the local database to validate 
users during the authentication process and enable only SSH inbound connections, 
as follows:

R1(config)#line vty 0 15

R1(config-line)#login local

R1(config-line)#transport input ssh

R1(config-line)#exit

At this point, you have learned how to configure remote access to the Cisco IOS router 
using SSH. Next, we'll take a look at verifying our devices' configurations. 

Part 8 – Verification
1. To check whether Syslog messages are being populated on the Syslog server, simply 

click Syslog Server | the Services tab and then select the SYSLOG category, as 
shown in the following screenshot:

Figure 15.7 – Verifying Syslog messages
As shown in the preceding screenshot, there is a Syslog message containing the 
timestamp, host device IP address, and a message about the event. 

2. To verify whether the routing table of the Cisco router is exchanging routes, use the 
show ip route command, as shown here:
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Figure 15.8 – Routing table
The preceding screenshot shows the routing table for R1. As shown, there are OSPF 
routes being populated within the routing table for R1; this also validates that the 
OSPF route authentication is configured correctly. If the route authentication was 
misconfigured, R1 would not be exchanging OSPF routes with other routers. 

3. Next, we can use the show ntp status command to verify whether a router is 
synchronizing its system clock with an NTP server. The command is shown here:

Figure 15.9 – Verifying NTP status
As shown in the preceding screenshot, R1 has successfully synchronized its 
system clock with an NTP server. This also validates that the NTP authentication 
is configured correctly; otherwise, the router will not synchronize with the NTP 
server.  

Having completed this hands-on exercise, you have learned how to implement various 
security features for common protocols on an enterprise network. In the next section, you 
will learn how to implement various Layer 2 security controls. 

Deploying Layer 2 security controls
In this section, you will learn how to deploy various Layer 2 security controls on a Local 
Area Network (LAN) to prevent various internal cyberattacks. You will learn how to 
secure STP, implementing security controls to prevent users from performing IP and 
Media Access Control (MAC) address spoofing and MitM attacks.
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Important note
STP is a Layer 2 loop prevention protocol. To learn more about STP, please see 
the official documentation from Cisco at https://www.cisco.com/c/
en/us/support/docs/lan-switching/spanning-tree-
protocol/5234-5.html. 

Before building the lab environment, the following factors are of importance:

• In the lab topology, use Cisco 2960 switches.

• Use straight-through cables to interconnect each device, as shown in the network 
diagram depicted in Figure 15.10.

Please build the following network topology within Cisco Packet Tracer 7.3.1 for this lab 
exercise:

Figure 15.10 – Layer 2 security lab topology

https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/5234-5.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/5234-5.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/5234-5.html
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Once you have connected each device as shown in the preceding screenshot, we'll be using 
the following IPv4 addressing scheme to configure the IP addresses on each device:

Figure 15.11 – IP addressing table

To get started with implementing Layer 2 security controls, use the instructions coming 
up next.

Part 1 – Configuring end devices and the DHCP server
1. Firstly, let's ensure that each PC is configured to retrieve its IP addressing 

configurations from the DHCP server on the network. Click on each PC, select the 
Desktop tab | IP Configuration, and then set the option to DHCP, as illustrated in 
the following screenshot:

Figure 15.12 – PC IP settings



502     Working with Cisco Security Solutions

2. Next, to set a static IP address on the DHCP server, select the Desktop tab | IP 
Configuration, set the option to Static, and use the following IP addressing scheme:

Figure 15.13 – DHCP server IP settings

3. To configure the DHCP service on the server, select the Services tab | DHCP, set 
the Service option to On, and use the following settings for the DHCP service:

- Default Gateway: 192.168.1.1

- DNS Server: 8.8.8.8

- Start IP Address: 192.168.1.10

- Subnet Mask: 255.255.255.0

The following screenshot shows the User Interface (UI) with configurations:
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Figure 15.14 – DHCP settings

4. Click Save to ensure that the settings become active on the DHCP server.

At this point, each end device is configured with its respective IP address. Next, you will 
discover how to secure STP within a Cisco environment. 

Part 2 – Securing STP
1. On each switch on the network, use the hostname command to configure the 

appropriate hostnames, as shown in the lab topology diagram in Figure 15.10.

2. On each switch, use the spanning-tree mode rapid-pvst command, as 
shown here, to enable Rapid per VLAN Spanning Tree (Rapid-PVST+) on the 
entire network:

SW1(config)#spanning-tree mode rapid-pvst
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3. Let's make SW2 the root bridge on the network. Use the following command to 
configure SW2 to have the lowest-priority value, to be elected as the root bridge on 
the network:

SW2(config)#spanning-tree vlan 1 priority 4096

4. Next, let's configure SW3 as the secondary root bridge as the second lowest-priority 
value, as follows:

SW3(config)#spanning-tree vlan 1 priority 8192

5. Since there are only two end devices connected to SW1, let's enable both PortFast 
and Bridge Protocol Data Unit (BPDU) Guard to prevent BPDU messages from 
entering Fast Ethernet 0/1 and Fast Ethernet 0/2, as follows:

SW1(config)#interface range fastEthernet 0/1 - 
fastEthernet 0/2

SW1(config-if-range)#switchport mode access 

SW1(config-if-range)#spanning-tree portfast 

SW1(config-if-range)#spanning-tree bpduguard enable 

SW1(config-if-range)#exit

If a BPDU enters either of these interfaces, this will trigger a security violation 
and the switch will logically flip the interface to an err-disable state. This will 
prevent any inbound and outbound traffic in the affected interface only. 

6. Next, enable PortFast and BPDU Guard on Fast Ethernet 0/1 on SW3.

7. Next, we can configure Root Guard to prevent SW1 from ever becoming the root 
bridge on the network by using the spanning-tree guard root interface 
command. The following command has to be placed on the designated ports that 
are connected to SW1:

## SW2

SW2>enable

SW2#configure terminal

SW2(config)#interface gigabitEthernet 0/1

SW2(config-if)#spanning-tree guard root

SW2(config-if)#exit
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Apply the following configuration to SW3:
## SW3

SW3>enable

SW3#configure terminal

SW3(config)#interface gigabitEthernet 0/1

SW3(config-if)#spanning-tree guard root 

SW3(config-if)#exit

Securing STP prevents unauthorized switches from becoming the root bridge on the 
network. Next, you will learn how to mitigate rogue DHCP servers. 

Part 3 – Configuring DHCP snooping with ARP 
inspection
An attacker who is already inside the enterprise network can attempt to connect a rogue 
DHCP server to the network. The rogue DHCP server can provide false IP addressing 
configurations to end devices on the network. A feature known as DHCP snooping is 
used to prevent rogue DHCP servers on a network:

1. To get started, use the following command on SW3 to enable DHCP snooping:

SW3(config)#ip dhcp snooping

2. Next, we need to configure trusted ports on SW3 that are used to accept inbound 
DHCP Offer and DHCP Acknowledgment messages, as follows:

SW3(config)#interface fastEthernet 0/1

SW3(config-if)#ip dhcp snooping

SW3(config)#interface fastEthernet 0/1

SW3(config-if)#ip dhcp snooping trust

SW3(config-if)#no shutdown

SW3(config-if)#exit
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3. Next, configure the trunk ports as trusted ports on SW3, as follows:

SW3(config)#interface range gigabitEthernet 0/1 - 
gigabitEthernet 0/2

SW3(config-if-range)#switchport mode trunk

SW3(config-if-range)#ip dhcp snooping trust

SW3(config-if-range)#no shutdown

SW3(config-if-range)#exit

Assign DHCP snooping to Virtual LAN (VLAN) 1 on SW3, as follows:
SW3(config)#ip dhcp snooping vlan 1

4. Next, using Steps 1 to 3, configure DHCP snooping on SW1 and SW2 on the 
topology. Ensure that the ports from one switch to the next are configured as trunk 
and trusted ports only. 

Important note
Once DHCP snooping is configured on a switch with trusted ports, all other 
ports will default to being untrusted ports. Untrusted ports will automatically 
be blocked by inbound DHCP Offer and DHCP Acknowledgement packets.

Many attackers who are connected to a LAN usually attempt to perform an MitM attack, 
with the intention of capturing any sensitive data such as user credentials. A feature 
known as Dynamic ARP Inspection (DAI, where ARP is an acronym for Address 
Resolution Protocol) is used to prevent IP spoofing, MAC spoofing, and MitM attacks.

DAI is dependent on DHCP snooping. Since we have already configured DHCP 
snooping on our network, we can dive in to configuring DAI on the switches, as follows:

1. Use the following command on SW1 and SW2 to configure the trunk ports as ARP 
trusted ports:

SW1(config)#interface range gigabitEthernet 0/1 - 
gigabitEthernet 0/2

SW1(config-if-range)#ip arp inspection trust 

SW1(config-if-range)#exit

2. Next, use the following commands to enable DAI on the first of the switches' 
VLANs:

SW1(config)#ip arp inspection vlan 1
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3. Next, configure DAI to inspect the source and destination MAC and IP addresses of 
each message, as follows:

SW1(config)#ip arp inspection validate src-mac dst-mac ip

4. Next, using Steps 1 to 3, configure DAI on SW3. Ensure that the ports from one 
switch to the next are configured as trunk and trusted ports only. 

Our network now contains various Layer 2 security features to prevent STP, DHCP, and 
ARP attacks.

Part 4 – Verification
1. Using the show ip dhcp snooping command on the switch can verify whether 

DHCP snooping is enabled, and which interfaces are configured as trusted and 
untrusted ports, as shown in the following screenshot:

Figure 15.15 – Verifying DHCP snooping status

2. Using the show ip dhcp snooping binding command allows you to verify 
the contents of the DHCP binding table, such as IP-to-MAC address association, as 
shown in the following screenshot: 

Figure 15.16 – Viewing the DHCP binding table
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3. The show ip arp inspection command allows you to verify whether DAI is 
inspecting the source and destination IP and MAC addresses of messages and also 
provides statistics, as shown in the following screenshot:

Figure 15.17 – ARP inspection statistics

4. Lastly, using the show ip arp inspection vlan <vlan-ID> command 
provides additional details specific to the VLAN ID.

Having completed this hands-on exercise, you have gained experience in terms of 
implementing various Layer 2 security technologies to help mitigate various Layer 2 
attacks on an enterprise network. In the next section, you will learn how to configure  
a Cisco ASA firewall.

Configuring a Cisco ASA firewall
In this section, you will deploy a Cisco Adaptive Security Appliance (ASA) firewall  
on an enterprise network. You will gain hands-on experience in terms of implementing 
security levels on each interface, routing, Network Address Translation (NAT), and 
various IP services. 

Before building the lab environment, the following factors are of importance:

• In the lab topology, use a Cisco ASA 5505 firewall, Cisco 2911 routers, and Cisco 
2960 switches.

• Use straight-through cables to interconnect each device, as shown in the network 
diagram in Figure 15.18.
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Please build the following network topology within Cisco Packet Tracer 7.3.1 for this lab 
exercise:

Figure 15.18 – Cisco ASA lab topology

Once you have connected each device as shown in the preceding screenshot, we'll be using 
the following IPv4 addressing scheme to configure the IP addresses on each device:

Figure 15.19 – IP addressing table

To get started configuring the lab, use the instructions coming up next.
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Part 1 – Configuring the ISP router and end devices
1. To configure PC 1 to automatically receive its IP configurations from a DHCP 

server, click on PC 1, select the Desktop tab | IP Configuration, and change  
the IP configurations to DHCP.

2. Next, to statically configure PC 2 with its IP configurations based on the IP 
addressing table for this lab, select PC 2, select the Desktop tab | IP Configuration, 
and use the following settings:

Figure 15.20 – PC 2 IP configurations

3. Next, let's configure the ISP router with a hostname using the following 
commands:

Router>enable

Router#configure terminal

Router(config)#hostname ISP

4. Configure each interface of the ISP router with its corresponding IP address,  
as follows:

ISP(config)#interface gigabitEthernet 0/1

ISP(config-if)#description Connected to PC 2

ISP(config-if)#ip address 192.168.1.1 255.255.255.0

ISP(config-if)#no shutdown
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ISP(config-if)#exit

ISP(config)#interface gigabitEthernet 0/2

ISP(config-if)#description Connected to ASA

ISP(config-if)#ip address 10.1.1.1 255.255.255.252

ISP(config-if)#no shutdown

ISP(config-if)#exit

5. To simulate the internet connection within our lab environment, we'll use a default 
static route on the ISP router to point to the ASA firewall, as follows:

ISP(config)#ip route 0.0.0.0 0.0.0.0 10.1.1.2

Now that we have simulated the internet connection, let's begin working on our firewall.

Part 2 – Performing basic ASA configurations 
1. To restrict access to the Privilege Exec mode of the Cisco ASA firewall, use the 

following commands:

ciscoasa>enable

Password: 

ciscoasa#configure terminal

ciscoasa(config)#enable password cisco123

When prompted to enter a password, simply hit Enter on your keyboard. 

The enable password command on the Cisco ASA device is equivalent to 
the enable secret command on Cisco IOS devices. Cisco ASA has similar 
commands to Cisco IOS, but they are not the same. 

2. Use the hostname command to configure the hostname on the Cisco ASA,  
as follows:

ciscoasa(config)#hostname ASA-1

3. Use the domain-name command to configure a domain name on the Cisco ASA, 
as follows:

ASA-1(config)#domain-name ciscoasa.lab

4. Use the clock set command to configure the system clock and calendar on the 
Cisco ASA, as follows:

ASA-1(config)#clock set 10:50:00 25 February 2021
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Now that the firewall has the essential configurations, let's begin configuring the security 
zone and the interfaces.

Part 3 – Configuring security zones and interfaces
We will assign the Ethernet 0/0 interface as the Inside zone with a security level  
of 100, the Ethernet 0/1 interface to the Demilitarized Zone (DMZ) with  
a security level of 50, and the Ethernet 0/2 interface to the Outside zone with  
a security level of 0. 

Since the Cisco ASA 5505 firewall model contains a built-in switch, we'll need to first 
configure a Switch Virtual Interface (SVI) for each security zone and then assign each  
to a physical interface, as follows:

1. To create an SVI for the Inside zone with a security level of 100 on the Cisco ASA 
firewall, use the following commands:

ASA-1(config)#interface vlan 1

ASA-1(config-if)#security-level 100

ASA-1(config-if)#no ip address

ASA-1(config-if)#ip address 172.16.1.1 255.255.255.0

ASA-1(config-if)#no shutdown

ASA-1(config-if)#exit

2. Next, let's create another SVI for the Outside zone with a security level of 0 on the 
Cisco ASA firewall, as follows:

ASA-1(config)#interface vlan 2

ASA-1(config-if)#nameif outside

ASA-1(config-if)#security-level 0

ASA-1(config-if)#ip address 10.1.1.2 255.255.255.252

ASA-1(config-if)#no shutdown

ASA-1(config-if)#exit

3. Next, create another SVI for the DMZ zone with a security level of 50 on the Cisco 
ASA firewall, as follows:

ASA-1(config)#interface vlan 3

ASA-1(config-if)#no forward interface vlan 1

ASA-1(config-if)#nameif dmz

ASA-1(config-if)#security-level 50
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ASA-1(config-if)#ip address 172.17.1.1 255.255.255.0

ASA-1(config-if)#no shutdown

ASA-1(config-if)#exit

At this point, we have created three security zones and each is configured with a security 
level. The next step is to assign the physical interfaces to a security zone. 

Part 4 – Assigning the physical interfaces to a security 
zone

1. Use the following commands to assign the Ethernet 0/0 interface of the Cisco 
ASA firewall to the Inside zone:

ASA-1(config)#interface Ethernet 0/0

ASA-1(config-if)#switchport access vlan 1

ASA-1(config-if)#no shutdown

ASA-1(config-if)#exit

2. Use the following commands to assign the Ethernet 0/1 interface of the ASA  
to the DMZ zone:

ASA-1(config)#interface Ethernet 0/1

ASA-1(config-if)#switchport access vlan 3

ASA-1(config-if)#no shutdown

ASA-1(config-if)#exit

3. Use the following commands to assign the Ethernet 0/2 interface of the ASA  
to the Outside zone:

ASA-1(config)#interface Ethernet 0/2

ASA-1(config-if)#switchport access vlan 2

ASA-1(config-if)#no shutdown

ASA-1(config-if)#exit

4. Use the show ip address command to view a summary of the status for all 
interfaces on the Cisco ASA.

Tip
The show commands on a Cisco ASA can be executed on any mode on the 
firewall.
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5. Use the show ip address command to view the IP addresses that are assigned 
to the SVIs on the device.

6. Use the show switch vlan command to view the Inside, Outside, and DMZ 
VLAN assignments on the Cisco ASA.

Since an interface is assigned to each security zone, let's now configure NAT to allow the 
internal private network to communicate with the internet. 

Part 5 – Configuring routing and NAT
1. For the Cisco ASA to route traffic to the internet from its internal network,  

a default static route is required. To configure a default static route, use the 
following command:

ASA-1(config)#route outside 0.0.0.0 0.0.0.0 10.1.1.1

2. Use the show route command to verify that the default static route is 
implemented within the routing table of the Cisco ASA, as shown in the following 
screenshot:

Figure 15.21 – Viewing the routing table on a Cisco ASA
Since the Cisco ASA has a single IP address assigned on the Ethernet 0/2 
(Outside) interface, this address will be used to virtually represent a public address 
on the device. 
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3. Use the following commands to create a network object to represent the Inside 
network and configure Port Address Translation (PAT) to translate all the source 
IP addresses from the Inside zone to the IP address on the Outside interface, as 
follows:

ASA-1(config)#object network inside-network

ASA-1(config-network-object)#subnet 172.16.1.0 
255.255.255.0

ASA-1(config-network-object)#nat (inside,outside) dynamic 
interface 

ASA-1(config-network-object)#exit

4. Use the show nat command to verify whether any translations are occurring on 
the Cisco ASA, as shown in the following screenshot:

Figure 15.22 – NAT statistics
As shown in the preceding screenshot, there are no translations, simply because we 
did not generate any traffic from our Inside zone to the Outside zone. 

Using PAT allows multiple private IP addresses to be translated to a single public IP 
address. Next, you will learn about the benefits of the Cisco Modular Policy Framework 
(MPF).

Part 6 – Configuring the Cisco MPF
The Cisco MPF is a technology that is used on Cisco security appliances to identify traffic 
types for inspection. Once a traffic type is identified on the Cisco ASA, an action can be 
applied to the traffic. class-map is used to identify the traffic, and then policy-map 
is used to determine the action (such as permit or deny), and service-map is used to 
apply the policy to the Cisco ASA. This Cisco MPF will allow us to create a policy map to 
perform an inspection on all traffic originating from the Inside zone to the Outside zone, 
and only allow the returning traffic back in.
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Due to various limitations within the Cisco Packet Tracer application regarding security 
configurations on the Cisco ASA firewalls, we will simply be modifying the default class 
map and policy map within our lab topology:

1. To get started, use the following commands to configure the default class-map 
interface to match all default traffic types:

ASA-1#configure terminal

ASA-1(config)#class-map inspection_default

ASA-1(config-cmap)#match default-inspection-traffic

ASA-1(config-cmap)#exit

2. Next, use the following commands to create a policy map to use the traffic type 
from the class-map interface and include Internet Control Message Protocol 
(ICMP) traffic for inspection:

ASA-1(config)#policy-map global_policy

ASA-1(config-pmap)#class inspection_default

ASA-1(config-pmap-c)#inspect icmp

ASA-1(config-pmap-c)#exit

3. Lastly, apply the service policy to the Cisco ASA firewall by using the following 
command:

ASA-1(config)#service-policy global_policy global

Now that the inspection policy has been configured, let's set up remote access and DHCP 
on the firewall.

Part 7 – Configuring DHCP and remote access
1. To configure the Cisco ASA firewall to provide DHCP services, use the following 

commands to create a DHCP pool, specify a Domain Name System (DNS) server, 
and enable the DHCP service:

ASA-1(config)#dhcpd address 172.16.1.20-172.16.1.50 
inside

ASA-1(config)#dhcpd dns 8.8.8.8 interface inside

ASA-1(config)#dhcpd enable inside
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2. To configure remote access using SSH, first create a local user account on the Cisco 
ASA, as follows:

ASA-1(config)#username Admin1 password ciscoasa1

3. Next, configure and enable Authentication, Authorization, and Accounting 
(AAA) to use the local database during the authentication process for SSH,  
as follows:

ASA-1(config)#aaa authentication ssh console LOCAL

4. Next, generate encryption keys for data encryption when using SSH, as follows:

ASA-1(config)#crypto key generate rsa modulus 1024

Do not replace the existing cryptographic keys. Simply type no and hit Enter. 

5. Next, configure which host or devices are allowed remote access to the Cisco ASA 
via SSH, as follows:

ASA-1(config)#ssh 172.16.1.0 255.255.255.0 inside

This command allows all host devices on the 172.16.1.0/24 network to 
remotely access the firewall using the SSH protocol. 

6. Configure the SSH user inactivity timeout as 2 minutes, as follows:

ASA-1(config)#ssh timeout 2

The default SSH timeout value is 5 minutes, but it's recommended to set a shorter 
timeout period as a security measure. 

At this point, the firewall will provide DHCP services to the internal network and allow 
a security professional to remotely access and manage the appliance. Next, let's configure 
the DMZ to allow remote users to access the web server only. 
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Part 8 – Configuring the DMZ
To configure the DMZ on the Cisco ASA, we need to create another network object 
(webserver-dmz) and assign a static IP address, 172.17.1.10, to it. Then, configure 
the static NAT, which will allow an external user on the internet to access the server via  
a public IP address of the firewall:

1. To perform this task, use the following commands:

ASA-1(config)#object network webserver-dmz

ASA-1(config-network-object)#host 172.17.1.10

ASA-1(config-network-object)#nat (dmz,outside) static 
10.1.1.2

ASA-1(config-network-object)#exit

2. Next, we need to create an Access Control List (ACL) rule with the name DMZ-OUT 
to allow ICMP traffic from any source to the web server at 172.17.1.10, as 
follows:

ASA-1#configure terminal

ASA-1(config)#access-list DMZ-OUT permit icmp any host 
172.17.1.10

3. Create another rule within the DMZ-OUT ACL to allow any host devices to access 
the web server on port 80 only, as follows:

ASA-1(config)#access-list DMZ-OUT permit tcp any host 
172.17.1.10 eq 80

4. Lastly, apply the DMZ-OUT ACL to filter inbound traffic on the Outside interface 
(Ethernet 0/2), as follows:

ASA-1(config)#access-group DMZ-OUT in interface outside

ASA-1(config)#exit

5. Use the write memory command to save the configurations on the Cisco ASA.

The firewall will allow only specific traffic from the Outside zone to enter, while filtering 
all other traffic. 
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Part 9 – Verification
1. To generate traffic, perform a ping test from PC 1 to PC 2.

2. Next, on the Cisco ASA firewall, use the show nat command to see the NAT 
policies and the configured interfaces, as shown in the following screenshot:

Figure 15.23 – Verifying NAT
As shown in the preceding screenshot, we are able to verify the NAT configurations 
on each security zone and determine whether the policies perform a translation of 
IP addresses. 

3. Use the show xlate command to see the actual statistics of any recent NATs, as 
shown in the following screenshot:

Figure 15.24 – Observing NATs
As shown in the preceding screenshot, we are able to see the actual address 
translations that occurred during a ping test from PC 1 to PC 2. 
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4. To test whether the Cisco MPF is working as expected, perform a ping test from 
PC 2 to the PC 1 firewall, as shown in the following screenshot:

Figure 15.25 – Testing the Cisco MPF
As shown in the preceding screenshot, the ICMP messages are filtered by the 
firewall, as expected. The Cisco MPF will not allow traffic originating from the 
Outside zone to the Inside zone on the firewall. 

5. To access the web server within the DMZ, click on PC 2 | Desktop | Web Browser, 
and then enter the public IP address of the Cisco ASA firewall (10.1.1.2), as 
illustrated in the following screenshot:

Figure 15.26 – Accessing the web server
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As shown in the preceding screenshot, the external user (PC 2) is able to access just 
the web services on port 80 of the web server via the public IP address on the Cisco 
ASA firewall. However, ICMP messages will be filtered from the Outside zone to 
the web server on the DMZ.

Having completed this exercise, you have gained hands-on experience in terms of 
implementing and administering a Cisco ASA firewall on an enterprise network. 
Furthermore, you have learned how to configure various features and services to filter 
traffic between different security zones. 

Summary
During the course of this chapter, you have learned about many security features and 
technologies that have been integrated into Cisco devices. You have learned how to 
configure various protocols and use an additional layer of security to ensure that each 
device establishes trust with every other device. Furthermore, you have discovered how 
to implement various Layer 2 security controls to mitigate various Layer 2 attacks on an 
internal network. Lastly, you have acquired the skills to implement a Cisco ASA firewall 
on a network and configure it to perform various roles.

I hope that this chapter has been informative for you and will prove beneficial in your 
journey toward learning the foundations of cybersecurity operations and gaining your 
Cisco Certified CyberOps Associate certification. In the next chapter, you will learn how 
to implement various cybersecurity operation technologies.
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Real-World 

Implementation and 
Best Practices

In this chapter, you will take a deep dive into learning how to implement various  
real-world threat detection platforms on a network. Firstly, you will learn how to 
implement an open source Security Information and Event Management (SIEM)  
tool on a network to gather, correlate, and monitor security alerts. Then, you will learn 
how to automate the process of discovering and exploiting vulnerabilities using both  
a vulnerability scanner and a breach and attack automation tool. This will teach you how 
attackers compromise your network and system and establish communication channels 
between compromised systems and a centralized server. Lastly, you will learn how to 
implement an open source honeypot platform on a network to detect and analyze threats. 
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In this chapter, we will cover the following topics:

• Implementing an open source SIEM tool

• Implementing tools to perform the active scanning of assets

• Using an open source breach and attack simulation tool

• Implementing an open source honeypot platform

Let's dive in!

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the 
following hardware and software requirements:

• Oracle VirtualBox: https://www.virtualbox.org/ 

• AlienVault OSSIM: https://cybersecurity.att.com/products/ossim 

• Kali Linux: https://www.offensive-security.com/kali-linux-vm-
vmware-virtualbox-image-download/ 

• Nessus: https://www.tenable.com/products/nessus 

• Ubuntu 18.04 Desktop: https://releases.ubuntu.com/18.04/ 

• Infection Monkey: https://www.guardicore.com/infectionmonkey/ 

• T-Pot: https://github.com/telekom-security/tpotce 

Link for Code in Action video: https://bit.ly/2QV5mRi

https://www.virtualbox.org/
https://cybersecurity.att.com/products/ossim
https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/
https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/
https://www.tenable.com/products/nessus
https://releases.ubuntu.com/18.04/
https://www.guardicore.com/infectionmonkey/
https://github.com/telekom-security/tpotce
https://bit.ly/2QV5mRi
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Implementing an open source SIEM tool
In this section, you will be learning how to implement AlienVault's Open Source Security 
Information and Event Management (OSSIM) on a network. OSSIM is a free SIEM 
solution from AlienVault that allows security professionals to discover assets, perform 
vulnerability management, detect intrusions, monitor application and device behavior, 
and handle event/log correlation and alerting. 

As you may recall from elsewhere in this book, we have discussed the benefits and 
functions of implementing a SIEM tool within an enterprise network. One of the major 
benefits of using a SIEM tool is that it allows cybersecurity professionals to use a single 
dashboard to view all potential threats within the entire network of their organization. 

The following diagram shows a simplified deployment model of an on-premises solution:

Figure 16.1 – SIEM deployment model

As shown in the preceding figure, the SIEM tool is deployed on the network, and all 
networking and security solutions and devices are configured to send their alert logs  
to the SIEM tool. 

To get started with this hands-on exercise, use the instructions given in the following 
sections.
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Part 1 – Creating a virtual environment
1. Download and install VirtualBox on your computer.

2. To download and save the OSSIM ISO file, go to https://cybersecurity.
att.com/products/ossim and click on Download AlienVault OSSIM ISO,  
as shown in the following screenshot:

Figure 16.2 – AlienVault OSSIM 

3. Next, open VirtualBox. Click on New to create a new virtual machine.

https://cybersecurity.att.com/products/ossim
https://cybersecurity.att.com/products/ossim


Implementing an open source SIEM tool     527

4. The Create Virtual Machine wizard will open; click on Expert Mode, as shown in 
the following screenshot:

Figure 16.3 – Creating a virtual machine
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5. In expert mode, configure a name for the virtual machine, assign 4096 MB of 
memory, and select the Create a virtual hard disk now option:

Figure 16.4 – Virtual machine parameters 
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6. Next, use 40.00 GB for the file size of the virtual disk, select the VHD  
(Virtual Hard Disk) option, and click Create:

Figure 16.5 – Virtual disk parameters
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Since we are implementing a SIEM tool within a virtual lab environment, the size 
of the virtual disk does not need to be that large. However, keep in mind that in 
a production environment, the disk space for a SIEM tool should be 500 GB or 
greater to support the large amounts of inbound data. 

7. Next, we need to edit a few settings on the virtual machine. Simply select it and  
click on Settings.

8. Select Network | Adapter 1, then set Attached to: Bridged Adapter as shown here:

Figure 16.6 – Modifying the network adapter

Important note
In a production environment, it's recommended that the SIEM tool has two 
network interfaces. One interface will be used for the management of the SIEM 
tool and the other will collect alert messages from the network. 
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9. Next, select the Storage category, select the CD icon under Storage Devices, then 
click the disk icon on the right as shown here:

Figure 16.7 – Attaching the OSSIM ISO

10. A drop-down menu will appear. Select Choose a disk file, choose the OSSIM ISO 
file, and click OK:

Figure 16.8 – ISO file attached to the virtual CD drive

Now the virtual environment is configured and ready, let's begin installing OSSIM on the 
virtual machine. 
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Part 2 – Installing OSSIM 
1. On VirtualBox, select the OSSIM virtual machine and click Start to power on  

the system.

2. Next, the start-up disk window will appear, simply use the drop-down menu and 
select the OSSIM ISO file and click Start as shown here:

Figure 16.9 – Start-up disk menu

Tip
When using Oracle VM VirtualBox, if the mouse cursor is stuck inside the 
guest virtual machine, simply use the right-control key on your keyboard to 
release it.
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3. Next, the OSSIM boot menu will appear. Select the Install AlienVault OSSIM 
option and hit Enter:

Figure 16.10 – OSSIM boot menu

4. Next, select a language and click Continue.

5. Then you will be asked to select your location and click Continue.

6. Select your keyboard layout and click Continue.
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7. Next, you will be required to configure a static IP address on OSSIM for 
management:

Figure 16.11 – Configuring the management IP address
Ensure you know your network's IP address scheme. Use an available IP address 
from your network to assign to the OSSIM machine. Additionally, ensure the IP 
address you assign on OSSIM is reachable by all networking and security devices 
within your organization.   

8. Next, you will be required to set the subnet mask for your network:
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Figure 16.12 – Setting the subnet mask

9. Next, you will be required to configure the default gateway on the OSSIM:

Figure 16.13 – Configuring the default gateway
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10. Next, you will be asked to configure name servers. If you do not have any, leave it 
blank and click Continue. 

11. Next, the setup wizard will prompt you to create the root account password as 
shown here:

Figure 16.14 – Setting passwords
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12. Next, select the appropriate time zone and click Continue.

Then the installation process will begin. This process usually takes approximately 
20 minutes to complete. Once completed, the system will automatically reboot and 
present the following window:

Figure 16.15 – OSSIM interface

Having completed the installation of OSSIM, let's take a look at how to complete the 
initialization process and access the SIEM dashboard. 
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Part 3 – Getting started with AlienVault OSSIM
1. Open the web browser on your computer and enter https://<ip address of 

OSSIM> to access the web management interface. 

2. Create an administrator account as shown here:

Figure 16.16 – Administrator account creation
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3. Next, the system will create the administrator account and display the following 
login screen:

Figure 16.17 – OSSIM login interface

4. After you're logged in with administrator access, you will be required to configure 
the network interfaces as shown here:

Figure 16.18 – Configuring network interfaces
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If there is more than one network interface, this option will allow you to choose one 
interface for management and another for inbound alert messages.

5. Next, OSSIM will attempt to perform automatic discovery of the assets on your 
network. You also have the option to perform a manual scan of your IP subnet and 
add individual host devices:

Figure 16.19 – Asset discovery

6. Next, OSSIM will allow you to automate the deployment of Host-based Intrusion 
Detection System (HIDS) agents on Windows and Linux devices on your network:
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Figure 16.20 – HIDS deployment 

7. Then, OSSIM will allow you to configure the log management features as shown 
here:

Figure 16.21 – Log management 
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8. The OSSIM wizard will ask whether you want to join the Open Threat Exchange; 
simply skip this step to continue.

9. A new window will open. Select Explore AlientVault OSSIM to complete the setup 
and access the dashboard interface as shown here:

Figure 16.22 – OSSIM dashboard
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In a production environment, OSSIM will correlate alert logs from various 
network and security devices and applications within the organization. The OSSIM 
dashboard provides an overall summary of the event and actions. 

Having completed this section, you have gained hands-on skills in implementing a SIEM 
solution on a network. In the next section, you will learn how to perform a vulnerability 
assessment on a network.

Implementing tools to perform the active 
scanning of assets
In this section, you will learn how to set up and perform a vulnerability scan using the 
Kali Linux operating system. Nessus is one of the most reputable vulnerability scanners  
in the cybersecurity industry. During this exercise, you will learn how to set up Kali Linux 
as a virtual machine, install Nessus, and perform a vulnerability scan on a target system.

Important note
Do not perform any types of scans on systems and networks without legal 
permission. 

To get started with this exercise, use the instructions given in the following sections.

Part 1 – Setting up Kali Linux
1. Firstly, log in to the BIOS or UEFI of your system and ensure the virtualization 

feature is enabled on your processor. 

2. Next, you'll need a hypervisor to create virtual machines. To download Oracle 
VirtualBox, go to https://www.virtualbox.org/wiki/Downloads.  
Once it's downloaded, install it using the default settings.

https://www.virtualbox.org/wiki/Downloads
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3. Next, to download the official Kali Linux virtual image for VirtualBox, go to 
https://www.offensive-security.com/kali-linux-vm-vmware-
virtualbox-image-download/ and select the Kali Linux VirtualBox 64-Bit 
(OVA) file as shown here:

Figure 16.23 – Virtual image file

4. Once the file is downloaded, right-click on it and select Open with | VirtualBox 
Manager:

Figure 16.24 – Opening the file using VirtualBox

https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/
https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/
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5. Next, the Appliance settings window will open. Simply click Import to import the 
virtual image into VirtualBox as shown here:

Figure 16.25 – Appliance settings

6. Next, the Software License Agreement window will appear. Click Agree to 
continue. This process may take a few minutes to complete. 
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7. Once the importing process is completed, select the Kali Linux virtual machine and 
click Start to power on the virtual machine:

Figure 16.26 – Starting Kali Linux

8. Once the system is booted, the login screen will appear asking for user login 
credentials. Use the default credentials as shown in the following screenshot:

Figure 16.27 – Kali Linux login window
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So far, you have learned how to set up Kali Linux in a virtual environment using 
the official virtual images. Next, you will learn how to install Nessus, a vulnerability 
management application, on Kali Linux. 

Part 2 – Acquiring and installing Nessus
1. Once you're logged in, click the Kali Linux icon in the top-right corner of the screen 

to open the menu, then select Web Browser:

Figure 16.28 – Navigating the menu



548     Real-World Implementation and Best Practices

2. Next, to get an activation code for Nessus Essentials, go to https://www.
tenable.com/products/nessus/nessus-essentials and complete the 
form as shown here:

Figure 16.29 – Activation key registration form
You will receive an email containing the activation code. Ensure you keep the 
activation code safe as we'll be using it later on. 

3. Next, to download the Nessus Essentials application, go to https://www.
tenable.com/downloads/nessus?loginAttempted=true and select the 
version for Kali Linux shown in the following screenshot:

Figure 16.30 – Nessus Essentials versions

https://www.tenable.com/products/nessus/nessus-essentials
https://www.tenable.com/products/nessus/nessus-essentials
https://www.tenable.com/downloads/nessus?loginAttempted=true
https://www.tenable.com/downloads/nessus?loginAttempted=true
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Ensure you accept the license agreement to start the download on your Kali Linux 
system.

4. Once the download is completed, open the Terminal and use the cd Downloads 
command to change your working directory as shown here:

Figure 16.31 – Changing directory

5. Next, use the sudo dpkg -i Nessus-8.13.1-debian6_amd64.deb 
command to start the installation:

Figure 16.32 – Installing Nessus

6. After the installation is completed, use the sudo /bin/systemctl start 
nessusd.service command to start the Nessus service on Kali Linux. 

7. Next, in your web browser, go to https://kali:8834/ to configure the Nessus 
scanner. 
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8. Next, the setup wizard will appear. Select Nessus Essentials and click Continue:

Figure 16.33 – Nessus setup
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9. Next, the Nessus setup wizard will ask you to register. Simply click Skip, as you have 
previously registered for an activation code:

Figure 16.34 – Activation code registration window
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10. Next, check your email inbox for the activation code and enter it as shown here:

Figure 16.35 – Registering Nessus
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11. Next, create a user account on the Nessus application:

Figure 16.36 – User account creation
The initialization process will begin and will take some time to download additional 
plugins for the scanner. 
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12. Next, the login window will appear. Log in using the previously created user 
account:

Figure 16.37 – Login window

Now that Nessus is installed, it's time to perform a vulnerability scan on a target system. 
Please be sure that you have acquired legal permission before performing any scan on  
a system that you do not own. 

Part 3 – Performing a vulnerability scan
1. To begin a vulnerability scan, click on New Scan as shown here:

Figure 16.38 – New Scan
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2. Select Basic Network Scan to perform a basic vulnerability scan on a target:

Figure 16.39 – Scan selection

3. Next, create a simple profile for the scan, set a target, and click Launch to start the 
scan:

Figure 16.40 – Creating a scan
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4. Next, click the play icon to immediately start the scan as shown here:

Figure 16.41 – Starting the scan

5. Once the scan is completed, you will see a checkmark. Simply click the row to see 
the results:

Figure 16.42 – Scan completed

6. The following screenshot shows the results, such as the number of vulnerabilities, 
remediation details, notes, and history: 

Figure 16.43 – Scan summary

7. Selecting the Vulnerabilities tab will display all of the security vulnerabilities on the 
target system and their severity levels:
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Figure 16.44 – Discovered vulnerabilities 

8. Selecting a vulnerability from the list will provide the details of the security flaw, 
a solution to the issue, risk information, and the Common Vulnerability Scoring 
System (CVSS) score:

Figure 16.45 – Vulnerability details
Using the details for each vulnerability from Nessus, a cybersecurity professional 
can quickly discover security flaws and implement remediation actions to reduce 
the risk of a cyberattack on an organization's asset. 
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Having completed this section, you have learned how to set up Kali Linux as a virtual 
machine, install and set up the Nessus vulnerability scanner, and perform a vulnerability 
assessment on a target system. In the next section, you will learn how to use breach and 
attack simulation tools on a network. 

Using open source breach and attack 
simulation tools
In this section, you will learn how to automate breach and attack simulations on an 
enterprise network. In the field of cybersecurity, there are many tools and techniques 
that professionals use to discover and exploit vulnerabilities. While some tools are 
manual, there are automated tools, such as Infection Monkey, that allow a cybersecurity 
professional to automate discovery, exploitation, and establish Command and Control 
(C2) sessions with victim devices.

Important note
Do not run Infection Monkey on systems or networks that are not owned 
by you. Ensure you have acquired legal permission to use this tool on 
organizations' networks.

The objective of this lab is to provide you with the skills to automate the assessment of 
vulnerabilities within an enterprise environment using a tool that maps its actions to the 
MITRE ATT&CK® framework. Using MITRE ATT&CK®, cybersecurity professionals can 
better understand how attacks happen and how to mitigate them. Additionally, you will 
gain skills in implementing Infection Monkey on Kali Linux and using it as a C2 server 
while testing the resilience of your network against advanced threats.

Tip
To learn more about MITRE ATT&CK®, please visit the official website at 
https://attack.mitre.org/. 

To get started setting up our breach and attack simulation tool, use the following 
instructions.

https://attack.mitre.org/
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Part 1 – Installing Infection Monkey
1. Create a virtual machine using the Ubuntu 18.04 Desktop operating system. 

Ensure you do not install any updates or upgrades during the installation process.

2. After the installation is completed, open the browser and go to https://www.
guardicore.com/infectionmonkey/ to download Infection Monkey. You 
will be required to complete a form; ensure you select Debian for Environment.

3. Go to your email inbox to find the download link within the email from Guardicore. 
Ensure you download the file on your Ubuntu system. 

4. Open the Terminal and use the following commands to install the necessary 
dependencies for Infection Monkey to work on Ubuntu:

glen@ubuntu:~$ sudo apt update

glen@ubuntu:~$ sudo apt-get install libcurl4-openssl-dev

glen@ubuntu:~$ sudo apt-get install software-properties-
common

glen@ubuntu:~$ sudo add-apt-repository ppa:deadsnakes/ppa

glen@ubuntu:~$ sudo apt-get update

glen@ubuntu:~$ sudo apt-get install python3.7-dev 
python3.7-venv python3-venv build-essential

5. Next, use the following command to install the Infection Monkey package on 
Ubuntu:

glen@ubuntu:~$ sudo dpkg -i monkey-island-debian.deb

If you encounter any issues, use the sudo apt install –f command to install 
any missing dependencies. Then, repeat this step again.

Once the installation has been completed successfully, you will see the following 
output:

Figure 16.46 – Installation completed

https://www.guardicore.com/infectionmonkey/
https://www.guardicore.com/infectionmonkey/
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As shown in the screenshot, you can simply use the IP address of the Ubuntu 
machine on your network with port 5000 to centrally access and control the server. 
Additionally, you can use the URL https://localhost:5000/ within Ubuntu 
to access the web interface.

Now that Infection Monkey is installed on our system, let's take a look at configuring the 
C2 services next. 

Part 2 – Setting up C2
1. Open a web browser on the Ubuntu machine and go to https://

localhost:5000/. 

2. Create a username and password to access the Monkey Island server:

Figure 16.47 – First login

3. Once you enter the Monkey Island interface, click Run Monkey to start the breach 
and attack service as shown here:
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Figure 16.48 – Starting the Monkey Island server
The Monkey Island server is the C2 server for this attack. 

4. Next, you will be presented with the following window with two options for breach 
and attack simulations:

Figure 16.49 – Monkey options
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Choosing Run on Monkey Island Server will simulate an attacker attempting to 
propagate their attack through the local organization's network from the Monkey 
Island server. 

Choosing Run on a machine of your choice will allow you to download customized 
PowerShell code to simulate Infection Monkey running on a compromised system. 
The Infection Monkey code can be executed on any target system (Windows or 
Linux) of your choice. This simulates an attacker who has compromised a system 
and is attempting to establish C2 for data exfiltration and lateral movement. 

5. Click on Run on a machine of your choice and select the target operating system  
of your choice to get the PowerShell code for that specific target host:

Figure 16.50 – Selecting a target type

6. Copy the entire code, ensuring the IP addresses within the code are correct for the 
Monkey Island server. 
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7. On a target Windows system, open a Command Prompt window with 
administrative privileges, paste the code, and hit Enter to execute it as shown here:

Figure 16.51 – PowerShell code
You'll see another Command Prompt window automatically open as shown here:

Figure 16.52 – C2
This is an indication that the PowerShell code executed successfully. 

At this point, the weapon (payload) is delivered to the victim and it begins to establish 
C2 channels with the C2 server. Next, let's take a look at the breach and attack reporting 
features on Infection Monkey.
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Part 3 – Breach and attack reporting
1. Go to the Island Monkey server web interface and click on Infection Map to view 

all actions:

Figure 16.53 – Infection Map
As shown in the screenshot, we have executed the PowerShell code on a Windows 
10 system. Once executed, the victim established a C2 connection back to the 
Monkey Island server. Then, the Monkey Island server attempted to pivot all attacks 
through the victim system to discover and exploit other systems on the network. 

The following screenshot shows how more systems were discovered and the specific 
actions that occurred between hosts:
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Figure 16.54 – Discovery 

2. Next, once the entire process is complete, click on Security Reports to access 
the various types of information that were gathered during the breach and attack 
simulation process on the network:

Figure 16.55 – Accessing security reports
As shown in the screenshot, Infection Monkey is able to provide a general security 
report, a zero-trust report, and an ATT&CK report.
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3. Click on Security Reports | ATT&CK report:

Figure 16.56 – ATT&CK report
The ATT&CK assessment from Infection Monkey provides information regarding 
how a vulnerability was discovered, what exploits were used, and how to prevent 
such an attack from occurring again. 

By completing this exercise, you have gained skills in using breach and attack tools to 
simulate a real-world cyberattack to establish C2 between infected/compromised systems 
and a C2 server. In the next section, you will learn how to implement an open source 
honeypot to catch attackers and detect threats.

Implementing an open source honeypot 
platform
In this section, you will learn how to implement an open source honeypot on a network. 
The purpose of a honeypot is to trick an attacker into thinking they are attacking  
a real system on a target network. However, the honeypot is a specialized system that 
contains various security detection, monitoring, and deflection tools that are used to help 
cybersecurity professionals better understand the intentions of the attacker. 
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You will learn how to implement T-Pot, an open source honeypot platform that contains  
a suite of threat detection and analysis tools, such as these:

• Elastic Stack (ELK): ELK provides a visualization of all the threats detected by the 
honeypot.

• Spiderfoot: This application allows a security professional to automate Open 
Source Intelligence (OSINT).

• Suricata: Suricata is an open source network and security intrusion detection 
engine. 

• CyberChef: This is a web application for encoding, encryption, and data analysis. 

The following are important recommendations when implementing a honeypot within  
a production environment:

• A honeypot should be placed externally, facing the internet, as it will be easier to 
deploy and will get high exposure to internet traffic.

• If the honeypot is to be placed within a Demilitarized Zone (DMZ), ensure your 
perimeter firewall is configured with strict rules to allow inbound traffic from the 
internet to the honeypot.

• Ensure the network interface of the honeypot is configured to be in promiscuous 
mode to catch all traffic.

• Ensure you restrict TCP port 64294 to allow admin access only from your source 
IP address.

• Ensure you restrict TCP port 64295 to allow SSH access only from your source  
IP address.

• Ensure you restrict TCP port 64297 to allow the web interface access only from 
your source IP address.

• Configure TCP ports 1 – 64000 to allow everything else from the internet. 

To get started with this hands-on exercise, use the following instructions.



568     Real-World Implementation and Best Practices

Part 1 – Creating the virtual environment
1. Firstly, download the latest version of T-Pot. To do this, simply go to https://

github.com/telekom-security/tpotce/releases, select T-Pot 20.06.2, 
and download the tpot.iso file onto your computer. 

2. Next, ensure you have VirtualBox installed on your system. Create a new virtual 
machine using the following parameters:

 - CPU: 2 cores

 - Memory: 10 GB RAM

 - Virtual machine type: Linux

 - Virtual machine version: Ubuntu (64-bit)

 - Disk size: 130 GB HDD or greater

3. Ensure the network adapter is configured to be in bridge mode and use 
promiscuous mode to allow all traffic:

Figure 16.57 – Network adapter settings

4. Next, ensure the T-Pot ISO file is attached to the virtual CD drive within 
VirtualBox:

https://github.com/telekom-security/tpotce/releases
https://github.com/telekom-security/tpotce/releases
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Figure 16.58 – ISO file on CD drive

5. Save all settings and click Start to begin the boot process. 

Part 2 – Installing the honeypot platform
1. On the initial boot screen, select T-Pot 20.06.2 and hit Enter to continue:

Figure 16.59 – Setting the boot option
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2. Next, the interactive wizard will require you to configure your location and your 
keyboard layout.

3. When prompted to choose a Debian archive mirror and HTTP proxy (leave blank), 
use the default settings. The installation process will begin and may take some time 
as it will download and install everything automatically:

Figure 16.60 – Installing the platform

4. Once the installation is complete, the system will reboot automatically. At the 
bottom of the VirtualBox window, right-click on the CD icon and unmount the 
T-Pot ISO image.

5. Then, at the top of the VirtualBox window, click on Machine and Reset to force 
the system to reboot within the disk image in the virtual CD drive. This allows the 
installation to continue.
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Part 3 – Initializing the honeypot and its applications
1. The install wizard will prompt you to choose a T-Pot edition; simply select 

STANDARD and hit Enter:

Figure 16.61 – T-Pot edition

2. Next, you will be prompted to enter a password for the tsec user account:

Figure 16.62 – Account creation window
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3. You will be required to re-enter the password for validation.

4. Next, you will be prompted to create another user name for the web user account:

Figure 16.63 – Web user account

5. Once again, the system will ask you to re-enter the password to verify it. 

6. Then, another installation and initialization process will begin. Once it's complete, 
the system will reboot once more.
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Part 4 – Accessing the honeypot dashboard
1. Once the system reboots, you will be presented with the following interface and 

login URLs:

Figure 16.64 – Console interface
Please keep in mind that the IP address shown in the preceding screenshot will be 
different on your system as it matches your network IP scheme. The following are 
important URLs to remember:

- Admin UI: https://<honeypot-ip-address>:64294

- Web UI: https://<honeypot-ip-address>:64297 

- SSH: TCP port 64295
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2. Next, to access the honeypot dashboard, open a web browser on your computer and 
go to https://<honeypot-ip-address>:64297 as shown here:

Figure 16.65 – Web user interface

3. Next, click on Kibana and select >T-Pot as shown here:

Figure 16.66 – Accessing Kibana
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4. After the honeypot is left running for a while, it will begin to detect threats and 
populate the data, as shown here:

Figure 16.67 – Threat detection
As shown in the screenshot, threats are being detected by the honeypot and Kibana 
is providing a visual representation of the attacks and intrusions.

5. Further down on the Kibana interface, we are able to get better visuals on the types 
of threats based on their source operating systems, country of origin, and even port 
numbers:

Figure 16.68 – More details on threats



576     Real-World Implementation and Best Practices

Additionally, the following screenshot shows the sources of attacks based on 
country and port numbers:

Figure 16.69 – Country and port numbers
Furthermore, Kibana provides a very nice histogram with the various types of alerts 
that are triggered by Suricata:

Figure 16.70 – Suricata alert data
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6. Kibana is also able to provide details on the top attackers based on their source 
Internet Service Provider (ISP) and their intrusion alert signatures, as shown here:

Figure 16.71 – Threat detection based on source IP

Ensure you take the time to go through each feature T-Pot provides, as it's a very powerful 
platform for cybersecurity professionals, and as you have seen, it's able to provide a lot of 
details on threats. 

Tip
To learn more about T-Pot, please visit https://github.com/
telekom-security/tpotce.  

Having completed this section, you have gained skills in implementing a honeypot  
on a network, which will assist you in threat detection and analysis. 

https://github.com/telekom-security/tpotce
https://github.com/telekom-security/tpotce
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Summary
During the course of this chapter, you have gained hands-on experience in implementing 
open source SIEM solutions to gather, correlate, and analyze security alerts on an 
enterprise network. Furthermore, you have learned how to perform a vulnerability 
assessment on a target system and automate real-world breach and attack simulations on 
a network. Lastly, you deployed your very own open source honeypot platform to detect 
and analyze attacks on a network. 

I know the journey of preparing for the Cisco Certified CyberOps Associate 200-201 
examination isn't an easy one, and there are many challenges along the road to success. 
I would personally like to thank you very much for your support in purchasing a 
copy of my book and congratulate you on making it to the end and acquiring all these 
amazing new skills in cybersecurity operations, threat detection and analysis, and 
incident response. I do hope everything you have learned throughout this book has been 
informative and helpful on your journey toward learning the blue team perspective in 
cybersecurity and has prepared you for the official certification and beyond.
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1. A rogue device has been detected on a network. Which of the following can be used 
to help determine the type or vendor of the device?

A. IP address

B. Service port number

C. MAC address

D. All of the above

2. A security professional suspects that the ARP cache of a host system was 
compromised. Which of the following commands can be used to show the  
ARP entries?

A. arp -a

B. ipconfig

C. ifconfig

D. netstat -ano
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3. An attacker was able to perform a man-in-the-middle attack and retrieved a victim's 
user credentials. Which of the following protocols was the victim most likely using?

A. S/MIME

B. HTTPS

C. SMTP

D. FTPS

4. An attacker was able to redirect users to a malware-infected web server whenever 
they visited the URL http://www.server.local. Which of the following 
protocols was compromised?

A. ICMP

B. IP

C. ARP

D. DNS

5. Which of the following is not a threat identification method that's used by an 
Intrusion Prevention System (IPS)?

A. Algorithm-based

B. Global Threat Correlation

C. Protocol analysis 

D. Signature-based 

6. A security professional wants to protect the user's inbound and outbound web 
traffic. Which of the following should be used?

A. Next-generation firewall

B. Web security appliance

C. Intrusion prevention system

D. Access control list 

7. Which of the following is the most vulnerable state of data?

A. Data in use 

B. Data at rest

C. Data in motion

D. None of the above 
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8. Which of the following can be used to verify the integrity of data?

A. Encrypting the file

B. Copying the file

C. Hashing

D. All of the above

9. Which of the following attacks affects availability?

A. IP spoofing

B. MiTM

C. ARP poisoning

D. DDoS

10. Which of the following best describes a security engineer proactively searching the 
corporate network for any malware that has not been detected by their security 
appliances?

A. Threat hunting

B. Vulnerability scanning

C. Penetration testing

D. All of the above

11. A person who uses their hacking skills to perform acts in support of a social or 
political movement is called a what?

A. Hacktivist

B. Script kiddie

C. White hat

D. State sponsored 

12. Which of the following techniques is used to further understand the functionality  
of a piece of malware?

A. Threat hunting

B. Malware scanning 

C. Reverse engineering

D. All of the above
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13. Which of the following strategies best describes that an organization is aware of the 
risks involved in their actions and operations, but does not do anything about it?

A. Risk avoidance

B. Risk acceptance

C. Risk transference

D. Risk limitation

14. Which type of SOC focuses on ensuring the organization meets all the regulatory 
standards and requirements that are governed by the law?

A. Internal SOC

B. Operational SOC

C. Threat hunting SOC

D. Compliance-based SOC

15. Which of the following is not used to identify a unidirectional flow of traffic on  
a network?

A. Protocol

B. Source IP address

C. Source MAC address

D. Destination service port number

16. An attacker wants to confuse the security analysts by altering the timestamps 
on the alerts logs. Which of the following protocols can the attacker attempt to 
compromise?

A. DHCP

B. SMTP

C. DNS

D. NTP

17. Which of the following security controls can stop a MiTM attack?

A. Dynamic ARP inspection

B. DHCP snooping

C. Encryption

D. All of above
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18. An attacker can inject code and modify the records of a database. Which of the 
following attacks is being carried out?

A. Protocol injection

B. SQL injection

C. HTTP injection

D. Cross-site scripting

19. Which one of the following attacks allows a hacker to execute commands on a 
server?

A. Protocol-based attack

B. Cross-site request forgery

C. Cross-site scripting

D. Command injection

20. A user wants to verify the identity of a web server. Which of the following can be 
used?

A. Domain name

B. Digital certificate

C. IP address 

D. All of the above

21. An attacker is attempting to trick a CEO of a large organization into clicking a 
malicious link within an email message. Which type of attack is this?

A. Farming

B. Vishing

C. Whaling

D. Spear phishing

22. Which of the following is not a technique used by a hacker to evade detection?

A. Encryption 

B. Tunneling

C. Shellcode

D. Fragmentation
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23. Which of the following is a component of cryptography?

A. Data encryption

B. Origin authentication

C. Non-repudiation

D. All of the above

24. Which of the following can be used as an additional layer of security for integrity 
checking data?

A. HMAC

B. Encryption

C. Digital certificate

D. All of the above

25. Which of the following techniques uses the same key to encrypt and decrypt data?

A. PKI

B. Asymmetric

C. Symmetric

D. RSA 

26. Which type of cryptanalysis best describes how the attacker has access to the 
ciphertext and has knowledge of some information about the plaintext message?

A. Meet-in-the-middle

B. Chosen-ciphertext

C. Chosen-plaintext

D. Known-plaintext

27. Which of the following encryption algorithms uses different keys to encrypt and 
decrypt?

A. AES

B. RSA

C. DES

D. 3DES
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28. Which of the following wireless security standards uses AES to handle data 
encryption?

A. WPA2

B. WPA

C. WEP

D. All of the above

29. A user clicks on a link and a file is downloaded on their system and executed. After 
a few seconds, all their data is encrypted, and a payment screen is presented on their 
desktop. This is an indication of which of the following threats?

A. Worm

B. Ransomware

C. Spyware

D. Bot

30. A security engineer wants to restrict employees to only opening certain applications 
on their computer. Which of the following techniques is recommended?

A. All the computer's antivirus programs handle this restriction

B. Using sandboxing techniques

C. Using a host-based firewall

D. Application whitelisting

31. Which of the following best describes a child process without a parent process?

A. Thread

B. Service

C. Orphan process

D. Zombie process

32. Which of the following registry hives is responsible for ensuring all the current 
applications are executed properly within Windows Explorer?

A. HKEY_CURRENT_USER 

B. HKEY_LOCAL_MACHINE

C. HKEY_CLASSES_ROOT

D. HKEY_CURRENT_CONFIG 
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33. Which filesystem has support for encryption, compression, file permissions, disk 
quotas, recovery, and improved performance and reliability?

A. FAT

B. NTFS

C. FAT32

D. exFAT

34. Which of the following filesystems do not support journaling? 

A. EXT3

B. EXT2

C. EXT4

D. None of the above

35. According to CVSS, which of the following component metrics defines how an 
attack can happen on the target system?

A. User interaction

B. Attack complexity

C. Attack vector

D. Scope

36. Which of the following types of malware allows a hacker to gain remote control  
of a victim's system?

A. Spyware

B. Worm

C. Ransomware

D. RAT

37. Which of the following NIST standards defines how to integrate forensic techniques 
into incident response?

A. NIST SP 800-85

B. NIST SP 800-86

C. NIST SP 800-30

D. NIST SP 800-124



      587

38. How can a forensic professional keep track of the history of evidence during the 
entire investigation process?

A. Apply proper labeling

B. Create a hash of the evidence

C. Send an email containing the respective details

D. Chain of custody

39. Which type of evidence is defined as evidence that supports a theory that is related 
to the investigation?

A. Corroborative

B. Indirect

C. Best evidence

D. None of the above

40. Which of the following NIST standards defines the practices for handling computer 
security incidents?

A. NIST SP 800-85

B. NIST SP 800-61

C. NIST SP 800-30

D. NIST SP 800-124

41. Which of the following should be considered when you're creating an incident 
response plan?

A. Goals

B. Metrics

C. Roadmap

D. All of the above

42. Which of the following phases in incident response focuses on removing the threat 
from the system?

A. Recovery

B. Detection and analysis

C. Eradication

D. Containment
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43. Which CSIRT team is responsible for disclosing security vulnerability details and 
information to their nation's population?

A. Coordination centers

B. PSIRT

C. CERT

D. National CSIRT

44. Which of the following regulatory standards helps protect PHI?

A. PCI DSS

B. SOX

C. HIPAA

D. All of the above

45. Which of the following is not an element of incident description according to 
VERIS?

A. Actions

B. Assets

C. Actors

D. Adversary

46. Which of the following stages of the Cyber Kill Chain describes an attacker 
launching an exploit on the victim's system?

A. Weaponization

B. Exploitation

C. Installation

D. Command and control

47. Which of the following is not a component of the diamond model of intrusion?

A. Attack 

B. Adversary

C. Victim

D. Capability
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48. Which of the following is an example of PII?

A. Telephone number

B. Email address

C. Credit card number

D. All of the above

49. At which stage of the Cyber Kill Chain does the attacker exfiltrate data?

A. Weaponization

B. Actions on objectives

C. Installation

D. Command and control

50. Which type of malware is self-replicating and self-propagating?

A. Spyware

B. Worm

C. Trojan

D. Bot
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Questions
1. Which of the following technologies can be used to prevent an insider from sending 

fake ARP messages to other devices on the network?

A. Switch security

B. Dynamic ARP inspection

C. DHCP snooping

D. Port security

2. Which of the following protocols can be used by an attacker to exfiltrate data while 
evading detection?

A. ICMP

B. SMTP

C. DNS

D. All the above
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3. Which DNS record is used to resolve the email servers of a domain?

A. PTR

B. CNAME

C. AAAA

D. MX

4. An organization wants to filter traffic between the internet and its corporate 
network. Which of the following security solutions is recommended?

A. IPS

B. Firewall

C. Router

D. SIEM

5. An IPS does not trigger an alert while a threat exists on the network. Which of the 
following best describes this action?

A. True negative

B. False negative

C. True positive

D. False positive

6. Which of the following security solutions can help prevent spam?

A. Firewall 

B. WSA

C. ESA

D. Antivirus

7. Which of the following is the best approach to safeguarding the confidentiality, 
integrity, and availability of assets within an organization?

A. Ensure all systems are running antimalware protection

B. Implement multiple firewalls

C. Defense in depth

D. Implement application whitelisting
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8. How can you protect data at rest from a threat actor?

A. Use data encryption software

B. Use secure application layer protocols

C. Use a VPN

D. All the above

9. Which of the following best describes a security weakness on a system?

A. Risk

B. Exploit

C. Threat

D. Vulnerability

10. Which of the following threat actors is best described as someone who uses tutorials 
from hackers to perform a cyberattack due to lack of technical knowledge?

A. Insider

B. Script kiddie

C. Hacktivist

D. White hat hacker

11. Which of the following best describes the situation where each employee should 
only be given the privileges they will need to perform their daily duties and  
nothing more?

A. Access control

B. Separation of duties

C. Rotation of duties

D. Least privileges

12. An organization suspects an employee is performing fraudulent activities on the 
company's network. Which of the following methods can be used to identify the 
employee?

A. Separation of duties

B. Rotation of duties

C. Mandatory vacation

D. Principle of least privileges
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13. Which of the following access control models assigns privileges to a person based 
on their security clearance?

A. MAC

B. DAC

C. Role-based

D. Rule-based

14. Which of the following techniques can be used to determine whether a file  
is malicious?

A. Delete the file

B. Ask a friend to execute the file on their system

C. Download and execute the file on the local system

D. Execute the file in a sandbox environment

15. Which type of SOC focuses on proactively hunting for threats on a network?

A. Operational

B. Threat-centric

C. Compliance-based

D. Global SOC

16. Which of the following tools helps a SOC to collect and filter large amounts of data 
and alerts?

A. IPS

B. Firewall

C. SIEM 

D. Nessus

17. Which of the following types of cyberattack can prevent legitimate users from 
accessing a web server?

A. Man-in-the-Middle

B. DDoS

C. IP spoofing

D. ARP spoofing
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18. Which of the following types of attack can a hacker perform to gather sensitive 
information passing across a network?

A. Man-in-the-Middle

B. DDoS

C. IP spoofing

D. ARP spoofing

19. Which type of cyberattack is used to steal sensitive data stored on a victim's browser?

A. Command injection 

B. Man-in-the-Middle

C. SQL injection

D. XSS

20. An attacker has created a social engineering attack that is designed to target  
a specific group of users who does business with a certain bank. Which of the 
following best describes this type of attack?

A. Vishing

B. Phishing

C. Spear phishing

D. Whaling

21. An attacker is attempting to write malicious code into reverse areas on memory 
when an application is running on a target system. Which of the following best 
describes this type of attack?

A. Malware

B. Buffer overflow

C. XSS 

D. CSRF

22. Which of the following techniques does an attacker use to evade detection?

A. Fragmentation

B. Encryption

C. Tunneling

D. All the above
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23. Which of the following is not an element of cryptography?

A. Availability

B. Non-repudiation

C. Confidentiality

D. Origin authentication

24. Which type of encryption is used in Public Key Infrastructure?

A. 3DES

B. AES

C. Symmetric

D. Asymmetric

25. Which of the following can be used filter traffic entering a host computer?

A. Host-based firewall

B. Network-based IPS

C. Host-based IPS

D. Network-based firewall

26. Which of the following best describes the situation where there is no more RAM 
available on a Windows system, so the operating system uses a portion of the hard 
drive as virtual memory?

A. Paging file

B. Swap file

C. NVRAM

D. All the above

27. Which hive is responsible for holding hardware-specific details for the operating 
system, such as its system configuration and mapped drives?

A. HKEY_CLASSES_ROOT 

B. HKEY_CURRENT_USER

C. HKEY_LOCAL_MACHINE

D. HKEY_CURRENT_CONFIG
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28. Which type of malware is designed to record the user's activities?

A. Worm

B. Spyware

C. Ransomware

D. Trojan

29. Which type of evidence best describes evidence that is usually drawn or concluded 
from other types of evidence that is presented for an investigation?

A. Corroborative evidence

B. Best evidence

C. Validated evidence

D. Indirect evidence

30. Which type of security solution will be able to inspect the payloads within 
encrypted traffic?

A. DPI firewall

B. Stateful firewall

C. Host-based firewall

D. All the above

31. A security engineer wants to capture all the packets containing headers information. 
Which of the following is the most suitable technique?

A. Use Netflow

B. SPAN port

C. Network tap

D. All the above

32. Which of the following is not an element of the five tuples?

A. Source port number

B. Destination MAC address

C. Source IP address

D. Protocol
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33. Which alert type best describes a security solution not triggering an alarm because 
there are no threats on the system or network?

A. False negative

B. True positive

C. False positive

D. True negative

34. Which of the following phases of incident handling focuses on defining strategies?

A. Post incident activity

B. Detection and analysis

C. Preparation

D. Containment

35. Which of the following phases of incident response focuses on performing data 
recovery?

A. Recovery

B. Eradication

C. Post-incident activity

D. Detection

36. Which CSIRT team is responsible for gathering data on cyberattacks to  
determine trends?

A. Analysis center

B. Coordination center

C. National CSIRT

D. Product SIRT

37. Which of the following is not a key element in network profiling?

A. Total throughput

B. Session duration

C. Running applications

D. Port used
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38. Which of the following is not a key element in server profiling?

A. Listening ports

B. Running processes

C. Service accounts

D. Bandwidth

39. Which of the following is used to improve the security of a system that processes 
payment cards?

A. SOX

B. HIPAA

C. PCI DSS

D. All the above

40. Which of the following is used to protect the investors of any fraudulent  
financial institution?

A. SOX

B. HIPAA

C. PCI DSS

D. All the above

41. Which of the following NIST standards is recommended for integrating forensic 
techniques into incident response?

A. NIST SP 800-89

B. NIST SP 800-87

C. NIST SP 800-86

D. NIST SP 800-85

42. When you're gathering forensic evidence, which of the following is the  
most important?

A. Connecting a USB drive to copy data

B. Performing a hard shutdown

C. Powering down the compromised system

D. Prioritizing the process of gathering evidence based on the order of its volatility
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43. Which of the following is important for ensuring the integrity of and tracking 
evidence that's been collected for the duration of the investigation?

A. Hashing

B. Chain of custody

C. Order of volatility

D. Duplicating data

44. In which of the following stages of the Cyber Kill Chain does the attacker take 
control of the target system?

A. Command and control

B. Installation

C. Actions of objectives

D. Weaponization

45. In which stage of the Cyber Kill Chain is it the most difficult to stop an attack from 
occurring?

A. Command and control

B. Installation

C. Actions of objectives

D. Weaponization

46. Which of the following components from the Diamond Model of Intrusion can be 
used to best describe the networking technologies that are used in an attack?

A. Victim

B. Adversary

C. Capability

D. Infrastructure

47. Which of the following is not a meta feature of the Diamond Model of Intrusion?

A. Phase

B. Timestamps

C. Target

D. Result
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48. Which of the following is not an example of PII?

A. Name

B. Date of birth

C. Color of eyes

D. Email address

49. Which of the following best describes any data or information that can be used to 
access services on a system or network?

A. PSI

B. PII

C. PHI

D. All the above

50. Which of the following is used to define how PII and PHI data should be handled 
within any organization around the world that stores EU citizens' data within  
their systems?

A. HIPAA

B. CDPR

C. SOX

D. GDPR
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