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Introduction

If you’re picking up this book, there’s a good chance that you want to pass the CompTIA
A+ exam. It means that you’re likely either an IT professional looking for certifications or
someone who has a bit of computer knowledge and wants to start an IT career. The A+
exam is entry level and is often the first certification test IT technicians will take.

While still considered an entry-level credential, the exam has become more challenging
compared to what it was a few years ago. The newest exam puts a slightly higher importance
on operating systems, security, mobile devices, and troubleshooting. New topics include
long-range fixed wireless, Wi-Fi 6, the newest USB ports, cable categories, and Windows 11.
Overall, our opinion is that the industry will understand this exam to be more practical and
vigorous and the credential will be even more valued. The time to gain this credential is now.

While we’re confident that if you can answer all the questions in this book you can pass
the exam, we encourage you to take time to read the explanations and go beyond mem-
orizing questions and answers. One reason is that the questions on the actual exams will
be different than the ones written for this book. Another (better) reason is that life isn’t a
multiple-choice exam. When you’re in the field and trying to fix a computer, you won’t have
possible solutions given to you—you need to have a solid base of knowledge to work from.

CompTIA® A+® Complete Practice Tests, Third Edition, combined with the Sybex
CompTIA® A+® Complete Study Guide, Fifth Edition (and also the Deluxe Study Guide),
will help give you the foundation you need to pass the exams. Study them well and they will
also give you the tools you need to navigate a myriad of technical topics and make you more
valuable to prospective employers.

What Is A+ Certification?

The A+ certification program was developed by the Computing Technology Industry
Association (CompTIA) to provide an industrywide means of certifying the competency of
computer service technicians. The A+ certification is granted to those who have attained the
level of knowledge and troubleshooting skills that are needed to provide capable support in
the field of personal computers and mobile devices. It is similar to other certifications in the
computer industry, such as the Cisco Certified Network Associate (CCNA) program and the
Microsoft certification programs. The theory behind these certifications is that if you need to
have service performed on a certain vendor’s products, you would prefer to use a technician
who has been certified in one of the appropriate certification programs rather than just the
first “expert” that pops up in a Google search. The difference with A+ is that it’s an industry-
wide certification and vendor agnostic. That means by passing it, you’re capable of handling
different issues regardless of the software or hardware vendor.

Everyone must take and pass two exams: Core 1 (220-1101) and Core 2 (220-1102). You
don’t have to take the 220-1101 exam and the 220-1102 exam at the same time, but the A+
certification isn’t awarded until you’ve passed both tests.
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Tests are administered by CompTIA’s global testing partner, Pearson VUE. For more
information on taking the exam, visit the CompTIA website at www.comptia.org. You can
also visit Pearson VUE at www . pearsonvue.com.

Who Should Buy This Book?

If you want to pass the A+ exam, this book is definitely for you. This book is an exam prep
book. If you’re an experienced computer professional, a book like this may be all you need
to pass the exam.

However, a book of exam questions isn’t designed to give you all the background you
need to truly understand the basics of personal computers, mobile devices, and virtualiza-
tion. If you’re newer to the industry, we encourage you to buy a study guide as well, such as
the Sybex CompTIA A+ Complete Study Guide Fifth Edition. The study guide will provide
more depth and context to help you acquire the skills and knowledge you need to be success-
ful. This book then becomes a great companion as you prepare to take the exam.

How to UseThis Book and
the Interactive Online Learning
Environment and Test Bank

This book includes 1,500 practice test questions, which will help you get ready to pass the
A+ exam. The interactive online learning environment that accompanies CompTIA A+
Complete Practice Tests, Third Edition provides a robust test bank to help you prepare for
the certification exams and increase your chances of passing them the first time! By using this
test bank, you can identify weak areas up front and then develop a solid studying strategy
using each of these testing features.

The test bank also offers two practice exams. Take these practice exams just as if you
were taking the actual exam (without any reference material). When you’ve finished the first
exam, move on to the next one to solidify your test-taking skills. If you get more than 90
percent of the answers correct, you’re ready to take the certification exams.

)/ You can access the Sybex interactive online test bank at www.w1iley
,@TE .com/go/Sybextestprep.
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Like all exams, the A+ certification from CompTIA is updated periodically

OTE and may eventually be retired or replaced. At some point after CompTIA
is no longer offering this exam, the old editions of our books and online
tools will be retired. If you have purchased this book after the exam was
retired or are attempting to register in the Sybex online learning environ-
ment after the exam was retired, please know that we make no guaran-
tees that this exam’s online Sybex tools will be available once the exam is
no longer available.

Tips for Taking the A+ Exams

Here are some general tips for taking your exams successfully:

Bring two forms of ID with you. One must be a photo ID, such as a driver’s license

or passport. The other can be another ID with your name or a recent photo. Both IDs
must have your signature. These requirements sometimes change, so be sure to check
for updates on the Candidate ID Policy page of www.comptia.org before scheduling
your test.

Arrive early at the exam center so you can relax and review your study materials, partic-
ularly tables and lists of exam-related information.

Read the questions carefully. Don’t be tempted to jump to an early conclusion. Make
sure you know exactly what the question is asking.
Don’t leave any unanswered questions. Unanswered questions are scored against you.

There will be questions with multiple correct responses. Be sure to read the messages
displayed to know how many correct answers you must choose.

When answering multiple-choice questions you’re not sure about, use a process of elim-
ination to rule out the obviously incorrect answers first. Doing so will improve your
odds if you need to make an educated guess.

On form-based tests (nonadaptive), because the hard questions will eat up the most
time, save them for last. You can move forward and backward through the exam.

For the latest pricing on the exams and updates to the registration procedures, visit
CompTIA’s website at www.comptia.org.

Exam Objectives

CompTIA goes to great lengths to ensure that its certification programs accurately reflect the

IT industry’s best practices. Exam content comes from surveying and receiving feedback

from companies and people currently working in the industry, as well as input from subject
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matter experts (SMEs). This ensures that the test objectives and weightings truly reflect the
job requirements.

The SMEs’ work in focus groups to write and review hundreds of test items. The process
is estimated to take over 5,000 SME hours to develop a single exam. And, in many cases,
they must go back to the drawing board for further refinements before the exam is ready to
go live in its final state.

CompTIA also uses a trained psychologist/psychometrician to ensure that the test and test
development process exceed the certification industry’s standards.

CompTIA ensures that their tests are developed with impartiality and objectivity, and
they take security of the exam contents very seriously. By maintaining exam question confi-
dentiality, the certification retains its validity and value in the computer industry.

So, rest assured, the content you’re about to learn will serve you long after you
take the exam.

A+ Certification Exam Objectives:
Core 1 (220-1101)

The following table lists the domains measured by this examination and the extent to which
they are represented on the exam:

Domain Percentage of Exam
1.0 Mobile Devices 15%
2.0 Networking 20%
3.0 Hardware 25%
4.0 Virtualization and Cloud Computing 11%
5.0 Hardware and Network Troubleshooting 29%

Total 100%



Objective
1.0 Mobile Devices

1.1 Given a scenario, install and configure laptop hardware and
components.

Domain

Hardware/device replacement

- Battery

- Keyboard/keys

- Random-access memory (RAM)

- Hard disk drive (HDD)/solid-state drive (SSD) migration
- HDD/SSD replacement

- Wireless cards

Physical privacy and security components
- Biometrics

- Near-field scanner features

1.2 Compare and contrast the display components of
mobile devices.

Types
- Liquid crystal display (LCD)
- In-plane switching (IPS)
- Twisted nematic (TN)
- Vertical alignment (VA)
- Organic light-emitting diode (OLED)
Mobile display components
Wi-Fi antenna connector/placement
Camera/webcam
Microphone
Touch screen/digitizer
Inverter

1.3 Given a scenario, set up and configure accessories and ports
of mobile devices.

Introduction

Chapter(s)

1,10

Chapter(s)
1,10

1,10

1,10

1,10
1,10
1,10
1,10
1,10
1,10
1,10
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Domain

Connection methods

- Universal Serial Bus (USB)/USB-C/microUSB/miniUSB
- Lightning

- Serial interfaces

- Near-field communication (NFC)

- Bluetooth

- Hotspot

Accessories
- Touch pens
- Headsets

- Speakers

- Webcam

Docking station
Port replicator
Trackpad/drawing pad

1.4 Given a scenario, configure basic mobile-device network
connectivity and application support.

Wireless/cellular data network (enable/disable)

- 2G/3G/AG/5G

- Hotspot

- Global System for Mobile Communications (GSM) vs.
code-division multiple access (CDMA)

- Preferred Roaming List (PRL) updates

Chapter(s)
1,10

1,10

1,10
1,10
1,10
1,10

1,10



Bluetooth

- Enable Bluetooth

- Enable pairing

- Find a device for pairing

- Enter the appropriate PIN code

- Test connectivity
Domain

Location services

- Global Positioning System (GPS) services

- Cellular location services

Mobile device management (MDM)/mobile application
management (MAM)

- Corporate email configuration

- Two-factor authentication

- Corporate applications

Mobile device synchronization
- Account setup

- Microsoft 365

- Google Workspace

- iCloud
- Data to synchronize

- Mail

- Photos

- Calendar

- Contacts

- Recognizing data caps

Introduction

1,10

Chapter(s)
1,10

1,10

1,10
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2.0 Networking
Domain Chapter(s)

2.1 Compare and contrast Transmission Control Protocol 2,10
(TCP) and User Datagram Protocol (UDP) ports, protocols and

their purposes.

Ports and protocols 2,10
- 20/21 - File Transfer Protocol (FTP)

- 22 — Secure Shell (SSH)

- 23 — Telnet

- 25 — Simple Mail Transfer Protocol (SMTP)

- 53 — Domain Name System (DNS)

- 67/68 — Dynamic Host Configuration Protocol (DHCP)

- 80 — Hypertext Transfer Protocol (HTTP)

- 110 — Post Office Protocol 3 (POP3)

- 137/139 — Network Basic Input/Output System (NetBIOS)/
NetBIOS over TCP/IP (NetBT)

- 143 - Internet Mail Access Protocol (IMAP)

- 161/162 - Simple Network Management Protocol (SNMP)
- 389 - Lightweight Directory Access Protocol (LDAP)

- 443 — Hypertext Transfer Protocol Secure (HTTPS)

445 — Server Message Block (SMB)/Common Internet File 2,10
System (CIFS)

- 3389 — Remote Desktop Protocol (RDP)
TCP vs. UDP 2,10
- Connectionless
- DHCP
- Trivial File Transfer Protocol (TFTP)
- Connection-oriented
- HTTPS
- SSH

2.2 Compare and contrast common networking hardware. 2,10
Routers 2,10

Switches 2,10
- Managed

- Unmanaged

Access points 2,10



Domain
Patch panel
Firewall

Power over Ethernet (PoE)
- Injectors

- Switch

- PoE standards

Hub

Cable modem

Digital subscriber line (DSL)
Optical network terminal (ONT)
Network interface card (NIC)
Software-defined networking (SDN)

2.3 Compare and contrast protocols for wireless networking.

Frequencies
-2.4 GHz
-5 GHz

Channels
- Regulations
-2.4 GHz vs. S GHz

Bluetooth
802.11

-a
-b

-8

-n

-ac (Wi-Fi §)

- ax (Wi-Fi 6)
Long-range fixed wireless
- Licensed

- Unlicensed

- Power

- Regulatory requirements for wireless power

Near-Field Communication (NFC)

Introduction
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Domain
Radio-frequency identification (RFID)
2.4 Summarize services provided by networked hosts.

Server roles

- DNS

- DHCP

- Fileshare

- Print servers
- Mail servers
- Syslog

- Web servers

- Authentication, authorization, and accounting (AAA)

Internet appliances

- Spam gateways

- Unified threat management (UTM)
- Load balancers

- Proxy servers

Legacy/embedded systems
- Supervisory control and data acquisition (SCADA)

Internet of Things (IoT) devices

2.5 Given a scenario, install and configure basic wired/wireless
small office/home office (SOHO) .
Internet Protocol (IP) addressing
- IPv4

- Private addresses

- Public addresses
- IPvé6
- Automatic Private IP Addressing (APIPA)
- Static
- Dynamic
- Gateway

2.6 Compare and contrast common network
configuration concepts.

Chapter(s)
2,10
2,10
2,10

2,10

2,10

2,10
2,10

2,10
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Domain Chapter(s)

DNS 2,10
- Address
-A
-AAAA
- Mail exchanger (MX)
- Text (TXT)
- Spam management
(i) DomainKeys Identified Mail (DKIM)
(ii) Sender Policy Framework (SPF)

(iii) Domain-based Message Authentication, Reporting,
and Conformance (DMARC)

DHCP

- Leases

- Reservations

- Scope

Virtual LAN (VLAN)

Virtual private network (VPN)

2.7 Compare and contrast Internet connection types, network 2,10
types, and their features.

Internet connection types 2,10
- Satellite

- Fiber

- Cable

- DSL

- Cellular

- Wireless Internet service provider (WISP)

Network types 2,10
- Local area network (LAN)

- Wide area network (WAN)

- Personal area network (PAN)

- Metropolitan area network (MAN)

- Storage area network (SAN)

- Wireless local area network (WLAN)

XXi
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Domain

2.8 Given a scenario, use appropriate networking tools.
Crimper

Cable stripper
Wi-Fi analyzer
Toner probe
Punchdown tool
Cable tester
Loopback plug
Network tap
3.0 Hardware

3.1 Explain basic cable types and their connectors, features,
and purposes.
Network cables
- Copper
-Cat$
- Cat Se
-Cat6
- Cat 6e
- Coaxial
- Shielded twisted pair
(i) Direct burial
- Unshielded twisted pair
- Plenum
- Optical
- Fiber
-T568A/T568B

Peripheral cables
-USB 2.0

- USB 3.0

- Serial

- Thunderbolt

Chapter(s)
2,10
2,10
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Domain

Video cables

- High-Definition Multimedia Interface (HDMI)

- DisplayPort

- Digital Visual Interface (DVI)
- Video Graphics Array (VGA)

Hard drive cables

- Serial Advanced Technology Attachment (SATA)
- Small Computer System Interface (SCSI)

- External SATA (eSATA)

- Integrated Drive Electronics (IDE)

Adapters

Connector types

-RJ11

- RJ4S

- F type

- Straight tip (ST)

- Subscriber connector (SC)
- Lucent connector (LC)
- Punchdown block

- microUSB

- miniUSB

- USB-C

- Molex

- Lightning port

- DB9

3.2 Given a scenario, install the appropriate RAM.

RAM types
- Virtual RAM

- Small outline dual inline memory module (SODIMM)
- Double Data Rate 3 (DDR3)

- Double Data Rate 4 (DDR4)

- Double Data Rate 5 (DDRY5)

- Error correction code (ECC) RAM

Introduction
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Domain

Single-channel

Dual-channel

Triple-channel

Quad-channel

3.3 Given a scenario, select and install storage devices.

Hard drives

- Speeds
- 5,400 rpm
- 7,200 rpm
- 10,000 rpm
- 15,000 rpm

- Form factor
-2.5
-3.5

SSDs
- Communications interfaces
- Non-volatile Memory Express (NVMe)
- SATA
- Peripheral Component Interconnect Express (PCle)
- Form factors
-M.2
- mSATA
Drive configurations
- Redundant Array of Independent (or inexpensive) Disks
(RAID) 0,1, 5,10
Removable Storage
- Flash drives
- Memory cards
- Optical drives

3.4 Given a scenario, install and configure motherboards,
central processing units (CPUs), and add-on cards.

Chapter(s)
3,10
3,10
3,10
3,10
3,10
3,10

3,10

3,10

3,10



Domain

Motherboard form factor
- Advanced Technology eXtended (ATX)
- Information Technology eXtended (ITX)

Motherboard connector types

- Peripheral Component Interconnect (PCI)
- PCI Express (PCle)

- Power connectors

- SATA

- eSATA

-Headers

-M.2

Motherboard compatibility

-CPU sockets
- Advanced Micro Devices, Inc. (AMD)
- Intel

-Server

-Multisocket

-Desktop

-Mobile

Basic Input/Output System (BIOS)/Unified Extensible Firmware
Interface (UEFI) settings

- Boot options

- USB permissions

- Trusted Platform Module (TPM) security features
- Fan considerations

- Secure Boot

- Boot password

Encryption
-TPM
- Hardware security module (HSM)

Introduction
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3,10

3,10
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3,10
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Domain

CPU architecture

- x64/x86

- Advanced RISC Machine (ARM)
- Single-core

- Multicore

- Multithreading

- Virtualization support
Expansion cards

- Sound card

- Video card

- Capture card

- Network interface card (NIC)
Cooling

- Fans

- Heat sink

- Thermal paste/pads

- Liquid

3.5 Given a scenario, install or replace the appropriate
power supply.

Input 110-120 VAC vs. 220-240 VAC
Output 3.3 Vvs.5Vvs. 12V

20-pin to 24-pin motherboard adapter
Redundant power supply

Modular power supply

Wattage rating

3.6 Given a scenario, deploy and configure multifunction
devices/printers and settings.

Properly unboxing a device — setup location considerations

Use appropriate drivers for a given OS

- Printer Control Language (PCL) vs. PostScript

Chapter(s)
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Domain

Device connectivity
- USB
- Ethernet

- Wireless

Public/shared devices
- Printer share

- Print server

Configuration settings
- Duplex

- Orientation

- Tray settings

- Quality

Security

- User authentication
- Badging

- Audit logs

- Secured prints
Network scan services
- Email

- SMB

- Cloud services
Automatic document feeder (ADF)/flatbed scanner
3.7 Given a scenario, install and replace printer consumables.

Laser

- Imaging drum, fuser assembly, transfer belt, transfer roller,
pickup rollers, separation pads, duplexing assembly

- Imaging process: processing, charging, exposing, developing,
transferring, fusing, and cleaning

- Maintenance: Replace toner, apply maintenance kit,
calibrate, clean

Introduction
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Domain

Inkjet

- Ink cartridge, print head, roller, feeder, duplexing assembly,
carriage belt

- Calibration

- Maintenance: Clean heads, replace cartridges, calibrate,
clear jams

Thermal
- Feed assembly, heating element
- Special thermal paper

- Maintenance: Replace paper, clean heating element,
remove debris

- Heat sensitivity of paper

Impact

- Print head, ribbon, tractor feed

- Impact paper

- Maintenance: Replace ribbon, replace print head,
replace paper

3-D printer

- Filament

- Resin

- Print bed

4.0 Virtualization and Cloud Computing
4.1 Summarize cloud computing concepts.

Common cloud models

- Private cloud

- Public cloud

- Hybrid cloud

- Community cloud

- Infrastructure as a service (IaaS)
- Software as a service (SaaS)

- Platform as a service (Paa¥)

Chapter(s)
3,10

3,10
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Domain

Cloud characteristics
- Shared resources
- Metered utilization
- Rapid elasticity
- High availability
- File synchronization
Desktop virtualization
- Virtual desktop infrastructure (VDI) on premises
- VDI in the cloud
4.2 Summarize aspects of client-side virtualization.
Purpose of virtual machines
- Sandbox
- Test development
- Application virtualization
- Legacy software/OS

- Cross-platform virtualization
Resource requirements
Security requirements
5.0 Hardware and Network Troubleshooting

5.1 Given a scenario, apply the best practice methodology to
resolve problems.

Always consider corporate policies, procedures, and impacts
before implementing changes.
1. Identify the problem.

- Gather information from the user and identify user changes,
and if applicable, perform backups before making changes.

- Inquire regarding environmental or infrastructure changes.

2. Establish a theory of probable cause (question the obvious).

- If necessary, conduct external or internal research based
on symptoms.
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3. Test the theory to determine cause.

- Once the theory is confirmed, determine the next steps to
resolve the problem.

- If the theory is not confirmed reestablish a new theory
or escalate.
4. Establish a plan of action to resolve the problem and imple-
ment the solution.
- Refer to the vendor’s instructions for guidance.

5. Verify full system functionality and, if applicable, implement
preventive measures.

6. Document findings, actions, and outcomes.

5.2 Given a scenario, troubleshoot problems related to mother-
boards, RAM, CPUs, and power.

Common symptoms

- Power-on self-test (POST) beeps

- Proprietary crash screens (blue screen of death
(BSOD)/pinwheel)

- Black screen

- No power

- Sluggish performance

- Overheating

- Burning smell

- Intermittent shutdown

- Application crashes

- Grinding noise

- Capacitor swelling

- Inaccurate system date/time

5.3 Given a scenario, troubleshoot and diagnose problems with
storage drives and RAID arrays.
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Common symptoms

- Light-emitting diode (LED) status indicators
- Grinding noises

- Clicking sounds

- Bootable device not found

- Data loss/corruption

- RAID failure

- Self-monitoring, Analysis, and Reporting Technology
(S.M.A.R.T.) failure

- Extended read/write times

- Input/output operations per second (IOPS)
- Missing drives in OS

5.4 Given a scenario, troubleshoot video, projector, and
display issues.

Common symptoms

- Incorrect data source

- Physical cabling issues

- Burned-out bulb

- Fuzzy image

- Display burn-in

- Dead pixels

- Flashing screen

- Incorrect color display

- Audio issues

- Dim image

- Intermittent projector shutdown

5.5 Given a scenario, troubleshoot common issues with
mobile devices.
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Common symptoms

- Poor battery health

- Swollen battery

- Broken screen

- Improper charging

- Poor/no connectivity
- Liquid damage

- Overheating

- Digitizer issues

- Physically damaged ports
- Malware

- Cursor drift/touch calibration

5.6 Given a scenario, troubleshoot and resolve printer issues.

Common symptoms
- Lines down the printed pages
- Garbled print
- Toner not fusing to paper
- Paper jams
- Faded print
- Incorrect paper size
- Paper not feeding
- Multipage misfeed
- Multiple prints pending in queue
- Speckling on printed pages
- Double/echo images on the print
- Incorrect chroma display
- Grinding noise
- Finishing issues
- Staple jams
- Hole punch

- Incorrect page orientation
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5.7 Given a scenario, troubleshoot problems with wired and
wireless networks.

Common symptoms

- Intermittent wireless connectivity

- Slow network speeds

- Limited connectivity

- Jitter

- Poor Voice over Internet Protocol (VoIP) quality

- Port flapping

- High latency

- External interference

Introduction
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The following table lists the domains measured by this examination and the extent to which

they are represented on the exam.

Domain

1.0 Operating Systems

2.0 Security

3.0 Software Troubleshooting
4.0 Operational Procedures

Total

Percentage of Exam

31%
25%
22%
22%
100%
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Objective

1.0 Operating Systems

1.1 Identify basic features of Microsoft
Domain

Windows 10 editions
- Home

- Pro

- Pro for Workstations

- Enterprise
Windows editions.

Feature differences
- Domain access vs. workgroup

- Desktop styles/user interface

- Availability of Remote Desktop Protocol (RDP)

- Random-access memory (RAM) support limitations

- BitLocker
- gpedit.msc

Upgrade paths
- In-place upgrade

1.2 Given a scenario, use the appropriate Microsoft

command-line tool.

Navigation

-cd

- dir

- md

- rmdir

- Drive navigation inputs:

-C:orD:or x:

Command-line tools

- ipconfig
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- ping

- hostname

- netstat

- nslookup

- chkdsk

- net user

- net use

- tracert

- format

- XCopy

- copy

- robocopy

- gpupdate

- gpresult

- shutdown

- sfc

- [command name] I?
- diskpart

- pathping

- winver

1.3 Given a scenario, use features and tools of the
Microsoft Windows 10 operating system (OS).
Task Manager

- Services

- Startup

- Performance

- Processes

- Users

Introduction
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Microsoft Management Console (MMC) snap-in
- Event Viewer (eventvwr.msc)

- Disk Management (diskmgmt.msc)

- Task Scheduler (taskschd.msc)

- Device Manager (devmgmt.msc)

- Certificate Manager (certmgr.msc)

- Local Users and Groups (lusrmgr.msc)
- Performance Monitor (perfmon.msc)
- Group Policy Editor (gpedit.msc)
Additional tools

- System Information (msinfo32.exe)

- Resource Monitor (resmon.exe)

- System Configuration (msconfig.exe)
- Disk Cleanup (cleanmgr.exe)

- Disk Defragment (dfrgui.exe)

- Registry Editor (regedit.exe)

1.4 Given a scenario, use the appropriate Microsoft 10
Control Panel utility.

Internet Options

Devices and Printers
Programs and Features
Network and Sharing Center
System

Windows Defender Firewall
Mail

Sound

User Accounts

Device Manager

Indexing Options
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Administrative Tools

File Explorer Options
- Show hidden files

- Hide extensions

- General options

- View options

Power Options

- Hibernate

- Power plans

- Sleep/suspend

- Standby

- Choose what closing the lid does

- Turn on fast startup

- Universal Serial Bus (USB) selective suspend

Ease of Access

1.5 Given a scenario, use the appropriate Win-

dows settings.

Time and Language
Update and Security
Personalization

Apps

Privacy

System

Devices

Network and Internet
Gaming

Accounts
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1.6 Given a scenario, configure Microsoft Windows net- 6,11
working features on a client/desktop.

Workgroup vs. domain setup 6,11
- Shared resources

- Printers

- File servers

- Mapped drives

Local OS firewall settings 6,11
- Application restrictions and exceptions

- Configuration

Client network configuration 6,11

- Internet Protocol (IP) addressing scheme
- Domain Name System (DNS) settings

- Subnet mask

- Gateway

- Static vs. dynamic

Establish network connections 6,11

- Virtual private network (VPN)

- Wireless

- Wired

- Wireless wide area network (WWAN)

Proxy settings 6,11
Public network vs. private network 6,11
File Explorer navigation — network paths 6,11
Metered Connections and limitations 6,11
1.7 Given a scenario, apply application installation and 6,11

configuration concepts.
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Domain Chapter(s)

System requirements for applications 6,11
- 32-bit vs. 64-bit dependent application requirements

- Dedicated graphics card vs. integrated

- Video random-access memory (VRAM) requirements

- RAM requirements

- Central processing unit (CPU) requirements

- External hardware tokens

- Storage requirements

OS requirements for applications 6,11
- Application to OS compatibility
- 32-bit vs. 64-bit OS

Distribution methods 6,11
- Physical media vs. downloadable

- ISO mountable

Other considerations for new applications 6,11
- Impact to device

- Impact to network

- Impact to operation

- Impact to business
1.8 Explain common OS types and their purposes. 6,11

Workstation OSs 6,11
- Windows

- Linux

- macOS

- Chrome OS

Cell phone/tablet OSs 6,11
- iPadOS

-i0S

- Android
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Various filesystem types

- New Technology File System (NTFS)

- File Allocation Table 32 (FAT32)

- Third extended filesystem (ext3)

- Fourth extended filesystem (ext4)

- Apple File System (APFS)

- Extensible File Allocation Table (exFAT)

Vendor life-cycle limitations
- End-of-life (EOL)
- Update limitations

Compatibility concerns between OSs

1.9 Given a scenario, perform OS installations and
upgrades in a diverse OS environment.

Boot methods

- USB

- Optical media

- Network

- Solid-state/flash drives

- Internet-based

- External/hot-swappable drive

- Internal hard drive (partition)

Types of installations

- Upgrade

- Recovery partition

- Clean install

- Image deployment

- Repair installation

- Remote network installation
- Other considerations

- Third-party drivers

Partitioning

- GUID [globally unique identifier] Partition Table (GPT)

- Master boot record (MBR)
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Drive format

Upgrade considerations

- Backup files and user preferences

- Application and driver support/backward compatibility

- Hardware compatibility

Feature updates

- Product life cycle

1.10 Identify common features and tools of the Mac OS/

desktop OS.

Installation and uninstallation of applications

- File types
- .dmg
- .pkg
- .app

- App Store

- Uninstallation process
Apple ID and corporate restrictions

Best practices
- Backups
- Antivirus

- Updates/patches

System Preferences
- Displays

- Networks

- Printers

- Scanners

- Privacy

- Accessibility

- Time Machine

Introduction

Chapter(s)
6,11
6,11

6,11

6,11

6,11

6,11
6,11

xli



xlii Introduction

Domain

Features

- Multiple desktops
- Mission Control
- Keychain

- Spotlight

- iCloud

- Gestures

- Finder

- Remote Disc

- Dock

Disk Utility
FileVault
Terminal

Force Quit

1.11 Identify common features and tools of the Linux
client/desktop OS.
Common commands
-1s

- pwd

- mv

-cp

- rm

- chmod

- chown

- su/sudo

- apt-get

- yum

-ip

- df

- grep

- ps

- man

- top

- find

- dig

- cat

- nano
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Best practices 6,11
- Backups
- Antivirus

- Updates/patches
Tools 6,11

- Shell/terminal

- Samba
2.0 Security

2.1 Summarize various security measures and 7,11
their purposes.

Physical security 7,11
- Access control vestibule

- Badge reader

- Video surveillance

- Alarm systems

- Motion sensors

- Door locks

- Equipment locks

- Guards

- Bollards

- Fences

Physical security for staff 7,11
- Key fobs
- Smartcards
- Keys
- Biometrics
- Retina scanner
- Fingerprint scanner
- Palmprint scanner
- Lighting

- Magnetometers
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Logical Security

- Principle of least privilege

- Access control lists (ACLs)

- Multifactor authentication (MFA)
- Email

- Hard token

- Soft token

- Short message service (SMS)

- Voice call

- Authenticator application
Mobile device management (MDM)

Active Directory

- Login script

- Domain

- Group Policy/updates

- Organizational units

- Home folder

- Folder redirection

- Security groups

2.2 Compare and contrast wireless security protocols
and authentication methods.

Protocols and encryption

- Wi-Fi Protected Access 2 (WPA2)

- WPA3

- Temporal Key Integrity Protocol (TKIP)
- Advanced Encryption Standard (AES)

Authentication

- Remote Authentication Dial-In User Service (RADIUS)

- Terminal Access Controller Access-Control

System (TACACS+)
- Kerberos

- Multifactor
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2.3 Given a scenario, detect, remove, and prevent mal-
ware using the appropriate tools and methods.
Malware

- Trojan

- Rootkit

- Virus

- Spyware

- Ransomware

- Keylogger

- Boot sector virus

- Cryptominers

Tools and methods

- Recovery mode

- Antivirus

- Anti-malware

- Software firewalls

- Anti-phishing training

- User education regarding common threats
- OS reinstallation

2.4 Explain common social-engineering attacks, threats,
and vulnerabilities.

Social engineering

- Phishing

- Vishing

- Shoulder surfing

- Whaling

- Tailgating

- Impersonation

- Dumpster diving

- Evil twin
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Threats

- Distributed denial of service (DDoS)

- Denial of service (DoS)

- Zero-day attack

- Spoofing

- On-path attack

- Brute-force attack

- Dictionary attack

- Insider threat

- Structured Query Language (SQL) injection
- Cross-site scripting (XSS)

Vulnerabilities

- Non-compliant systems

- Unpatched systems

- Unprotected systems (missing antivirus/missing firewall)
- EOL OSs

- Bring your own device (BYOD)

2.5 Given a scenario, manage and configure basic secu-
rity settings in the Microsoft Windows OS.
Defender Antivirus

- Activate/deactivate

- Updated definitions

Firewall
- Activate/deactivate
- Port security

- Application security

Users and groups

- Local vs. Microsoft account
- Standard account

- Administrator

- Guest user

- Power user
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Login OS options

- Username and password

- Personal identification number (PIN)
- Fingerprint

- Facial recognition

- Single sign-on (SSO)

NTEFS vs. share permissions

- File and folder attributes

- Inheritance

Run as administrator vs. standard user
- User Account Control (UAC)

BitLocker
BitLocker To Go
Encrypting File System (EFS)

2.6 Given a scenario, configure a workstation to meet
best practices for security.

Data-at-rest encryption

Password best practices
- Complexity requirements
- Length
- Character types
- Expiration requirements
- Basic input/output system (BIOS)/Unified Extensible
Firmware Interface (UEFI) passwords
End-user best practices
- Use screen saver locks
- Log off when not in use
- Secure/protect critical hardware (e.g., laptops)

- Secure personally identifiable information (PII)
and passwords
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Account management 7,11
- Restrict user permissions

- Restrict login times

- Disable guest account

- Use failed attempts lockout

- User timeout/screen lock

Change default administrator’s user account/password 7,11
Disable AutoRun 7,11
Disable AutoPlay 7,11
2.7 Explain common methods for securing mobile and 7,11

embedded devices.

Screen locks 7,11
- Facial recognition

- Pin Codes

- Fingerprint

- Pattern

- Swipe

Remote wipes 7,11
Locator applications 7,11
OS Updates 7,11
Device encryption 7,11
Remote backup applications 7,11
Failed login attempts restrictions 7,11
Antivirus/anti-malware 7,11
Firewalls 7,11
Policies and procedures 7,11

- BYOD vs. corporate owned

- Profile security requirements

Internet of Things (IoT) 7,11
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2.8 Given a scenario, use common data destruction and
disposal methods.

Physical destruction

- Drilling

- Shredding

- Degaussing

- Incinerating

Recycling or repurposing best practices

- Erasing/wiping

- Low-level formatting

- Standard formatting

Outsourcing concepts

- Third-party vendor

- Certification of destruction/recycling

2.9 Given a scenario, configure appropriate security set-
tings on small office/home office (SOHO) wireless and
wired networks.

Home router settings

- Change default passwords

- IP Filtering

- Firmware updates

- Content filtering

- Physical placement/secure locations

- Dynamic Host Configuration Protocol (DHCP)
reservations

- Static wide-area network (WAN) IP
- Universal Plug and Play (UPnP)

- Screened subnet

Introduction

Chapter(s)

7,11

7,11

7,11

7,11

7,11

7,11

xlix



| Introduction

Domain

Wireless specific

- Changing the service set identifier (SSID)
- Disabling SSID broadcast

- Encryption settings

- Disabling guest access

- Changing channels

Firewall settings
- Disabling unused ports

- Port forwarding/mapping

2.10 Given a scenario, install and configure browsers

and relevant security settings.

Browser download/installation
- Trusted sources
- Hashing
- Untrusted sources
Extensions and plug-ins
- Trusted sources
- Untrusted sources
Password managers
Secure connections/sites — valid certificates
Settings
- Pop-up blocker
- Clearing browsing data
- Clearing cache
- Private-browsing mode

- Sign-in/browser data synchronization

- Ad blockers
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3.0 Software Troubleshooting

3.1 Given a scenario, troubleshoot common Windows
OS problems.

Common symptoms

- Blue screen of death (BSOD)

- Sluggish performance

- Boot problems

- Frequent shutdowns

- Services not starting

- Applications crashing

- Low memory warnings

- USB controller resource warnings
- System instability

- No OS found

- Slow profile load

- Time drift

Common troubleshooting steps
- Reboot

- Restart services

- Uninstall/reinstall/update applications
- Add resources

- Verify requirements

- System file check

- Repair Windows

- Restore

- Reimage

- Roll back updates

- Rebuild Windows profiles
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3.2 Given a scenario, troubleshoot common personal
computer (PC) security issues.
Common symptoms
- Unable to access the network
- Desktop alerts
- False alerts regarding antivirus protection
- Altered system or personal files
- Missing/renamed files
- Unwanted notifications within the OS

- OS update failures

Browser-related symptoms
- Random/frequent pop-ups
- Certificate warnings

- Redirection

3.3 Given a scenario, use best practice procedures for
malware removal.

1. Investigate and verify malware symptoms.
2. Quarantine infected systems.
3. Disable System Restore in Windows.

4. Remediate the infected systems.
- a. Update the anti-malware software.

- b. Scanning and removal techniques (safe mode, pre-
installation environment).

5. Schedule scans and run updates.

6. Enable System Restore and create a restore point
in Windows.

7. Educate the end user.
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3.4 Given a scenario, troubleshoot mobile OS and appli- 8,11
cation issues.
Common symptoms 8,11
- Application fails to launch
- Application fails to close/crashes
- Application fails to update
- Slow to respond
- OS fails to update
- Battery life issues
- Randomly reboots
- Connectivity issues
- Bluetooth
- Wi-Fi
- Near-field communication (NFC)
- AirDrop
- Screen does not autorotate
3.5 Given a scenario, troubleshoot common mobile OS 8,11
and application security issues.
Security concerns 8,11
- Android package (APK) source
- Developer mode
- Root access/jailbreak
- Bootleg/malicious application
- Application spoofing
Common symptoms 8,11
- High network traffic
- Sluggish response time
- Data-usage limit notification
- Limited Internet connectivity
- No Internet connectivity
- High number of ads
- Fake security warnings
- Unexpected application behavior

- Leaked personal files/data
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4.0 Operational Procedures

4.1 Given a scenario, implement best practices associated
with documentation and support systems information
management.
Ticketing systems
- User information
- Device information
- Description of problems
- Categories
- Severity
- Escalation levels
- Clear, concise written communication
- Problem description
- Progress notes

- Problem resolution

Asset management

- Inventory lists

- Database system

- Asset tags and IDs

- Procurement life cycle
- Warranty and licensing

- Assigned users

Types of documents

- Acceptable use policy (AUP)

- Network topology diagram

- Regulatory compliance requirements
- Splash screens

- Incident reports

- Standard operating procedures

- Procedures for custom installation of soft-
ware package

- New-user setup checklist

- End-user termination checklist

Knowledge base/articles

9,11
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4.2 Explain basic change-management best practices.

Documented business processes
- Rollback plan
- Sandbox testing

- Responsible staff member

Change management
- Request forms
- Purpose of the change
- Scope of the change
- Date and time of the change
- Affected systems/impact
- Risk analysis
- Risk level
- Change board approvals
- End-user acceptance

4.3 Given a scenario, implement workstation backup and
recovery methods.

Backup and recovery

- Full

- Incremental

- Differential

- Synthetic

Backup testing

- Frequency

Backup rotation schemes
- on-site vs. off-site

- Grandfather-father-son (GFS)
- 3-2-1 backup rule

4.4 Given a scenario, use common safety procedures.
Electrostatic discharge (ESD) straps
ESD mats

Equipment grounding
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Proper power handling

Proper component handling and storage
Antistatic bags

Compliance with government regulations

Personal safety

- Disconnect power before repairing PC
- Lifting techniques

- Electrical fire safety

- Safety goggles

- Air filtration mask

4.5 Summarize environmental impacts and local environ-
mental controls.

Material safety data sheet (MSDS)/documentation for
handling and disposal

- Proper battery disposal

- Proper toner disposal

- Proper disposal of other devices and assets
Temperature, humidity-level awareness, and proper
ventilation

- Location/equipment placement

- Dust cleanup

- Compressed air/vacuums

Power surges, under-voltage events, and power failures

- Battery backup

- Surge suppressor

4.6 Explain the importance of prohibited content/activity
and privacy, licensing, and policy concepts.

Incident response

- Chain of custody

- Inform management/law enforcement as necessary

- Copy of drive (data integrity and preservation)

- Documentation of incident
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Licensing/digital rights management (DRM)/end-user
license agreement (EULA)

- Valid licenses

- Non-expired licenses

- Personal use license vs. corporate use license

- Open-source license

Regulated data

- Credit card transactions

- Personal government-issued information

- Personally identifiable information (PII)

- Healthcare data

- Data retention requirements

4.7 Given a scenario, use proper communication

techniques and professionalism.

Professional appearance and attire

- Match the required attire of the given environment
- Formal
- Business casual

Use proper language and avoid jargon, acronyms, and
slang, when applicable

Maintain a positive attitude/project confidence

Actively listen, take notes, and avoid interrupting
the customer

Be culturally sensitive

- Use appropriate professional titles, when applicable
Be on time (if late, contact the customer)

Avoid distractions

- Personal calls

- Texting/social media sites

- Personal interruptions
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Dealing with difficult customers or situations 9,11
- Do not argue with customers or be defensive

- Avoid dismissing customer problems

- Avoid being judgmental

- Clarify customer statements (ask open-ended questions
to narrow the scope of the problem, restate the issue, or
question to verify understanding)

- Do not disclose experience via social media outlets
Set and meet expectations/time line and communicate 9,11
status with the customer
- Offer repair/replacement options, as needed
- Provide proper documentation on the services provided
- Follow up with customer/user at a later date to verify
satisfaction
Deal appropriately with customers’ confidential and 9,11
private materials

- Located on a computer, desktop, printer, etc.
4.8 Identify the basics of scripting. 9,11

Script file types 9,11
- .bat

- .psl

- .vbs

- .sh

- .py

- s

Use cases for scripting 9,11
- Basic automation

- Restarting machines

- Remapping network drives

- Installation of applications

- Automated backups

- Gathering of information/data

- Initiating updates



Domain

Other considerations when using scripts
- Unintentionally introducing malware
- Inadvertently changing system settings

- Browser or system crashes due to mishandling
of resources

4.9 Given a scenario, use remote access technologies.

Methods/tools
- RDP
- VPN
- Virtual network computer (VNC)
- Secure Shell (SSH)
- Remote monitoring and management (RMM)
- Microsoft Remote Assistance (MSRA)
- Third-party tools
- Screen-sharing software
- Video-conferencing software
- File transfer software

- Desktop management software

Security considerations of each access method

%

exam objectives.

&

ject to change at their discretion.
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Exam objectives are subject to change at any time without prior notice
TE and at CompTIA’s sole discretion. Please visit the certification page of
CompTIA’s website at www.comptia.org for the most current listing of

Where the term Windows is used in the text, it refers to both Windows 10
TE and Windows 11, which are the two Microsoft operating systems on this
version of the CompTIA A+ exam. Where necessary, differences between
the two versions of the operating system are noted. Keep in mind that like
the CompTIA A+ exam objectives, Microsoft operating systems are sub-
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Mobile Devices

THE COMPTIA A+ 220-1101 TOPICS
COVERED INTHIS CHAPTER INCLUDETHE
FOLLOWING:

v 1.1 Given a scenario, install and configure laptop hardware
and components.

Hardware/device replacement
Battery
Keyboard/keys
Random-access memory (RAM)
Hard disk drive (HDD)/solid-state drive (SSD) migration
HDD/SSD replacement
Wireless cards

Physical privacy and security components
Biometrics

Near-field scanner features

v 1.2 Compare and contrast the display components of
mobile devices.

Types
Liquid crystal display (LCD)
In-plane switching (IPS)
Twisted nematic (TN)
Vertical alignment (VA)
Organic light-emitting diode (OLED)
Mobile display components
Wi-Fi antenna connector/placement
Camera/webcam

Microphone




Touch screen/digitizer

Inverter

v 1.3 Given a scenario, set up and configure acces-
sories and ports of mobile devices.

Connection methods

Universal Serial Bus (USB)/USB-C/
microUSB/miniUSB

Lightning
Serial interfaces
Near-field communication (NFC)
Bluetooth
Hotspot
Accessories
Touch pens
Headsets
Speakers
Webcam
Docking station
Port replicator

Trackpad/drawing pad

v 1.4 Given a scenario, configure basic mobile-device
network connectivity and application support.

Wireless/cellular data network (enable/disable)
2G/3G/4G/5G
Hotspot

Global System for Mobile Communications
(GSM) vs. code-division multiple access (CDMA)

Preferred Roaming List (PRL) updates
Bluetooth
Enable Bluetooth

Enable pairing



Find a device for pairing
Enter the appropriate PIN code
Test connectivity
Location services
Global Positioning System (GPS) services
Cellular location services

Mobile device management (MDM)/mobile application
management (MAM)

Corporate email configuration
Two-factor authentication
Corporate applications
Mobile device synchronization

Account setup

Microsoft 365

Google Workspace

iCloud
Data to synchronize

Mail

Photos

Calendar

Contacts

Recognizing data caps
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You are configuring the mail app on an iPhone to use an Outlook.com email address. What
configuration information do you need to enter to establish connectivity?

A. Email address and password

B. Email address, password, and server name

C. Email address, password, server name, and mail protocol

D. Email address, password, server name or IP address, and mail protocol

Which type of smartphone display has fewer layers, providing more flexibility, a better
viewing angle, and excellent color as compared to other technologies?

A. IPS

B. OLED
C. LED
D. TN

In which scenario would you use the Fn key and the F10 key?

To turn the screen brightness down
To turn the screen brightness up

To turn the speaker volume down

Sowp

To turn the speaker volume up

You are purchasing a mobile device that allows you to use multi-finger gestures to interact
with the device. What type of touchscreen technology does this device most likely use?

A. Capacitive

B. Infrared
C. SAW
D

Resistive
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You are using a public Wi-Fi hotspot and believe that someone is trying to hack into your
laptop. Which laptop feature should you use to immediately turn off all wireless connections?

A. Silent mode

B. Quiet mode

C. Airplane mode

D. Connectionless mode

You have been asked to purchase a new camera for the company photographer. Some of

the cameras are marketed as “smart” cameras. What key feature does this likely mean the
camera includes?

A. Wi-Fi

B. RJ-45

C. Separate video processor

D. Internal hard drive

Your friend’s iPhone 13 will no longer charge. They have tried replacing the charging block
and cable with compatible ones and tested the wall outlet. What should be done next?

A. Purchase a new phone.

B. Purchase a new battery.

C. Take the phone to a repair shop.

D. Use a wireless charging pad.

Your customer brought you a laptop with an internal battery that will no longer charge. You

have told them that replacing the battery will be no problem at all. Which of the following
will you need to do first?

A. Remove the back cover.

B. Remove the keyboard.

C. Disconnect the external power.

D. Disconnect the LCD panel.

A coworker is having a problem with their laptop and has asked you to fix it. When an

external keyboard is plugged in, the laptop works just fine, but without it strange characters
appear on the screen when typing. Which of the following are likely causes? (Choose two.)

A. The driver is corrupted and needs to be updated/replaced.

B. The ribbon cable is partially disconnected and needs to be reseated.
C. The laptop needs to be replaced.

D. There is debris under the keys.
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You’re working as the I'T support person at an accounting firm. One of the accountants
dropped their keyboard, and the number 5 key is no longer there. This is a critical problem
for an accountant. What is the most cost-effective way to get them up and running again?

A.
B.
C.
D.

Replace the laptop with a new one.
Replace the entire keyboard.
Replace the missing key.

Give them a desktop computer to use.

Your boss has asked you to maximize the RAM in their laptop computer. You check the spec-
ifications and discover that the maximum system RAM is 32 GB of DDR4 RAM. The laptop
currently has 16 GB onboard RAM and one empty slot. Which of the following RAM mod-
ules will you purchase?

A.
B.
C.
D.

One 16 GB SODIMM
One 32 GB SODIMM
One 16 GB DIMM
One 32 GB DIMM

A friend is trying to install an update on their iPod, but they’re receiving a message about
insufficient space. They want to know if you can upgrade their storage. What will you
tell them?

A.
B.
C.
D.

Sure, bring it over later today.
Storage can’t be upgraded. You’ll need to buy a new iPod.
Storage can’t be upgraded, but you may be able to offload some apps you no longer use.

Just purchase more space on iCloud; it’s the same thing.

You need to replace a failed SATA hard drive on a 10-year-old laptop. The user has asked
that the new drive be as fast as possible, regardless of disk space or cost. What type of drive
should you install?

A.
B.
C.
D.

SSD
Magnetic
Hybrid
NVMe

You need to replace a failed hard drive in a user’s laptop, and it’s a model you are unfamiliar
with. You look at the bottom of the laptop and see no obvious entrance points. Which
component will you most likely need to remove to access the hard drive bay?

A.

B.
C.
D

Plastics/frames
Battery

System board
Keyboard
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You are on the phone talking to a technician who is trying to upgrade a laptop. The techni-
cian is having trouble identifying the Mini PCle card. How wide should you tell the techni-
cian that the card is?

A. 27 mm
B. 30 mm
C. 51 mm
D. 60 mm

Which mobile connection type allows you to share your cellular Internet connection with a
Wi-Fi enabled device?

A. Hotspot
B. NFC

C. Bluetooth
D. IrDA

Your friend wants to be able to use their phone to pay for purchases at a popular coffee
shop. They noticed that the phone needs to be about 4” from the coffee shop’s reader. What
radio wave communication type do you need to configure for your friend?

A. NFC

B. Wi-Fi

C. IrDA

D. Bluetooth

You’re working from a home office and need to be able to type on your keyboard while

talking with clients, so you purchase a wireless headset. What wireless technology will you
need to enable on your laptop to ensure that the headset and laptop can communicate?

A. Wi-Fi

B. IR
C. Bluetooth
D. NFC

You are wearing your smart watch, which allows you to make payments like a credit card.
What type of connection technology does this service use?

A. Bluetooth
B. NFC
C. Wi-Fi
D. IR
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You’re upgrading the Wi-Fi card in a manager’s laptop and notice that the antenna cable
is frayed, so you need to replace that too. What will you likely need to do to replace
the antenna?

A. Wrap the antenna with electrical tape.

B. Open the display to replace the cable.

C. Attach a dongle for the new cable.

D. Just install the new card because the antenna is part of the card.

Your boss has asked you to make sure that each of the company’s laptops has a biometric

scanner as an extra measure of security. Which of the following are biometric devices that are
commonly found and can be configured on laptops? (Choose two.)

A. 1D card scanner

B. FaceID

C. Fingerprint reader

D. Retina scanner

Your company is producing posters for an upcoming public relations campaign. The project

leader wants to embed information into an NFC Type 4 tag in the poster. How much
information can this tag hold?

A. 16KB
B. 32KB
C. 1.4MB
D. 24MB

Your customer has an iPhone 8 and wants to read and write NFC tags with it. What advice
will you give them? (Choose two.)

A. Their iPhone will only work with Apple Pay.

B. They need to upgrade to iPhone X to write NFC tags.

C. With iOS 13 or better on their device, they’ll be able to read and write NFC tags using a
third-party app.

D. iPhone 12 and iPhone 13 can read NFC tags simply by holding the phone over the tag.

You’ve been asked by the company president what can be done with NFC in addition to

paying for coffee. What will you tell them? (Choose three.)

A. Securely share data with someone you’re having lunch with.

B. Beam data to someone 10 feet away.

C. Transfer files, photos, and videos.

D

Add information or URLS to business cards, making it easier for customers to learn
about your products or services.
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You are investigating new laptops for your company. You want the laptop displays to have a
wide viewing angle. Which technology standard is best suited for your needs?

A. LED

B. SVA
C. IPS
D. TN

Which type of LCD has the best contrast, meaning the darkest black and lightest white?
A. TN

B. IPS
C. VA
D. OLED

Of the laptop LCD technologies, which consumes the least amount of power?
A. LED

B. IPS
C. TN
D. VA

What type of display uses organic materials that themselves light up so that no backlight is
needed, meaning true black and greater contrasts can be achieved?

A. QLED
B. Mini-LED
C. LED
D. OLED

You have recently purchased a laptop computer with a touchscreen. It allows you to draw
images on the screen and save them on the computer. Which device is responsible for
converting the input into the image that you see and save?

A. Inverter

B. Touchpad

C. Digitizer

D. Touchscreen

Which two components of a laptop or other mobile device are the most useful when making
a videoconference call? (Choose two.)

A. Digitizer

B. Webcam

C. Microphone/speaker

D

Inverter
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Of the laptop components listed, which one is least likely to be built into the display?
A. Wi-Fi antenna

B. Speakers

C. Webcam

D. Digitizer

Which mobile device component can take input from a stylus or your finger, depending on
the sensor type, and convert it into an image on the laptop or other mobile device?
A. Digitizer

B. Touchpad

C. Point stick

D. [Inverter

What is this device, which can be found inside an iPhone 10 along the bottom, connected
with a small ribbon cable?

A, 1466001
821-01161-A

Wi-Fi antenna
Digitizer

Haptics connector

A.
B.
C.
D.

Stylus sensor
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34. In which scenario would you use the Fn key and the F4 key shown here?

© 4 =8

To turn the touchpad on or off
To change the video output to an external display

To change the screen orientation from landscape to portrait

Sowp»

To turn the keyboard backlight on or off

35. Which type of mobile device is known for using electrophoretic ink?
A. E-reader
B. Smart watch
C. Smart glasses
D. Tablet

36. Which display component is capable of discharging energy and causing severe injuries to
technicians?

A. Screen

B. Backlight
C. Inverter
D. LCD

37. Which of the following is not a type of LCD?
A. OLED
B. IPS

13
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C. TN
D. VA

What types of networking will smart cameras often have built into them? (Choose two.)
A. Bluetooth

B. IrDA
C. RJ45
D. Wi-Fi

What component or characteristic on most mobile phones has its ability measured in
megapixels?

A. Brightness

B. Contrast

C. Camera

D. Digitizer

What three components of a mobile display are often connected in such a way that if one
fails, you must replace the other two with it? (Choose three.)

A. Glass cover

B. LCD

C. Wi-Fi antenna

D. Digitizer

An artist in your company’s marketing department just received the new drawing pad that
they ordered. What might you need to do to configure it? (Choose three.)

A. [Install an alternate operating system.

B. Plug the device into an appropriate port, likely USB.

C. Enable Windows Ink or other software settings.

D. Calibrate the device.

A coworker just started working with their new laptop yesterday, and today they’re com-

plaining that the trackpad won’t work. You suspect that they accidentally turned it off. What
key or key combination based on the graphic will remedy the problem?
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A. Fnand F8
B. Fnand F9
C. F7
D. F9

One of your coworkers has purchased an external Bluetooth trackpad to use with their
tablet. They’ve turned to you, the company IT person, to install and configure it for them.
What actions will you need to take? (Choose two.)

A. Plug the device into a USB port.
B. [Install drivers.

C. Put the device in pairing mode and open Bluetooth settings on the tablet, then tap the
trackpad.

D. Go to Settings to configure speed and scrolling features.

What type of connection are you using if you use a USB cable to connect your laptop to your
cell phone in order to use the cellular wireless connection from the laptop?

A. Hotspot

B. Tethering

C. USB networking

D. Phoning

You often work remotely, in your favorite coffee shop. What device can you use to physically
protect your laptop from theft if you step away from the table for a minute?

A. Docking station

B. Protective cover

C. Cable lock

D. LoJack

The company president misplaced their charging cable for their iPhone 13. You tell them

it’s no problem, and hand them a new one. What type of connector does this iPhone use
for charging?

A. Thunderbolt
B. Lightning

C. ApplePower
D. USB-C
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What type of mobile device connector is shown here?

A. USB-C

B. Lightning

C. Micro-USB
D. Thunderbolt

Your significant other just purchased a new car and wants you to configure their cell phone
to work through the car using voice commands. You must initiate pairing on the phone and
choose to search for pairing devices on the car. What protocol is being used by the car and
the device?

A. 802.11a

B. Lightning

C. Bluetooth

D. Wi-Fi Enabled

A laptop user wants to have a full-sized display and keyboard, as well as an external hard
drive, and speakers available to them at their desk. Which accessory can they purchase to

avoid plugging each of these devices separately into their laptop every time they return to the
desk? (Choose two.)

A. KVM switch

B. Port replicator

C. Desktop station

D. Docking station

A user needs ports for external devices in addition to what their laptop is capable of

connecting. The user would like these devices to have connectivity with each other whether
or not the laptop is there. Which of the following will provide that option?

A. Docking station
B. Port replicator
C. KVM switch

D. Docking port
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Which laptop expansion port technology was developed by Apple and Intel and supports a
wide variety of peripheral devices?

A. USB
B. DisplayPort
C. eSATA

D. Thunderbolt

You’re upgrading a user’s laptop from 802.11n to 802.11ac. What port will you most likely
use inside the laptop?

A. PCI
B. PCle
C. Mini PCle

D. Mini PCle x16

You’ve been handed a device to install. The cable looks like the one here. What type of con-
nector does this device use?

A. USB-C

B. miniUSB

C. microUSB

D. Thunderbolt 3

What port looks identical to a Thunderbolt 3 connector but will not charge a connected
device as quickly?

A. USB-C

B. miniUSB
C. USBA

D. microUSB
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You’ve been handed a device to install. The cable looks like the one here. What type of con-
nector does this device use?

A. USB-C

B. miniUSB

C. microUSB

D. Thunderbolt 3

You’re the IT manager for a manufacturing company. One of the corporate executives is
questioning why you’re buying serial instead of parallel devices. You explain that serial
transmits only one bit of information at a time, but it does so very fast compared to parallel.
Which of the following will you tell them is not a serial connection?

A. Centronics
B. Thunderbolt
C. Lightning

D. USB-C

You’re configuring a new laptop for a user. What devices can you plug into the port shown
here? (Choose two.)

A. Speaker

B. Headphones
C. Webcam

D. Touch pen
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A technician has a failed Lenovo laptop and suspects the motherboard is bad. They have sev-
eral other laptops available from which they can harvest parts. Which of the following state-
ments is most likely true regarding the replacement motherboard that is selected?

A. The motherboard is not replaceable.
B. Any laptop motherboard will work.
C. A motherboard from any other Lenovo laptop will work.

D. Only a motherboard from that same model of Lenovo laptop will work.

What type of connector is used on Android smartphones? (Choose two.)

A. Lightning

B. Thunderbolt

C. USB-C

D. USB Micro-B

You will be traveling to another country for work and will have a 10-hour airplane flight.

You need to work on your laptop while on the flight, but your battery won’t last that long.
What should you buy to allow you to use the auxiliary power outlets on the airplane?

A. AC adapter

B. DC adapter

C. Power inverter

D. Docking station

The AC adapter for your laptop is not working properly, and you are searching for a

replacement. Which two factors should be most important when selecting a new AC adapter?
(Choose two.)

A. Polarity

B. Same wattage as the original
C. Brand of the adapter

D. Size of the adapter

How do modern docking stations connect to laptops? (Choose two.)

A. USB2
B. USB-C
C. Thunderbolt 3 or 4
D. HDMI

You have enabled the GPS service in your tablet. What is the minimum number of GPS satel-
lites your tablet needs to be in contact with to determine its location?

A. One
B. Two
C. Three

D. Four
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What is the name of the OS used by the Apple Watch, which was designed specifically for
the watch?

A. i0OS

B. OS X mobile
C. watchOS

D. Tizen

A technician needs to replace a failed laptop hard drive. Which of the following form factors
could it use?

A 1.3
B. 2.0"
C. 25"
D. 3.5

What type of wearable technology device is specifically designed to track a user’s movements
and heart rate and may include features such as GPS?

A. Smart watch

B. Fitness monitor

C. Smart glasses

D. Smart headset

You want to play video games on your tablet computer. Which accessory would you purchase
if you wanted to play the game much like you would on a gaming console?

A. Docking station

B. Touch pad
C. DPoint stick
D. Game pad

Your new laptop has 4 GB system RAM and an integrated video card. The default setting
specifies 512 MB of video memory. How much RAM is available for the processor to use?

A. 4GB.

B. 3.5 GB.

C. 3GB.

D. [It’s variable.

Oculus, Samsung, and HTC are manufacturers of what specific type of wearable tech-
nology devices?

A. Smart glasses

B. Smart headsets

C. Smart watches

D. VR/AR headsets
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Tablet computers feature touchscreens that are approximately what size?
A. Between 5" and 7"

B. Between 3” and 5"

C. Between 7” and 12"

D. Between 12” and 24”

What type of connectors are the two shown in the center here?
I = — e

;-

A. Lightning

B. Thunderbolt
C. DisplayPort
D. PClex1

Which type of network connection is least likely to be found on a tablet computer?
A. Wi-Fi

B. Bluetooth

C. RJ45

D. Cellular

What type of device would use a Lightning connector to charge and transfer data?
A. Samsung smartphone

B. Fitbit watch

C. Intel based laptop

D. Apple iPhone

You are upgrading a laptop with a Mini PCle card. What type of connector does
Mini PCle use?

A. 52-pin
B. 68-pin
C. 144-pin
D. 200-pin

What is the likely type of Wi-Fi antenna connector you will find as an external connector
on a laptop?

A. SMA-female-RP
B. N-male

C. SMA-male-RP
D. N-female

21
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76. A warehouse manager at a factory is required to supervise productivity while walking around
and taking notes. They find their laptop awkward to type on while walking but do not want
to use two devices. What would you recommend they do?

A. Get a small tablet to synchronize with the laptop.
B. Place accessible workstations throughout the factory.
C. Get a laptop with a rotating or removable screen.
D. Get a smaller laptop.
77. After enabling your device for communication using the IEEE 802.15.1 standard, what is the
next step?
A. Enter the PIN code.
B. Find a device for pairing.
C. Enable pairing.
D. Open port 802.15.1.
78. You’ve enabled Bluetooth on your new headset and your laptop and enabled pairing on both.
They have discovered each other, so what is the typical next step?
A. Pressing and holding a Bluetooth button
B. Entering the Bluetooth password
C. Entering the Bluetooth PIN code
D. Exiting out of any running Bluetooth applications
79. You’re configuring private email on a coworker’s cell phone. They want to make sure all

of their mail will be only on their phone. Which mail protocol keeps all emails stored on a
single device and can only be accessed from one device?

A. IMAP

B. SMTP
C. POP3

D. S/MIME

80. You’re configuring company email on a coworker’s phone. The company needs to keep a
copy of every email on their server, even after it’s accessed by the user. Which mail protocol
keeps all emails stored on the server, allowing messages to be synchronized between mul-
tiple devices?

A. IMAP

B. SMTP
C. POP3

D. S/MIME
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What service is built into Apple-developed devices and permits users and subscribers to store
documents, media, and contact information off their devices?

A. iStore
B. OneDrive
C. iCloud

D. CloudOnline

What is the hosted messaging version of Microsoft’s Exchange mail server that saves cus-
tomers email off-site?

A. Google Inbox

B. Exchange Online

C. iExchange

D. On-Prem Exchange

What configuration settings are commonly used when setting up email from an online pro-
vider on a device?

A. Active Directory domain name

B. Port and TLS settings

C. Email server name

D. Username and password

What type of update is done to mobile devices over the air?
A. PRIand PRL

B. IMEI
C. Screen resolution
D. IMSI

Which number that is a part of the GSM system is hard-coded into the phone and identifies
your physical phone hardware to the cellular tower?

A. PRI

B. IMSI
C. IMEI
D. MAC

Which unique mobile number identifies you as a user and is coded into the SIM card if
you’re on a GSM network, or otherwise linked to your account, allowing you to transition
from one phone to another?

A. PRI

B. IMSI
C. IMEI
D. MAC
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87. A user is traveling to a country that employs content blocking technology on the cellular net-
work. What would you suggest setting up to bypass the content blocking as well as keep the
user’s mobile browsing more private?

A. S/MIME
B. PRL

C. Baseband
D. VPN

88. What best practice can save someone from losing the data such as calendar entries and con-
tacts on their mobile device if the device is lost?

A. Synchronization
B. VPN
C. Encryption
D. Updating
89. A user wants a list of favorite websites to be readily available between multiple devices,
including their mobile device. What is the best option?
A. Email weblinks to self.
B. Send links to a URL shortening service.
C. Synchronize bookmarks.
D. Print web URLs to carry.
90. When two parents wish to share appointment dates and times between devices, what is their
best option?
A. Synchronizing calendars
B. Sharing calendar passwords
C. Texting calendar data to each other
D. Emailing calendar invites to each other
91. What Windows app is used to synchronize data between a user’s mobile devices like smart-
phones and their desktop computers?
A. MSync
B. ActiveSync
C. SyncTime

D. Timewarp

92. What technology lets you minimize how often a user must log in for multiple services?
A. SSO
B. SMTP
C. Synchronization
D

Nonrepudiation
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You’re installing Bluetooth speakers in a conference room and just entered the pin to connect
the two devices. What is your next step?

A. Enable pairing.

B. Search for the Bluetooth device.

C. Enable Bluetooth.

D. Test connectivity.

The owner of a company that solely provides transportation from the airport to various
hotels wants to employ a software that will tell them where every vehicle is at all times. All of

the vehicles use satellite-based navigation systems. What technology is most likely being used
to track where they are?

A. Global Positioning System (GPS)

B. Mobile Device Management (MDM)

C. Cellular location services

D. Mobile Application Management (MAM)

You’re going hiking this weekend in unfamiliar territory and have installed an application on

your phone that shows you where you are on the map in relation to the trails and surround-
ing areas. What two types of location technology might this app use? (Choose two.)

A. GPS

B. MDM
C. Cellular location services
D. RFID

Your coworker wants to be able to use maps with their phone but is unhappy that other
applications are also tracking their physical location. They ask for your help. Which of the
following is not true?

A. If location services are turned off for one purpose, they are turned off for all services.

B. When you’re installing an application, most likely it will ask you when it is allowed to
use location services.

C. Some applications won’t work without location services.
D. You can turn location services on or off for applications in the settings of your device.
You’re at home binging on a popular Internet movie service and suddenly notice that the

spinning wheel is showing up often, taking more time to download the movie than normal.
What is likely the problem?

A. Your router needs to be reset.

B. You have reached your data cap.
C. Your laptop is overheating.
D

The service is overwhelmed with requests.
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The executives at your company are concerned about employees using their personal
devices for work. They worry that someone may leave and take proprietary information
with them. You calm their fears by telling them that there are settings in place that protect
company data that is accessed by employees. What are those settings called? (Choose two.)

A. MDM

B. MAM
C. GSM
D. CDMA

Which of the following is not a type of two-factor authentication?
A. Sending an access code via text message

B. Using an authenticator application

C. Needing a password and physical security key

D. Needing a username and password

Which cellular communication technology is known as Long-Term Evolution (LTE)?

A. 2G

B. 3G
C. 4G
D. 5G

Which of the following display types refers not to how the liquid crystals are arranged, but
rather to the type of backlight being used?

A. LED
B. OLED
C. IPS

D. TN

You are responsible for replacement parts within your company’s IT department. Because
of the critical nature of your business, you need to have replacement parts on hand in the
event of a hardware failure. Your company uses four different types of laptops, two HP and
two Dell. How many different types of motherboards do you most likely need to stock?

A. One

B. Two
C. Three
D. Four

Tech support has recommended that you update the OS on your iPad to resolve a problem
you’re having with it. What OS will you be updating?

A. iPadOS
B. OS X mobile
C. watchOS
D. iOS
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104. Your client is frustrated that their Bluetooth earpiece that was working yesterday is no
longer working, and they’ve asked for your help. What is the likely source of the problem?

A. The earpiece has paired to a different device.
B. The earpiece is broken.
C. The Wi-Fi signal is weak.

D. Bluetooth connectivity was lost.

105. The Wi-Fi connection between your laptop and network has failed. Upon examining Device
Manager you notice that the network card is not listed. You’ve reseated the card and it still
isn’t found in Device Manager, so you’ve decided to replace it. Which of the following card
types will you likely need to purchase?

A. PCle

B. PCI

C. M2

D. PCMCIA

106. A technician needs to replace a hard drive that failed in their new laptop. What type of
drive will they likely need? (Choose two.)

A. M2
B. mSATA
C. 2.5?

D. 3.5°






Networking

THE COMPTIA A+ 220-1101 TOPICS
COVERED INTHIS CHAPTER INCLUDETHE
FOLLOWING:

v 2.1 Compare and contrast Transmission Control Protocol
(TCP) and User Datagram Protocol (UDP) ports, protocols,
and their purposes.

Ports and protocols
20/21 - File Transfer Protocol (FTP)
22 - Secure Shell (SSH)
23 -Telnet
25 — Simple Mail Transfer Protocol (SMTP)
53 — Domain Name System (DNS)
67/68 — Dynamic Host Configuration Protocol (DHCP)
80 - Hypertext Transfer Protocol (HTTP)
110 — Post Office Protocol 3 (POP3)

137/139 — Network Basic Input/Output System (NetBIOS)/
NetBIOS over TCP/IP (NetBT)

143 - Internet Mail Access Protocol (IMAP)

161/162 — Simple Network Management Protocol (SNMP)
389 - Lightweight Directory Access Protocol (LDAP)

443 - Hypertext Transfer Protocol Secure (HTTPS)

445 - Server Message Block (SMB)/Common Internet File
System (CIFS)

3389 - Remote Desktop Protocol (RDP)
TCP vs. UDP
Connectionless
DHCP
Trivial File Transfer Protocol (TFTP)

Connection-oriented




HTTPS
SSH

v 2.2 Compare and contrast common net-
working hardware.

Routers
Switches
Managed
Unmanaged
Access points
Patch panel
Firewall
Power over Ethernet (PoE)
Injectors
Switch
PoE standards
Hub
Cable modem
Digital subscriber line (DSL)
Optical network terminal (ONT)
Network interface card (NIC)

Software-defined networking (SDN)

v 2.3 Compare and contrast protocols for wireless
networking.

Frequencies

2.4 GHz

5 GHz
Channels

Regulations

2.4 GHz vs. 5 GHz
Bluetooth

802.11




g

n
ac (WiFi 5)
ax (WiFi 6)
Long-range fixed wireless
Licensed
Unlicensed
Power
Regulatory requirements for wireless power
Near-Field Communication (NFC)

Radio-frequency identification (RFID)

v/ 2.4 Summarize services provided by networked hosts.
Server roles
DNS
DHCP
Fileshare
Print servers
Mail servers
Syslog
Web servers

Authentication, authorization, and
accounting (AAA)

Internet appliances
Spam gateways
Unified threat management (UTM)
Load balancers

Proxy servers




Legacy/embedded systems
Supervisory control and data acquisition (SCADA)

Internet of Things (loT) devices

v 2.5 Given a scenario, install and configure
basic wired/wireless small office/home office
(SOHO) networks.

Internet Protocol (IP) addressing
IPv4
Private addresses
Public addresses
IPv6
Automatic Private IP Addressing (APIPA)
Static
Dynamic
Gateway

v 2.6 Compare and contrast common network
configuration concepts.

DNS
Address

A

AAAA
Mail exchanger (MX)
Text (TXT)

Spam management
(i) DomainKeys Identified Mail (DKIM)
(ii) Sender Policy Framework (SPF)

(iii) Domain-based Message Authentication,
Reporting, and Conformance (DMARC)

DHCP
Leases
Reservations

Scope




Virtual LAN (VLAN)

Virtual private network (VPN)

v 2.7 Compare and contrast Internet connection types,
network types, and their features.

Internet connection types
Satellite
Fiber
Cable
DSL
Cellular
Wireless Internet service provider (WISP)
Network types
Local area network (LAN)
Wide area network (WAN)
Personal area network (PAN)
Metropolitan area network (MAN)
Storage area network (SAN)

Wireless local area network (WLAN)

v 2.8 Given a scenario, use networking tools.
Crimper
Cable stripper
WiFi analyzer
Toner probe
Punchdown tool
Cable tester
Loopback plug

Network tap
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You are installing a fiber-optic cable between two buildings. To install the cable, you must
run it through a conduit between the buildings, and access to the conduit is not easy. Before
you run the cable, you want to ensure that it’s working properly. Which tool should you use?

A. Cable tester

B. Multimeter

C. Loopback plug

D. Tone generator and probe

Which TCP/IP protocol, designed to download email, allows for multiple clients to be
simultaneously connected to the same mailbox?

A. SMTP
B. POP3

C. IMAP
D. SMB

You are using your laptop on the company network. In your web browser, you type

www . google.com and press Enter. The computer will not find Google. You open the
browser on your phone, and using your cellular connection, you can open Google without
a problem. Your laptop finds internal servers and can print without any issues. What is the
most likely reason you can’t open Google?

A. DNS server problem
B. DHCP server problem
C. Missing subnet mask
D. Duplicate IP address

Which one of the following TCP/IP protocols was designed as a replacement for Telnet?
A. SMB

B. SSH
C. SFTP
D. FTPS

Which of the following network connectivity devices operates at Layer 2 of the OSI model?
A. Hub

B. Switch
C. Cable
D. Router

Which of the following TCP/IP protocols is connection-oriented and attempts to guarantee
packet delivery?

A. TP

B. TCp
C. UDP
D. ICMP
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Which TCP/IP protocol allows a user to log into a remote computer and manage files as if
they were logged in locally?

A. FTP

B. SFTP
C. SMB
D. RDP

Which Wi-Fi standard is the fastest, operating in both the 2.4 and 5§ GHz frequencies?
A. 802.11a

B. 802.11ac
C. 802.11ax
D. 802.11n

Bob has a device that operates at 5 GHz. He is unable to connect his device to a LAN that he
hasn’t accessed before, although he has verified that he has the correct password. What type
of network might pose this problem?

A. 802.11g
B. 802.11n
C. 802.11ac
D. 802.11ax

Which TCP/IP protocol is used to provide shared access to files and printers on the network?
A. FTP

B. SSH
C. SMB
D. SMTP

What port does the Telnet protocol use?

A. 21
B. 22
C. 23
D. 25

You have just installed a wireless 802.11ac network for a client. The I'T manager is concerned
about competitors intercepting the wireless signal from outside the building. Which tool is
designed to test how far your wireless signal travels?

A. Tone generator and probe
B. Protocol analyzer

C. Packet sniffer

D. Wi-Fi analyzer
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13. Some of your network users are concerned about submitting confidential information to an
online website. What should you tell them?

14.

15.

16.

17.

18.

A.
B.

C.

D.

It’s fine, because all Internet traffic is encrypted.

If the website address starts with TLS: //, it should be OK to submit confidential
information to a trusted site.

If the website address starts with HTTPS: //, it should be OK to submit confidential
information to a trusted site.

Don’t ever submit confidential information to any online website.

Which TCP/IP Internet layer protocol is responsible for delivering error messages if commu-
nication between two computers fails?

A.
B.
C.
D.

ICMP
P
TCP
UDP

Which type of IPv6 address identifies a single node on the network?

A.
B.
C.
D.

Multicast
Anycast
Unicast

Localcast

What type of network covers large geographical areas and often supports thousands of users,
often using lines owned by other entities?

A.
B.
C.
D.

LAN
WAN
PAN
MAN

Which TCP/IP protocol, developed by Microsoft, uses port 3389 to connect to a
remote computer?

A.
B.
C.
D.

RDP
SMB
CIFS
Telnet

What port does the SSH protocol use?

A.

B.
C.
D

21
22
23
25
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Which of the following IP addresses is not routable on the Internet?
A. 10.1.1.1
B. 11.1.1.1
C. 12.1.1.1
D. 13.1.1.1

Which network connectivity device does not forward broadcast messages, thereby creating
multiple broadcast domains?

A. Hub

B. Switch
C. Bridge
D. Router

What type of address does a router use to get data to its destination?

A. TP

B. MAC

C. Memory
D. Loopback

You have a desktop computer that is behaving erratically on the network. The wired connec-
tion will often disconnect without warning. Which tool should you use to troubleshoot the
network adapter?

A. Multimeter

B. Tone generator and probe

C. Loopback plug

D. Cable tester

Your company just expanded and is leasing additional space in an adjacent office building.
You need to extend the network to the new building. Fortunately, there is a conduit between
the two. You estimate that the cable you need to run will be about 300 meters long. What
type of cable should you use?

A. CAT-Se
B. CAT-7
C. CAT-8
D. MMF

You want to ensure that client computers can download email from external email servers
regardless of the protocol their email client uses. Which ports do you open on the firewall to
enable this? (Choose two.)

A. 23
B. 25
C. 110

D. 143
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You are installing network cabling in a highly secure facility. The cables need to be immune

to electronic eavesdropping. What type of cable should you use?

A. Fiber-optic

B. UTP
C. STP
D. Coaxial

Which networking device is capable of reading IP addresses and forwarding packets based on

the destination IP address?

A. Hub
B. Switch
C. NIC
D. Router

Which network device is designed to be a security guard, blocking malicious data from
entering your network?

A. PoFE injector
B. EoP device
C. Firewall

D. Router

You are manually configuring TCP/IP hosts on the network. What configuration parameter

specifies the internal address of the router that enables Internet access?
A. Subnet mask

B. DHCP server

C. DNS server

D. Default gateway

Which of the following devices will be found in a telecommunications room and provides a

means to congregate horizontal wiring, terminating each run in a female port?
A. Patch panel

B. Multiplexer

C. RackU

D. Demarcation point

What type of network is most commonly associated with Bluetooth devices such as wireless

keyboards, mice, and headphones, and covers a small area?

A. LAN
B. WAN
C. PAN
D. MAN
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When troubleshooting a network connectivity issue, you discover that the local computer has
an IPv4 address of 169.254.2.2. What do you immediately know about this local computer?

A. [Itis working fine.

B. It can’t find a DHCP server.
C. Itisn’t on the network.

D. It has an invalid IP address.

Which of the following IPv6 addresses is automatically assigned by the host when it boots
and is only usable on the broadcast domain that it exists in?

A. 2000::/3
B. FC00::/7
C. FE80::/10
D. FF00::/8

You need to configure a wireless router for an office network. The office manager wants new
devices to be able to automatically join the network and announce their presence to other
networked devices. Which service should you enable to allow this?

A. DHCP
B. NAT
C. QoS
D. UPnP

You are troubleshooting a computer with an IPv6 address that is in the FE80: : /10 range.
Which of the following statements are true? (Choose two.)

A. The computer will not be able to get on the Internet using that IP address.

B. The computer will be able to get on the Internet using that IP address.

C. The computer is configured with a link-local unicast address.

D. The computer is configured with a global unicast address.

You have set up your web server to function as an FTP server as well. Users on the Internet

complain that they are not able to access the server using FTP clients. What port should they
be trying to access the server on?

A. 21
B. 22
C. 23
D. 80

Which TCP/IP protocol allows you to access data such as employee phone numbers and
email addresses that are stored within an information directory?

A. SNMP
B. SMTP
C. CIFS

D. LDAP
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What port is associated with the LDAP protocol?

A. 22
B. 139
C. 389
D. 3389

You are configuring network hosts with static IP addresses. You have chosen to use a Class B

network address. What is the default subnet mask that you should configure on the hosts?
A. 255.0.0.0

B. 255.255.0.0

C. 255.255.255.0

D. 255.255.255.255

You are installing a new network and working in a telecommunications room. You need

to attach several network cables to a 110 block. Which tool should you use to perform
this task?

A. Crimper
B. Cable stripper
C. Cable tester

D. Punchdown tool

Which of the following Internet connection types offers the fastest download speeds?
A. Cable

B. DSL

C. Fiber-optic

D. Satellite

Which of the following are public IPv4 addresses? (Choose two.)
A. 69.252.80.71

B. 144.160.155.40

C. 172.20.10.11

D. 169.254.1.100

Which TCP/IP protocol uses port 445?
A. FTP

B. SSH
C. SMB
D. SNMP
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What rendition of SMB was used by Windows servers and NAS servers but is no longer
often used?

A. CIFS
B. Samba
C. NFS
D. SMB3

For IPv6, which of the following statements are true? (Choose two.)
A. Each IPv6 interface can have only one address.

B. Each IPvé6 interface is required to have a link-local address.

C. [IPv6 addresses are incompatible with IPv4 networks.

D. IPvé6 does not use broadcasts.

Which network connectivity device is seldom used in modern networks, except to extend
a network?

A. Bridge
B. Hub

C. Switch
D. Router

There is a TCP/IP protocol that should only be used locally because it has virtually no secu-
rity. It may be used as a part of a preboot execution environment (PXE) or with thin clients
booting from a network drive. It uses very little memory and is good for transferring boot
files or configuration data between computers on a LAN, and it is connectionless. Which file
transfer protocol is this?

A. FTP
B. TFTP
C. FTPS
D. SMTP

Which of the following IPv6 addresses is equivalent to 127.0.0.1 in IPv4?
A. =0

B. :1
C. :127
D. 2000::/3

You are asked to perform consulting work for a medium-sized company that is having net-
work connectivity issues. When you examine the patch panel, you notice that none of the
dozens of UTP cables are labeled. Which tool can you use to identify which cable goes to
which workstation?

A. Cable tester

B. Loopback plug
C. Punchdown tool
D

Tone generator and probe
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Which TCP/IP protocol is responsible for dynamically assigning IP addresses to client
computers?

A. DNS
B. DHCP
C. RDP
D. LDAP

Which networking device has multiple ports, each of which is its own collision domain, and
examines the header of the incoming packet to determine which port the packet gets sent to?

A. Hub

B. Switch
C. Bridge
D. Router

Which TCP/IP port will an email client use to push email to its email server?
A. 23

B. 25
C. 110
D. 143

A technician is going to set up a Wi-Fi network using standard omnidirectional antennae.
Because of the building configuration, transmitting signals for the greatest distance is the
technician’s primary criterion. Which standard should they choose?

A. 802.11a
B. 802.11g
C. 802.11n
D. 802.11ac

You are troubleshooting an intermittently failing Cat 6 network connection. You suspect that
there is a short in the connection. Which tool can you use to determine this?

A. Tone generator and probe
B. Loopback plug

C. Cable tester

D. Crimper

What marks the boundary of a IPv4 broadcast domain?
A. Hub

B. Switch
C. Router
D. Modem
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Which TCP/IP protocol gathers and manages network performance information using devices
called agents?

A. SNMP
B. SMTP
C. LDAP

D. SMB

Which Internet connection type, once popular for home use, offers asymmetrical download
and upload speeds and is implemented over common phone lines?

A. POTS
B. Cable
C. DSL

D. ISDN

You are installing an 802.11n Wi-Fi network with five wireless access points. The access
points are set up so their ranges overlap each other. To avoid communications issues, what
principle should you follow when configuring them?

A. Configure all access points to use the same channel.
B. Configure all access points to use adjacent channels.
C. Configure all access points to use nonoverlapping channels.

D. Channel configuration will not cause communications issues.

You need to configure email settings for use with IMAP. Which port will you be configuring?
A. 25

B. 80
C. 110
D. 143

Which of the following technologies will enable you to install networking devices that need
power to function, in a location that has no power outlets?

A. EoP
B. PoE
C. WAP
D. Hub

You have been asked to install a Wi-Fi network in a building that is approximately
100 meters long and 25 meters wide. Because of cost considerations, you will be using
802.11ac. At a minimum, how many wireless access points will you need?

A. Two

B. Three
C. Four
D. Six
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What two tools will you need to connect an RJ45 connector to an appropriate cable?
(Choose two.)

A. Punchdown tool
B. Network tap

C. Crimper

D. Cable stripper

You are installing network cabling in a drop ceiling of an office space. The ceiling area is
used to circulate breathable air. What type of cable must you install?

A. Coaxial

B. UTP

C. Fiber-optic
D. Plenum

You need to install a wireless access point in a drop ceiling where there is no access to a
power source. Which technology will allow you to get power to that device?

A. EoP

B. PoE

C. Hub

D. Repeater/extender

Which of the following IP addresses is not a private address and therefore is routable on
the Internet?

A. 10.1.2.3

B. 172.18.31.54

C. 172.168.38.155

D. 192.168.38.155

You are configuring a wireless 802.11ax router. The office manager insists that you configure

the router such that traffic from her computer receives higher priority on the network than
other users’ traffic. Which setting do you need to configure to enable this?

A. QoS

B. UPnP

C. Screened subnet
D. Port forwarding

If you are connecting to a website that encrypts its connection using TLS, what port does that
traffic travel on?

A. 21
B. 80
C. 143
D. 443
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Your network is currently running a mix of 802.11b and 802.11g devices. At the end of the
year, you have extra budget to upgrade some, but not all, of the wireless infrastructure. You
want to upgrade to the newest technology possible but still maintain backward compatibility.
Which standard should you choose?

A. 802.11g
B. 802.11ac
C. 802.11ax
D. 802.11r

What type of network spans multiple buildings or offices, possibly even crossing roads, but is
confined to a relatively small geographical area?

A. LAN
B. WAN
C. PAN
D. MAN

Which of the following shorthand notations corresponds to the CIDR subnet mask
255.255.224.0?

A. /19
B. /20
C. 121
D. 22

You are configuring hosts on a network running IPv4. Which elements are required for the
computer to connect to the network?

A. [P address

B. IP address and subnet mask

C. [P address, subnet mask, and default gateway

D. IP address, subnet mask, default gateway, and DNS server address

You work at a tech support company and a customer called reporting that they received

an error, something about a duplicate IP address. Why are they getting this message?
(Choose two.)

A. All hosts on a network must have a unique IP address.

B. A PC is manually configured with an IP that is in the DHCP scope.

C. A PCis manually configured with an IP that is not in the DHCP scope.
D.

None of the PCs have been manually configured.
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You’re setting up a network for a customer. The network uses a DHCP server, but the cus-
tomer needs an IP address for their print server that does not change. What are two possible
solutions? (Choose two.)

A. Let the DHCP server assign a number because once assigned, it will not change.

B. Manually configure the print server to have a static IP address.

C. Conlfigure a reserved IP address on the DHCP server for the print server.

D. Static and dynamic IP addresses can’t exist on the same network. You’ll have to manu-

ally configure everything.

Which obsolete Wi-Fi encryption standard uses a static key, which is commonly 10, 26, or 58
characters long?

A. WPA3
B. WPA2
C. TKIP
D. WEP

You’ve been asked to set up a device that will be monitored using an SNMP agent and man-
ager. What port will the SNMP manager use when polling the agent?

A. TCP 143
B. UDP 143
C. TCP 161
D. UDP 161

Because of a recent security breach, your I'T team shut down several ports on the external
firewall. Now, users can’t get to websites by using their URLSs, but they can get there by
using IP addresses. What port(s) does the IT team need to open back up to enable Internet
access via URLs?

A. 20/21
B. 53
C. 67/68
D. 80

All your network hosts are configured to use DHCP. Which IP address would indicate that
a host has been unable to locate a DHCP server?

A. 192.168.1.1
B. 10.1.1.1

C. 172.16.1.1
D. 169.254.1.1
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You have reason to believe that several network users are actively browsing prohibited
content on unsecured sites on the Internet. Which port can you disable on the firewall to
immediately stop access to these websites?

A. 53
B. 67
C. 80
D. 443

Which TCP/IP protocol is designed to help resolve hostnames to IP addresses?
A. ARP

B. RARP
C. DHCP
D. DNS

You need to install an Internet connection for a forest ranger outlook tower, located far away
from electrical lines. Which option would be best for broadband Internet access?

A. Cable

B. DSL

C. Fiber

D. Satellite

Your customer will be moving their small office to a remote mountain village where there is
no cable Internet access. They have heard that there is a wireless option available in the area

that is faster than satellite but that requires an antenna and line-of-sight to a tower. What
option have they heard about?

A. Satellite

B. DSL

C. WISP

D. Cellular hotspot

Which TCP/IP host-to-host protocol makes its best effort to deliver data but does not
guarantee it?

A. TP

B. TCP
C. UDP
D. ICMP

What type of network is typically defined as being contained within a single office
or building?

A. LAN
B. WAN
C. PAN

D. MAN
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You are installing a wireless network for a small company. The management wants to have
1 Gbps or better wireless transmission rates. Which of the following standards will allow you
to provide this? (Choose two.)

A. 802.11ac
B. 802.11ax
C. 802.11g
D. 802.11n

Which of these standards operate in both the 2.4 GHz and 5 GHz frequencies? (Choose two.)
A. 802.11ac

B. 802.11ax
C. 802.11g
D. 802.11n

What legacy network protocol allows NetBIOS-dependent computer applications to
communicate over TCP/IP?

A. TFTP
B. HTTPS
C. NetBT
D. BGP

Which of the following features does not require a managed network switch?

A. Priority of traffic

B. VLAN configuration

C. Direct packets out the proper port

D. Port mirroring

The senior network administrator struggles to configure company network devices spanning

several cities. It’s a challenge because they are required to be on premises for the network
infrastructure of each building. What would be a cost-effective solution?

A. Employ network administrators at each building.
B. Go to a flat network.
C. Train a local sales associate.

D. Employ a cloud-based network controller.

What port(s) does DHCP use?
A. 67/68

B. 137/139
C. 80

D. 445
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What is the maximum distance allowed between a power over Ethernet injector and the Eth-
ernet device running on a 1000BaseT network?

A. 50 meters

B. 100 meters
C. 250 meters
D. 450 meters

Which of the following protocols uses port 137 and 139?

A. DNS
B. SMB
C. NetBT
D. SSH

When setting up a small office, home office (SOHO) network, how do the end-user devices
know what IP address they need to use to connect with the network?

A. The network switch broadcasts configuration settings.

B. Devices utilize service location protocol.

C. The NIC is set with a static address or DHCP-served.

D. End users configure IP addresses as needed.

You’ve been asked to set up a wireless network for a SOHO that will only allow five specific
devices to connect. How do you accomplish this?

A. Disable the router’s SSID.

B. Configure port forwarding.

C. Set a DHCP scope with only five addresses.

D. Configure MAC address filtering.

What is the most likely way for a homeowner’s IoT devices to connect to their
wireless network?

A. DNS
B. AD

C. SSO
D. DHCP

What type of communication technology is being used at a fast-food restaurant when a cus-
tomer places their phone next to a device to pay for their purchase?

A. RFID
B. NFC
C. Wi-Fi
D. HAV
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What communication technology allows for low-power, passive reading of a small tag or
patch on an object that may be a few feet to dozens of feet away?

A. RFID
B. NFC
C. Wi-Fi
D. RFI

What type of server provides Internet access to company-provided information such as how
to contact a company, products or services for sale, and other information?

A. FTP server
B. Proxy server
C. File server
D. Web server

A friend is showing you how they can control their thermostat at home from their cell phone
while at work. What type of device do they have at home?

A. ToT
B. SQL
C. DoS
D. EFS

What server would function as a central repository of documents and provide network
shared file storage for internal users?

A. FTP server

B. Proxy server

C. File server

D. Web server

You work as a network administrator for a school district. The district is required to provide
access to the Internet for students but also required to protect the network and the students

from malicious network traffic and inappropriate websites. What type of server do you need
to configure?

A. FTP server

B. Proxy server
C. File server
D

Web server
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What type of server can host files for easy access and downloading, similar to how a web

server serves web pages?
A. FTP server

B. Proxy server

C. File server

D. DNS server

You’re a network administrator and just added a device to your network that allows mul-

tiple users to access several printers. What have you attached to the network?
A. Syslog server

B. DNS server

C. Print server

D. Authentication server

51

What server is used to resolve domain names to IP addresses to facilitate web browsing or

locating a directory resource on the network?
A. Syslog server

B. DNS server

C. Print server

D. Authentication server

What server is accessed each time it’s necessary to challenge and validate a user’s credentials

in order for the user to access a network resource?
A. Syslog server

B. DNS server

C. Print server

D. Authentication server

What service can collect and journal all the system-generated messages produced by servers

and network devices?
A. Syslog server

B. DNS server

C. Print server

D. Authentication server

You’re configuring your phone to download and upload email. What type of server are you

configuring your phone to use?
A. Web server

B. Authentication server

C. Mail server

D. FTP server
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Which of the following are connection-oriented protocols? (Choose two.)
A. DHCP

B. TFTP
C. HTTPS
D. SSH

A company wanting to monitor network traffic or host system behavior to identify suspect
activity will install what type of service?

A. Proxy server

B. IDS
C. UTM
D. ATM

What is the primary difference between an IDS and an IPS?

A. IDS works both on a host and a network.

B. IDS will not actively alert on suspect activity.

C. IPS works in pairs.

D. IPS will actively react to suspect activity.

Managing security on your growing network has become difficult, so you ask your peers

what they are doing to manage their networks. They recommend a device that will allow
you to manage your security in one place. What have they recommended?

A. IDS

B. IPS
C. UIM
D. UTP

A switch is overheating, and the SNMP agent is sending an SNMP trap to an SNMP man-
ager. Which of the following are true? (Choose two.)

A. [Itis a managed switch.

B. Itisan unmanaged switch.

C. It is communicating on port 161.

D. Itis communicating on port 162.

Your cousin is a nature photographer, traveling the country and living in their Class A
motorhome. Much of the time their motorhome is parked in a national park, but seldom is
Wi-Fi available. Your cousin uploads photos from their camera to a laptop, modifies them,

and needs to upload them to their publisher, various magazines, and their website on a
regular basis. What is a viable networking option for your cousin?

A. Satellite
B. Cellular
C. WISP

D. DSL
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112. Based on the drawing, what is the device labeled A?

Cable

Internet

Service
Provider

A. Switch

B. Hub

C. Cable modem

D. Cable multiplexer

113. What is the device in the image used for?

Cable-Check™
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It multiplexes several signals into one.
It’s a network cable tester.

It’s for attaching RJ45 connectors to cable.

Sow»

It’s for testing Wi-Fi signal strength.

You are a network administrator. Currently there is no wireless access to the business net-
work, but the company is purchasing tablets so that employees can take their work with
them as they move around the facility. What device will you install so that employees will
be able to connect to the wired network with wireless devices?

A. Ethernet router
B. Proxy server

C. WAP

D. NFC hub

Last weekend you installed and booted several more computers to be ready for Monday
morning. Later Monday morning you hear from employees as they come in that they
cannot log in. Their desktops don’t seem to want to connect. You investigate and find that
each faulty workstation has a 169.254. x. x IP address. What might you look at next?

A. DHCP scope

B. LAN connector broken

C. Windows patch unable to install
D. Corrupted Registry

What network segmentation technique reduces broadcast domains and provides a layer of
security between users on the same network?

A. VPN
B. VLAN
C. UPS
D. SQL

One of your network users must work remotely from their office on an extremely confi-
dential project. Their team is concerned about security so they call you, the IT department
head, to see what can be done. What will you set up between this network user and the
company server so that the communications are secure?

A. VPN
B. SDN
C. VLAN
D. SRAM

Which of the following components is not typically found in a wireless LAN (WLAN)?
A. WLAN router
B. WLAN gateway
C. WLAN server
D. WLAN client
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You need to configure dynamic IP addressing on your network to cut down on
management time. How will you do this? (Choose two.)

A.
B.
C.
D.
Your network admin needs to add a computer to an IPv6 subnet. Which of the following
IPv6 addresses is on the same subnet as 2601:0:0:0f:1a:308c:2acb: fee2?

A.
B.
C.
D.

Enable DHCP settings on the router.
Configure each NIC to obtain an IP address automatically.
Configure each NIC to a specific IP address.

Configure each NIC to obtain DNS server addresses automatically.

2601::0f:308c:47:4321
2601::0f:ab:cd:123:4a
fe80:ab:bc:0f:1a:308c:2abc: fee5
2601:0:0:0x::2acb:ac0l

Dylan is troubleshooting his IPv4 network. The network’s subnet mask is

255.255.192.0. Which of the following IP addresses is 7ot on the same network as

the others?

A.
B.
C.
D.

130.200.65.5

130.200.130.1
130.200.100.4
130.200.125.5

Which of the following is a PoE standard?

A.
B.
C.
D.

Your friend has purchased a PoE device for their home. It is a type 2 device. Which of the

802.3bt
802.3b
802.11
802.11ax

following PoE switches will be compatible with this device? (Choose two,)

A.
B.
C.
D.

802.3af-compliant switch
802.3at-compliant switch
802.3bt-compliant switch
802.11b-compliant switch

Which of the following is true of an ONT? (Choose two.)

A.

B.
C.
D

It stands for optical network terminator.
It converts fiber-optic light signals to electrical (Ethernet) signals.
It is user installed.

It requires external power to work properly.
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125. Which of the following is not a benefit of software-defined networking (SDN)?

A.
B.
C.
D.

Dynamic load balancing
Reduced infrastructure costs
Requires a cloud-based network

Centrally manage physical and virtual routers

126. Which type of WISP radio frequency has the advantages of no fees, less expensive equip-
ment, and a wide pool of practical knowledge so help is easier to find?

127.

A.
B.
C.
D.

Licensed
Unlicensed
Limited
Unlimited

You are working with your customer, a doctor’s office, to develop a network that will allow
the doctor’s staff to work with their tablet PCs in any room of the office without having

to worry about network cabling. What type of network will you establish for the

doctor’s office?

A.
B.
C.
D.

LAN
VLAN
WLAN
WAN

128. Which of the following is a network of storage devices that a server can access as if it were
a locally connected drive?

A.
B.
C.
D.

NAS
SAS
SAN
WAN

129. Which of the following is true of a network TAP? (Choose two.)

130.

A.
B.
C.
D.

TAP stands for terminal access point.
It is solely used by hackers to intercept packets.
It is part of a router.

It allows network admins to monitor network traffic.

What software runs on a machine where data files to be accessed are housed and controls
access to those files as requested by a client?

A.

B.
C.
D

CAL
Fileshare server
Fileshare client

SAN
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A friend is having some issues with the wireless network in their apartment dropping
the connection or running very slowly. What tool can be used to determine the best
channel to use?

A. WAP

B. Wi-Fi analyzer

C. Toner probe

D. Cable tester
In the United States, the Federal Communications Commission (FCC) imposes rules that

govern radio communications. What is the maximum EIRP (watts) that can be transmitted
in the 2.4 GHz band for a point-to-multipoint WISP connection?

A. 2 watts
B. 4 watts
C. 158 watts
D. 125 mw

Using which Wi-Fi channels does not require that your router has Dynamic Frequency
Selection (DFS) and Transmit Power Control (TPC) built into the router?

A. Channels 36 to 48

B. Channels 52 to 64

C. Channels 100 to 144

D. Channels 149-165
Which broadband network communications technology became more competitive with
other types of service when, in 2021, the FCC ruled to include it in the Over-The-Air-

Reception Devices Rule (OTARD), which protects the rights of those organizations to place
antennas where they are needed?

A. Fios
B. Long-range fixed wireless
C. DSL

D. Satellite

What is the host number in an IP address of 192.168.2.200 and a subnet mask of
255.255.255.0?

A. 192.168

B. 192.168.2
C. 2.200

D. 200
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136. What are the three A’s employed by authentication servers?

A.
B.
C.
D.

Authentication, activation, acceptance
Authorization, access, allocation
Accept, access, accounting

Authentication, authorization, accounting

137. Which Internet appliance is used to distribute incoming traffic over resources, such as
multiple web servers?

A.
B.
C.
D.

Proxy servers
Spam gateways
Load balancers
UTM device

138. What type of system, consisting of both hardware and software, is used to control and
monitor industrial machines and processes?

A.
B.
C.
D.

SCADA
IrDA
UT™M
RADIUS

139. Your friend owns a restaurant and provides free Wi-Fi to their clientele. Lately they have
been receiving complaints that the Wi-Fi isn’t working. It seems to work for customers
already connected but not for people trying to connect. What can be configured on the
router to release an IP address and make it available for other users after a couple of hours?

A.
B.
C.
D.

MAC address filtering
Port forwarding
DHCP lease duration
SSID broadcast

140. What type of address is known as a DNS AAAA address?

A.
B.
C.
D.

IPv4
1Pv6
MAC
Physical

141. What type of entry in a DNS record can be used for load balancing of incoming mail?

A.

B.
C.
D

MX
DX
AAAA
TXT
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142. What type of DNS record contains a list of users (IP addresses) that are authorized to send
email on behalf of a domain?

A. DKIM
B. SPF

C. DMARC
D. A

143. What is the interface ID of the IP address 2001::1a3:f1a:308:833?
A. 2001:0:0:0:

B. 2001
C. 1a3:f1a:308:833
D. 833

144. What two terms are used to identify an Internet provider that may connect to the Internet
using T1 or T3 lines, or fiber optic, for example, and uses point-to-point millimeter-wave
or microwave links between its towers for its backbone or to extend its service area, and
point-to-multipoint wireless to provide Internet access to its customers?

A. WISP
B. ISP
C. Demarcation point
D. Long-range fixed wireless
145. Your friend is again considering the network configuration in their apartment. They’ve

asked you the difference between channels on the 2.4 GHz and 5 GHz networks that are
available on their Internet connection. What will you tell them? (Choose two.)

A. [If they are using the 2.4 GHz network, they should choose channel 1, 6, or 11 because
they don’t overlap each other.

B. The 5 GHz network channels provide greater bandwidth, so data could be transferred
faster, but they may have more interference with their neighbors.

C. The 5 GHz frequency is considered obsolete, so the 2.4 GHz frequency should be
used.

D. All of the 5§ GHz frequencies overlap, so there will be greater interference.

146. Which IEEE Wi-Fi standard is also known as Wi-Fi 6?
A. 802.11a
B. 802.11ac
C. 802.11ax
D. 802.11n
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v 3.1 Explain basic cable types and their connectors, features,
and purposes.

Network Cables
Copper
Catb
Cat be
Cat 6
Cat 6a
Coaxial
Shielded twisted pair
(i) Direct burial
Unshielded twisted pair
Plenum
Optical
Fiber
T568A/T568B
Peripheral cables
USB 2.0
USB 3.0
Serial
Thunderbolt
Video cables
High-Definition Multimedia Interface (HDMI)

DisplayPort



Digital Visual Interface (DVI)
Video Graphics Array (VGA)

Hard drive cables
Serial Advanced Technology Attachment (SATA)
Small Computer System Interface (SCSI)
External SATA (eSATA)
Integrated Drive Electronics (IDE)

Adapters

Connector types

RJ11

< TR T 0T
ot GRS ALl ; RJ45
: S S A", F type

Straight tip (ST)
Subscriber connector (SC)
Lucent connector (LC)
Punchdown block
microUSB
miniUSB
USB-C
Molex
Lightning port
DB9
v 3.2 Given a scenario, install the appropriate RAM.

RAM types

Virtual RAM

Small outline dual inline memory
module (SODIMM)

Double Data Rate 3 (DDR3)
Double Data Rate 4 (DDR4)
Double Data Rate 5 (DDR5)

Error correction code (ECC) RAM




Single-channel
Dual-channel
Triple-channel

Quad-channel

v 3.3 Given a scenario, select and install
storage devices.

Hard drives
Speeds
5,400 rpm
7,200 rpm
10,000 rpm
15,000 rpm
Form factor
2.5
3.5
SSDs
Communications interfaces
Non-volatile Memory Express (NVMe)
SATA

Peripheral Component Interconnect
Express (PCle)

Form factors
M.2
mSATA
Drive configurations

Redundant Array of Independent (or inexpen-
sive) Disks (RAID) 0, 1, 5, 10

Removable storage
Flash drives
Memory cards

Optical drives




v 3.4 Given a scenario, install and configure moth-
erboards, central processing units (CPUs), and
add-on cards.

Motherboard form factor
Advanced technology eXtended (ATX)

Information Technology eXtended (ITX)

Motherboard connector types
Peripheral Component Interconnect (PCl)

PCI Express (PCle)

A - Power connectors
RN, e SATA
. eSATA
‘ Headers
M.2

Motherboard compatibility

CPU sockets
Advanced Micro Devices, Inc. (AMD)
Intel

Server

Multisocket

Desktop

Mobile

Basic Input/Output System (BIOS)/Unified Extensible
Firmware Interface (UEFI) settings

Boot options

USB permissions

Trusted Platform Module (TPM) security features
Fan considerations

Secure Boot

Boot password




Encryption

TPM

Hardware security module (HSM)
CPU Architecture

x64/x86

Advanced RISC Machine (ARM)

Single-core

Multicore

Multithreading

T Virtualization support
¥ Q!L!' 1Ly ; Expansion cards
” : » Sound card
Video card

Capture card

Network interface card (NIC)
Cooling

Fans

Heat sink

Thermal paste/pads

Liquid

v 3.5 Given a scenario, install or replace the appropriate
power supply.

Input 110-120 VAC vs. 220-240 VAC
Output 3.3V vs.5Vvs. 12V
20-pin to 24-pin motherboard adapter
Redundant power supply
Modular power supply

Wattage rating




v 3.6 Given a scenario, deploy and configure multi-
function devices/printers and settings.

Properly unboxing a device — setup location con-
siderations

Use appropriate drivers for a given OS
Printer Control Language (PCL) vs. PostScript
Device connectivity
USB
Ethernet
Wireless
Public/shared devices
Printer share
Print server
Configuration settings
Duplex
Orientation
Tray settings
Quality
Security
User authentication
Badging
Audit logs
Secured prints
Network scan services
Email
SMB
Cloud services

Automatic document feeder (ADF)/flatbed scanner




v 3.7 Given a scenario, install and replace printer
consumables.

Laser

Imaging drum, fuser assembly, transfer belt,
transfer roller, pickup rollers, separation pads,
duplexing assembly

Imaging process: processing, charging, exposing,
developing, transferring, fusing, and cleaning

Maintenance: Replace toner, apply maintenance kit,
calibrate, clean

Inkjet

Ink cartridge, print head, roller, feeder, duplexing
assembly, carriage belt

Calibration

Maintenance: Clean heads, replace cartridges, cali-
brate, clear jams

Thermal
Feed assembly, heating element
Special thermal paper

Maintenance: Replace paper, clean heating
element, remove debris

Heat sensitivity of paper
Impact

Print head, ribbon, tractor feed

Impact paper

Maintenance: Replace ribbon, replace print head,
replace paper

3D printer
Filament
Resin

Print bed
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Identify the cable connector in the picture. It is threaded and screws into place.

A. F-type

B. BNC

C. SC

D. FC

Of the following fiber connectors, which are used for duplex (two strands instead of one)?
(Choose two.)

A. ST

B. SC

C. FC

D. LC

What twisted pair connectors are commonly used with telephone wire?
A. RJ4S

B. Coaxial

C. RJ-11

D. FC

Using the T568B wiring standard on both ends of a cable would produce what type of net-
work cable?

A. T568B on both ends is not a working network cable.

B. TS568B is a telephone wiring standard.

C. TS568B on both ends is a crossover network cable.

D. TS568B on both ends is a straight-through network cable.

You’re looking at a connector that has eight wires with colors in the order of green stripe,

green, orange stripe, blue, blue stripe, orange, brown stripe, brown. What type of cable
do you have?

A. Twisted pair, T568A standard
B. Twisted pair, T568B standard
C. LC
D. SC
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You need to install a memory upgrade in a laptop computer. The computer’s documentation
says that the laptop uses DDR4 SODIMMs. How many pins will be on the SODIMM?

A. 262

B. 200
C. 204
D. 260

The most common RAM slots used in desktop and laptop computers, respectively, are what?
A. SODIMM and DIMM

B. Micro-DIMM and DIMM

C. DIMM and Mini-DIMM

D. DIMM and SODIMM

Which laptop expansion port was designed as an industry standard to replace VGA and DVI
ports and is backward compatible with both standards?

A. DisplayPort

B. VideoPort

C. Thunderbolt

D. HDMI

You have a MacBook Pro computer with a Thunderbolt 4 port. What is the maximum
throughput of a device plugged into this port?

A. 5 Gbps

B. 10 Gbps

C. 20 Gbps

D. 40 Gbps

Which motherboard form factor measures 4.7 x 4.7"?
A. Mini-ITX

B. Nano-ITX

C. Pico-ITX

D. Mobile-ITX

Which of the following statements are true regarding CPUs and operating systems?
(Choose two.)

A. A 32-bit OS can run only on a 32-bit CPU.

B. A 64-bit OS can run only on a 64-bit CPU.

C. A 64-bit OS can run on a 32-bit CPU or a 64-bit CPU.

D. A 32-bit OS can run on a 32-bit CPU or a 64-bit CPU.
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12. The DC power supply (DCPS) within a laser printer converts AC power into what three volt-
ages? (Choose three.)

A. +5VDC
B. -5VDC
C. +24VDC
D. -24VDC

13. Identify the cable type shown here.

A. Component
B. Composite
C. Coaxial

D. RCA

14. A technician is considering whether to buy a new LCD. Which type of LCD has faster
response times than the others?

A. TN
B. VA
C. IPS
D. Plasma

15. Which type of storage device is composed of a conventional magnetic hard drive and a sub-
stantial amount of solid-state storage?

A. SSD

B. HDD
C. Mesh
D. Hybrid
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16. You need to share printers on your network with multiple client operating systems, such as
Windows, macOS, and Linux. Which of the following services will best meet your needs?

17.

18.

19.

A. Bonjour

B. AirPrint

C. TCP printing

D. Virtual printing

Which one of the following connector types are you most likely to find on the end of a
Cat 6a cable?

A. RJ-11

B. RJ-45

C. BNC

D. SATA

Identify the video connector shown here.

oo wp

DVI
VGA
HDMI

Composite

What type of printer technology will often use a roll of paper as opposed to
individual sheets?

A.

B.
C.
D

Inkjet
Thermal
Laser

Fax machine
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Which of the following types of printers does not require the replacement of some sort of
ink or toner?

A.
B.
C.
D.

Laser
Thermal
Impact

Inkjet

You are working on repairing a defective laser printer. Which of the following is a true state-
ment regarding the imaging drum in a laser printer?

A.
B.
C.
D.

It can hold a high negative charge only when it’s not exposed to light.
It can hold a high negative charge only when it’s exposed to light.
It can hold a high negative charge regardless of light exposure.

It is not required to hold a charge.

What are the dimensions of a mini-ITX motherboard?

A.
B.
C.
D.

12" x 9.6"
9.6" x 9.6"
6.7" x 6.7"
3.9" x 2.8"

When discussing video displays, what is the term used to describe the number of pixels used
to draw the screen?

A.
B.
C.
D.

Refresh rate
Frame rate
Aspect ratio

Resolution

You have three hard disks, each 1 TB in size. After installing them as a RAID-S array in a
computer, how much usable storage space will you have?

A.
B.
C.
D.

1.5TB
2TB
2.5TB
3TB

What hardware device is used to store encryption keys, making them safer because they are
never directly loaded into a server’s memory?

A.

B.
C.
D

HSM
BIOS
ITX

TPM
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You need to enable clients to scan documents and place them on network accessible storage
regardless of the multifunction device’s location worldwide. Which service will best suit
your needs?

A. Bonjour

B. AirPrint

C. Virtual printing

D. Cloud services

What is the most important consideration when installing a network connected multifunction
device that is capable of directly scanning and emailing?

A. Print quality

B. Duplexing

C. Security

D. Speed

What protocol is often used when scanning documents from a large multifunction device and
sending them to the corporate server?

A. TPM
B. HSM
C. SNMP
D. SMB

Identify the computer component shown here.

CPU heat sink and fan
Passive CPU heat sink
Power supply fan

SCow>»

Secondary cooling fan
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30. What features are included in modern networked MFDs? (Choose all that apply.)
A. Email
B. Scanning
C. Printing
D. Faxing

31. Which of the following connectors transmit analog signals? (Choose two.)
A. VGA

B. RJ-45
C. RJ-11
D. HDMI
32. Your partner wants to know what this port is on the back of their computer. What will you
tell them?
A. eSATA
B. DisplayPort
C. DVIport
D. HDMI port

33. You have a motherboard that supports up-plugging. Which of the following statements
regarding PCle are true? (Choose two.)

A. You can put an x1 card into an x8 slot.
B. You can put an x8 card into an x16 slot.
C. You can put an x8 card into an x1 slot.
D. You can put an x16 card into an x8 slot.
34. A technician needs to increase the fault tolerance of their computer’s storage system, and they
have two hard drives available. Which of the following options is their best choice?
A. Install both drives and configure them as separate volumes.
B. Install both drives and implement RAID-0.
C. Install both drives and implement RAID-1.
D. Install both drives and implement RAID-S.
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During which step of the laser printer imaging process does a fluorescent lamp discharge the
photosensitive drum?

A. Cleaning
B. Charging
C. Exposing

D. Developing

What type of front-panel or top-panel connector uses a standard 3.5 mm jack to make
connections?

A. USB
B. Audio
C. FireWire

D. Thunderbolt

The motherboard in your desktop computer supports dual-channel memory. Which of the
following statements regarding RAM in this motherboard are true? (Choose two.)

A. The RAM will work only if it’s installed in pairs.

B. The RAM will work only if it’s installed in pairs or if one double-sided RAM module is
used.

C. The RAM will work if only one module is installed but not in dual-channel mode.
D. The RAM will work in dual-channel mode if two identical modules are installed.
A customer wants you to upgrade their motherboard so that they can have the fastest video

connection possible. They want to know how fast PCle 4 is. What will you tell them the data
rate of a single lane of PCle 4 is?

A. 250 MBps
B. 500 MBps
C. 1GBps
D. 2 GBps

A technician needs to replace a failed power supply in a desktop computer. When choos-
ing a replacement power supply, which two specifications are most important to consider?
(Choose two.)

A. Wattage

B. Multiple rail

C. Dual voltage options
D.

Number and type of connectors
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40. You need to replace the magnetic hard drive in your manager’s laptop. They want a high-
speed, high-capacity drive. What are the most common issues associated with their request?
(Choose two.)

A. Increased battery usage

B. Increased heat production

C. Decreased component life span

D. Decreased space for other peripherals

41. You have a motherboard with a white expansion slot, that has a divider on the opposite end
of a PCle connector like the two shown in the image. What type of expansion slot is this?
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A. PClex1
B. VESA
C. PCI

D. AGP

42. A designer from the corporate office is visiting your field office. The user tries to print from
their MacBook Pro to a networked printer, but it does not work. Local users in the office
are able to print to the device using their Windows computers. What would most likely solve
the problem?

A. Select the Enable Mac Printing option in the print server configuration settings.
B. Select the Enable Bonjour option in the print server configuration settings.

C. Install a macOS printer driver on the print server.
D

Stop and restart the print spooler service.
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A user that you support needs to replace this cable. What type of peripheral connector,
shown here, will you be looking for?

A. USBType A

B. USB Type B

C. USB Standard mini-B
D. Thunderbolt

Which of the following are advantages of using a CPU liquid cooling system over an air-
based system? (Choose two.)

A. Easier to install and maintain

B. More efficient

C. Quieter

D. Safer for internal components

You need to perform preventive maintenance on an impact printer. What are two areas you
should examine that you would not need to on most inkjet printers? (Choose two.)

A. Ink cartridges

B. Output tray

C. Printhead

D. Tractor feed mechanism

Which expansion bus technology uses lanes, which are switched point-to-point signal paths
between two components?

A. PCI

B. PCI-X

C. PCle

D. Mini-PCI
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A large display with a wide viewing angle is needed for a small conference room. Which type
of LCD would be best?

A. VA

B. 1IPS

C. LED
D. Plasma

You have a user who needs recommendations for installing a home server PC. They want
their family to be able to share files and videos on their home network. They also want their
data to be protected in the event of a hard drive failure. Which components do you recom-
mend the system include? (Choose two.)

A. Dedicated print server

B. RAID array

C. Gigabit NIC

D. Dual processors

Your motherboard has 3 PCle x16 v 4.0 slots and the motherboard does not support up-
plugging for PCle adapter cards. Which of the following statements is true?

A. You can’t put an x8 card into an x16 slot.

B. You can put an x8 card into an x16 slot, but it will run at x1 speed.

C. You can put an x8 card into an x16 slot, and it will run at x8 speed.

D. You can put an x8 card into an x16 slot, and it will run at x16 speed.

Which system component enables the use of Secure Boot technology?

A. BIOS
B. UEFI
C. AMI

D. SATA

Motherboard documentation for a desktop computer mentions 240- pin DIMM slots. What
type of DIMM is used on this motherboard?

A. DDR3
B. DDR4
C. DDRS
D. SODIMM

DDR4 and DDRS5 DIMMs have the same number of pins. How, then, can you tell the
difference between the two?

A. Placement of the module key (notch).
B. Color of the module.

C. Size of the module.

D. DDRS have heat sinks; DDR4 don’t.
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Which CPU technology allows for the assignment of two logical cores for every physical
core present?

A. Multicore

B. 32-bit vs. 64-bit
C. Integrated GPU
D. Multithreading

You are adding paper to a printer that uses tractor-feed paper, which requires lining the holes
up with pins on the paper-forwarding mechanism. What type of printer are you maintaining?

A. Impact
B. Thermal
C. Laser

D. Inkjet

Which motherboard form factor is common in desktop computers and measures 12" x 9.6”?
A. ATX

B. MicroATX
C. Mini-ITX
D. ITX

An inkjet printer doesn’t seem to be moving the printhead to the right area. What two com-
ponents within an inkjet printer are responsible for moving the printhead into proper posi-
tion and therefore could be the problem?

A. Carriage and belt

B. Roller and belt

C. Carriage motor and roller

D. Carriage motor and belt

You need to configure Hyper-V on one of your Windows-based desktop computers with an
Intel processor. Which of the following must be true? (Choose three.)

A. The CPU must have SLAT.

B. The CPU must have Intel VR.

C. The processor must be 64-bit

D. You need to enable virtualization in the BIOS/UEFI.

An analog LCD is most likely to have what type of connector?
A. DisplayPort

B. RCA
C. VGA
D. BNC
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You have a peripheral that needs a data speed of 20 Gbps and 9 W of power to be supplied
by the connection to the PC. Which PC peripheral connection type is it most likely to use?

A. Thunderbolt
B. USB 3.0

C. eSATA

D. DisplayPort

In the laser printer imaging process, which step immediately follows the exposing step?
A. Charging

B. Fusing

C. Developing

D. Transferring

What are the two power requirements that a PCI expansion bus may have in a desktop com-
puter? (Choose two.)

A. 1.7V
B. 33V
C. 5V

D. 6.6V

Which of the following is a standard for a secure cryptoprocessor that can secure hardware
(and the system boot process) using cryptographic keys?

A. TPM

B. LoJack

C. Secure Boot
D. BitLocker

In a laser printer, what is the function of the transfer corona assembly?
A. It transfers a positive charge to the paper.

B. It transfers a positive charge to the imaging drum.

C. It transfers the toner from the imaging drum to the paper.

D. It transfers the image from the laser to the imaging drum.



64.

65.

66.

67

Chapter 3 = Hardware 81

What type of connector is shown here?

A. Molex
B. SATA
C. PCle
D. ATX

A technician has installed a printer driver on a Windows client computer. What is the best
next step the technician can take to ensure that the printer is installed properly?

A. Ping the printer’s IP address.

B. Check the printer status and ensure that it says “Ready.”
C. Stop and restart the spooler service.

D. Print a test page.

Which component within a laser printer converts AC current into usable energy for the
charging corona and transfer corona?

A. LVPS
B. HVPS
C. ACPS

D. Transfer corona assembly

You have been asked to install and configure a RAID-10 storage array for a computer. What
is the minimum number of hard disks required for this configuration?

A. Two

B. Three
C. Four
D

Five
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Identify the peripheral connector shown here.

A. HDMI
B. PATA
C. SATA
D. eSATA

A graphic designer in your office needs two displays to do their work. Which of the following
should you install to set up their desktop computer for this configuration?

A. A video splitter

B. A second video driver

C. A second video card

D. A video replicator

You have a motherboard designed to hold DDR3 1600 memory. What will happen if you
attempt to install DDR4 2400 memory into the motherboard?

A. It wont fit.

B. It will operate at 667 MHz.

C. It will operate at 1133 MHz.

D. It will operate at 1600 MHz.

What happens during the transferring step of the laser printer imaging process?
A. The image is transferred to the imaging drum.
B. The toner is transferred to the imaging drum.
C. The toner is transferred to the paper.
D

A strong, uniform negative charge is transferred to the imaging drum.
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One of your users needs to print several copies of a 20-page document. They want to ensure
that the document’s pages are printed on both sides of the paper to conserve paper. Which
option do they need to set properly in their printer configuration settings?

A. Duplexing

B. Collating

C. Print Quality

D. Orientation

A technician needs to install an optical disk system with capacity to burn disks storing

about 60 GB of data at one time. What is the minimum technology required to get over this

threshold?

A. DVD-10

B. DVD-18

C. Triple BDXL

D. Quad BDXL

Which home and office printing technology typically employs a reservoir of ink, contained in
a cartridge that sometimes needs replacing, as its medium to form images on paper?

A. Laser

B. Thermal
C. Inkjet
D. Impact

You have been asked to purchase new RAM for three workstations. The workstations call for
DDR4 3600 chips. What throughput will these modules support?

A. 450 Mbps

B. 1,800 Mbps

C. 3,600 Mbps

D. 28,800 Mbps

A technician needs to purchase new RAM for a motherboard. The motherboard specifica-
tions call for 5,200 MHz DDRS5 RAM. Which RAM modules should the technician use?
A. PC 5200

B. PC 41600
C. PCS5 41600
D. PCS5 5200

On your network, users want to print easily from their iPads and iPhones. Which service sup-
ports this?

A. Bonjour

B. AirPrint

C. TCP printing
D. Virtual printing
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You have a new computer that needs to communicate with other computers on a wireless
network. What type of expansion card do you need to install?

A. WAP
B. NIC
C. KVM
D. WPA

When printing, which component is responsible for converting the data being printed into
the format that the printer can understand?

A. PDL

B. Printer driver

C. Print queue

D. Print spooler

You’re installing a new printer and notice that the manufacturer has provided two drivers

with the printer. One is a PostScript driver and the other is a Printer Control Language (PCL)
driver. The user will mainly be printing graphics. Which driver should you install?

A. Allow Windows to install its default driver.

B. Install the PCL driver.

C. Install the PostScript driver.

D. Either driver will work equally well.

What type of printer driver is best to use if you’ll be printing mostly documents and want to
have the PC released to do other jobs more quickly?

A. Allow Windows to install its default driver.

B. Install the PCL driver.

C. Install the PostScript driver.

D. Driver choice won’t have an effect.

You notice that a fan on a power supply has stopped turning and you will need to replace it.
Which of the following statements best describes the function of a typical power supply fan?
A. Tt cools the power supply by blowing in air from outside the case.

B. It cools the power supply by blowing hot air out the back of the power supply.

C. It cools the computer by blowing in air from outside the case, through the power supply,
and into the computer.

D. It cools the computer by pulling hot air from inside the case, through the power supply,
and blowing it out the back of the power supply, which in turn draws cooler air in
through vents in the case.
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A technician needs to install a new hard drive for their client. Access speed is far more impor-
tant to this client than disk space. What type of hard drive is best suited for this client?

A. SSD

B. HDD
C. SD
D. BD-R

What is the maximum data rate for a USB 3.0 connection?

A. 12 Mbps
B. 480 Mbps
C. 5 Gbps
D. 10 Gbps

A technician has been asked to install and configure a RAID-10 array in a working computer
that contains one hard drive. How many additional hard drives, at a minimum, do they need
to bring to the job?

A. One
B. Two
C. Three
D. Four

You’ve been tasked with making a system faster, so you implement a RAID solution that does
only that. What level of RAID will you implement?

A. RAID-0
B. RAID-1
C. RAID-S
D. RAID-10

Which CPU architecture term describes a CPU with multiple physical processor dies in the
same package?

A. Multicore

B. 64-bit

C. Integrated GPU
D. Multiprocessor

Which of the following optical disk standards provides the highest capacity?
A. DVD-RSS, SL
B. DVD-RDS,SL
C. DVD-R SS,DL
D. DVD-RSS,TL
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Your company recently shipped five desktop computers from Germany to the United States.
After switching the power cord to an American-style plug, you try to power one on and

it doesn’t work. You try the others and none of them power on either. What is the most
likely cause?

A. All of the computers were damaged during shipping.
B. German power supplies work only with German power cords.

C. The power supplies won’t work because they expect 50 Hz frequency from the wall
outlet and the United States standard is 60 Hz.

D. The power supply voltage switch needs to be moved.

What are the dimensions of a mobile-ITX motherboard?

A. 9.6"x9.6"
B. 6.7"x6.7"
C. 3.9"x28"
D. 2.4"x24"

Which of the following printer types is an impact printer?

A. Laser

B. Inkjet

C. Dot-matrix
D. Thermal

Which two CPU sockets are capable of supporting Intel Core i9 processors? (Choose two.)
A. LGA1700

B. LGA2066

C. Socket AM3+

D. Socket FM2

You are discussing data storage needs with a client who is a videographer and media

producer. They need to store dozens of large files and need immediate access to them for edit-
ing. What is the most appropriate storage technology for them to use?

A. NAS
B. SSD
C. SD

D. BD-R
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You are searching for a new display on the Internet and find a used digital LCD for sale.
What are the two most likely types of connector you will find on this display? (Choose two.)

A. Composite

B. DVI-D
C. HDMI
D. VGA

Which of the following are typical formats supported by virtual printing? (Choose three.)
A. Print to PDF

B. Print to XPS

C. Printto DOC

D. Print to image

A PCle x1 v 3.0 lane provides how much data throughput?

A. 250 MBps
B. 500 MBps
C. 1GBps
D. 2 GBps

The toner is falling off every paper that comes out of a user’s laser printer. Which component,
responsible for heating up and melting the toner into the paper, do you need to replace?

A. Transfer corona assembly

B. Pickup rollers

C. Exit assembly

D. Fuser assembly

During which step in the laser printer imaging process does a wire or roller apply a strong,
uniform negative charge to the surface of the imaging drum?

A. Charging

B. Conditioning

C. Exposing

D. Transferring

You are installing two new RAM modules into a dual-channel motherboard. Which of the
following is true?

A. Both RAM modules need to have the same parameters.

B. The RAM modules can be different sizes but must be the same speed.

C. The RAM modules can be different speeds but must be the same size.
D

The RAM modules can have different speeds and sizes, as long as they are the same type.



100.

101.

102.

103.

104.

105.

Chapter 3 = Hardware

Which of the following printer components is not found in a laser printer?
A. Fuser assembly

B. Imaging drum

C. Transfer roller

D. Carriage motor

What type of common printer can potentially release harmful ozone into the atmosphere
and therefore may contain an ozone filter?

A. Laser

B. Inkjet

C. Thermal
D. Impact

There are four servers in your server closet. You need to access each of them, but not at the
same time. Which device will allow you to share one set of input and output devices for all
four servers?

A. Touchscreen

B. Docking station

C. Set-top controller

D. KVM switch

A user on your network has a laser printer that is several years old with no Ethernet con-
nection. It’s connected to their computer and shared on the network for others to use. Now,
the user no longer wants the printer, but others still need to use it on the network. What

would be the best upgrade to install in this printer to allow others to send print jobs to it
directly over the network?

A. A network card

B. A print server

C. TCP/P printing

D. AirPrint

A technician needs to perform maintenance on an inkjet’s dirty paper pickup rollers. What
should they use to clean them?

A. Rubbing alcohol

B. Mild soap and water

C. A dry, lint-free cloth

D. Compressed air

During which step in the laser printer imaging process is toner attracted to the
imaging drum?

A. Exposing

B. Transferring
C. Fusing

D. Developing
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You are installing and configuring a magnetic hard drive and have several models to choose
from. Which hard drive is most likely to have the highest data throughput rates?

A. 500 GB, 7,200 rpm
B. 750 GB, 5,400 rpm
C. 750 GB, 10,000 rpm
D. 1TB, 7200 rpm

Identify the white connector on the section of motherboard shown here.
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A. RAM

B. PATA

C. Mini-PCI
D. ATX

Your manager tells you to buy a high-capacity magnetic hard drive with the highest data
transfer rate possible. Which hard drive parameter do manufacturers modify to increase
hard drive data transfer rates?

A. Read/write head size

B. Connector size

C. Spin rate (rpm)

D. Platter size

Three of these four motherboard form factors can be mounted in the same style of case.
Which ones are they? (Choose three.)

A. ATX

B. MicroATX

C. Mini-ITX

D. Nano-ITX



90 Chapter 3 = Hardware

110. Which RAM feature can detect and possibly fix errors within memory?

A. Parity

B. Non-parity
C. ECC

D. Non-ECC

111. You have a client who needs a hot-swappable, nonvolatile, long-term storage technology
that lets them conveniently carry data from one location to another in their pocket. Which
technologies can you recommend? (Choose two.)

A. USB flash drive
B. Hybrid SSD

C. PATA

D. SD

112. What type of expansion slots are the first, third, and fifth slots (from the top down) on the
motherboard shown here?
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A. PCle x1
B. PCle x8
C. PClexl16
D. PCI

You have been asked to assemble 20 new desktop PCs for a client. When you look at the
first motherboard, you see four memory slots. The one closest to the CPU is colored blue.
Then in order they are white, blue, and white. Which of the following statements are true?
(Choose two.)

A. This is a quad-channel motherboard.
B. This is a dual-channel motherboard.

C. For optimal performance, you should install RAM modules into the two slots closest
to the CPU.

D. For optimal performance, you should install RAM modules into the two blue slots.
You have a computer running Windows 10. Every time you boot, the computer insists on

trying to boot from the USB drive. Where can you change the setting to have the system
boot to the hard drive first?

A. BIOS/UEFI

B. Windows Configuration
C. System Manager

D. Device Manager

Which of the following types of connectors are generally found on the front or top panel of
the computer? (Choose two.)

A. SATA

B. PCle

C. Power button

D. USB

Your manager is excited because they just purchased a fast USB 3.2 Gen 2x2 external hard
drive for their work team. They want to set it in the middle of the cubicles and let everyone
have access to it. Some of the cubicles are about 15 feet away from each other. What is the

recommended maximum cable length for this type of device?

A. 3 meters
B. 5 meters
C. 10 meters
D.

15 meters
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117. A technician has just installed an automatic document feeder (ADF) on a laser printer. The
ADF was sold by the manufacturer and is compatible with the printer. However, the printer
doesn’t pull the papers from the feeder. What might resolve the issue?

A. Removing and reinstalling the duplexing assembly
B. Turning the printer off and back on
C. Upgrading the printer’s firmware
D. Stopping and restarting the spooler service
118. A medical office needs to make all old records available electronically. What device can they
install on their printer to make scanning hundreds of documents go more quickly?
A. High-capacity paper tray
B. Flatbed scanner
C. Duplexing assembly
D. Automatic document feeder
119. You have a desktop computer with three PCI expansion slots. What will happen when you
mix cards of different speeds on the same motherboard?
A. The cards will operate at their original speeds.
B. None of the cards will function.
C. The cards will all operate at the faster speed.
D. The cards will all operate at the slower speed.
120. Which of the following statements accurately explains what happens during the exposing
step in the laser printer imaging process?

A. A laser reduces areas of the drum from a strong negative charge to a slight positive
charge.

B. A laser reduces areas of the drum from a strong negative charge to a slight negative
charge.

C. A laser increases areas of the drum from a slight negative charge to a strong negative
charge.

D. A laser increases areas of the drum from a slight positive charge to a strong positive
charge.
121. Which of the following is the defining characteristic of a passive heatsink cooling system
for a CPU?
A. It uses water.
B. It uses heat pipes.
C. It uses liquid nitrogen or helium.
D

It does not require a fan or power.
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122. Which of the following system settings are configurable in the UEFI? (Choose three.)

123.

A.
B.
C.
D.

Date and time
Enabling and disabling services
CPU fan speeds

Power-on password

Which level of cache is typically the smallest and closest to the processor die in a computer?

A.
B.
C.
D.

L1
L2
L3
L4

124. Which computer component gets power from the connector shown here?

125.

OO WP OO WP

Motherboard
Hard drive
Expansion card

Secondary case fan

hich of the following are types of CPU sockets? (Choose two.)

LGA
CGA
IGA

PGA
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126. Your office has a laser printer, and your manager asks if it can be upgraded to print on both
sides of the paper. What type of device can add this functionality?

A. Flipping assembly

B. Dual-paper feed assembly
C. Duplexing assembly

D. Rear paper feed assembly

127. Which component in a laser printer is responsible for converting AC current into usable
energy for the logic circuitry and motors? (Choose two.)

A. LVPS

B. HVPS
C. DCPS
D. ACPS

128. What types of RAM modules are shown here, from top to bottom?
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A. DDR3 and DDR4
B. DDRS5 and DDR3
C. DDR4 and DDR3
D. DDR4 and DDRS
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The Acme company has a laser printer in its Chicago office that has been used for three
months. A technician needs to ship the printer to the Detroit office for use there. What, if
any, preparations should be made for the toner cartridge?

A. No preparations are needed for the toner cartridge before shipping.

B. [Insert a toner blocker into the toner cartridge before shipping.

C. Seal the toner cartridge with tape before shipping.

D. Remove the toner cartridge from the printer before shipping.

A client wants you to upgrade their desktop computer to have two video cards. You want

to be sure that this computer can support the extra adapter. What type of open internal
expansion slot should you look for?

A. PCle
B. ISA
C. VGA
D. DVI

Which step immediately precedes the cleaning step in the laser printer imaging process?
A. Processing

B. Transferring

C. Exposing

D. Fusing

Which of the following are services created by Apple to allow for the automatic discovery
of printers on local networks? (Choose two.)

A. Bonjour

B. AirPrint

C. TCP printing

D. Virtual printing

After installing a new print cartridge in an inkjet printer, what process must be run before
printing to the device?

A. Degaussing

B. Driver installation

C. Rasterizing

D. Calibration

Which type of printing technology might require replacing a heating element if it is no
longer making images on waxy paper?

A. Laser

B. Inkjet

C. Thermal
D. 3D printer

95
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135. You have a laser printer that is displaying the message “Perform user maintenance.” What

136.

137

should you do to resolve this situation?

A. Apply a maintenance kit and clear the message.

B. Use compressed air to blow out the inside of the printer and clear the message.
C. Turn the printer off and back on again to clear the message.

D. Replace the toner cartridge and clear the message.

Identify the connectors shown here, from left to right.

1
|

1

i‘%‘

b a—
-

A. ST andSC
B. SCandST
C. RJ-45and RJ-11
D. RJ-11 and RJ-45

Identify the connector shown here.

A. ST
B. SC
C. LC
D. MFF
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138. You need to create several UTP cables from a roll of bulk cable. Your company uses the
T568B standard. What is the correct order for wires in the connectors?

A. White/orange, orange, white/green, blue, white/blue, green, white/brown, brown
B. White/orange, orange, white/green, green, white/blue, blue, white/brown, brown
C. White/orange, green, white/green, blue, white/blue, orange, white/brown, brown
D. Orange, white/orange, white/green, blue, white/blue, green, white/brown, brown

139. You are installing network cable that will support digital cable television signals. What type
of cable should you install?

A. RG-6

B. RG-8

C. RG-58A/U
D. RG-59

140. You need to replace a faulty 250-foot section of RG-6 cable, but all you have available is
RG-59. Which of the following statements is true?

A. The replacement cable will not work because the distance exceeds RG-59 specifica-
tions.

B. The replacement cable will not work because RG-6 and RG-59 use different connec-
tors.

C. The replacement cable will not work because RG-6 and RG-59 have different imped-
ance.

D. If the replacement cable works, it won’t work as well. RG-6 should be purchased.

141. You have been asked to design a new network that requires 10 Gbps transmission speeds.
Which cable types will meet the minimum specifications? (Choose two.)

A. MMF
B. Cat$

C. CatSe
D. Caté6a

142. What characteristic differentiates STP from UTP?
A. STP uses RJ-45s connectors instead of RJ-45.
B. STP follows the T568A wiring standard.
C. STP does not produce poisonous gas when burned.
D

STP has a layer of foil shielding inside the cable insulation.
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143. You are investigating remnants of a network setup in an unused building. At the end of a
conduit, all you see are the connectors shown here. What type of cable do you expect these
connectors to be attached to?

A. Coaxial

B. STP

C. UTP

D. Fiber-optic

144. Identify the connector shown here.

[
A. ST
B. SC
C. LC
D. MFF
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While cleaning out a storage room, a technician finds several rolls of Cat 5e network cable.
The technician thinks they might be able to use it to create replacement cables for their net-
work. What is the maximum speed that this cable will support?

A. 100 Mbps
B. 1 Gbps
C. 10 Gbps
D. 20 Gbps

You are replacing cabling in a network. The existing cable was only capable of 100 Mbps
maximum speed. What type of cable are you replacing?

A. Cats

B. CatSe

C. Catéa

D. Single mode

You are installing UTP network cable for a client. The client’s policies require that net-

work cables do not produce poisonous gas when burned. What type of cable do you need
to install?

A. Plenum
B. PVC
C. STP

D. Cat Se or higher

You are trying to replace a hard drive in an older system. The connector has 68 pins, along
two rows. You believe from the printing on the motherboard that it is a 16-bit connection.
What type of drive do you have to replace?

A. SATA
B. ATA
C. SCSI
D. NVMe

A technician has a tablet whose documentation says it can connect to an HDMI display.
However, the tablet has a port far smaller than HDMI. What type of video connection
would be typical for this small form factor device?

A. USB-C

B. RS-232

C. DB-9

D. Mini-HDMI
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150. What was the connectivity port/cable end Apple used to replace the 30-pin dock connector

beginning in 2012?
A. RS-232

B. Mini-HDMI
C. Micro-USB

D. Lightning

151. With what connection standard is the Apple Thunderbolt 3 cable fully compatible?

A. USB-C

B. Mini-HDMI
C. Micro-USB
D. DB9

152. Which of the following connection types can be inserted or first flipped over and inserted?

A. DB9

B. RS232

C. Micro-USB
D. USB-C

153. What serial connector type was commonly used for communication, keyboards, mice, or
game controllers before USB became popular?

A. SCSI
B. PS2
C. DB9Y

D. Lightning

154. Which of the following does not apply with triple channel memory?
A. Triple the 64-bit communication path to the CPU
B. Triple the speed with which memory is accessed
C. Requires installation of three matched memory modules
D. Triple the memory access latency
155. What form factor for solid-state hard drives measures 22 mm wide with lengths varying
between 30 mm, 42 mm, 60 mm, and longer?
A. NVMe
B. SATA
C. PCle
D. M.2
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156. What form factor for solid-state hard drives has dimensions that mirror the older, platter-
type magnetic drives?

A. M.2

B. mSATA
C. 2.5

D. NVMe

157. You want to connect a 3.5” external hard drive to your computer. What port is used to con-
nect external drives to the SATA bus?

A. NVMe
B. eSATA
C. M2

D. mSATA

158. You wish to protect your system from someone not authorized to start the OS. What is
your best option?

A. Password-protect the locked screen.
B. Password-protect in the BIOS/UEFI settings.
C. Encrypt the hard drive.

D. Use a 12-character login password.

159. What is used to ensure an efficient and effective heat exchange away from the CPU?
A. Thermal paste
B. High-tension clamps to heat sink
C. Dihydrogen monoxide coolant
D. Lower CPU speeds
160. If you require more USB ports than your system can provide, what is your most cost-
effective option?
A. Install a USB expansion card.
B. Swap peripherals for those requiring different connectors.
C. Replace the motherboard for one with additional USB ports.
D. Swap out peripherals as you use them.
161. What technology allows you to generate a tangible product from a computer-aided drafting
application?
A. Smartcard reader
B. 3D printer
C. Touchpad
D. VR headset
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You need to purchase RAM for a computer. Which factors determine the speed of memory
you should purchase? (Choose two.)

A. CPU speed

B. RAM speed supported by the motherboard

C. RAM speed supported by the processor

D. RAM speed supported by the TPM chip

You installed a new motherboard because the previous one failed. Your new motherboard

doesn’t have a VGA display port; it has onboard HDMI. Your display only uses VGA. What
is the least expensive option to resolve this dilemma?

A. Purchase a new display.

B. Return the motherboard and choose a different one.
C. Purchase a video card with a VGA port on it.

D. Purchase an HDMI-to-VGA adapter.

What type of printer will most likely have an extruder as one of its components?

A. 3D printer

B. Impact
C. Thermal
D. Laser

Your company owns a 3D printer and has asked you to order the consumable materials
for it. It is an extrusion type printer that is used to make small plastic parts. What is the
material called that you’ll order for it?

A. Toner

B. Ink

C. Filament
D. Resin

You’ve been asked to replace some UTP network cable with other UTP cable that is capable
of 10 Gbps. The longest drop is 75 meters from the network rack. What is the lowest cate-
gory of cable that can meet your needs?

A. Cat$
B. CatSe
C. Caté
D. Caté6a

You need to update a twisted pair cable that runs between two networking closets. The
total distance is only 20 meters, and it needs to run at 10 Gbps. What is the lowest category
of cable that you can replace it with?

A. Caté
B. Caté6a
C. Cat7
D. Cat8
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Your friend wants to run cable for a PoE WAP in their workshop, which is about 100
feet from the network connection in their house. They’re not sure how to go about it, but
they know that they don’t want to have wires overhead. They also want to make sure it is
shielded. What type of cable can you suggest that can go that far and has superior insula-
tion and a water blocking layer?

A. Cat7

B. Direct burial STP
C. UTP Cat 10

D. Caté6e

What are advantages of UTP over STP? (Choose two.)

A. UTP is more flexible.

B. UTP can run faster.

C. UTP can be buried.

D. UTP is less expensive.

What type of network cable uses pulses of light to transmit data instead of an
electrical charge?

A. STP

B. Coaxial

C. Plenum

D. Fiber-optic

What type of data cable transmits data only one bit at a time, but very fast?
A. Plenum

B. Serial
C. Parallel
D. Ethereal

What type of connector is the one shown?

A. SATA

B. eSATA
C. HDMI
D. SATAe
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173. What type of data cable shown here was a parallel standard for connecting multiple hard
drives to the motherboard?

A. UPS

B. SATA
C. IDE

D. eSATA

174. You have a motherboard that has 16 RAM slots. It is a quad-channel, with four RAM
slots for each channel. The slots are all black, but they are labeled A1, A2, A3, A4, B1, B2,
B3, B4, and so on. To take advantage of the quad-channel feature, how will you install the
RAM modules?

A. Any four slots will work for quad channel.
B. Install them all in the “A” slots.

C. Install them in A1, B2, C3, and D4.

D. Install them in A1, B1, C1, and D1.

175. You’ve maxed out the physical RAM on a motherboard but need more to run a particular
app. The operating system will let you adjust a setting so that you can use some of the hard
drive as if it were physical RAM, and the OS will swap data between RAM and the hard
drive in a unit called a page. What type of memory are you using?

A. Virtual

B. DIMM

C. SODIMM
D. Cache
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176. What network connectivity device is shown here?

o

o>

Hub

Switch

Router
Punchdown block

177. What is the purpose of a Molex connector?

A.
B.
C.
D.

178. You have an extruder type 3D printer. What two components of the printer are likely to

Parallel data communications
Serial data communications
Power connections

Fan connectors on the motherboard

move as the print job progresses? (Choose two.)

A.

B.
C.
D.

Extruder nozzle
Print bed
Platform

Resin tray

105
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179. What are the two types of connectors shown here, left to right?

MicroUSB, miniUSB
MiniUSB, microUSB
USB-A, USB-B
USB-C, USB4

180. What type of drive is likely to be a 15,000 rpm drive?
NVMe
SSD

Blu-ray

DoOowr=E DO WD

Magnetic

181. What type of hard drives are not available in a 3.5” form factor?

A. SSD

B. mSATA
C. SATA

D. Magnetic

182. What keys are used for M.2 slots? (Choose two.)
A. A

B. B
C. E
D. M



Chapter 3 = Hardware 107

183. Which version of SATA ties SATA drives into the PCle bus on the motherboard, boosting
the data throughput far beyond 600 MBps?

A. SATA 1
B. SATA2
C. SATA 3.2
D. SATA 4

184. Which of the following are AMD socket types? (Choose two.)
A. Socket AM4
B. LGA 1200
C. Socket TR4
D. LGA 2066 Socket R4

185. What connects in the motherboard socket shown here?
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A. Network card
B. Hard drive

C. RAM

D. TPM

186. The server motherboard shown here has a processor on the right and a place for a second
processor to be inserted on the left. What term describes this type of motherboard?

[ 3§

A. Multicore

B. Multithreaded
C. Coprocessor
D. Multisocket

187. What type of motherboard may have multiple processors and plenty of RAM, and can
sometimes be found mounted in a networking rack?

A. Server
B. Workstation
C. Desktop

D. Mobile
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188. Which of the following processors are you more likely to find in a server than a worksta-
tion? (Choose two.)

A. Intel Atom

B. Intel Xeon

C. AMD EPYC
D. AMD Ryzen 3

189. What type of motherboard is designed to be very compact and is generally proprietary?
A. Server
B. Workstation
C. Desktop
D. Mobile

190. Which of the following are true about ARM architecture? (Choose two.)
A. It’s licensed by ARM Holdings to many chip manufacturers.
B. It uses Complex Instruction Set Computing (CISC).
C. It uses Reduced Instruction Set Computing (RISC).
D. Itis only found in smartphones.
191. You work in a secure environment and it’s your responsibility to ensure that no data leaves

the network. You’ve just received a batch of new computers in. What can you do in the
UEFI to help ensure users can’t copy data to a USB drive?

A. Look for a setting to disable USB ports and disable them.
B. Put USB ports first in the boot options.

C. Remove USB from the boot options.

D. Look for a setting to enable USB ports and enable them.

192. What are the four motherboard connectors shown here?
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A. USB

B. SATA

C. EEPROM
D. Power

193. You’re building a SAN for your company. Which of the following will you most likely need
to install in your server to attach the server to the SAN?

A. NIC

B. Modem

C. Fibre Channel HBA
D. WAP

194. Your friend is looking over your shoulder as you work on a computer. They ask what all
the pins sticking up are. Some are labeled USB1, some USB2, and others are labeled front
panel. What is the generic term for these pins on the motherboard?

A. Ports

B. Pins

C. Standoffs
D. Headers

195. What is the purpose of the connector shown here in white?

PCle

ATX motherboard power
ATX12V motherboard power
RAID drive

196. What type of CPU is considered long obsolete?
Single-core
Multicore
ARM

Intel

OO WP OO >
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You need a PC solution that is capable of accepting video footage from a gaming console
or video camera and saving it in a file. You also want to ensure that it won’t skip, lag, or
freeze. Which of the following would be the best solution?

A. Webcam

B. FireWire card

C. Capture card

D. Screen-capture software

A business has a PC that a user needs to work with in a room that is not air-conditioned,
but the computer keeps shutting down because the processor is overheating. You’ve

checked the cooler and thermal paste and it’s fine. What can you do in this PC to help it run
cool enough?

A. Add case fans.

B. Add heat monitoring software.

C. Remove the chassis cover.

D. Set it inside a refrigerator.

You are replacing the power supply in a computer system that uses a 24-pin P1 connector.

You have a few power supplies in the closet to choose from. Which one with the following
connections will work? (Choose two.)

A. 20-pin P1 connector and P4 connector
B. 20-pin+4-pin P1 connector

C. An ATX12V PSU

D. An ATX12VO power supply

You’re considering a power supply that has interchangeable cables that plug into and out of
the power supply so that you can have exactly the connectors you need and not have extra
cables taking up space in the case. What type of power supply is this?

A. ATX

B. ATX12V
C. Molex
D. Modular

You’re setting up a server that can’t possibly have downtime. Which of the items below do
you need to make sure you have connected to it?

A. HBA
B. Redundant power supply
C. Display

D. Dual rail power supply
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202. Your new tech is unboxing a new printer and you see them open the top and flip the box
upside-down, then pull the box off the printer. What will you say? (Choose two.)

A.
B.
C.
D.

Great job, that’s exactly how I would do it.
That’s not the right way to unbox a printer.
It’s better to lay the box on its side and pull the materials out.

Please use a box cutter next time to cut the corners from top to bottom.

203. You just purchased a network-enabled multifunction device. Which one of the following
connection types are likely not built into it?

A.
B.
C.
D.

Bluetooth
Wi-Fi
Ethernet
RFID

204. You have a client that wants to use carbonless, multipart forms with their new printer.
What type of printer will you recommend for them?

A.
B.
C.
D.

Laser
Inkjet
Impact
Thermal

205. The administrative assistant at your company needs to be able to choose between printing
on letterhead or plain paper for each print job. You’re training them how to do this. What
settings will you be showing them?

A.
B.
C.
D.

Orientation
Duplexing
Quality
Tray settings

206. Which types of printers require calibration as a part of maintenance? (Choose two.)

A.
B.
C.
D.

Laser
Thermal
Impact

Inkjet

207. What printer feature will store documents on the printer and not print them until the user
enters a password or scans an ID card on the print device?

A.

B
C.
D

Secured prints
Snap prints
User authentication

Auditing
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What type of connectivity device is used to terminate network runs in a telecommunications
closet?

A. Punchdown block
B. Switch
C. Router

D. Terminator

What two consumable materials are used by 3D printers? (Choose two.)
A. Resin

B. Paper

C. Filament

D. Extruder nozzle

What are three communication interfaces that are used by SSDs to send data across a moth-
erboard? (Choose three.)

A. NVMe

B. SATA

C. PCle

D. IDE

What is the (approximate) maximum theoretical bandwidth of a PCle x16 slot, version 5.0?
A. 500 MBps

B. 1,000 MBps

C. 64 GBps

D. 128 GBps






Virtualization and
Cloud Computing

THE COMPTIA A+ 220-1101 TOPICS
COVERED INTHIS CHAPTER INCLUDE THE
FOLLOWING:

v 4.1 Summarize cloud-computing concepts.
Common Cloud Models
Private cloud
Public cloud
Hybrid cloud
Community cloud
Infrastructure as a service (laaS)
Software as a service (SaaS)
Platform as a service (PaaS)
Cloud Characteristics
Shared resources
Metered utilization
Rapid elasticity
High availability
File synchronization
Desktop virtualization
Virtual desktop infrastructure (VDI) on premises
VDI in the cloud
v 4.2 Summarize aspects of client-side virtualization.
Purpose of virtual machines
Sandbox

Test development




Application virtualization

Legacy software/OS

Cross-platform virtualization
Resource Requirements

Security Requirements
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What type of cloud service offers the best security?

A. Community

B. Private
C. Public
D. Hybrid

Your manager tells you to purchase cloud-based services. Your network needs extra
processing power and file storage. What type of service should you purchase?

A. PaaS

B. IaaS
C. SaaS
D. FWaaS

Your company has decided to purchase cloud services from Google. They will be getting
infrastructure with on-demand computing services including processing power, storage and
bandwidth over the Internet. Anyone can purchase these same services from Google, and a
third party is responsible for maintaining and managing the hardware. What type of cloud is
Google providing for your company?

A. Public
B. Private
C. Hybrid

D. Community

Your company produces software and employs about 20 developers. They need to program
apps for different operating systems. You decide to purchase cloud-based services to support
the development team. What type of service should you purchase so that they can develop
their programs and then test them in environments other than where they were developed?

A. IaaS

B. SaaS
C. PaaS
D. NaaS

Which type of cloud service provides your company with application hosting such as
productivity applications, calendaring software, and development tools, that the employees
can access over the Internet from wherever they are?

A. PaaS
B. FWaaS
C. IaaS
D. SaaS
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Which feature of cloud service allows you to instantly obtain additional storage space or
processing power as your company needs it?

A. Ubiquitous access

B. Rapid elasticity

C. Resource pooling

D. Measured service

You are installing virtualization on a workstation that needs to support multiple operating
systems. Which type of hypervisor is best suited for this environment?

A. Type 1.

B. Type 2.

C. Either Type 1 or Type 2 will function in the same way.

D. Virtual machine manager.

You are configuring client-side virtualization on an existing Windows 10 64-bit workstation.
You will be running a second installation of Windows 10 64-bit in the virtual environment as
a test system. The bare minimum RAM required for each OS is 2 GB. Each Windows instal-

lation needs 20 GB of disk space. What are the absolute minimum hardware requirements for
this workstation?

A. 4 GB of RAM, 40 GB of disk space

B. 2 GB of RAM, 20 GB of disk space

C. 2 GB of RAM, 40 GB of disk space

D. 4 GB of RAM, 20 GB of disk space

You are setting up virtualization on a server that will be running four instances of Windows
Server 2019. Four different departments will be using one instance each, and all departments

have been promised 32 GB of RAM. Using resource pooling and using a bare-metal hypervi-
sor, what is the minimum amount of physical RAM needed on the server?

A. 32GB

B. 64 GB
C. 128GB
D. 16 GB

Your company has an application developer who creates programs for Windows, Linux, and
macOS. What is the most cost-effective solution for them to be able to test their programs in
multiple operating systems as quickly as possible?

A. Buy workstations for each of the OSs they will be writing code in.
B. Set up their workstation to dual-boot.

C. Set up their workstation with virtual machines.

D

Create one version of each application that will run in all three OSs.
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11. Your company wants to begin transferring particular services to the cloud, but the team
cannot yet decide on the migration schedule. Management wants to pay for cloud computing
based on usage, not a fixed flat fee. What payment model would you recommend?

A. On-demand
B. Resource pool
C. Metered utilization
D. Shared resources
12. A client complains about the occupied space, abundant power usage, and hardware costs
of the multiple machines used in its small data center. Still, the client does not wish to lose

control over any of the machines. What might you recommend to the client to resolve all of
those issues?

A. Establish clusters for high availability.
B. Create virtual machines.
C. Outsource to an [aaS provider.
D. Shut down the nonessential machines.
13. Which term describes physical and virtual servers, storage, and software that are used by
multiple clients in a cloud computing environment?
A. Measured resources
B. Shared resources
C. Private cloud
D. Community cloud
14. What are potential problems associated with the shared resource structure of public cloud
computing? (Choose two.)
A. Security and confidentiality
B. Flexibility
C. Poor application performance
D. Increased hardware costs
15. Network control and security management of cloud assets is the difference between what
two types of shared resources?
A. Internal vs. external
B. Private vs. public
C. Hybrid vs. community
D. Synchronized vs. unsynchronized
16. A company using cloud services wishes to better prepare for surges for what it needs. What
sort of capacity provisioning by its cloud provider should the company ask for?
A. Rapid metering
B. Infrastructure as a service
C. Metered utilization
D

Resource pooling
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You’re setting up a virtual machine for one of your customers who needs a legacy OS to run
software for a paper-cutting machine in an envelope factory. Windows 10 64-bit is the host
OS. The legacy client OS requires a minimum 1 GB of RAM and the software running on it
requires a minimum of 2 GB of RAM. What is the absolute minimum RAM needed on the
virtual machine?

A. 1GB
B. 4GB
C. 5GB
D. 10 GB

The company’s sales manager wants to ensure that the laptop files of its traveling sales
engineers stay consistent with the files on the company cloud. What sort of applications
could assist with that business need?

A. File security monitoring

B. File virtualization

C. File emulator

D. File synchronization

What service allows a user to access a virtual OS either in the cloud using a browser or client
on their local devices or from a local virtualization server?

A. On-demand desktop (ODD)

B. Binary application desktop (BAD)

C. Virtual desktop infrastructure (VDI)

D. Desktop streaming (DTI)

An employee travels between multiple offices, using a desktop system in each office. What

technology would ensure that the employee’s desktop icons, files, and applications stay
uniform across systems in all the offices?

A. On-demand desktop
B. VDI in the cloud
C. Desktop emulation

D. Synchronized folders

When running a hypervisor, what enables a guest machine to connect to a network?
A. Cat 5 network cable

B. Guest applications

C. Virtual NIC
D

Host operating system
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How can an organization permit employees who need to run an application on one mobile
device to instead run it from multiple devices?

A. Application virtualization

B. Wrapping

C. Binary application desktop

D. On-demand desktop

In setting up and configuring client-side virtualization, what is necessary to consider before
purchasing computing and storage hardware?

A. Resource requirements

B. Management response

C. Resale value

D. Physical size

What must be defined when wanting to maintain confidentiality, integrity, and availability of
the system resources, and should be a part of the decision when choosing a cloud solution?
A. Scalability

B. Emulation

C. Elasticity

D. Security requirements

In setting up and configuring client-side virtualization, what is necessary to consider before
configuring a VLAN?

A. Network requirements

B. Emulation demands

C. Cloud service providers

D. Storage capacity

When considering how efficiently a hypervisor runs, which of the following is best when it is
minimized?

A. Storage

B. Emulator requirements

C. Memory

D. Scalability

Which of the following is not considered to be a major category of cloud computing?
A. Saa$

B. Paa$
C. IaaS

D. XaaS
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Which of the cloud computing models combines on premises infrastructure and Internet
accessed resources?

A. Private cloud

B. Public cloud

C. Hybrid cloud

D. Combined cloud

With today’s more mobile workforce, what technology provides the benefits of centralized

security, ease of configuring new desktops for remote workers, and scalability regardless of
where a user is or works from? (Choose the best answer.)

A. TaaS

B. SaaS

C. VDI in the cloud

D. VDI on premises

A group of real estate agents has realized that they have similar computing resource needs.
They’ve reached out collectively to your IT services company and asked if there is a solution
that will let them pool their resources and save money, possibly sharing industry-specific

software, but still have their servers and information held securely and locally. What will you
recommend?

A. Community cloud

B. Public cloud

C. Private cloud

D. VDI in the cloud

Which of these terms is a benefit of cloud computing that means the information is available
constantly, regardless of location?

A. Shared resources

B. High availability

C. Rapid elasticity

D. File synchronization

A graphic artist at your company needs to manipulate files in both Linux and Windows

environments. You, as the I'T support person, want as few physical machines to support as
possible. What technology allows both OSs to run on a single machine?

A. File sharing.

B. Cross-platform virtualization.
C. Dual-boot system.
D

It can’t be done.
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You’ve received a file from a salesperson who recently separated from your company. You
want to open this file and see what it contains without subjecting your computer to possible
malicious content. What Windows 10 Pro feature can you turn on that will create a protected
environment for opening this file?

A. Shared Files

B. System Information

C. Sandbox

D. File Manager

Your friend is a software developer. They have Windows 10 Pro installed on their SOHO
computer. They are creating an application that needs to run smoothly on both Windows and

Linux machines, so it will need to be tested in both of those environments. What would be
the best solution for your friend?

A. Windows 10 sandbox

B. Dual-boot system

C. Two separate machines

D. Virtual machines on their PC

A manufacturing client has a piece of equipment that is running on a Windows 7 OS. The
equipment-specific software won’t run on any other OS, and the client is concerned about

what they will do when the Windows 7 computer inevitably crashes. Cost is always a con-
cern. What is a viable, cost-effective solution for your client?

A. Have the programmers rewrite the code to run on Windows 10.

B. Migrate the software to a Windows 7 VM running on a Windows 10 host.

C. Wait until the hardware crashes, then shut the equipment down permanently.

D. Tell the client they need to upgrade their manufacturing equipment to something more
modern as soon as possible.

Why would a company prefer to run multiple applications each on its own VM rather than

on a single server?

A. Security

B. Scalability

C. Less maintenance

D. Less cost

Which of the following would essentially be the same whether running an OS on a virtual

server or a physical server? (Choose two.)

A. Security configuration

B. Hardware

C. Licensing

D. Portability
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38. Which cloud model offers the greatest control over data and security?
A. Private cloud
B. Public cloud
C. Hybrid cloud
D. Community cloud

39. You are a manager in a call center that employs 300 people who may be working any of
three shifts on any given day, taking whichever of your 100 seats is available. Company
regulations require that all information remain hosted locally. What technology can you use

so that their files, folders, and desktop icons all appear the same regardless of which com-
puter they log on to?

A. On-demand desktop
B. VDI in the cloud

C. Desktop emulation
D. VDI on premises

40. Which of these is not an advantage of cloud computing?
A. Reduced capital expenditures
B. Frees IT employees time for other needs
C. Complete control over data
D

Rapid elasticity (dynamic growth)
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and Network
Troubleshooting

THE COMPTIA A+ 220-1101 TOPICS
COVERED INTHIS CHAPTER INCLUDE THE
FOLLOWING:

v 5.1 Given a scenario, apply the best practice methodology
to resolve problems.

Always consider corporate policies, procedures, and impacts
before implementing changes

1. Identify the problem

Gather information from the user, identify user
changes, and, if applicable, perform backups before
making changes

Inquire regarding environmental or infrastructure
changes

2. Establish a theory of probable cause (question
the obvious)

If necessary, conduct external or internal research
based on symptoms

3.Test the theory to determine the cause

Once the theory is confirmed, determine the next
steps to resolve the problem

If the theory is not confirmed, re-establish a new
theory or escalate

4. Establish a plan of action to resolve the problem and
implement the solution

Refer to the vendor’s instructions for guidance




5. Verify full system functionality and, if
applicable, implement preventive measures

6. Document the findings, actions, and outcomes

v 5.2 Given a scenario, troubleshoot problems related
to motherboards, RAM, CPU, and power.

Common symptoms
Power-on self-test (POST) beeps

Proprietary crash screens (blue screen of death
[BSOD]/pinwheel)

Black screen

No power

Sluggish performance
Overheating

Burning smell
Intermittent shutdown
Application crashes
Grinding noise
Capacitor swelling

Inaccurate system date/time

v 5.3 Given a scenario, troubleshoot and diagnose
problems with storage drives and RAID arrays.

Common symptoms
Light-emitting diode (LED) status indicators
Grinding noises
Clicking sounds
Bootable device not found
Data loss/corruption
RAID failure

Self-monitoring, Analysis, and Reporting Tech-
nology (S.M.A.R.T.) failure

Extended read/write times
Input/output operations per second (IOPS)

Missing drives in OS




v 5.4 Given a scenario, troubleshoot video, projector,
and display issues.

Common symptoms
Incorrect data source
Physical cabling issues
Burned-out bulb
Fuzzy image
Display burn-in
Dead pixels
Flashing screen
Incorrect color display
Audio issues
Dim image
Intermittent projector shutdown

v 5.5 Given a scenario, troubleshoot common issues
with mobile devices.

Common symptoms
Poor battery health
Swollen battery
Broken screen
Improper charging
Poor/no connectivity
Liquid damage
Overheating
Digitizer issues
Physically damaged ports
Malware

Cursor drift/touch calibration

v 5.6 Given a scenario, troubleshoot and resolve
printer issues.

Common symptoms

Lines down the printed pages




Garbled print

Toner not fusing to paper

Paper jams

Faded print

Incorrect paper size

Paper not feeding

Multipage misfeed

Multiple prints pending in queue
Speckling on printed pages
Double/echo images on the print
Incorrect chroma display
Grinding noise

Finishing issues

Staple jams
Hole punch

Incorrect page orientation

v 5.7 Given a scenario, troubleshoot problems with
wired and wireless networks.

Common symptoms
Intermittent wireless connectivity
Slow network speeds
Limited connectivity
Jitter
Poor Voice over Internet Protocol (VolP) quality
Port flapping
High latency

External interference
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You are an avid fan of Twitch, the streaming application where you entertain yourself as you
watch other people play games. Twitch works well at your house and at your friend’s house.
However, when you visit the website at work, the website looks fine, but you can’t watch
anyone play games. You’ve tried this on both your phone and your laptop. Which of the fol-
lowing should you suspect as the reason?

A. Your immediate supervisor

B. Your company’s Wi-Fi connection bandwidth

C. Your company data retention policy

D. Your company firewall

A user approaches you and asks for a CPU upgrade so their Lenovo laptop will run faster.
What is most likely the easiest way to meet this user’s needs?

A. Remove the CPU and replace it with a faster one that fits the same socket.

B. Replace the laptop with one that has a faster CPU.

C. Replace the motherboard with a generic laptop motherboard with a faster processor.
D. Replace the motherboard with a Lenovo laptop motherboard with a faster processor.
You are using a USB flash drive to transfer files from a laptop. You plug the USB drive in and
then copy the files to it. What is the recommended way to remove the drive?

A. Unplug the drive.

B. Use the Safely Remove Hardware icon in the system tray, stop the drive, and then unplug
it.

C. Close the drive’s window in File Explorer and unplug it.
D. Use the Shut Down Hardware icon in the system tray, stop the drive, and then unplug it.
You have decided to start playing video-intensive games on your laptop computer. The

video appears jumpy and slow to respond. What should you do first to try to increase the
performance during game play?

A. Upgrade the video card.

B. Install additional video memory.

C. Use Windows Control Panel to increase the amount of video memory available.

D. Use the system BIOS/UEFI to increase the amount of video memory available.

A guest presenter plugs an external projector into their laptop using the HDMI port on the
back of the laptop. They then use the Fn key and video toggle switch; the projector displays

the presentation, but the laptop screen goes dark. What should they do if they want to see the
presentation on both the projector and the laptop?

A. Install a second video driver and then use the video toggle key to switch the video output
to both screens.

B. Unplug the projector and plug it back in to synchronize it with the laptop.

C. Unplug the projector, use the video toggle key to switch the video output, and then plug
the projector back in.

D. Press the video toggle key again until the presentation is shown on both screens.
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A user has a laptop that is intermittently locking up. Initial diagnostics indicate that the pro-
cessor is overheating. What can you do to try to remediate the issue? (Choose two.)

A. Leave the case open while the system is running to allow for better airflow and cooling.
B. Lower the CPU voltage in the system BIOS/UEFI.

C. Lower the CPU clock speed in the system BIOS/UEFI.

D. Run the laptop on AC power instead of battery power.

A client has a laptop with an integrated video card. The system seems to boot but produces
no video, even with an external display hooked up. What can you do to fix this?

A. Add an external USB video card and connect the display to it.

B. Remove the existing video card, and replace it with a new internal video card.

C. Replace the motherboard.

D. Leave the existing card in the system, and add an internal Mini PCle video card.

A user has brought their laptop to you because the screen is intermittently flickering. Which
display component is most likely causing this?

A. Backlight

B. LCD

C. Screen

D. Inverter

An administrator ordered replacement printer paper that is a thicker caliper than recom-
mended by the printer manufacturer. What is the biggest risk in using this paper?

A. Images will not print.

B. Paper will not feed.

C. Paper will jam.

D. Images will not print.

You have an OLED display that you just plugged into a desktop computer. One of your

coworkers changes the resolution from 1920x1080 to 1920x1200, but then the image looks
highly distorted. What is the most likely cause of this?

A. The video driver does not support 1920x1200 resolution.

B. The display has a native resolution of 1920x1080.

C. The video adapter has a native resolution of 1920x1080.

D. The monitor is plugged into the wrong display interface to support the new resolution.
A user has a display that flashes a black screen every few seconds. What is likely set incor-
rectly and causing the problem?

A. Refresh rate

B. Frame rate

C. Native resolution

D

Aspect ratio
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A friend who plays video games has asked you how they can fix tearing on their display.
What will you tell them?

A. They need a new display.

B. The refresh rate is set too low.

C. The screen’s refresh rate is set too high.
D. It’s a software defect.

What is the name of the boot routine that verifies the size and integrity of the system
memory, among other tasks?

A. RAMCheck
B. BIOS

C. UEFI

D. POST

You upgraded the RAM on your system and are now having boot issues. The manufacturer’s
website recommends updating the BIOS. What is the easiest way to do this?

A. Replace the BIOS chip.

B. Replace the CMOS battery.

C. Install a new motherboard.

D. Flash the BIOS.

You moved a projector from an old conference room to a new one. The projector was

working fine in the other room, but the image seems dim in the new room. Before you
purchase a new projector, which of the following should you try?

A. Increase the frame rate.

B. Lower the native resolution.

C. Adjust the aspect ratio.

D. Turn the brightness up.

Your friend has just finished building a computer. After installing the operating system, all

seems fine except that they found that flash drives placed in the USB ports on the top of the
case do not get noticed by the OS. Where do you suspect the problem is?

A. Device drivers outdated

B. USB settings misconfigured

C. Motherboard’s internal USB connector disconnected

D. System clock

You are troubleshooting a Mac running macOS. Intermittently, the computer will completely

lock up and display a rotating pinwheel instead of the mouse cursor. It happens when differ-
ent applications are running. What is most likely causing this problem?

A. CPU

B. RAM

C. Motherboard

D. Faulty application
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You’re at a friend’s house when you notice a burning smell from their computer. What is the
first thing you should do?

A. Grab a fire extinguisher.

B. Unplug the computer.

C. Call the fire department.

D. Tell your friend to get a new computer.

You are troubleshooting a desktop computer that is prone to unexpected shutdowns. They
seem to happen randomly, sometimes shortly after the computer starts, other times after

several minutes. The user reports that no error messages appear before the computer shuts
down. Which two things are most likely to cause this type of problem? (Choose two.)

A. Failing hard drive

B. Bad RAM

C. BIOS/UEFI misconfiguration

D. Improperly seated chips

You’re troubleshooting a computer that the user says shuts down after 10 minutes, every

time they start the computer. If they wait a few minutes and restart it, the same thing hap-
pens. What is most likely the problem?

A. RAM

B. Hard drive

C. Processor

D. Motherboard

A user calls the IT help desk in a panic because they have a BSOD on the screen. You ask

them if there is a specific error message displayed, and if they have installed any hardware or
software lately. They haven’t. What would be a good first step to resolve the BSOD?

A. Try rebooting the system; Windows will try to fix it.

B. Refresh the operating system.

C. Reinstall the operating system.

D. Restore to a previous version.

You have just replaced faulty RAM in a desktop computer. You reboot the computer, and
after a few seconds it beeps once. What does this indicate?

A. The RAM is faulty.

B. The motherboard needs to be replaced.

C. The system BIOS detected an error in the POST routine.

D. The system BIOS completed the POST routine normally.
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You are troubleshooting a computer that will not boot. It tells you that there is no bootable
device. You check the BIOS, and it does not show any installed hard drives. What should
you do next?

A. Run bootrec /fixmbr.

B. Replace the hard drive with an external drive.

C. Flash the BIOS.

D. Check the hard drive connections.

A technician just replaced a failed internal hard drive in a desktop computer with an empty

hard drive. They need to boot to the network to connect to an imaging server to restore the
computer. How should they do this?

A. During boot, press the F2 key to boot to the network.
B. During boot, enter the BIOS/UEFI and change the boot sequence to boot to the network.

C. Let the boot complete normally. When the UEFI does not find a bootable partition on
the hard drive, it will boot from the network.

D. During boot, press the F7 key to edit the boot sequence menu.
A user’s laptop computer does not show anything on the screen, although the power light

and other indicator lights are on. You plug in an external display and it does not show an
image either. Which component is most likely causing the problem?

A. Inverter

B. Backlight

C. Screen

D. Integrated video

You are troubleshooting a computer making a loud whining noise. Looking at the exhaust
fan, you see a thick coating of dust. What should you do next?

A. Use compressed air to clean the fan.

B. Use a computer vacuum to clean the fan.

C. Use a damp cloth to clean the fan.

D. Replace the power supply.

A user reports that their laptop battery does not charge when the laptop is plugged into an
AC outlet. What is the best resolution to try first?

A. Replace the battery.

B. Replace the AC adapter.

C. Remove and reinsert the battery.

D. Drain the battery completely and then recharge it.
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A technician has determined that they need to replace a motherboard in a laptop. Which of
the following procedures should be followed? (Choose two.)

A. Never use a power screwdriver with a laptop.

B. Document and label screw locations.

C. Refer to the manufacturer’s instructions.

D. Remove the keyboard before removing the motherboard.

You are troubleshooting a computer that has been randomly rebooting, and now it refuses to

boot properly. Upon boot, you receive one long beep and three short beeps but no video on
the screen. What tool should you use to troubleshoot the situation?

A. Multimeter

B. Power supply tester

C. Loopback plug

D. POST card

You are troubleshooting a computer that has been randomly rebooting, and now it refuses
to boot properly. Upon boot, you receive one long beep and three short beeps but no video

on the screen. You don’t have a POST diagnostic card that will work with this motherboard.
What tool should you use to troubleshoot the situation?

A. Motherboard documentation

B. Power supply tester

C. Loopback plug

D. Multimeter

Over time, the hard drive performance of your computer has gotten slower. A quick check of

Performance Monitor shows that your disk read/writes are taking more time as compared to
the baseline. What should you do to resolve this issue?

A. Run Optimize and defragment the drive.

B. Format the hard drive and restore the data.

C. Delete the partition, create a new one, and restore the data.

D. Run chkdsk.

A user’s computer has failed. When you try to boot it up, you hear a loud, rhythmic clicking
sound, and the system does not boot properly. What is most likely the issue?

A. HDD failure

B. SSD failure

C. RAM failure
D

Power supply fan failure
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A laser printer you are working with consistently produces images with white streaks
running down the page. What can you do first to resolve this issue?

A. Clean the transfer corona wires.

B. Clean the EP drum.

C. Clean the fusing assembly.

D. Gently shake or replace the toner cartridge.

The laser printer in your office recently started creasing papers and producing paper jams.
Which of the following are likely to cause these problems? (Choose three.)

A. Bits of paper in the paper path

B. Paper tension settings

C. Using the wrong paper

D. Damaged rollers

You power on a desktop computer, and you hear the fan spinning. However, you do not see
any indicator lights or get a POST beep. Which component is likely causing the problem?
A. CPU

B. RAM
C. PSU
D. HDD

Your computer is making an intermittent grinding noise. What component is most
likely failing?

A. Magnetic hard drive

B. Solid state drive

C. Processor fan

D. RAM

You just replaced the toner cartridge on the laser printer in your office. Now you’re getting
an error message displayed on the screen. What should you try first?

A. Call the printer company’s tech support.

B. Remove and reinsert the toner cartridge.

C. Install a maintenance kit.

D. Replace the printer.

Your office uses an inkjet printer. Recently, it started having problems picking up paper.
Which component is likely to cause this problem?

A. Transport rollers

B. Pickup rollers

C. Corona wire
D

Transmission rollers
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Your office uses an impact printer and multipart carbonless forms. The office manager
noticed that the bottom copies of the forms are readable, but the top copy is too light to
read. What needs to be replaced?

A. Toner cartridge

B. Printhead

C. Ink ribbon

D. Ribbon advance motor

Your network uses 802.11ac for all client computers. Recently, several users moved from one
office space to another, increasing the users in the area from 20 to about 50. Now, both new

and old users are reporting very slow network transfer speeds. What is most likely the cause
of the problem?

A. 802.11ac can’t support that many concurrent users.

B. It’s too far from the wireless access point.

C. There are too many users for one wireless access point.

D. The new users all have 802.11n network cards.

You have installed an 802.11ac wireless access point for a company. To cut costs, the
company wanted only one central access point in the building, which is about 150 feet long.

Users at both ends of the building report intermittent wireless connectivity drops and slow
access. What is most likely the cause of the problem?

A. Low RF signal

B. Oversaturated WAP

C. SSID not found

D. IP address conflicts

A customer complains that although they installed a 10 Gb Ethernet card in their server and

their cable supports 10 Gbps, the network connection is still running at 1 Gbps. What is most
likely the problem?

A. Debris in the PCle slot

B. Faulty network cable

C. Slower switch

D. Slower PC

You get a call from the accounting department that their printer is printing something very

strange. There are unexpected characters and text is missing. Which of the following are
likely culprits? (Choose two.)

A. Loose or defective printer cable
B. Overheating

C. Wrong language keyboard

D

Incorrect or corrupted printer driver
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You’re having lunch with a friend. They are charging their phone and you notice that the
phone is swelling. What action should be taken first?

A. Nothing, it’s fine.

B. Disconnect the power, and turn it off.

C. Turn it off, and remove the battery if possible.

D. Replace the battery.

You have a laptop that the user says won’t charge up since they dropped it on the floor while

it was plugged in. It hit on the side with the charger, but it was running fine until the battery
ran out. What might be the most expedient solution?

A. Replace the motherboard.

B. Replace the power connector.

C. Solder the power jack back onto the motherboard.

D. Solder the power cord to the motherboard.

A user complains that their laptop charges only when they wiggle the connector and get it at
a certain angle. What will you most likely need to do?

A. Solder the port back into place.

B. Replace the port.

C. Replace the charger.

D. This can’t be fixed.

Lately your friend’s phone hasn’t been charging very well from the wall outlet. It charges
very slowly, if at all. Once it’s charged it seems to work OK, but when they connect it to

their laptop, the laptop doesn’t recognize the phone. What will you try first to remedy the
situation?

A. Check for debris in the charging port.

B. Spray a port cleaning solution into the phone.

C. Replace the phone battery.

D. Replace the charger block and cord.

Your phone is not charging properly. When you look inside the port you can see corrosion on
the connectors. What should you do?

A. Replace the phone.

B. Replace the port.

C. Use lint-free swabs with a small amount of isopropyl alcohol to gently clean the connec-
tion.

D. Use a toothbrush dampened with isopropyl alcohol to brush the connector clean.
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The laser printer in your office recently started producing images that are not completely set.
When the images come out, people are smudging them as they pick them up. What is causing
this problem?

A. Fusing assembly

B. Exit rollers

C. Drying assembly

D. Charging corona

Guests in the lobby of your office are complaining that the wireless connection is often
dropped and seems to be very slow (high latency). The company president wants their visi-
tors to be happy, so they’ve asked you to take care of the situation. You analyze the wireless

signal strength in the lobby, and it is very weak compared to the rest of the building. What
are the two best solutions? (Choose two.)

A. [Install wired connections in the lobby for visitors.

B. Install a WAP in the lobby.

C. Buy a faster WAP.

D. Install a wireless range extender.

A technician is troubleshooting a computer configured for wired network connection that
can’t connect to the network. They verified that the cable is plugged in, but there are no lights

lit on the network card. The computer could connect yesterday, and no other users report an
issue. Which of the following are most likely to be causing this problem? (Choose two.)

A. Faulty network cable.

B. Faulty network card driver.

C. Incorrect TCP/IP configuration.

D. The cable is unplugged at the other end.

You are troubleshooting network connectivity issues in one section of the building. After a

few hours, you come to the conclusion that the network cables in the wiring closet must be
mislabeled. Which tool is most appropriate to test your theory?

A. Multimeter

B. Cable tester

C. Punchdown tool

D. Tone generator and probe

You have just installed a new HP Laser]Jet printer on your network. You’ve plugged it directly
into a Cat 6a network cable. You try to install the printer on a client using the printer’s

IP address, but you are unable to connect. The printer is in Ready state. What should
you do next?

A. Double-check the printer’s IP configuration information.
B. Stop and restart the spooler service.

C. Take the printer offline and bring it back online.

D

Turn the printer off and back on to save the IP configuration information.
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Your network has recently grown from 50 client computers to about 90. All workstations
on the network are connected using Cat 6 or better cabling, and all network devices support
at least 1 Gbps data transfers. Users have been reporting very slow network speeds since the
expansion, and complaints are now coming more frequently. Which of the following actions
is most likely to help resolve the issue?

A. Add another hub to the network.

B. Upgrade all the cabling to Cat 8.

C. Upgrade the existing router to support 10 Gbps data transfers.

D. Add another switch to the network.

Your junior IT administrator has identified a port on your Cisco switch that is changing bet-
ween up and down repeatedly. What have they observed?

A. Port flapping

B. Port toggling

C. Port flashing

D. Port flagging

Users have been complaining that a network resource has intermittent connectivity. You’ve

identified the problem; the switch port is flapping. The connected device is not EEE com-
pliant, and users need it to be available. What should you do?

A. Configure link flap prevention settings.

B. Replace the offending device.

C. Disable EEE on the switch.

D. Disable EEE on the device.

A user calls you about a printer not working. The user is standing next to the printer

while you are in the next building. What can the user do to be helpful in your diagnosing
the problem?

A. Turn the printer off and on.

B. Read the printer error code.

C. Remove the jammed paper.

D. Check the network link light.

A user calls to report that they can’t access the Internet or a corporate server. However, they

are still able to print to a printer nearby. They have not received any error messages. Other
users in the area are also unable to access the Internet. What is most likely the problem?

A. IP address conflict

B. Default gateway down
C. Incorrect subnet mask
D

Network card failure
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A workstation is sending print jobs directly to a printer that has a stapler as a finishing
option. When they retrieve the print job, the document is not stapled. Which of the following
could be the problem? (Choose three.)

A.
B.
C.
D.

The stapler is empty.
The staples are in backward.
A different printer driver is needed.

The stapler is not enabled.

A message has appeared on the office copier/printer that says “Stapler Jam.” Which of the
following are true? (Choose three.)

A.
B.
C.
D.

The jam must be cleared before anything else is printed.
Print jobs not involving the stapler may still work.
This can be caused by trying to staple too many pages.

The manufacturer documentation should be consulted for procedures to follow.

You set your phone in a cubby on the dashboard of your car while you’re driving. It’s a cold
winter day in upstate New York, so you have the car’s heat on fully. When you get to your
destination and grab your phone, you discover that it has shut down and it won’t turn on
again. What do you need to do?

A.
B.
C.
D.

Buy a new phone.
Heat the phone with a blow dryer.
Let the phone cool down before turning it on again.

Remove the battery and reinstall it.

A user reports that their smartphone is always overheating and constantly locks up. What
should you advise them to do?

A.
B.
C.
D.

Replace the battery.
Open the Power app and set the phone to operate on the low voltage setting.
Turn off the phone and let it cool down.

Replace the phone.

A user reports that the video on their desktop computer does not display properly. There are
several places where the screen will not light up; those spots are always black dots. What is
this a symptom of?

A.

B.
C.
D

Artifacts

Dead pixels
Backlight failure
Overheating
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A user calls the help desk stating that the icons on their computer screen are huge. They
can see only about six of them, and they can’t see the Start menu. What most likely caused
this issue?

A. Failing backlight

B. Incorrect video resolution

C. External interference, such as a fan or a motor
D. Incorrect video driver

You are troubleshooting a desktop computer and receive S.M.A.R.T. errors. To which com-
ponent do these errors refer?

A. SSD
B. RAM
C. CPU

D. Network card

You are troubleshooting a computer system that received a S.M.A.R.T. error. Which of the
following will you do first?

A. Check that the system has adequate cooling/ventilation.

B. Back up the system’s data.

C. Run a drive diagnostic tool.

D. Run a RAM diagnostic tool.

You’re troubleshooting a computer that isn’t booting properly. When the computer is turned

on, the power supply fan spins, but the computer will not POST. When you remove the cover,
you notice the swollen capacitor in the center of the image below. What should you do?
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A. Replace the power supply.
B. Replace the capacitor.
C. Replace the motherboard.
D. Discharge the capacitor.
68. A technician is troubleshooting a desktop computer that they suspect has a network card

problem. They have tested their theory to determine the cause of the problem. According to
the best practice methodology to resolve problems, which step should they take next?

A. Conduct external or internal research based on symptoms.
B. Document findings, actions, and outcomes.
C. \Verify full system functionality.
D. Establish a plan of action to resolve the problem and implement the solution.
69. The desktop computer you are troubleshooting will not retain the proper time and date. You

set the time and date, power the system down, and power it back on. Again, the settings are
incorrect. Which component is likely causing the issue?

A. CMOS battery

B. UEFI
C. Hard drive
D. RAM

70. Your friend’s iPhone always has the wrong time. You tell them it’s a simple fix. What

should they do?
A. Trade in the phone for a new one.
B. Go to Settings, select the General tab, and for Date And Time choose Set Automatically.
C. Replace the phone’s battery.
D. Update the iOS to the latest version.
71. A technician is troubleshooting a RAID 5 array with four hard disks. One of the disks has
failed. What can the technician do to recover the array?
A. Replace the failed disk and rebuild the array.
B. Replace the failed disk and restore from backup.
C. Rebuild the failed disk and restore from backup.
D. Remove the failed disk and rebuild the array.
72. The corporate finance team is getting ready for a presentation in the conference room in

about an hour. They frantically called you because the image the projector is putting on the
screen is fuzzy. Which of the following is the least likely cause?

A. The projector’s lens needs to be cleaned.

B. The projector focus needs to be adjusted.

C. The contrast setting is too high.

D. The PCs resolution is too high for the projector.
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A user reports that regardless of what is showing on their LCD desktop display, they
can always see an outline of another image that never changes. What is the solution to
this problem?

A. Replace the video card.

B. Degauss the display.

C. Replace the display.

D. Clean the screen.

A user claims that on their laptop, the mouse cursor will occasionally jump to different areas

of the screen when they are typing. It is causing problems with their work because they end
up typing in different fields than they need to. What can you suggest that will help this issue?

A. Disable the point stick.

B. Replace the keyboard.

C. Replace the motherboard.

D. Disable the touchpad.

A user is complaining that the mouse drifts away on its own while they are working on their

company laptop. They have changed the batteries, gotten a new mouse pad, and cleaned the
mouse’s sensor. What should they try next to resolve the issue? (Choose two.)

A. Remove and reinstall the mouse driver.

B. Get a new mouse.

C. Plug the mouse into a different USB port.

D. Disable the mouse in control panel.

A coworker comes to you for help with their iPhone. When they touch the screen, it acts as if

they touched it somewhere else. They have already cleaned the touchscreen with a microfiber
cloth. What will you do to help them?

A. Download a calibration app.

B. Adjust the touch accommodations settings.

C. Suggest they get the digitizer replaced.

D. Suggest they get a new phone.

You’re about to refer to a vendor’s instructions for guidance. What step of the best practice
methodology to resolve problems should you be in?

A. Establish a theory of probable cause.

B. Identify the problem.

C. Establish a plan of action to resolve the problem and implement the solution.

D

Document the findings, actions, and outcomes.
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Your Surface Pro tablet running Windows 10 is not responding properly to your touch ges-
tures. What will you do?

A. Buy a new tablet.

B. Use the built-in calibration software.

C. Replace the digitizer.

D. Replace the device.

Your smartphone slipped into the ocean when you were taking pictures. You retrieved it after
a minute or so, but it was wet. What do you do?

A. Place it in a bag of rice.

B. Use a hairdryer to dry it out.

C. Nothing. It’s fine.

D. Immediately turn it off.

A customer comes into your shop with a smartphone that is acting strangely. The sound is

distorted, and there is static when they plug in the headphones. You look into the sim card
slot and see a red line. What will you tell the customer? (Choose two.)

A. This phone may have water damage.

B. This phone has been exposed to high temperatures.

C. There is no way to fix your phone.

D. We can replace corroded components, but the fix may not last.

You are troubleshooting a laptop that you suspect was infected with malware. You have

established your plan of action and implemented the solution. According to the best practice
methodology to resolve problems, which step should you take next?

A. Test the theory to determine the cause.

B. Determine next steps to solve the problem.

C. Verify full system functionality and, if applicable, implement preventive measures.

D. Document findings, actions, and outcomes.

A coworker is getting an error message that says Paper Mismatch. What do you tell them to
do? (Choose three.)

A. Verify that the setting is correct in printer properties or tray properties depending on the
printer.

B. Ensure they’ve selected the right paper size in their software.

C. Remove and replace the paper in the tray, and verify the paper guides are properly
placed.

D. Change their orientation in the software.
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You’ve recently doubled the number of employees in your call center. Users of your compa-
ny’s VoIP phones have been complaining that the calls sound like the person on the other end
is stuttering, if they can understand them at all. What can you do to remedy this situation?
(Choose two.)

A. Add more RAM to each VoIP phone.

B. Setup a VLAN for the phones.

C. Configure QoS to prioritize phones.

D. Configure WoL.

Laser printer users are complaining that their print jobs aren’t printing. They’re using an

accounting package that won’t let them reprint the reports they have printed. When you look
at the print queue you see their print jobs just sitting there. What will you do? (Choose two.)

A. Ensure the printer is turned on.

B. Ensure there is paper in the printer.

C. Stop and restart the print server service.

D. Delete and reinstall the printer in the OS.

A presenter using a projector is near the end of a lengthy presentation when an audible pop is
heard, and the image goes dark. What will you do to fix the situation?

A. Allow the projector to cool down awhile.

B. Unplug the projector, wait 30 seconds, and plug it back in.

C. Reset the lamp timer.

D. Replace the projector bulb.

A user has called the help desk complaining that their computer won’t boot. You’ve asked

them what changes, if any, have been made to the system. What step of the troubleshooting
methodology are you working in?

A. Identify the problem.

B. Establish a theory of probable cause.

C. Test the theory to determine cause.

D. Establish a plan of action to resolve the problem.

A user has a hard drive that needs to be replaced. Before you establish a plan of action to
resolve the problem and implement the solution, what should you do?

A. Verify full system functionality.

B. Refer to the corporate policy for handling hard drive data.

C. Document the findings, actions, and outcomes.
D

None of these.
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You have a NAS system and have observed alternating blinking red and white LEDs. What is
happening?

A. The array is ready to receive data.

B. The drives are booting up or shutting down.

C. The RAID is synchronizing, or software is updating.

D. You’re not sure but will check the vendor’s documentation.

Your home computer was working fine yesterday but today you get an error stating bootable
device not found. Which of the following is most likely?

A. The hard drive has failed.

B. The OS was deleted.

C. The POST is faulty.

D. A USB drive is in a USB port.

Which two of the following are finishing processes that can cause problems with print jobs?
A. Paper orientation

B. Staple

C. Hole punch

D. Paper size

Users on your network are experiencing VoIP calls where they only hear every other word.
What is this a symptom of?

A. Jitter

B. High bandwidth

C. DPacket loss

D. Low latency

A user is trying to print and hole-punch reports on the shared office printer/copier, but every

time the documents come out without holes. Which of the following would be related to this
problem? (Choose two.)

A. The hole punch waste tray is full.

B. The user didn’t properly select Hole Punch.
C. A document was left in the ADF.

D. The hole punch feature is not enabled.

Which of the following is not a symptom of a projector bulb that is burning out?

A. Pop sound

B. Dim image, even in a dark room with the projector brightness up
C. Muddled (not crisp) colors being projected

D. A fan running when you’re done projecting

E. Flickering projector image
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You’re working on a server RAID array and observe that the drive is blinking first green,
then amber, then off. What does this tell you?

A. The drive is preparing to be ejected.

B. You’re not sure but will check the vendor documentation.

C. The drive has failed.

D. The drive is online and is working fine.

You have a multitude of USB drives that you use for different storage purposes, but whenever
you leave one in your PC, the computer tries to boot to the USB port instead of your Win-

dows hard drive and gives you an error message about no boot device found. What can you
do to remedy this situation?

A. Enter BIOS/UEFI and change the boot order so that USB is disabled or last.

B. Put USB locks on all the USB ports.

C. Install the OS on a USB.

D. Install Linux.

A user has called the helpline, and you’re helping them troubleshoot a failed computer. Upon

questioning the user, you discover that there was a lightning storm in their area last night.
What step of the best practice methodology to resolve problems will you perform next?

A. Identify the problem.

B. Establish a theory of probable cause.

C. Establish a plan of action.

D. Document the findings, actions, and outcomes.

You’ve just built a new system with an SSD drive. It POSTs just fine, but it’s telling you that
the hard drive is not found. What should you do first?

A. Replace the SSD with an HDD.

B. Format the hard drive.

C. Ensure that the hard drive’s data and power cable are plugged in.

D. Install the OS.

You are troubleshooting a Windows 10 computer that has crashed. It displays a blue screen

with the error “UNEXPECTED_KERNEL_MODE_TRAP” on it. Which component most
likely caused this problem?

A. RAM
B. CPU
C. SSD
D. PSU
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Your computer has been intermittently rebooting when you play an online video game. You
install a hardware monitoring utility and notice in the log that the CPU temperature spikes
before the system shuts down. Which action should you take first to help resolve the issue?

A. Use the system BIOS to overclock the CPU.

B. Replace the CPU and heat sink.

C. Reseat the CPU heat sink.

D. Replace the power supply.
A user reports that their tablet computer will work on battery power for only about

20 minutes, even after the battery icon says it’s full. They claim that it initially worked on
battery power for several hours. What is the most likely cause of the problem?

A. The user is running too many apps.

B. The user is constantly using the Wi-Fi connection.

C. The battery needs to be charged longer.

D. The battery is failing.
A user complains that when they turn their desktop computer on, nothing appears on the

screen. It sounds like the computer’s fan is running, and the user reported hearing one beep
when the computer powered on. What is the first thing you should check?

A. Is the display plugged into the video port?

B. Did the computer complete the POST properly?

C. s the display turned on?

D. Does another display work on this computer?
The AC adapter for your laptop has a green LED indicator on it. When you plug the

adapter into a wall outlet, the light does not illuminate. What could be the reasons for this?
(Choose two.)

A. The laptop is off.

B. The wall outlet is defective.

C. The AC adapter is defective.

D. The voltage selector for the AC adapter is set incorrectly.
You have downloaded a scheduling app for your Android tablet. After two months of use,

it will not load. You reboot your tablet, and the app still will not open. Other apps appear
to work normally. What should you do?

A. Reset the tablet to factory specifications.

B. Reinstall the app.

C. Ensure that the app is configured to run in Settings.
D. Replace the tablet.
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You have a macOS desktop computer that does not produce an image on the screen when it
boots. You hear a chime sound and normal indicator lights are on. The display is connected
to the computer and the power light is on. What should be your next troubleshooting step?

A. Try the display on another computer or another display on this computer.
B. Replace the video card.
C. Switch the display to another video connector on the video card.

D. Replace the motherboard.

The desktop computer you are troubleshooting will not boot. When you push the power
button, no status light indicators come on, and you do not hear a fan. You verify that the
outlet is working and try a power cord that you know works, but it doesn’t help. Which

component is most likely causing the problem?

A. RAM
B. PSU
C. CPU
D. HDD

While plugging in a VGA display, a user bent some of the pins on the connector. You
attempted to straighten them, but two broke off. If you use this display, what will most
likely happen?

A. It will work properly.

B. It will display incorrect colors.

C. It will display a distorted image.

D. It will produce dim or flickering images.

You have a macOS computer that is beeping during startup. It beeps once every 5 seconds.
What do you need to do?

A. Reseat the RAM.

B. Replace the motherboard.

C. Replace the video card.

D. Nothing. It’s updating firmware.
You’re troubleshooting a printing problem. The user selected to print in landscape mode in

the software, but it comes out as a small box in the middle of a portrait mode page. What
can you do to attempt to fix this? (Choose two.)

A. Tell the user to change their setting to portrait mode.

B. Verify that the printer is set to print in landscape mode.
C. Have the user select a different printer tray.
D

Take the paper out of the printer tray and turn it 90 degrees.
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Your child has a new 3D printer. They’ve been having fun printing all sorts of things, but
today it’s making a grinding noise and not moving. What can you do quickly that might fix
it? (Choose two.)

A. Ensure that the cable moving the printhead moves freely.

B. Check for blockages and debris.

C. Replace the printer’s ink ribbon.

D. Replace the printhead.
The advertising group in your company is complaining that their printer is not printing the
correct colors. Which of the following can you try to correct this problem? (Choose two.)
A. Change the print orientation.

B. Dispose of generic print cartridges and use those made by the manufacturer for this
printer.

C. Reinstall the printer.
D. Change the printer settings to better quality, not faster speed.
A laser printer you are servicing has been producing ghosted images. That is, regardless

of whatever prints, you can always see a faint copy of a previous image that was printed.
What can be causing this? (Choose two.)

A. Dirty charging corona wire

B. Broken cleaning blade

C. Broken fusing assembly

D. Bad erasure lamps
The desktop computer you are troubleshooting will not boot. When you push the power
button, no status light indicators come on, and you do not hear a fan. You verify that the

outlet is working and try a power cord that you know works, but it doesn’t help. What two
things will you do next? (Choose two.)

A. Push the power button in for 10 seconds.

B. Check the I/O switch on the back of the PSU.

C. Check the 115/220 switch on the back of the PSU.

D. Reseat the motherboard’s RAM.
You charged your laptop overnight, but in the morning, it will not power on. You remove
and reinsert the battery, but still it will not power on. The system will power on when you

use the wall adapter, but not the battery, and the battery icon indicates that it’s full. What is
the most likely problem?

A. The battery is defective.

B. The AC adapter is not properly charging the battery.

C. The battery charging icon is not properly reading the battery life.
D

The DC converter between the battery and the motherboard is defective.
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A user complains of a burning smell coming from their desktop computer. You instruct
them to immediately shut the system down. What should be your next step?

A. Replace the power supply.

B. Replace the motherboard.

C. Test the power supply with a multimeter.

D. Inspect the inside of the computer for visible signs of damage.

You have a Xerox color multifunction printer that is making a grinding noise. What is the
first thing you’ll try to fix the problem?

A. Replace the toner cartridge.

B. Clean the printhead lenses.

C. Perform a software reset.

D. Gently shake the toner cartridge.
The company’s advertising department has been printing documents for an upcoming sem-
inar all day. They’ve called you because they noticed that the last few printouts have lighter

images of the print job displayed under the original one. What component will you clean
or replace?

A. The photosensitive drum
B. The corona wire

C. The fusing roller

D. The HVPS

Users are printing to a laser printer, but nothing is coming out. When you look at the print
queue, you see several jobs backed up. The printer is online, has paper, and says Ready.
What should you do to resolve the problem?

A. Turn the printer off and back on.

B. Stop and restart the print spooler.

C. Press the Reset button on the printer.

D. Use the printer’s display to clear out the oldest job, take it offline, and put it back

online.

You are troubleshooting an inkjet printer. Users report that the printer is printing in the
wrong colors. The problem just started happening recently. What could be causing it?
(Choose two.)

A. Incorrect paper

B. Leaking ink cartridges

C. Malfunctioning fusing assembly
D

Malfunctioning stepper motor



152 Chapter 5 = Hardware and NetworkTroubleshooting

119. Lately print jobs have been pulling multiple sheets from the tray instead of just one. You’ve
verified that the paper is the correct weight and that the tray is properly adjusted, and
you’ve fanned the paper’s edges, but it still happens. What component will you likely need
to replace in the printer?

A. Fusing assembly
B. Paper tray
C. Pickup roller or separation pad
D. Primary corona
120. People are complaining that the output from the company’s multifunction device has little

spots all over it, and it’s been getting gradually worse. What will you do to correct this?
(Choose two.)

A. Replace the HVPS.
B. Ensure the correct paper is being used.
C. Thoroughly clean the printer.
D. Blow debris out of the printer with canned air.
121. A user is upset because their Android tablet does not ring whenever they receive a phone
call. What is the first thing you should have them check?
A. If the tablet is configured to receive voice calls
B. If the tablet is in Airplane mode
C. If the tablet is set to silent mode
D. If the tablet’s speakers are working in another application
122. You are troubleshooting a laptop with an integrated wireless networking card. The user
reports that the laptop will not connect to the Internet. When you look at the network

activity lights, the connection and activity lights alternate blinking, in a steady pattern.
What is the most likely cause of the problem?

A. No network connection
B. Incorrect TCP/IP configuration
C. Failed network card
D. Unable to reach a DNS server
123. A user calls to report that they can’t access the Internet or any other network resources.

The IP address on their computer is 169.254.1.102. Which of the following is most likely
to have caused this?

A. Unable to reach a DNS server

B. Unable to reach a DHCP server

C. Unable to reach the default gateway
D.

Unable to read the local host configuration file
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The inkjet printer in your office is producing consistently faded prints. What should you do
to resolve the problem?

A. Replace the paper feed mechanism.

B. Turn up the color dithering.

C. Replace the ink cartridge.

D. Adjust the printhead to be closer to the paper.
The day after an electrical thunderstorm, you are troubleshooting a computer. After you
power it up, it flashes information briefly on the screen and then reboots. It continu-

ously reboots itself after this. Which components are most likely to cause this problem?
(Choose two.)

A. Hard drive
B. Power supply
C. Motherboard
D. CPU

Within the last five minutes, several users in one part of the building have called in to
report that they have lost their network connection. The connection had been working ear-
lier in the day. What is most likely the cause of the problem?

A. Faulty network card drivers

B. Incorrect TCP/IP configuration

C. Bad network cable

D. Faulty switch
A user reports that they cannot see their network shares or email, or even connect to the

printer, but local applications are working fine. You ask what has changed since the last
access, and the user mentions cleaning their desk. What might be the problem?

A. The user might not have logged in.

B. The printer, email, and file server could be offline.

C. The network cable may not be connected.

D. The Group Policy was reconfigured.
During a meeting, the manager mentions the projector has been problematic since the start
of the meeting. They tried running the projector from a few laptops with no success. Mul-

tiple pop-ups were occurring, but it’s unknown what the pop-up windows reported. What
might be your next step?

A. Open the log for information on failed jobs.
B. Check the light source for failure.

C. Verify that cables were attached.
D

Allow the projector to cool down and try again.
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A user reports the wireless Internet connection will randomly shut down in the afternoon.
You check the Internet router by the window to find it still has power. What is the most
likely cause of this problem?

A. Network overloaded

B. Printer queue full

C. Wireless router overheating

D. Workstation requires patching

A technician is troubleshooting a suspected hard drive issue. They are following the trou-
bleshooting methodology. As part of identifying the problem, what should they do?

A. [If necessary, conduct external or internal research based on symptoms.

B. Question the user and identify user changes to the computer.

C. Document findings, actions, and outcomes.

D. Determine next steps to resolve the problem.
A billing clerk just moved from their normal office out to a new office separated from the
loading dock by a cement block wall. The shipping clerk on the loading dock doesn’t have
a problem with wireless connectivity, but the billing clerk can’t get reception in their new

office. When they step out onto the loading dock, their laptop works just fine. Why are they
losing connectivity in their office?

A. They’re too far from the WAP.

B. The cement walls block the signal.

C. The shipping clerk’s PC interferes with the signal.

D. The billing clerk accidentally turned their Wi-Fi off.
Your spouse just began working from home. They’ve decided that they like to work on the
kitchen island, so they moved the router into the kitchen to get a better signal. Now the

Wi-Fi connection gets dropped periodically no matter where they are in the home. What
is going on?

A. Your service provider is limiting the bandwidth.

B. The router is old and needs replacing.

C. The motors in the kitchen appliances are interfering with the Wi-Fi signal.

D. Your spouse needs a better laptop to work from home.
You’ve moved to a new two-story townhouse and are trying to decide where to put your

router. The townhouse is a rather open concept with the dining room near its center. Which
of the following options would be best?

A. On a stand in the corner of the dining room.

B. Next to the metal staircase, so they’ll be a good signal upstairs.
C. Hide it behind the sofa.
D

Set it on a sunny windowsill to reflect the signal back in.
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Your friend dropped their iPad and it landed on its corner, on a rock. Now the screen has
three large cracks from the corner radiating outward. The icons are still visible, and the
home button works, but the screen only responds in some places to touch, and they cut
their finger. What will you tell them? (Choose two.)

A. Recycle it and get a new one.

B. If possible, back up the device.

C. The digitizer and glass need replacing.

D. The display assembly needs replacing.
You are troubleshooting a difficult network connectivity problem. You have tested your

theory to determine cause and found that you were wrong. According to troubleshooting
theory, you have two choices for next steps. What are they? (Choose two.)

A. Tell the user that the problem has been fixed, and document it as such.

B. Verify full system functionality and document findings, actions, and outcomes.

C. Escalate the issue.

D. Establish a new theory of probable cause.
You are troubleshooting a desktop computer that is exhibiting erratic behavior. As part of

establishing a theory of probable cause, what step should you take, as part of the best prac-
tice methodology to resolve problems?

A. Question the user and identify user changes to the computer.

B. Determine next steps to resolve the problem.

C. Establish a plan of action to resolve the problem.

D. If necessary, conduct external or internal research based on symptoms.

You’re at your favorite coffee shop. You want to use their Wi-Fi, but your smartphone
didn’t automatically connect like it usually does. What do you suspect?

A. Their WAP is down.

B. Airplane mode is on.

C. Their DNS server is down.

D. Your phone is damaged.
You’re in an office building and need to make a phone call, but when you look at your
phone, you have half of a bar. What should you do?

A. Ask to join their Wi-Fi and use it to make a call.

B. Move toward an outside wall.
C. Move closer to the elevator.
D

Go to a lower floor.
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You are troubleshooting a computer with a RAID 0 array using four disks. One of the disks
fails. What can you do to recover the array?

A. Rebuild the failed disk and restore from backup.

B. Replace the failed disk and rebuild the array.

C. Replace the failed disk and restore from backup.

D. Remove the failed disk and rebuild the array.
You are troubleshooting a Windows desktop computer that appears to be having driver

issues. According to troubleshooting methodology, when is the appropriate time to perform
backups of the system?

A. After verifying full system functionality and implementing preventive measures

B. Before making changes

C. After documenting findings, actions, and outcomes

D. Before identifying the problem
The laser printer in your office is about eight years old. Recently, when you print, you occa-
sionally get “low memory” error messages. What should you do to fix the problem?

A. Stop and restart the print spooler.

B. Implement printing priorities for the most important users.

C. Upgrade the printer’s memory.

D. Upgrade the printer’s hard drive.
You are troubleshooting a recently installed three-disk RAID array. The original technician
left notes that they were concerned about creating multiple points of potential failure in

the system. Which type of RAID array creates more points of potential failure than a single
hard drive?

A. RAID 10
B. RAID1
C. RAIDO
D. RAIDS

You’ve been working awhile and decide to restart your Windows 10 computer, but instead
of booting into the OS, the screen flashes on and off several times and seems to restart.
What is likely happening?

A. The OS is performing updates.
B. The display is about to fail.

C. The hard drive is about to fail.
D. The display cable is loose.
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A technician is troubleshooting a Windows laptop that won’t boot properly. They have
established a theory of probable cause. According to troubleshooting methodology, what
should they do next?

A. Identify the problem.

B. Test the theory to determine cause.

C. Establish a plan of action to resolve the problem and implement the solution.

D. Document findings.

The display on your laptop seems to go off and on whenever you move it. What’s
happening?

A. The video cable is loose.

B. The laptop is failing.

C. The battery is failing.

D. The motherboard is failing.
Your employer has a heavily used conference room with a ceiling mounted projector. The
projector connects to users’ laptops with an HDMI cable. Lately users are complaining that

no matter what computer is connected to the projector, the sound is muffled. What will you
try first to fix it?

A. Replace the lamp assembly.

B. Replace the HDMI cable.

C. Clean the speakers.

D. Clean the lens.
A day-long training is happening in your company’s conference room. The group took a

break for lunch and when they returned, the projector was off. The presenter has called you
for help. What has most likely happened?

A. The projector overheated.

B. The projector entered standby.

C. The power cable is loose.

D. The lamp has burned out.
You are about to begin troubleshooting a laptop with no display. According to the best

practice methodology to resolve problems, what should you always consider before you
begin troubleshooting?

A. The user’s feelings

B. The cost associated with hardware replacement

C. The implications of delivering bad news to management
D

The corporate policies, procedures, and impacts before implementing changes
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You just installed an additional new hard drive in your Windows 10 desktop computer,
but when you turn the computer back on, the drive shows in the BIOS/UEFI but not in File
Explorer. What is your next step?

A. Replace the new drive.

B. Check the drive’s data and power cables.

C. Partition and format the drive.

D. Reinstall the OS.
Your friend’s home theater projector is turning off unexpectedly. Which one of the follow-
ing is not a possible cause?

A. The power cable is loose.

B. The unit is overheating.

C. The filter needs cleaning.

D. The HDMI cable is loose.

Over time, the hard drive performance of your computer has gotten slower. A quick check

of Performance Monitor shows that your disk read/writes are taking more time as com-
pared to the baseline. What should you do to resolve this issue?

A. Format the hard drive and restore the data.

B. Enable write caching on the drive.

C. Delete the partition, create a new one, and restore the data.

D. Run chkdsk.
Your server’s drive read/write times are a bottleneck in your system, and you’re concerned

about downtime in the event of a drive failure. Which of the following will improve
performance and fault tolerance?

A. Replace the HDD with an SSD.

B. Install RAID 0.

C. Install RAID 1.

D. Install RAID 5.

You’ve been troubleshooting a network connectivity issue for a user at your company and

just resolved it. You’ve verified that the system is fully functioning again and talked to the
user about how to prevent this problem in the future. What is your next step?

A. Hand them the bill.

B. Document the finding, actions, and outcomes.
C. Consider corporate policies and procedures.
D.

Thank them for their patience.
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154. You are troubleshooting a computer that will not boot properly. When you power it on, it
produces a series of beeps. Which components are most likely to be causing this to happen?
(Choose two.)

A. BIOS
B. Hard drive
C. Network card
D. RAM
155. You are working on a laptop that appears to be frozen. You press the Num Lock key

several times, but the indicator light remains on. What should you do to try to resolve
this issue?

A. Push and hold the power button until the laptop turns off, and reboot.
B. Remove the battery and disconnect the laptop from an AC power source, and reboot.
C. Press and hold the Num Lock key until the light turns off.
D. Press Ctrl+Alt+Del to reboot the laptop.
156. A user reports that their mobile phone is extremely hot and appears to be locked up. What
should you instruct them to do?
A. Plug the phone into a wall outlet or USB port to charge it.
B. Turn the phone off and let it cool down.
C. Perform a factory reset of the phone.
D. Open the Power app and set the phone to operate on the low voltage setting.
157. You have an Android phone and it’s running slowly. The problem seems to be isolated to

one app in particular. You check and you have plenty of free memory. You have rebooted
the phone several times and the app is still slow. What should you try next?

A. Hold the power button and the Home button simultaneously for 10 seconds, and the
phone will reset.

B. Reset the phone to factory specifications.
C. Uninstall and reinstall the app.
D. Geta new phone.
158. The desktop computer in your office’s lobby plays a welcome video for guests. Recently, the

audio started intermittently failing. You replaced the speakers, and it still happens. What is
the next step you should take in troubleshooting the issue?

A. Replace the motherboard.
B. Reseat the speakers.

C. Replace the sound card.
D

Reseat the sound card.
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159. You have just used administrative privileges to install a printer on a user’s workstation.
When the user tries to print to the printer, they get an error message saying access denied.
What is the cause of this problem?

A. The printer is offline.
B. The printer is out of memory.
C. The print spooler needs to be restarted.
D. The user does not have the security permissions to print.
160. The inkjet printer in your office jams a lot and produces many crinkled papers. What is the
most likely cause of this?
A. Incorrect paper tension settings
B. Dirty printheads
C. Obstructed paper path
D. Paper thatis too dry
161. While replacing a toner cartridge in a laser printer, a technician spilled toner on and around
the printer. What should be used to clean up the spill?
A. A damp cloth
B. Compressed air
C. A toner vacuum
D. Denatured alcohol
162. You are disassembling a defective laptop to replace the motherboard. Which of the follow-
ing steps are recommended? (Choose two.)
A. Place the screws in a multicompartment pill box and label where they go.
B. Remove the hard drive before removing the motherboard.
C. Label where the cables plug into the motherboard.
D. Use needle-nose pliers to remove the motherboard from the spacers.
163. A user reports that their LCD display is flickering constantly. What is the easiest course of
action to resolve this problem?
A. Replace the video card.
B. Replace the display.
C. Remove external interference such as fans or motors.
D. Degauss the display.
164. You are having problems printing to a networked printer from your Windows workstation.

Several jobs were sent, but none printed. You just tried to print a test page and nothing
came out. What should you do?

A. Check your connections and stop and restart the print spooler.
B. Turn the printer off and back on.

C. Use the printer’s display to clear out the oldest job, take it offline, and put it back
online.

D. Press the Reset button on the printer.
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A user reports that none of the keys on their laptop keyboard seem to work. They have
rebooted the computer and the problem has not gone away. They need to finish an impor-
tant paper before lunch. What should you do next?

A. Replace the keyboard.

B. Check to ensure that the internal keyboard is still connected properly.

C. Connect an external keyboard using the USB port.

D. Clean under the keys of the keyboard with compressed air.
At random times, your computer will completely lock up, requiring a hard reboot. Which
two components are most likely to cause this type of problem? (Choose two.)

A. CPU

B. RAM
C. PSU
D. GPU

You are consulting with a user who has a failed hard drive in a Windows computer. The
user needs to get critical data off the drive but did not make a backup. Are there any
options to recover the data?

A. There is no way to recover data from the failed drive.

B. Use the Windows Disk Repair tool to create a backup and then restore the backup to
a new hard drive.

C. Use a file recovery service or software package to try to recover the data.
D. Install a second hard drive of the same or larger size. During Windows installation,

choose Recover Contents Of Hard Drive from the Advanced Options menu.

In the morning, a user calls from their desk and reports that their laptop will not connect
to the wireless network. They have never had a problem connecting to the wireless network
from that location. When you look at their wireless adapter, you notice that there are no
lights illuminated. What is most likely the problem?

A. They are not receiving a Wi-Fi signal.

B. The SSID cannot be found.

C. Their wireless card is disabled.

D. There is a conflict between the wireless card and wired network port.
Your iPhone 11 has appeared to lock up. The touchscreen is unresponsive. You press and

hold a volume button and the side button, but it does not turn off. What should your
next step be?

A. Press and release the volume up button, press and release the volume down button,
and press and hold the side button.

B. Use a paper clip to press the recessed reset button on the bottom of the phone to reset
the phone.

C. Hold the side button and the up and down volume buttons simultaneously for 10
seconds and the phone will reset.

D. Geta new phone.



162

170.

171.

172.

173.

174.

Chapter 5 = Hardware and NetworkTroubleshooting

You frequently need to carry your laptop around the building as you troubleshoot com-
puter issues. In several places, you notice that the Wi-Fi connection drops completely. What
is the most likely cause of this problem?

A. You are walking too fast for the Wi-Fi to stay connected.

B. Low RF signal.

C. Opversaturated WAP.

D. Failing Wi-Fi antenna in the laptop.

You have just installed a printer on a client computer. When you print to the printer, the
output is completely garbled characters. What is the most likely cause of this problem?

A. The print spooler

B. The printer’s memory

C. The printer driver

D. The print queue
A user’s laptop computer does not display anything on the screen, although the power light
and other indicator lights are on. You plug in an external display, and after you toggle the

LCD cutoff switch, an image appears on the external display. Which components are most
likely causing the problem? (Choose two.)

A. Video driver

B. Backlight

C. Screen

D. Video card
You have an Android phone and it’s running very slowly. The apps aren’t working as fast
as they used to, but you still have plenty of free memory. You have rebooted the phone

several times and it’s still slow. You tried running only one app at a time and it’s still slow
regardless of what app you’re running. What should you try next?

A. Hold the power button and the Home button simultaneously for 10 seconds, and the
phone will reset.

B. Back up the phone, then reset it to factory specifications.

C. Uninstall and reinstall all apps.

D. Get a new phone.
The laser printer you are using has started producing all-black pages. What should you do
to fix the problem?

A. Use the display to initiate a self-cleaning cycle.

B. Use a maintenance kit to clean the printer.
C. Replace the toner cartridge.
D.

Turn the printer off and back on again.
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You have installed an internal RAID controller and configured a RAID-5 array on it with
four hard disks. It has been operating normally. Today when you boot up, you receive

an error message saying, “RAID not found.” Which component is most likely causing
this issue?

A. One of the four hard disks

B. The RAID controller

C. The system BIOS/UEFI

D. The onboard hard drive controller

One of your friends complains that when playing action games on their computer, the
screen is slow to refresh and the motion is often jerky. Their system has a video card; their

graphics are not integrated with the CPU. What should be done to resolve this problem?
(Choose two.)

A. Buy a display with a faster refresh rate.

B. Increase system RAM.

C. Increase video memory.

D. Lower the screen resolution.
A user shows you their mobile device, and the screen is constantly flickering. They have

turned the device off and on again, and it still happens. Which component is likely causing
the problem?

A. Display

B. Video card

C. Backlight

D. Converter
You are troubleshooting a laptop computer that has a pointing stick in the center of the
keyboard. If nobody is moving the external mouse, the cursor will slowly drift up and to

the right. You have tried a different external mouse and the problem still happens. What
should you do to resolve the problem?

A. Replace the laptop keyboard.

B. Recenter the laptop’s point stick.

C. Recenter the laptop’s touchpad.

D. Replace the laptop motherboard.
A remote workstation can’t connect to the network. You want to narrow down the

problem to the UTP cable or the network card. Which tool can help you determine whether
the cable is causing the problem?

A. Multimeter
B. OTDR

C. Cable tester
D

Crimper
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180. An iPhone user just downloaded a new app that requires the use of GPS. It doesn’t function
properly. Another app they have on their phone also needs GPS, and it also does not work.
How do they configure the phone to let the new app work properly?

A. Enable GPS under Settings > Privacy.
B. Enable Location Services under Settings » Privacy.
C. Enable GPS under Settings » Location Services.
D. Enable Location Services under Settings > GPS.
181. A technician just replaced the toner cartridge in a laser printer. Now the printer only prints
blank pages. What should you do to resolve the problem?
A. Stop and restart the print spooler.
B. Reinstall the printer driver.
C. Replace the toner cartridge with a new toner cartridge.
D. Remove the toner cartridge, remove the sealing tape, and then reinstall the cartridge.
182. A user just started having intermittent network access problems. While you’re trouble-
shooting, a message pops up saying Windows has detected an IP address conflict. Your

network has a DHCP server. You open the user’s TCP/IP properties and it’s configured as
shown here. What do you need to do to resolve the issue?

Internet Protocol Version 4 (TCP/IPvd) Properties x

General  Alternate Configuration
You can get IP settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtan an P address automatcally
(O Use the following IP address:

(@) Obtain DNS server address automatically
(O Use the following DNS server addresses:

Advanced...
o ] conce

A. On the DHCP server, exclude the user’s IP address from the scope.
B. On the user’s computer, run ipconfig /release and ipconfig /renew.

C. On the user’s computer, set it to Use The Following IP Address and assign them a dif-
ferent address.

D. Use a packet sniffer to determine the computer with the duplicate address, and change
that computer to obtain an IP address automatically.
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You are troubleshooting network connectivity issues from a Linux workstation. Which
command should you use to check the computer’s IP address and subnet mask?

A. ping

B. dipconfig
C. ifconfig
D. netstat

You are troubleshooting a Windows 10 computer that appears to be unresponsive. You
press the Caps Lock key on the keyboard, but the Caps Lock light on the keyboard does
not light up. What is most likely happening?

A. The keyboard has malfunctioned.

B. The system is waiting for a process to finish and will respond soon.

C. The motherboard has failed.

D. The system has locked up and needs to be rebooted.
A user reports that their computer is running slowly. When you investigate, you notice that
the free disk space is at 5 percent. What is the first solution to try?

A. Add more RAM.

B. Remove old files or applications.

C. Format the hard drive and reinstall from backup.

D. Replace the hard drive.

About a dozen network cables were unplugged from the patch panel, and none of them is
labeled. You are at the one workstation that needs to be reconnected, and another techni-
cian is in the wiring closet. You want to set this computer to persistently check network
connectivity so that you know when the other technician plugs in the right cable. Which
command should you use?

A. ping -t
B. ping -p
C. ping -1
D. ping -n

You are troubleshooting a laptop, and some of the keys on the left side of the keyboard
are constantly sticking. The user says that a little soda might have spilled on the keyboard.
What should you do first to resolve the issue?

A. Use a slightly dampened cotton swab to clean under the keys.

B. Remove the keyboard and rinse it with soap and water in a sink.
C. Replace the keyboard.

D. Hold the keyboard upside down and shake it.
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A user complains that sometimes their computer will not open files, and it happens in dif-
ferent programs. Which component is most likely to cause this problem?

A. RAM

B. CPU

C. HDD

D. Motherboard
The LCD display you use with your desktop suddenly became very dim. You have

attempted to adjust the brightness settings, but even on the highest setting the picture is still
dim. What will most likely resolve the issue?

A. Degauss the display.

B. Replace the backlight.

C. Replace the screen.

D. Replace the inverter.
The lines of print on your inkjet printer are unevenly spaced. Some are too close together,
while others are too far apart. What is the most likely cause of this problem?

A. Paper feed mechanism

B. Exit rollers

C. Print cartridge

D. Stepper motor
A user calls the help desk to complain that they’re getting an error message stating “SSID

not found.” Then you get a second call for the same reason. Both users were connected
from the same locations the day before. What is most likely the problem?

A. Low RF signal.

Oversaturated WAP.

SSID broadcast is disabled.
The WAP is down.

The user’s NIC is not working.

moow

You have sent several print jobs to a networked printer and nothing has printed. You do
not have printer administrator access. What can you do to see whether your Windows com-
puter is communicating properly with the printer?

A. Send the print job in RAW format.
B. Stop and restart the print spooler.

C. Print a test page.
D.

Print a blank document from Notepad.
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You are troubleshooting a laptop that has a poor battery life. It will work for only about
30 minutes on a full charge. Which two things should you try first? (Choose two.)

A. Replace the battery.

B. Perform a battery calibration.

C. Drain the battery completely and then charge it fully.

D. Open the Power Management app and set the laptop to run on low energy mode.
A user is unable to connect to your Wi-Fi network. When you look at their device, there
is nothing to indicate that Wi-Fi is working, and Airplane mode is off. You next look in

Device Manager and see a yellow exclamation point next to the Wi-Fi NIC. What will your
next step be?

A. Replace the NIC.

B. Replace the device.

C. Update the driver.

D. Provide a USB NIC.
You have installed a PCle RAID controller and want to create a RAID-5 array with three

disks. You plug the disks in and boot up the computer. The RAID array is not detected.
Where should you go to set up or troubleshoot the RAID array?

A. Windows Device Manager

B. Windows Disk Management

C. The RAID controller’s BIOS

D. System BIOS/UEFI
A user complains of a loud whining noise coming from their computer. It occurs whenever

the computer is on and is relatively constant. Which component is most likely to cause
this problem?

A. RAM
B. SSD
C. CPU
D. PSU

You have just upgraded the RAM in a desktop computer. After you power on the computer,
no video appears on the screen, and the computer produces a series of three long beeps.
What does this indicate?

A. The system BIOS detected an error in the POST routine.
B. The system BIOS completed the POST routine normally.
C. The RAM is faulty.
D

The motherboard needs to be replaced.
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A user with an 802.11ac network adapter is trying to join your 802.11ax network. Their
laptop is next to yours, which is connected to the network. However, they are unable to
locate the SSID. What is the most likely cause of the problem?

A. 802.11g is not compatible with 802.11n.

B. SSID broadcasting is disabled on the wireless access point.

C. The user is out of range of the wireless access point.

D. The SSID has been changed.
A user’s Android 7 phone has been crashing and they complain that their data usage

has gone way up although their phone habits haven’t changed. What will you suspect is
the problem?

A. Bad battery

B. Water damage

C. Malware

D. Loose data cable
You are troubleshooting a laser printer that keeps producing vertical black lines running
down the page. Which component is most likely causing this problem?

A. Fusing assembly

B. Pickup rollers

C. Exitrollers

D. EPdrum
A user reports that the screen on their tablet computer is very dim and difficult to see.

They’ve adjusted it to the maximum brightness and it’s still dim. Which component is likely
causing the problem?

A. Backlight

B. Converter

C. Display

D. Video card
You have been troubleshooting a computer, and you believe the power supply has failed.

Which of the following tools can you use to test the integrity of the power supply?
(Choose two.)

A. Power supply tester
B. Loopback plugs

C. POST card
D

Multimeter
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203. A user is trying to display a presentation on a projector, but nothing appears on the
external screen. They try toggling their LCD cutoff switch, and it doesn’t help. Another user
had just presented on the projector, and it worked fine. Which component is most likely
causing the problem?

A.
B.
C.
D.

Backlight
Display
Video port

Inverter

204. A mobile phone user is unable to connect the phone to their wireless headset so they can
make hands-free calls. Their iPhone screen is shown here. What is most likely the problem?

0w

D.

Ll S

@ Airorop Lo AirPlay

I ©¢ & B @

His wireless headset is turned off.
Bluetooth is disabled.
AirPlay is disabled.

Airplane mode is enabled.

205. Your corporate office has sent a memo that all remote offices must use a security protocol
that your WAP doesn’t support. What should you do first?

A.

B.
C.
D

Update the WAP’s firmware.
Replace the WAP.
Buy all new devices.

Keep using the old security protocol.
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You’re considering storage devices for a NAS. Some drives are HDD, and some are SSD.
You need to balance drive speeds and price. What will you use to compare the drive speeds?

A. RPM

B. 10PS
C. Mbps
D. Gbps

Your client is running a NAS with ten 16 TB HDDs for a total capacity of 160 TB. They
are complaining that the storage array’s average IOPS isn’t enough to keep up with
company demands. What might they replace the HDDs with to maintain capacity but
increase performance? (Choose two.)

A. Asingle 160 TB HDD

B. Twenty 8 TB HDDs

C. Ten 16 TB SSDs

D. Five 20 TB HDDs

A routine check of IOPS of your NAS reveals that it has dropped significantly. What is a
likely cause? (Choose two.)

A. The HDDs were replaced by SSDs.

B. Usage patterns have changed.

C. The HDDs were replaced with M.2 drives.

D. A drive in the array has failed.
A user complains that they can barely see the image on their smartphone. Everything seems
to work fine, but they can’t see it. What will you do first?

A. Check the brightness settings.

B. Replace the display assembly.

C. Turn on location settings.

D. Replace the battery.
You’re at a friend’s house. Your phone was working fine before you got here, and it usually
works fine when you are here, but now it’s taking forever to try to load a web page, and

then it times out and asks if you want to use cellular data. You’re at your data plan’s limit.
What should you do?

A. Tell it to forget this network and ask your friend for the new password.
B. Use your cellular data and pay the overcharges.

C. Check for problems with their router.

D. Try a different website.
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You just installed and configured a new WAP to provide better network connectivity in
a remote part of the building. When you turn your laptop on to check the connectivity,

there are only a couple of bars even though you’re looking up at the WAP. What do you
need to do?

A.
B.
C.
D.

Increase the signal strength.
Broadcast its SSID.
Turn on your laptop wireless.

Adjust the antennas.

You’re taking a walk around the exterior of your office building when your Wi-Fi analyzer
shows that your network is visible in the parking lot. You’re concerned that an unautho-
rized person can connect to your wireless network. What should you do?

A.
B.
C.
D.

Enable SSID broadcast.

Lower the WAP’s power setting.
Increase the WAP’s power setting.
Turn off the WAP’s broadcast.

Your Wi-Fi network is experiencing some interference, which is causing poor performance
and making it unstable. Which of the following might help? (Choose two.)

A.

B.
C.
D

Enable SSID broadcast.
Disable SSID broadcast.
Increase the WAP’s power setting.

Choose a different channel.
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Operating Systems

THE COMPTIA A+ 220-1102TOPICS
COVERED INTHIS CHAPTER INCLUDETHE
FOLLOWING:

v 1.1 Identify basic features of Microsoft Windows editions.
Windows 10 editions
Home
Pro
Pro for Workstations
Enterprise
Feature differences
Domain access vs. workgroup
Desktop styles/user interface
Availability of Remote Desktop Protocol (RDP)
Random-access memory (RAM) support limitations
BitLocker
gpedit.msc
Upgrade paths

In-place upgrade

v 1.2 Given a scenario, use the appropriate Microsoft
command-line tool.

Navigation
cd
dir
md
rmdir
Drive navigation inputs:

C:orD:orx:




Command-line tools
ipconfig
ping
hostname
netstat
nslookup
chkdsk
net user
net use
tracert
format
Xcopy
copy
robocopy
gpupdate
gpresult
shutdown
sfc
[command name] I?
diskpart
pathping
winver

v 1.3 Given a scenario, use features and tools of the
Microsoft Windows 10 operating system (OS).

Task Manager
Services
Startup
Performance
Processes

Users




Microsoft Management Console (MMC) snap-in
Event Viewer (eventvwr.msc)
Disk Management (diskmgmt.msc)
Task Scheduler (taskschd.msc)
Device Manager (devmgmt.msc)
Certificate Manager (certmgr.msc)
Local Users and Groups (lusrmgr.msc)
Performance Monitor (perfmon.msc)
Group Policy Editor (gpedit.msc)
Additional tools
System Information (msinfo32.exe)
Resource Monitor (resmon.exe)
System Configuration (msconfig.exe)
Disk Cleanup (cleanmgr.exe)
Disk Defragment (dfrgui.exe)

Registry Editor (regedit.exe)

v 1.4 Given a scenario, use the appropriate Microsoft
Windows 10 Control Panel utility.

Internet Options

Devices and Printers
Programs and Features
Network and Sharing Center
System

Windows Defender Firewall
Mail

Sound

User Accounts

Device Manager

Indexing Options




Administrative Tools
File Explorer Options
Show hidden files
Hide extensions
General options
View options
Power Options
Hibernate
Power plans
Sleep/suspend
Standby
Choose what closing the lid does
Turn on fast startup
Universal Serial Bus (USB) selective suspend

Ease of Access

v 1.5 Given a scenario, use the appropriate Win-
dows settings.

Time and Language
Update and Security
Personalization

Apps

Privacy

System

Devices

Network and Internet
Gaming

Accounts




v 1.6 Given a scenario, configure Microsoft Windows
networking features on a client/desktop.

Workgroup vs. domain setup
Shared resources
Printers
File servers
Mapped drives
Local OS firewall settings
Application restrictions and exceptions
Configuration
Client network configuration
Internet Protocol (IP) addressing scheme
Domain Name System (DNS) settings
Subnet mask
Gateway
Static vs. dynamic
Establish network connections
Virtual private network (VPN)
Wireless
Wired
Wireless wide area network (WWAN)
Proxy settings
Public network vs. private network
File Explorer navigation - network paths

Metered connections and limitations

v 1.7 Given a scenario, apply application installation
and configuration concepts.

System requirements for applications

32-bit vs. 64-bit dependent application
requirements

Dedicated graphics card vs. integrated




Video random-access memory (VRAM)
requirements

RAM requirements
Central processing unit (CPU) requirements
External hardware tokens
Storage requirements
OS requirements for applications
Application to OS compatibility
32-bit vs. 64-bit OS
il o Distribution methods
RN 1Ly nr Physical media vs. downloadable
' : ISO mountable
Other considerations for new applications
Impact to device
Impact to network
Impact to operation

Impact to business

v 1.8 Explain common OS types and their purposes.
Workstation OSs
Windows
Linux
macOS
Chrome OS
Cell phone/tablet OSs
iPadOS
i0S
Android
Various filesystem types
New Technology File System (NTFS)

File Allocation Table 32 (FAT32)




Third extended filesystem (ext3)

Fourth extended filesystem (ext4)

Apple File System (APFS)

Extensible File Allocation Table (exFAT)
Vendor life-cycle limitations

End-of-life (EOL)

Update limitations

Compatibility concerns between OSs

v 1.9 Given a scenario, perform OS installations and
upgrades in a diverse OS environment.

Boot methods

USB

Optical media

Network

Solid-state/flash drives

Internet-based

External/hot-swappable drive

Internal hard drive (partition)
Types of installations

Upgrade

Recovery partition

Clean install

Image deployment

Repair installation

Remote network installation

Other considerations

Third-party drivers

Partitioning

GUID [globally unique identifier] Partition
Table (GPT)

Master boot record (MBR)




Drive format
Upgrade considerations
Backup files and user preferences

Application and driver support/backward
compatibility

Hardware compatibility
Feature updates

Product life cycle

v 1.10 Identify common features and tools of the
macOS/desktop OS.

Installation and uninstallation of applications
File types
.dmg
.pkg
-app
App Store
Uninstallation process
Apple ID and corporate restrictions
Best practices
Backups
Antivirus
Updates/patches
System Preferences
Displays
Networks
Printers
Scanners
Privacy
Accessibility

Time Machine




Features
Multiple desktops
Mission Control
Keychain
Spotlight
iCloud
Gestures
Finder
Remote Disc
Dock

Disk Utility

FileVault

Terminal

Force Quit

v 1.11 Identify common features and tools of the Linux
client/desktop OS.

Common commands

cp

rm
chmod
chown
su/sudo
apt-get
yum

ip

df




grep
ps
man
top
find
dig
cat
nano
Best practices
Backups
Antivirus
Updates/patches
Tools
Shell/terminal

Samba
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You want to transfer files from your computer to a remote server. To do this, you want to
connect to a shared directory on the server and copy the files. Which command-line utility
will allow you to do this?

A. netstat
B. net

C. netshare
D. netdom

A technician is troubleshooting a computer that occasionally will not read data from the
hard drive. What should they try first?

A. Run Defragment and Optimize Drives.

B. Run chkdsk at a command prompt.

C. Format the hard drive and reinstall the OS.
D. Replace the hard drive.

You have replaced a failed hard drive and need to prepare the new drive for data storage.
Which utility will you use first?

A. format
B. chkdsk
C. diskpart
D. gpupdate

You are at a Windows computer with the Command Prompt open. You believe that a user is
improperly accessing files on a shared folder named docs. On the Windows computer, the
D:\userfiles folder is shared as docs. Which command will immediately stop the sharing
of this folder?

A. net share D:\userfiles /delete

B. net share D:\userfiles /stop

C. net share docs /delete

D. net share docs /stop

You want to use BitLocker to encrypt the company president’s laptop drive, but when you

go into Control Panel to find it, it isn’t there. What Windows 10 edition does this com-
puter have?

A. Home

B. Pro

C. Pro for Workstations
D

Enterprise
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6. Which of the following Windows editions support ReFS (Resilient File System)?
(Choose two.)

A. Home
B. Pro
C. Pro for Workstations
D. Enterprise
7. You just purchased a new computer that has four CPUs. What edition of Windows will you
need, at a minimum, to take advantage of the computer’s processing capability?
A. Home
B. Pro
C. Pro for Workstations
D. Enterprise
8. An employee wants to bring their Windows device to use at work. At work they will need to

log into a domain. Which reason below will prohibit the employee from using their device on
the domain?

A. Their device only has one processor.
B. Their device OS is Windows Home.
C. Their device only has 8 GB of RAM.
D. Their device must be Windows Enterprise.
9. One of your technicians needs to use the Task Manager utility. What are ways they can open
Task Manager? (Choose two.)
A. Press Ctrl+Alt+Delete and then click Task Manager.
B. Press Ctrl+Shift+T.
C. Press Ctrl+Alt+T.
D. Press Ctrl+Shift+Esc.

10. You need to configure Internet connections on a Windows workstation. Which tabs of the
Internet Options utility in Control Panel would you use to set the home page and enable the
pop-up blocker?

A. Connections, Security
B. General, Security

C. General, Privacy
D

Connections, Privacy
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A network connection doesn’t seem to be working as it should. You’ve verified that the cables
are good from end to end. Where can you quickly look in the OS to see if there is a problem
with the onboard NIC driver?

A. Device Manager

B. Programs and Features

C. File Explorer Options

D. Ease of Access

A salesperson in your company travels regularly to foreign countries, through different

time zones. They have asked you if there is a way to set their Windows 10 PC so that it will
always show the time and date for their location. How can this be done?

A. In Windows Settings, choose Time & Language, then Date & time, and select Set time
automatically.

B. In Control Panel, choose Date and Time, then select Set Time Zone Automatically.

C. In Windows Settings, choose Date And Time, then select Synchronize Your Clock.

D. In Windows Settings, choose Time & Language, then choose Date & time, and select Set
time automatically and Set time zone automatically.

One of your Windows 10 users has limited eyesight and has asked you to enable voice

activation for as many applications as possible. Where can this be done?

A. In Control Panel, Default Programs

B. In Windows Settings, under Privacy, Notifications

C. In Windows Settings, under Privacy, Voice Activation

D. In Control Panel, Indexing Options

You are working with a customer that has a small workgroup (peer-to-peer) network with

Windows 10 PCs. The employee computers have a program that requires using the X: drive.

Several computer users need to be able to access this drive, which is actually a shared folder

located on the manager’s PC. What can you do to make this drive available for other com-
puters to access as drive X:? (Choose two.)

A. On each client computer, open File Explorer, click This PC, then click Map network
drive. Choose drive letter X, then navigate to the shared resource.

B. On the manager’s PC, navigate to the shared folder, then right-click it and choose Map
network drive.

C. On the manager’s PC, ensure that each user who will connect to the manager’s PC has a
user account.

D. On the client computer, create a folder called Drive X:, then on the manager’s PC,
map Drive X: to that folder.
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15. You are setting up a network for a very small company. They have a total of 10 computers
running a mix of Windows 10 Home and Windows 10 Pro computers, and they have a
network-attached printer. What will you use to allow them to share files and their printer?

A. Domain
B. Workgroup
C. Homegroup
D. Crossover cables
16. A user’s Windows workstation seems to be using an excessive amount of memory. Which
management tool could you use to identify the application that is causing the problem?
A. Performance Monitor
B. Computer Management
C. Windows Memory Diagnostics
D. Processes tab of Task Manager
17. The CEO will be attending several meetings whose discussions must remain confidential.

They want to ensure that the microphone on their Windows 10 PC is not available while they
are using certain apps. Where can these settings be configured?

A. In Windows Settings, choose Privacy, then Microphone.
B. Device Manager.
C. Computer Management.
D. In Windows Settings, choose Personalization.
18. You are manually configuring IPv4 addresses on a computer. The IP address is 200.100.1.10,

and the network number is 200.100.0.0. What is the appropriate subnet mask for
this computer?

A. 200.100.0.0

B. 255.255.0.0

C. 0.0.255.255

D. 192.168.0.0
19. You are configuring a Windows client computer on a network that has a DHCP and DNS

server attached. Where will the computer get its IP address and subnet mask?

A. You will manually configure them in Windows Settings by choosing Personalization.

B. You will manually configure them in Windows Settings, by choosing Network & Internet.
C. It will automatically get them from the DHCP server.
D

It will automatically get them from the DNS server.
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20. You have been told to configure a static IP of 110.110.1.5 for a server. This server will need

21.

to be able to access the Internet. Which one of the following is not a required setting to
configure?

A. Default gateway
B. 1P address

C. Proxy server

D. Subnet mask

Considering the graphic, what is most likely the IP address of a router?

o+ O

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix . : lanl

Description . . . . . . . . . . . : Intel(R) Dual Band Wireless-AC 7265
Physical Address. . . . . . . . . : 48-45-20-C1-12-BD

DHEP Enabded: - o o v ¢ ooz oo 3 YES

Autoconfiguration Enabled . . . . : Yes

Link-local IPvé Address . . . . . : fe8@::308c:fee2:2ach:8337%17(Preferred)
IPv4 Address. . . . . . . . . . . : 192.168.1.229(Preferred)

Subnet Mask = .o w Ll s L @ 2550255095500

Lease Obtained. . . . . . . . . . : Saturday, November 2@, 2021 12:42:51 PM
Lease Expires . . . . . . . . . . : Saturday, December 4, 2021 6:46:11 AM
Default Gateway . . . . . . . . . : 192.168.1.1

B SRR E n e a e B e B AR ERRITET A L

DHCPv6 IAID . . . . . . . . . . . : 172508448

DHCPv6 Client DUID. . . . . . . . : ©00-01-00-01-28-99-BB-10-48-45-20-C1-12-BD
DNS Servers . . . . . . . . . . . :192.168.1.1

NetBIOS over Tcpip. - . - . . . . : Enabled

Ethernet adapter Bluetooth Network Connection:

Media State . . . . . . . . . . . : Media disconnected

Connection-specific DNS Suffix

Description . . . . . . . . . . . : Bluetooth Device (Personal Area Network)
Physical Address. . . . . . . . . : 48-45-20-C1-12-C1

DHEP Enabded: - o o v ¢ ooz oo 3 YES

Autoconfiguration Enabled . . . . : Yes

C: \WINDOWS\system32>

22.

A. 192.168.1.229

B. 192.168.1.1

C. 48-45-20-C1-12-BD
D. 255.255.255.0

You’re creating a network diagram for a company that has just hired you as a network
admin. Which of the following could be the default gateway on the company’s network?
(Choose two.)

A. Web server
B. Proxy server
C. Router
D. Switch
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What is the purpose of a subnet mask?

A. Identifies the network portion of an IPv4 address

B. Identifies the network portion of an IPv6 address

C. Masks (hides) part of the IP address from a hacker

D. Masks (hides) the host number from a hacker

You’ve been asked to help with a network for a company that has 50 computers. They’ve
been using workgroups, but it is getting too difficult. There is an assortment of Windows

editions on the computers, including Windows Home, Windows Pro, and Windows Pro for
Workstations. What will you do to set up their new network? (Choose two.)

A. Upgrade all the Windows Home PCs to Windows Pro.

B. Install a server with Active Directory.

C. Downgrade all the Windows Pro for Workstations to Windows Pro.

D. Upgrade all the workstations to Windows Enterprise.

You work for a multinational corporation that is using Windows 10 laptops. All the
company laptops are configured to use United States English, but a worker that speaks

Bajan (Barbados English) would prefer to see apps and websites in their native language. Is
this possible?

A. No, this is not possible.

B. Yes, Add English (Barbados) in the Control Panel, Programs and Features utility.

C. Yes, add English (Barbados) in Windows Settings, Time & Language, Language section.
D. Yes, but it will require reinstalling the OS in Bajan.

A Windows workstation has an application that appears to be locked up, but the keyboard is

responsive in other applications. What system tool can you use to terminate the nonrespon-
sive application?

A. Event Viewer
B. Task Manager
C. Computer Management

D. msconfig.exe

Which of the following Control Panel utilities enables configuration of a proxy server?
A. Internet Options

B. File Explorer Options

C. Device Manager
D

Security and Maintenance
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28. Considering the graphic, what do you know about the network configuration of this com-
puter? (Choose three.)

191

: : o

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix . : lanl

Description . . . . . . . . . . . : Intel(R) Dual Band Wireless-AC 7265
Physical Address. . . . . . _ . . : 48-45-20-C1-12-BD

PHERSEnabd ed it s e Y es

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . . . : fe80::308c:fee2:2acb:8337%17(Preferred)
IPv4d Address. . . . . . . . . . . : 192.168.1.229(Preferred)

Subnet Mask . . . . . . . . .. . : 255.255.255.0

Lease Obtained. . . . . . . . . . : Saturday, November 20, 2021 12:42:51 PM
Lease Expires . . . . . . . . . . : Saturday, December 4, 2021 6:46:11 AM
Default Gateway . . . . . . . . . : 192.168.1.1

DHERESERVer: o ol e e val = e o 102 0681 0

DHCPv6 IAID . . . . . . . . . . . : 172508448

DHCPv6 Client DUID. . . . . . . . : ©0-01-00-81-28-99-BB-10-48-45-20-C1-12-BD
DNS Servers . . . . . . . . . .. :192.168.1.1

NetBIOS over Tcpip. - . - . - . . : Enabled

Ethernet adapter Bluetooth Network Connection:

Media State . . . . . . . . . . . : Media disconnected

Connection-specific DNS Suffix

Description . . . . . . . . . . . : Bluetooth Device (Persconal Area Network)
Physical Address. . . . . . . . . : 48-45-20-C1-12-C1

PHEP Enabdeds s uiiai i e S e

Autoconfiguration Enabled . . . . : Yes

C: \WINDOWS\system32>

A. The PC is configured to obtain an address dynamically.
B. This computer is getting its address from a DHCP server.
C. The IPv4 address is a routable address.

D. The internal network number is 192.168.1.0.

29. Given the IP address of fe80: :308c: fee2:2abc:8337, what do we know about this address?

(Choose two.)

A. Itis an IPv4 address.
B. [Itisan IPv6 address.
C. The subnet mask is 0.

D. It is not routable.

30. You see an IP address with /48 after it. What does the /48 tell you? (Choose two.)
A. There are 48 PCs on this network.
B. The prefix length is 48 bits.
C. This network uses the IPv6 addressing scheme.

D. This network uses the IPv4 addressing scheme.
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31. Which of the following IPv6 address types are routable?
A. Global unicast
B. Link-local
C. Loopback
D. Unique local
32. You are on a Windows computer that is joined to a workgroup. You’re going home and

ready to shut your computer down but want to be certain that no one is using the shared files
on the computer first. Where would you go to check?

A. Task Manager
B. Users and Groups
C. Performance Monitor
D. Control Panel » Networking
33. You have a workstation with a 64-bit processor and no operating system. When you install
an operating system on the workstation, which of the following is true?
A. You can only install a 64-bit operating system.
B. You can only install a 32-bit operating system.
C. You can install either a 64-bit or 32-bit operating system.
D. You can install a 64-bit operating system or a 32-bit operating system running in com-
patibility mode.
34. A customer has a PC from 2017 on which they would like to install Windows 10 Pro. What
is the minimum processor speed they must have to install Windows 10 64-bit?
A. 1GHz

B. 2 GHz
C. 3GHz
D. 10 GHz

35. Which of the following is not a Windows 10 edition?
A. Home
B. Enterprise
C. Pro Artist
D

Pro Workstation
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36. What information do you need to connect to a PC using Remote Desktop?
A. The IP address of the PC
B. The password to the network that the PC resides on
C. The name under “How to connect to this PC” when Remote Desktop was enabled
D. The password of the signed-on PC user
37. You’re troubleshooting a PC and want to see what ports TCP is connected on and the IP

addresses of those connections. What command-line utility can you use to see statistics on
network interfaces?

A. ping

B. nbtstat
C. nslookup
D. netstat

38. A new technician asked you how to use a Windows command. In the spirit of sharing
knowledge with others, you show them how to get help on many commands instead of just
one. Which one of the following does not work with any commands?

A. help [command name]
B. [command name] help
C. [command name] /?
D. /? [command name]
39. Which Windows utility allows you to view error messages generated by system events, appli-
cations, or login failures?
A. System Information
B. Windows Defender
C. Event Viewer
D. Disk Management
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40. To learn how much RAM is in this system, what command did you type in the search bar

41.

and launch to quickly bring up the window shown in the graphic?

LS System Information

File Edit View Help

System Summary ltem
=-Hardware Resources System SKU
f-Components Processor

-Software Environment BIOS Version/Date

SMBIOS Version
Embedded Controller V...
BIOS Mode

BaseBoard Manufacturer
BaseBoard Product
BaseBoard Version
Platform Role

Secure Boot State

PCR7 Configuration
Windows Directory
System Directory

Boot Device

Locale

Hardware Abstraction L...
User Name

Time Zone

Installed Physical Mem...
Total Physical Memory
Available Physical Mem...
Total Virtual Memory
Available Virtual Memory
Page File Space

Page File

Kernel DMA Protection
Virtualization-based se...
Device Encryption Supp...

Value
ASUS-NotebookSKU

Intel(R) Core(TM) i7-6500U CPU @ 2.50GHz, 2592 Mhz, 2 C.

American Megatrends Inc. Q524UQ.301, 4/18/2019
3.0

255.255

UEFI

ASUSTeK COMPUTER INC.
Q524UQ

1.0

Mobile

On

Elevation Required to View
CAWINDOWS
CAWINDOWS\system32
\Device\HarddiskVolume1
United States

Version = "10.0.19041.1151"
HOT-CHOCOLATE\Audrey
Eastern Standard Time
120 GB

11.9GB

1.79 GB

23.4 GB

3.36 GB

11.5GB

C:\pagefile.sys

Off

Not enabled

Elevation Required to View

Find what: ‘

Find Close Find

[[]Search selected category only []Search category names only

Sowp»

You find that you are often using System Configuration, Disk Cleanup, and Event Viewer.
What Windows 10 Control Panel utility gives you quick access to these and more tools?

A.

B.
C.
D.

msinfo32.exe
resmon.exe
msconfig.exe

devmgmt.msc

Computer Management
Resource Monitor
Administrative Tools
Task Scheduler
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42. Your manager has a laptop running Windows. They want to configure the laptop so that
when it is on battery power, the display shuts off after five minutes of inactivity. When the
laptop is plugged in, the display needs to stay active for up to 45 minutes of inactivity. Which
Control Panel utility is used to configure these settings?

A. Power Options
B. Computer Management
C. Performance Monitor
D. System Configuration
43. You need to work at a command prompt on a Windows PC. When you open the prompt, you

are at C: \window\system32. You need to work on the second partition, which is listed as
drive D:. How will you navigate to drive D:? Assume you press Enter after the command.

A. root D:

B. D:
C. cd D:
D. cd D:\

44. Which Windows 10 Editions support up to four CPU sockets? (Choose two.)
A. Home
B. Pro
C. Pro for Workstations
D. Enterprise
45. You have a workstation with a 32-bit processor and no operating system installed. When you
install an operating system on the workstation, which of the following is true?
A. You can only install a 32-bit operating system.
B. You can install a 64-bit operating system but it will run in compatibility mode.
C. You can install either a 32-bit or 64-bit operating system and either will run fine.
D. You can install a 64-bit operating system but it will only run half as fast.
46. You are installing the Windows 10 Home 64-bit operating system on a friend’s computer.
What is the minimum storage space that must be available for the OS installation?
A. 1GHz

B. 2GHz
C. 16GB
D. 20GB

47. You are in the Windows 10 Command Prompt, using Run as administrator. There is a
directory named d: \ files that you want to delete. It currently has six subdirectories and
dozens of files in it. Which command should you use to delete d: \ files?

A. del d:\files /s
B. del d:\files /q
C. rmdir d:\files /s
D. rmdir d:\files /q
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You’ve installed several identical new PCs and want to capture a baseline of their
performance for future troubleshooting. What tool would be best suited for that purpose?

A. Event Viewer

B. Performance Monitor

C. System Information

D. System Configuration

A user has called the help desk saying that the Internet is down on their Windows computer.

After asking a few questions, you want to examine their network configuration to determine
the cause of their computer’s connectivity problem. You’ve talked them through accessing the

Windows Command Prompt. What command will you have them type so they can read the
computer configuration to you?

A. dpconfig /all

B. dipconfig /renew

C. 1ip

D. tracert

A computer user that you support is having difficulty reading the words on the screen

because they have a visual impairment that makes distinguishing colors difficult for them.
What can you change in Windows Settings to make their screen more readable?

A. Go to Personalization, then Fonts.

B. Go to Personalization, then Background, and choose High contrast settings.

C. Select System, then Display, then Nightlight.

D. Select Accounts, then choose High Contrast Settings.

You need to work at a command prompt on a Windows PC. When you open the prompt, you

are at C: \window\system32. You need to be at the root of the C: drive for what you’ll be
doing. How do you get to C:\? Assume you would press Enter after the command.

A. cd c:

B. cd\
C. C:\
D. cd root

A laptop user has traveled to visit a client and forgot their power adapter. The user is heading
to lunch with the client and wants to conserve battery power but enable the fastest possible
startup when they get back, with the applications already open. Which power mode will con-
serve battery life but enable the fastest startup?

A. Shut down
B. Sleep

C. Hibernate
D. Resting
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Which of the following operating systems is open source, allowing its users to customize it as

they wish to suit their individual needs?

A. Windows
B. Linux

C. macOS

D. Chrome OS

What does Keychain provide for the user in macOS?
A. Password management

B. Local file sharing

C. Certificate management

D. Screen protection

You’re installing Windows 10 Pro edition on a workstation. How much memory must there

be? (Choose two.)

A. 20 GB for the 64-bit version
B. 16 GB for the 32-bit version
C. 1 GB for the 32-bit version
D. 2 GB for the 64-bit version

Which Windows 10 edition supports up to 2 TB of RAM?
A. Home

B. Pro

C. Pro for Workstations

D. Enterprise

You work at home with a computer that has a Windows Home edition installed. You’re try-
ing to run gpedit.msc to establish group policies on the computer that will limit what your
children can do on it. For some reason, gpedit.msc won’t launch. What do you do?

A. Reboot the computer, then run gpedit.msc.
B. Upgrade to Windows Pro edition.
C. Install Windows Active Directory.

D. Launch it from Administrative Tools.

You are at a Windows command prompt, on the C: drive.

You need to create a directory

named files on the D: drive. What is the proper command and syntax to do this?

A. cd d:\files
B. cd files d:\
C. md d:\files
D. md files d:\
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59. You will be installing several new resource-intensive applications on a Windows workstation,
and the user has concerns over system performance. You want to monitor memory and CPU
performance and set up the workstation so that it logs performance over time. Which utility
should you use to set this up?

A. Resource Monitor
B. Performance Monitor
C. Task Viewer
D. Event Viewer
60. You don’t like the pictures that are on your desktop and change from time to time. Where
will you go in Windows Settings to change this setting?
A. Accounts
B. Apps
C. Personalization
D. System

61. What operating system developed by Google is used on tablets or laptops used mainly for
accessing the Internet and using Android applications?

A. Ubuntu

B. iOS

C. Windows 11 Pro
D. Chrome OS

62. On your laptop running macOS, what is the name of the utility used to browse through files
and folders?

A. Spotlight

B. Remote Disc
C. iCloud

D. Finder

63. You’re troubleshooting a network connectivity issue and want to see if the local computer
can reach a particular server on the web. What command will you use?

A. ping
B. tracert
C. ipconfig
D. pathping
64. Which command in a Linux environment is used to display the full path to the current
directory?
A. 1s
B. pwd
C. cp
D. yum
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One of the users you support has a MacBook. They’re finding that their desktop is too clut-
tered. What can they use to have quick access to what they want and help them organize
their desktop? (Choose two.)

A. Finder
B. Time Machine
C. Spaces

D. Multiple desktops

What is the name of the bar on the bottom of the screenshot shown in the graphic, where
shortcuts to commonly used programs and utilities are kept in the macOS?

@ Finder File Edit View Go Window Help

A. Taskbar

B. Dock

C. File Explorer
D. Finder

What Windows feature best describes Event Viewer (eventvwr .msc), Disk Management
(diskmgmt.msc), and Certificate Manager (certmgr.msc)?

A. Services
B. Processes
C. DPolicies
D

Snap-ins
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Your laptop battery is getting older and won’t hold a charge as long as it once did, so you
want to ensure that, when you walk away from it for a period of time and it isn’t plugged in,
it will not use any power but save everything and let you pick up where you left off working.
What power state will work for this scenario?

A. Always On
B. Sleep

C. Hibernate
D. Hyper-V

You are at a command prompt on a Windows PC, at C:\, and need to get to C: \Windows\
system32. Which command listed will get you there? Assume you press Enter after the line.
(Choose two.)

A. c:\windows cd system32

B. cd C:\windows\system32

C. cd windows\system32

D. cd system32 windows

Your system is running sluggishly, and you want to know why. Which application, as shown

in the graphic, shows CPU usage by core and allows you to end problematic processes and
stop running services?

x)
I

Overview CPU Memory Disk Network

Processes M 46% CPU Usage > Views |¥ |

a CPU - Total 100%

| Image PID Description

60 Seconds 0% -
Service CPU Usage 100%

Services | 10% CPU Usage

Name PID Description Status Jor

DPS 4516 Diagnostic Policy .. Running

Power 344 Power Running 0% -
SysMain 2500 SysMain Running CPUO 100%
Appinfo 6156 Application Infor. Running

AdobeUpdateService 4884 AdobeUpdateSe. Running

Dnscache 3260 DNS Client Running

WinDefend 4532 Microsoft Defen... Running

Audiosrvy 2592 Windows Audio Running

mpssve 3976 Windows Defend..  Running 7

IR 1a05 AR E o aka A
{ Associated Handles

lAssnciated Modules
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eventvwr.msc
lusrmgr.msc

perfmon.msc

oo ®p

resmon.exe

You have installed Windows 10 32-bit on a desktop computer that has a 32-bit processor. It
seems to be working fine, but when you install more RAM, bringing the total up to 12 GB,
the operating system doesn’t recognize anything above 4 GB. What is the problem?

A. You need to tell the BIOS that the extra RAM is there.

B. A 32-bit OS can support a maximum of only 4 GB of RAM.

C. You need to go to Device Manager to add the RAM.

D. You need to replace the motherboard.

You’re at a friend’s house when a manager at your company calls to say they are having a
problem with their Windows Pro PC while working at home. You listen and tell them you

can easily fix it using Remote Desktop to take over their computer for a minute or two.
Which of the following would not be an option to use Remote Desktop from where you are?

A. Use your friend’s Windows Home PC.

B. Use your friend’s Windows Pro PC.

C. Use Remote Desktop Mobile on your iOS device.

D. Use Remote Desktop Mobile on your Android device.

You are at a Windows workstation and have a command prompt open. Which of the follow-
ing commands is used to refresh Group Policy settings and force their changes to take effect?
A. gpedit

B. gpresult

C. gprefresh

D. gpupdate

You’ve been having trouble with network communications to one of your company’s offices.

You want to determine the source of latency on the connection. What command will you use
in the Windows Command Prompt to see where the latency is?

A. grep

B. pathping

C. tracert

D. mv

Your spouse is trying to work at home but has started to complain about the constant noti-

fications appearing on the computer and interrupting their work. What category can you
access in Windows Settings to turn them off?

A. System

B. Gaming

C. Update and Security
D. Apps
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Which of the following commands is used by an administrator on a Red Hat Linux system to
update software?

A. pwd
B. 1s
C. cp
D. yum

A macOS user is complaining that their MacBook has been acting strangely lately, and it’s
very slow to start. What utility will you use to repair any potential disk errors?

A. FileVault

B. Terminal

C. Disk Utility
D. Force Quit

You’ve created a batch file that needs to run every day before the employees arrive. What can
you use to ensure that this batch file is run every weekday at 6 a.m.?

A. Task Scheduler

B. Event Viewer

C. Device Manager

D. Local Users And Groups

A smartphone user recently found their phone on an EOL list. They asked you what this
means. Why will you recommend they purchase a new phone?

A. They can’t download any more apps.

B. Their phone will stop working by the date on the list.

C. Their phone may not receive any more security updates.

D. Their phone will no longer connect to cellular service.

You are on a Windows computer working at a command prompt and need to see a list of
files in the directory that you are working in. What command will you type?

A. dir

B. 1s
C. pwd
D. grep

A user with a Windows workstation recently received a second hard drive. Another adminis-
trator created a partition on the hard drive, and it’s ready for use. The user will store the raw
video files they create on that drive and insists that it be called the R: drive. Which of the fol-
lowing statements is true?

A. You can use Disk Management to change the drive letter to R:.

B. You can use Disk Management to change the drive letter to R:, but only if it’s a dynamic

disk.
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C. You can use Disk Management to change the drive letter to R:, but only if it’s in an
extended partition.

D. You will need to use Disk Management to delete the partition first, then re-create it as

R:.

82. A salesperson at your company travels with their macOS laptop every week. You want
to encrypt the data on their startup disk to ensure data security. What macOS utility
will you use?

A. Finder
B. Time Machine
C. FileVault
D. BitLocker
83. A user wants to perform a backup on their MacBook. Which software utility should be used
to make backups?
A. Image Recovery
B. Time Machine
C. iBackup
D. Accessibility
84. One of your network users has a MacBook Pro. Where should this user go to see whether
there are any OS updates available?
A. Open the App Store and click Updates in the toolbar.
B. Open Safari and click Updates in the toolbar.
C. Open System Preferences and click Updates in the toolbar.
D. Open Finder and click Updates on the menu bar.

85. What command will bring up the screen shown in the graphic?

&R Windows10

Microsoft Windows
Version 20H2 (OS Build 19042.1288)
© Microsoft Corporation. All rights reserved.

The Windows 10 Home operating system and its user interface are
protected by trademark and other pending or existing intellectual
property rights in the United States and other countries/regions.

This product is licensed under the Microsoft Software License
Terms to:

user name
org name

Ok
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A. winver
B. version
C. osver
D. build

86. Which of the following commands was used to display the screen snippet shown in
the graphic?

Select Administrator: Command Prompt i O X

RSOP data for HOT-CHOCOLATE\Audrey on HOT-CHOCOLATE : Logging Mode

I0S Configuration: Standalone Workstation
0S Version: 10.0.19042

Site Name: N/A

Roaming Profile: N/A

Local Profile: C:\Users\Audrey

Connected over a slow link?: Mo

USER SETTINGS

Last time Group Policy was applied: 11/28/2021 at 12:21:18 PM

Group Policy was applied from: N/A

Group Policy slow link threshold: 500 kbps

Domain Name: HOT-CHOCOLATE
Domain Type: <Local Computer>

Applied Group Policy Objects

Local Group Policy
Filtering: Not Applied (Empty)

The user is a part of the following security groups
High Mandatory Level
Everyone
Local account and member of Administrators group
BUILTIN\Administrators
BUILTIN\Users
NT AUTHORITY\INTERACTIVE
CONSOLE LOGON
NT AUTHORITY\Authenticated Users
This Organization
aoshea@live.com

A. gpedit

B. gpresult
C. gprefresh
D. gpupdate
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Which Linux command is used to copy files, groups of files, or whole directories from one
place to another?

A. mv
B. cp
C. find
D. cat

Despite your great objections, someone you know is still running a Windows OS that pre-
dates Windows 10 and has reached its end of extended support. The software they regularly
use on it still works, and they have an antivirus installed. Why should they update to a newer
OS? (Choose two.)

A. They will not receive security updates.

B. They will not receive feature updates.

C. Their apps will stop working.

D. Their OS will stop working at end-of-life.

A smartphone user has come to you for help. They would like a laptop so they can use a big-
ger screen but don’t know what to choose. They’re accustomed to doing their work online
with Google Docs and their smartphone and saving it to the cloud. They would like to be

able to use some of the same apps that they have available on their Android phone. Cost is a
factor. What type of laptop would you recommend for this user?

A. Windows Home

B. Linux

C. macOS

D. Chromebook

A user called the help desk because they were denied access to a secure server and received

a message that they have an invalid certificate. Their computer was recently updated. Where
can you go to manage their certificates?

A. Device Manager

B. Local Users and Groups
C. Certificate Manager

D. Group Policy Editor

Which desktop operating system is a proprietary product of Apple?
A. Apache

B. Red Hat Linux
C. macOS

D. FreeBSD
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A user on your network complains that they are unable to type a human-friendly name like
Sybex.com into their browser to reach a website, but typing an IP address in the browser
works. What client network configuration setting do you suspect is the problem?

A. Authentication server
B. DNS server

C. DHCP server

D. Proxy server

You need to start a new shell on a Linux workstation with root permissions. Which
command should you use to do this?

A. su

B. sudo

C. apt-get
D. ps

A user wants to change the resolution on their MacBook. Which System Preferences pane
would they use to do that?

A. Printers & Scanners

B. Desktop & Screen Saver

C. Accessibility

D. Displays

You want to be able to access your Windows Pro desktop PC at home no matter where you
are. Which of the following do you not need to do?

A. Upgrade to Windows Enterprise.

B. Enable Remote Desktop on your PC.

C. Open Remote Desktop Connection, provide the PC name, and click Connect.

D. Install the Remote Desktop App on your smartphone.

You are at a Windows command prompt. You believe that some of the Windows system files
are corrupted. Which command should you use to scan and repair problematic system files?
A. sfc /scanfile

B. sfc /scannow

C. sfc /verifyfile

D. sfc /verifyonly

You are at a Windows command prompt. Which command allows you to copy files and
directories, copy NTFS permissions, and mirror a directory tree?

A. copy

B. xcopy

C. robocopy

D. copyall
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The hard drive performance on your Windows workstation has deteriorated over time. To
attempt to improve performance, you want to ensure that files on the hard drive are writ-
ten in contiguous blocks. Which Windows tool should you use to make this happen?

A. Disk Management
B. Optimize Drives
C. Disk Optimizer

D. Device Manager

Your client is taking over a business and wants to upgrade the computer systems, which

are currently all legacy Windows machines. They will be using Microsoft 365 along with
accounting and manufacturing software that is part of the business. They are concerned

about compatibility of other files with their customers, vendors, and historical company
data. What operating system would you recommend for them?

A. Chrome OS
B. Linux

C. macOS

D. Windows

In macOS, where can the menus Displays, Printers, and Privacy be found and set-
tings changed?

A. System Preferences

B. Accessibility

C. Settings

D. App Store

Your friend has a Windows 10 PC and has never made a backup. You provide them with

an external drive to use. What category will you choose in Windows Settings to turn on
automatic backups for your friend every hour?

A. System

B. Apps

C. Update & Security

D. Network & Internet

Your company has a DHCP server to automatically assign IP addresses to any nodes that

connect to it. Which of the following would you want to assign a static IP address to?
(Choose two.)

A. Workstation
B. File server

C. Printer/MFD
D

Local printer



208

103.

104.

105.

106.

107.

108.

Chapter 6 = Operating Systems

You’re installing an application that requires 4 GB of RAM on a Windows 10 64-bit work-
station. The workstation has 4 GB of RAM. Will you need to make any configuration
changes to the system to install this application?

A. No, since the system already has 4 GB of RAM.

B. No, because the OS and the Application won’t be running at the same time.
C. Yes, you’ll need at least 4 additional GB of RAM.

D. Yes, you’ll need at least 2 additional GB of RAM.

Which of these filesystem types is used when running a Linux distribution?
A. FAT32

B. NTEFS
C. ext4
D. APFS

You are going to install Windows on a workstation from an image located on a server.
What does the workstation need to support to install Windows this way?

A. netboot

B. Unattended installation

C. PXE boot

D. USB boot

You’re in a secure environment where the workstations are not allowed to have USB
ports or DVD drives. You’ve just received 10 new bare-metal workstations, with PXE

support, that need to have Windows installed. How will you install the Windows OS on
these 10 PCs?

A. Optical media
B. External drive
C. Internet based
D. Network

You need to run just one command as root. What will you use?

A. su

B. sudo

C. apt-get
D. ps

You’re working in a school district in a computer lab full of Windows workstations, setting
up an application that uses the name of the computer to identify it on the application.
What command can you use at a workstation to determine its name? (Choose two.)

A. nslookup

B. clientname

C. hostname

D. ping localhost
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You’re at a Windows workstation, troubleshooting a connectivity problem with a computer
in another office of your campus area network. You need to determine where packets bet-
ween the two are being dropped. Which command will tell you the last router the packet
traversed?

A. dpconfig /all

B. ping

C. 1ip

D. tracert

You’re setting up a computer for a user with limited vision, who would like to have the

contents of the screen read to them. What Control Panel utility will you use to accom-
plish this?

A. Devices and Printers
B. Programs and Features
C. Ease of Access Center
D. Sound

The Linux workstation you are using seems slow. You want to see what processes are
running on the computer. Which command should you use?

A. su

B. sudo

C. apt-get
D. ps

Which of the following is not an advantage that the ext4 filesystem has over ext3
filesystem?

A. Supports larger volumes and files

B. Compatible with macOS and Windows

C. Unlimited number of subdirectories

D. Faster filesystem checks

A user installed a new headset, but the audio is still playing through the speakers. Where
can you go to change that configuration? (Choose two.)

A. Control Panel, Security and Maintenance

B. Windows Settings, Devices

C. Control Panel, Sound

D. Windows Settings, Apps
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A user wants to know if it’s possible to change what happens when they close the lid on
their Windows 11 laptop. Currently closing the lid does nothing, but they would like the
laptop to hibernate when the lid is closed. Where can this setting be changed?

A. Control Panel, Power Options utility

B. Control Panel, Devices and Printers utility

C. Windows Settings, System group, choose Power & Battery

D. Windows Settings, Devices group, choose Power Options

Which of the following Windows operating systems and editions cannot be upgraded

to Windows 10 Pro directly from the desktop by performing an in-place upgrade?
(Choose two.)

A. Windows 7 Enterprise
B. Windows 8.1 (core)
C. Windows 10 Home
D. Windows 8 Pro

You need to uninstall an app that is on your Linux computer. What command will you use?
A. su

B. sudo
C. apt-get
D. ps

You are working at a Windows command prompt. Which command should you use to
copy directories and subdirectories but not empty directories?

A. xcopy /e
B. xcopy /s
C. xcopy /h
D. xcopy /a

You’re having trouble with a new digitizing pad that the operating system doesn’t seem to
be recognizing. Which MMC (Microsoft Management Console) would you use to trouble-
shoot the problem?

A. Event Viewer

B. Performance Monitor
C. Device Manager

D. Disk Management
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system. What is the tool, shown in the graphic, that lets you choose a diagnostic startup on
the next restart?

Sowp

120. You need to check the integrity of key Windows system files on the C: drive, which are

&

General Boot  Services Startup Tools

Startup selection

() normal startup
Load all device drivers and services

() Diagnostic startup

Load basic devices and services only

(@) Selective startup
[+] Load system services
Load startup items

Use original boot configuration

Cancel Help

Event Viewer
Performance Monitor
System Information

System Configuration

hidden from view by default. Which Control Panel utility allows you to view hidden files?

A.
B.
C.
D.

Programs and Features
File Explorer Options
Indexing Options
System

121. What is the name of the macOS command-line user interface?

A.

B.
C.
D

Terminal
Finder
Command Prompt

File Explorer
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You’re setting up an online storage system for backing up your data, but the remote storage
company said that you need to open up your software firewall to allow it to communicate
with your computer. Where in the Windows Control Panel can you do this?

A. Programs and Features

B. Internet Options

C. Windows Defender Firewall

D. Network and Sharing Center

You have a Windows command prompt open. You are in the D: \users directory and

want to copy all 20 of the files with a .docx extension into the D: \ files directory.
Which of the following statements is true?

A. You need to copy the files one at a time.
B. You can use the command copy *.docx d:\f1iles.
C. You can use the command copy all.docx d:\files.

D. You can use the command copy .docx d:\files.

In Linux, what is the name of the interpreter between the user and the operating system?
A. Terminal

B. Command Prompt

C. GUI

D. Shell

You are working on a Linux file server. Which command would you use to see the amount
of free disk space on a volume?

A. grep
B. df
C. ps
D. dig

A user wants to ensure that the hard drive in their Windows PC is encrypted for maximum
data security. What are two commands you can have the user type into the Run box (Win-
dows Key+R) or Windows Command Prompt to see whether the BitLocker Drive Encryp-

tion Service is enabled and running? (Choose two.)

A. services.msc
B. perfmon.exe

C. compmgmt.msc
D. diskmgmt.msc
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127. You’re setting up security for a company that is expanding rapidly. Part of your plan is
to create groups to manage permissions to folders, and then add users to those groups to
grant them the permissions they need. What utility will let you add users to groups?

A. Device Manager
B. Local Users and Groups
C. Certificate Manager
D. Group Policy Editor
128. One of your users has a MacBook Air, and an application appears to have crashed. What
can they use to compel the app to close?
A. Task Manager
B. Force Quit
C. Terminal
D. Time Machine
129. You would like to monitor CPU, memory, and Wi-Fi usage in real time on a Windows

computer. Which of the following options will provide you with that information?
(Choose two.)

A. The Task Manager Performance tab

B. Administrative Tools, System Information
C. Event Viewer

D. Resource Monitor

130. You are on a Linux computer working in Terminal and need to see a list of files in the
directory that you are working in. What command will you type?

A. dir
B. 1s
C. pwd
D. grep

131. What Linux utility is like the Windows Command Prompt?
A. Time Machine
B. Mission Control
C. Terminal
D. Shell
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A system has been doing some quirky things and you think it might have something to do
with a temporary file. A best practice to avoid malware is to remove files and programs
that aren’t being used. Which tool, shown in the graphic (with the name redacted), will you
use to delete temporary and unused files from a computer system?

‘._

[}
2 ggu[(c:e;n use_ to free up to 3.79 GB of disk space on

Files to delete:

Downloaded Program Files Obytes ~
g Temporary Internet Files 813KB

[] | Windows errorreports and feedback diagn 220KB

[] | DirectX Shader Cache 247MB

[0 | Delivery Optimization Files 160MB .,
== |
Total amount of disk space you gain: 166 MB

Description

Downloaded Program Files are ActiveX controls and Java applets
downloaded automatically from the Internet when you view certain
pages. They are temporarily stored in the Downloaded Program Files
folder on your hard disk.

!;Clean up system files View Files

OK Cancel

Resource Monitor (resmon.exe)
Disk Management (diskmgmt.msc)
Registry Editor (regedit.exe)

oo w>

Disk Cleanup (cleanmgr.exe)

You are at a Windows command prompt. A remote Windows workstation named adver-
tising4 is misbehaving and needs to be shut down and rebooted. What is the proper syntax
to shut down this remote system?

A. shutdown /r /m \\advertising4
B. shutdown /s /m \\advertising4
C. shutdown /r /c \\advertising4
D. shutdown /s /c \\advertising4
You have recently deployed a custom application to several Windows workstations on your

network. The application appears to have a bug, and the developer suggests you edit the
Registry to fix it. Which administrative tool would you use to do this?

A. msinfo32
B. command
C. regedit
D. notepad
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A couple of applications that run at startup are causing problems with a computer. Where
can you change settings so that those programs won’t automatically start when the com-
puter does?

A. Task Manager, Services tab
B. Task Manager, Startup tab
C. Services console

D. Task Scheduler

You are working on a computer with macOS, and about a dozen applications are open.
Which feature allows you to easily see all of them and switch to your desired application?

A. Spotlight

B. Keychain
C. Mission Control
D. Finder

You have a Windows Pro computer with multiple printers installed. Which Control Panel
utility allows you to manage multiple print servers and printers from a single interface?

A. Devices and Printers

B. Programs and Features

C. Network and Sharing Center

D. Device Manager

One power state will close applications and files, and log off users like a full shutdown
would, then save the kernel state and system session to a hibernation file before shutdown.
Then, when the computer is restarted, it will automatically and quickly restore that file,

saving some of the time involved in a normal boot. Which of the following states is being

described?

A. Hibernate

B. Sleep

C. Selective Suspend

D. Fast Startup

You’re troubleshooting a computer that is unable to resolve domain names to IP addresses.
What command-line utility can help identify what DNS server the computer relies on?

A. nslookup

B. netstat
C. ping

D. tracert
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140. A user recently left the company, and you need to change ownership of their files on the
Linux server to a new user. Which command should you use to do this?

141.

142.

143.

144.

A.
B.
C.
D.

chown
chmod

cat

cp

You need to configure a virtual private network (VPN) for an employee working remotely
on a Windows Pro computer. What category group in Windows Settings provides options
for establishing dial-up or VPN connections?

A.
B.
C.
D.

Network and Sharing Center
Network & Internet
System

Accounts

While using your Windows laptop remotely, you want to set up a secure connection over a
Wi-Fi network. What type of connection do you need to establish?

A.
B.
C.
D.

VPN
Dial-up
Fios

Hotspot

A print queue has stalled, so you’re going to stop and restart the Print Spooler service.
Where can you do this? (Choose two.)

A.
B.
C.
D.

The Services console

Task Manager, Services tab
Disk Management, Services tab
Task Scheduler

A user types their username and password into a workstation that is configured in a
domain. What examines their information and determines whether they are allowed access
to network resources?

Sowp

Local operating system
File server
Authentication server
DHCP server
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Your spouse takes gaming seriously and has complained that restart notifications some-
times pop up on the screen at crucial moments, disrupting their game. What settings group
can you use to stop restart notifications from appearing and stop unnecessary programs
from running in the background?

A. System

B. Gaming

C. Update and Security

D. Apps

What type of operating system is found on an Apple iPhone?
A. iPhone OS

B. i0S

C. Android

D. Windows for iPhone

You want to find and download a new application to use for network monitoring on your
MacBook. Where can you do this in the macOS?

A. Finder

B. App Store

C. Mission Control

D. FileVault

You work as the IT manager of a telephone call center. Your company just purchased one
hundred computers in anticipation of a large wave of hiring, and you need to configure

them all with the OS, applications, and settings that your company uses. What type of
installation will you do?

A. Upgrade

B. Recovery partition

C. Repair installation

D. Image deployment

A MacBook user has a program that they no longer use. What are their options for
removing it from their computer? (Choose two.)

A. Use Finder, then Applications to locate the app, then right-click and choose Delete.

B. Use Finder, then Applications to locate the app’s folder, then look for an uninstaller
and run it.

C. Use Finder, then Applications to find the app, then drag the app from the Applications
folder to the trash.

D. Click Apple, then Uninstall, and then choose the app.
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You’re on a Linux system and need to change a user’s access to a file. Which command will
you use to do this?

A. chown
B. chmod
C. cat
D. cp

You just got a new MacBook for a child, but they said the text on the screen is too hard to
read. What system preference would you use to help them?

A. Accessibility options

B. Displays

C. Privacy

D. Time Machine

An application on a user’s Windows Pro workstation has become corrupted. Where can
you go in Control Panel to attempt to repair or reinstall the application?

A. Devices and Printers

B. Programs and Features

C. Network and Sharing Center

D. Device Manager

A Wi-Fi user at your company said that their MacBook isn’t connecting to the network.

What option will you choose from Preferences in the Apple menu to turn Wi-Fi on and
select Automatically join this network?

A. Ethernet
B. Wi-Fi
C. Network

D. Accessibility

You are at a Linux workstation and need to search for text within several files. Which
command should you use?

A. sudo
B. grep
C. cp
D. 1s

You need to install Windows on a new machine. Which of the following is not an installa-
tion option?

A. USB

B. Network

C. External drive
D. CD
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Which of the following is not a best practice for hardening your macOS against attack?
A. Use Time Machine to back up your Mac.

B. Use BitLocker to encrypt your drive.

C. Install updates and patches as soon as they are available.

D. Turn on the firewall in the Security & Privacy pane.

Which of the following file extensions indicates a drive image that can be mounted in
macOS and treated like a drive?

A. .pkg
B. .bat
C. .dmg
D. .app

The graphics department of your company just purchased a new printer, and now you need
to install it. What System preference pane can you use to install new printers in macOS?

A. Printers

B. Printers & Scanners

C. Devices

D. Sharing

You want to find and download a new Wi-Fi analyzer application to use on your Android
phone. Where on your phone would you do this?

A. Finder

B. App Store

C. Mission Control

D. Play Store app

Your friend just bought a new iPad. What type of operating system will it have?
A. iPhone OS

B. iOS
C. iPadOS
D. Android

You would like to see the contents of a file named bogus . txt. What command will you
use to view the file’s contents?

A. chown
B. chmod
C. cat

D. cp
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Your customer, an artist, uses their Windows 10 tablet PC to enter sales and accept cus-
tomer payments. They walk around the gallery with it and want to conserve as much
power as possible. What Control Panel utility will you use to enable USB Selective Sus-
pend? (Choose two.)

A. Power Options

B. Device Manager

C. Programs and Features
D. Indexing Options

Your company just purchased five new MacBook computers for employee use. You will be
providing tech support for them. What filesystem will they have?

A. HFS+
B. APFS
C. ext4

D. NTEFS

Your friend wants a new phone but has told you that they are not fond of Apple products.
They’ve decided to buy a Microsoft Duo product. What operating system will likely be on
their new phone?

A. iPadOS
B. iOS

C. Android
D. Windows

On a Mac using macOS 10.6 or later, what is the best way to protect the system against
viruses and other malware? (Choose two.)

A. Install an antivirus from a vendor you trust.

B. Ensure the system data files and security updates are set to run automatically.

C. Only install software from reliable sources.

D. Use Finder to find and delete viruses and malware.

A user calls the hotline saying that they can’t get directions and Siri can’t give them the
weather. What System Preferences pane do they need to use to remedy the situation?
A. Security & Privacy

B. Mission Control

C. Accessibility

D. Networks
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A salesperson will be working remotely, and you need to set up a virtual private network
(VPN) for them. What Control Panel utility will you use to do this?

A. Devices and Printers

B. Programs and Features

C. Network and Sharing Center

D. User Accounts

A user brought you a laptop that wouldn’t boot into the OS. After trying some trouble-
shooting techniques, you inform them that you will need to reinstall the operating system.

After ensuring that they have a backup of their files, you restart the computer, press F10,
and the OS installation begins. What type of installation are you doing?

A. Upgrade

B. Recovery partition

C. Repair installation

D. Image deployment

A second person is going to be using the Windows computer at your desk when you’re not
there. What would you choose in Windows Settings to create their user account?

A. Accounts

B. User Accounts

C. Personalization

D. System

You’re working in the Linux Terminal and need to locate a file. Which command lets you
locate and perform actions on a file?

A. find
B. ps
C. man
D. nano

A user wants to install an application that requires a 1 GHz processor on a Windows 10,
64-bit installation. What is the minimum speed processor that their computer must have?

A. 1GHz

B. 2GHz
C. 3GHz
D. 4 GHz

Which of the filesystems listed is compatible with more operating systems than the others?
A. FAT32

B. exFAT
C. NTFS
D. ext4



222

173.

174.

175.

176.

177.

178.

Chapter 6 = Operating Systems

What operating systems can be found on a smartphone? (Choose two.)

A. iOS

B. macOS

C. Android

D. Windows 11

Before you upgrade your Windows 8.1 OS to Windows 10, you want to create a backup of

your Windows 8.1 system configuration so that you can restore it if something goes wrong.
What should you create?

A. Restore point

B. System restore

C. Windows backup

D. Shadow copy

A friend has a game that they love on their macOS desktop computer, and they want to put
it on the Windows laptop that they travel with. What will you tell them?

A. Sure, it’s no problem to install it.

B. They can only install it if both are 64-bit systems.

C. They can install macOS software on a Windows machine, but not Windows software
on a Mac.

D. They will need to find a Windows-compatible version of the software to install it on
their Windows laptop.

You’re looking at the specifications for a new computer and notice that it says, “Intel®
UHD Graphics 630 with shared graphics memory.” What is true about this graphics card?
(Choose two.)

A. The GPU is on an expansion card.
B. The GPU is located on the processor.
C. It uses part of the system’s RAM.

D. It hasits own VRAM.

You want to uninstall an app on a Windows computer. Where will you go in Windows Set-
tings to uninstall it?

A. System

B. Apps

C. Update And Security
D. Gaming

You just built your first computer from components. What type of operating system instal-
lation will you perform?

A. Upgrade installation
B. Recovery partition

C. Clean installation
D

Image deployment
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179. You’re upgrading your Windows 10 Home edition to Windows 10 Pro. What utility will
you use to make a backup of your data before upgrading the system? (Choose two.)

A. File History

B. Windows Update
C. Recovery

D. Backup

180. You’re buying a new graphics-intensive program that says it must have a GPU with
256 MB of dedicated VRAM. Your existing graphics adapter’s properties are shown in the
graphic. What is your best option?

Adapter Monitor Color Management
Adapter Type
BE  1el(R) HD Graphics 520
!;Properties
Adapter Information
Chip Type: Intel(R} HD Graphics Family
DAC Type: Internal
Adapter String:  Intel(R) HD Graphics 520
Bios Information: Intel Video BIOS
Total Available Graphics Memory: 6203 MB
Dedicated Video Memory: 128 MB
System Video Memory: 0 MB
Shared System Memory: 6075 MB
List All Modes
oK Cancel Apply

Purchase a new graphics card that meets the requirement.
Replace the CPU with one that has an integrated GPU.
Add VRAM to your graphics card.

Add RAM to your system.

Sow»

181. You’re working in the Linux Terminal and aren’t sure how to use the ps command. Which
of the following will show you detailed information about the command?

A. find ps
B. ps man
C. man ps
D. nano ps
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182. You’re moving your Windows 8.1 computer to Windows 10. What type of installation are
you doing?

A. Upgrade installation
B. Recovery partition
C. Clean installation
D. Image deployment
183. You’re considering upgrading your Windows 8.1 PC to Windows 10. Which of the follow-
ing does not need to be done before upgrading?
A. Backups of user files and preferences
B. Operating system refresh
C. Check application and driver compatibility
D. Check hardware compatibility
184. You’re purchasing a software that says it uses 32-bit processing. Your computer has a 64-
bit processor. Can you use this software on your computer?
A. Yes, a 32-bit software can run on a 64-bit processor.
B. No, a 32-bit software must have a 32-bit processor.
C. Yes, if you replace the processor with a 32-bit one.
D. Yes, it will just need more RAM.

185. Which of the following commands, when entered into a Linux terminal, will open a
text editor?

A. find
B. ps
C. man
D. nano

186. You would like to know the IP address of a website. What Linux tool will you use?

A. chown
B. dig
C. top
D. p

187. Which of the following is not true regarding managed Apple IDs?
A. They are created by a company for its employees.
B. They can’t make purchases.
C. AnIT administrator can remove or update your account.
D

You can reset your own password.
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188. Your accounting department uses an application that requires they enter a username and
password, then insert a fob into a USB port on the computer in order to move money bet-
ween accounts at the bank. Which of the following are true? (Choose two.)

A. They are using two-factor authentication.
B. They are using an external software token.
C. They are using an external hardware token.

D. Their bank account can never be hacked.

189. Which of the following filesystems is optimized for flash drives?

A. FAT32
B. NTES
C. ext4
D. exFAT

190. You are working on a Linux workstation. A file named docs needs to be renamed to
newdocs. What is the right command to do this?

A. ren docs newdocs
B. mv docs newdocs
C. cp docs newdocs
D. rm docs newdocs
191. Which of the following software packages lets Linux, Windows, and other operating

system platforms use shared files, shared printers, and other resources across a network or
the Internet?

A. Spotlight
B. Time Machine
C. Samba
D. FileVault
192. You have Control Panel open and want to quickly check how much RAM is installed in

the system and what processor it has. Which Control Panel utility will you use to view this
information?

A. System

B. Device Manager

C. Devices And Printers
D

Programs And Features



226

193.

194.

195.

196.

197.

Chapter 6 = Operating Systems

You downloaded a new application that you want to install on your Windows 10 PC and
noticed that it has only one file, and that file has an . iso extension. Which of the follow-
ing is true regarding this file?

A. Double-click it and let it run to install the application.

B. Right-click the file and choose Mount. Windows will then see and treat the file as a
disk in an optical drive.

C. You will need a third-party utility to open this file.
D. Right-click and choose Extract to install the software.
You’re considering installing a new software for monitoring network traffic. You know that

it will generate additional network traffic of its own. Which of the following should be con-
sidered before purchasing the software? (Choose three.)

A. Impact to the network

B. Impact to operations

C. Impact to the software company

D. Impact to business

An application that you’re installing requires 20 GB of space plus storage for data files of

400 GB. What is the absolute minimum size your hard drive must be if you’re running Win-
dows 10 64-bit, which requires 20 GB of storage?

A. 20GB

B. 400 GB
C. 420GB
D. 440 GB

You’re working at a Linux command prompt (that is, you’re in the Linux Terminal) and
need to delete a file called oldstuff. txt. Which of the following commands will work?

A. rm oldstuff.txt
B. del oldstuff.txt
C. er oldstuff.txt
D. rd oldstuff.txt

Which of the following extensions indicates a file that can be extracted or opened with an
installer app to install an application?

A. .pkg
B. .bat
C. .dmg
D. .app
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198. Which of the following is not an advantage of downloadable software distribution over
using physical media to distribute software?

A. It’s always current.
B. It costs the distributor less.
C. It works on a system without a DVD drive.
D. It works on all bare-metal systems.
199. You’re working on a Windows computer that is having some trouble booting. After trying

System File Checker (SFC) and other troubleshooting techniques, you decide that you need
to reinstall the operating system files. What type of installation will you be doing?

A. Upgrade
B. Repair
C. Clean

D. Remote

200. You need to quickly view the network configuration on a Linux computer. What command
will you use?

A. dpconfig

B. dpconfig /all
C. 1ip

D. cfg

201. You purchased a Windows 10 laptop and notice that it immediately resumes when you
open the lid. What allows it to do that?

A. Hibernate

B. Idle mode
C. Modern Standby
D. Auto off

202. You’re at a command prompt in Windows and need to quickly add a user named student.
What command will you use?

A. net user student * /add
B. net use /add student x*
C. net user student =*
D. user /add student
203. What shortcut keys can you use to quickly access many of the technician tools used in Win-
dows operating systems?
A. Press Windows Key+D.
B. Press Windows Key+L.
C. Press Windows Key+I.
D. Press Windows Key+X.
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204. A friend just installed Windows 10 on their bare-metal machine. They called you because
everything works except for their network. What do they need to do?

A. Reinstall the operating system.
B. Install third-party drivers.
C. Remove and reinstall the network card.

D. Replace the faulty network card.

205. What Linux command is used to display the partial dynamic table shown in the graphic?

06, 1 user, ¢ 12 .06, 0.
te L, 1 running, 201 - EJ zombie
6.3 us, 0.2 sy, 0.0 ni, : . 0.0 hi, 0.0_
3831.9 total, 1797.2 free, i 1251.3 buff,
2048.0 total, 2048.0 free, .0 used,  2696.4 avall Mem
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+
3545 audrey 20 e 20492 3864 3364 R 0.7 0.1 0:02.
914 audrey 20 ® 761080 47404 23116 S 0.3 1.2 0:26.
1 root 20 ® 167732 11748 8508 S 8.0 0.3 0:
2 root 20 ] (5] L] 8 s 0.0 0.0 [¢]
3 root -20 <] [¢] eI 0.0 0.0 5]
4 root -20 ] [¢] 8 1 0.0 0.0 (]
6 root e <] eI 0.0 0.0 e
8 root -20 e e eI 0.0 0.0 e
9 root e e e e s 8.0 e.e 0
10 root e e e e s ] 0.0 H
11 root :] ] e 8 s 8.0 0.0 e
12 root (] e e 81 e.e 0.0 (]
13 root e e e 8:S 6.0 8.6 -]
14 root -] e ] s o.0 e.e o
16 root ;) 0 0 6sS 6.6 0.0 o
17 root (:] (-] (-] 85 6.6 6.6 o
18 root 0 <) 0 84S 6.0 6.0 0
A. chown
B. dig
C. top
D. Hp

206. A Mac user accidentally deleted an app and wants to reinstall it. They believe that the file
to install the software again is still on their computer. What file extensions will you be
looking for? (Choose two.)

A. .pkg
B. .bat
C. .dmg
D. .app
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207. What feature, known more for mobile devices than desktops, is available for the desktop
macOS by using a trackpad or Magic Mouse?

A. SDK
B. Power options
C. Gesture-based interactions
D. Emergency notifications
208. You have a workgroup with all Windows Home PCs. One of the computers is sharing a

folder with two users who don’t have an account on this PC. What Control Panel utility
will you use to add the users and their passwords to this computer?

A. Administrative Tools
B. User Accounts
C. Local Users and Groups
D. Mail
209. You need to check the integrity of key Windows system files on the C: drive, which are

hidden from view by default. Which tool can you use to allow you to view hidden files and
their extensions?

A. Computer Management
B. System Configuration
C. Local Security Policy
D. File Explorer
210. On your personal computer, it seems that searching through files has gotten slower and
slower. What utility will organize data so searches run faster?
A. In Control Panel, choose the Indexing Options utility.
B. In Windows Settings, choose the System group.
C. In Windows Settings, choose the Apps group.
D. In Control Panel, choose the Default Programs utility.
211. You are on a domain controller and need to share a folder of data files for some users and
not others. Where will you configure access to the folder? (Choose two.)
A. On a domain controller.
B. In Windows Active Directory.
C. Configure Sharing on individual workstations.
D

Run a batch file to copy the files to each user who needs access.
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On your network, a few users have been accessing material on inappropriate websites.
What type of server can you install to block content from a list of prohibited websites?

A. DNS server

B. Authentication server
C. Proxy server

D. Web server

You’re installing Windows 11 Enterprise in a bare-metal system. What is the maximum
amount of RAM you can put into this system?

A. 128 GB
B. 2TB
C. 6TB
D. 256TB

You are creating a network for a small office with Windows Pro computers. They do not
want centralized security, but they want it to be easy to share printers and files, including
libraries. What type of network setup should you recommend?

A. Workgroup
B. Homegroup
C. Personal area network

D. Domain

Which File Explorer layout shows filename, data modified, type, and size of the file?

A. Extra large icons

B. Details
C. List
D. Content

Which of the following is not a best practice for updating/patching Red Hat Linux?
A. Keep installed software updates current.

B. Verify that installed packages have a valid signature.

C. Update packages quarterly.

D. Download packages only from trusted sources.

What Linux program includes security features that can be used to find, list, and install
security updates?

A. chmod
B. man
C. find
D. yum
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You’re using the Mail utility of Control Panel to configure a new user’s computer so that
their Microsoft Outlook mail will automatically be downloaded onto their Windows com-
puter. What pieces of information will you need to set up their profile? (Choose two.)

A. The protocol the server uses

B. The user’s email address

C. The user’s password

D. The server port number

You have a MacBook Pro and want to share files with a small group of Mac users. Because

your team edits the files frequently, you want to make sure everyone has access to the same
version of the files online. What storage solution should you use?

A. iCloud

B. Finder

C. Remote Disc

D. Spotlight

Which of the following is not a best practice for backing up Linux (or any)
desktop systems?

A. Follow the 3-2-1 rule.

B. Make only monthly backups.

C. Carefully document backups.

D. Periodically verify that backups are not corrupted and can be restored.
You’re working at a Windows command prompt and need to prepare a volume on a hard

drive to receive data using the NTFS filesystem. The volume should be designated as drive
X. Which command would you use at a command prompt to do this?

A. format x: /fs:ntfs

B. 1initialize x: /fs:ntfs

C. format x: /ntfs

D. dnitialize x: /ntfs

You’re running a computer with macOS. Which of the following will protect your data
against accidental deletion?

A. Mirrored drives

B. An online utility

C. Time Machine

D. Nothing
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You are a junior IT administrator, and the senior I'T administrator has just set up a proxy
server, so you need to add settings for it to every workstation. What information do you
need to properly set up the proxy server in the Network & Internet group of Windows Set-
tings? (Choose two.)

A. The proxy server’s IP address

B. The router’s IP address

C. The DHCP server’s IP address

D. The port number to use for the proxy server

You are working on a MacBook Pro and need to search the computer for a document you
wrote a few months ago. Which feature should you use to search the hard drive?

A. Keychain
B. Spotlight
C. Finder

D. Siri

Which of the following is not a best practice for avoiding viruses/malware in a
Linux system?

A. Create a different user and disable the root user.

B. Install antivirus and update it regularly.

C. Use sudo instead of su.

D. Only use eight-character alphanumeric passwords.

You are installing a new network for a small office. They are concerned about security and

therefore want it managed by one computer. When installing the Windows computers, what
type of network setup will you choose?

A. Workgroup

B. Homegroup

C. Personal area network
D

Domain
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227. You are viewing the screen shown in the graphic. Which of the following is not true about
the network connection from this screen?

228.

v 1 & <Al > Netw.. v O Search Control Pane P

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings
Change advanced sharing MySpectrumWiFi Access type: Imeinet
settings vt nataronk Connections: afll jN -F N
(MySpectrumW

Media streaming options
Change your networking settings
Q¥ Set up a new connection or network

-
Set up a broadband, dial-up, or VPN connection; or set up a router or

access point.

W} Troubleshoot problems
ee also Diagnose and repair network problems, or get troubleshooting
Intel ® PROSet/Wireless Tools information.
Internet Options

Windows Defender Firewall

o wp

D.

It is a public network.
File And Printer Sharing is likely enabled.
It is likely a network you or your company controls.

Network Discovery is likely enabled.

A user has shared a folder with you. Working in File Explorer, how can you configure
access to this shared network location each time you log in without reentering the path?
(Choose two.)

A.
B.

Left-click This PC and choose the network share.

Select This PC on the left then click Map Network Drive icon in the File Explorer
ribbon and follow the onscreen prompts, ensuring that you choose Reconnect at sign-
in.

Use File Explorer to drill down to the shared network resource. Right-click the shared
resource, then choose Map Network Drive and follow the onscreen prompts, ensuring
that you choose Reconnect at sign-in.

Click Quick Access and choose the network share.
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You’re on your private wired network at home and notice that your mouse is moving
across the screen but you aren’t moving it. Also, your computer seems to be running slowly,
so you suspect someone with malicious intent has hacked into it. You want to immediately
block access through the local machine’s firewall. Where can you quickly do this?

A. Search for Firewall. Choose Firewall & Network Protection, click Private, then click
Block All Incoming Connections, including those in the list of allowed apps.

B. Start typing Windows in the search box, choose Windows Defender Firewall, then click
Private Networks and Disable.

C. Search for air, click Turn Airplane mode on or off, then turn Airplane mode on.
D. Search for Windows Defender Firewall and choose it, then turn the firewall off.
You have a Windows Pro computer set up in a workgroup, and you need to perform some

routine management tasks on it. Before you do, you want to see what shares already exist
on the local computer. What utility can you use to do this?

A. In Windows Settings, choose Network & Internet.

B. In Windows Settings, choose Ease Of Access.

C. In Computer Management, choose Shared Folders, then double-click Shares.

D. In the Network And Sharing Center utility of Control Panel, click Change Advanced
Sharing.

Your laptop is equipped with a WWAN card, and you’ve arranged for service with a cel-

lular provider. Where in Windows 10 can you connect to the network? (Choose two.)

A. Click the wireless network icon on the taskbar and choose the network with the
cellular network icon (vertical bars) in the list.

B. In the Network & Internet group of Windows Settings, click Mobile Hotspot.

C. In the Network & Internet group of Windows Settings, click Wi-Fi.

D. In the Network & Internet group of Windows Settings, click Cellular.

You want to block an application from communicating through your Windows Defender
Firewall. What will you set up for this application?

A. An exception

B. A restriction

C. A mapped drive

D. A network share

You need to connect to the Internet, but you regularly are working in remote areas, and

your only option is to use a cellular network. What type of network are you establishing
when you connect to the Internet?

A. PAN
B. CAN
C. WWAN
D. LAN



Chapter 6 = Operating Systems 235

234. You’re working on your laptop at a friend’s house and click your browser to research
something, but a window pops up saying No Internet. How do you resolve this?
(Choose two.)

A. Right-click the browser shortcut and choose New Window.

B. Start typing network in the search box, then choose Network Status, then Show Avail-
able Networks, and get the network name and password from your friend.

C. Click the taskbar icon that looks like a globe, then choose your friend’s network and
ask for the password.

D. Type firewall in the search box and choose Firewall & Network Protection, then click
Private Network.
235. You need to allow Open Office to communicate through the local Windows computer’s
firewall. Where is this configured? (Choose two.)

A. In the Search box, type Firewall & Network Protection, then choose it from the results
and click Allow An App Through Firewall.

B. In Windows Settings, choose the Apps group.

C. In Control Panel, choose Windows Defender Firewall, then select Allow An App Or
Feature Through Windows Defender Firewall.

D. In Control Panel, open the Programs And Features utility.

236. A user has a laptop that they think has WWAN capabilities. Where can you quickly check?
A. Disk Management
B. Device Manager
C. Apps & Features
D. Programs And Features
237. A user wants to use a WWAN connection to the Internet because they travel and Ether-

net and Wi-Fi networks aren’t always available to connect to. What will this user need?
(Choose two.)

A. A Wireless NIC
B. A WWAN card or device
C. A cellular service provider
D. An RJ-45 connector
238. A user at your company just signed up for WWAN service through their cellular pro-
vider. Their data is capped at 10 GB per month. It’s very costly if they go over, so they’ve

asked you if there is a way for them to avoid going over their data limit. What will you
do for them?

A. Set up their cellular WWAN as a metered service.

B. Use Performance Monitor to track their WWAN use.
C. Switch them to a VPN so it won’t cost anything.
D.

Use a proxy server so their data downloads won’t count.



236 Chapter 6 = Operating Systems

239. A junior network administrator wants to know the fastest way to access File Explorer,
because they use it often. What do you tell them?

A. Press Windows Key+F.
B. Press Windows Key+M.
C. Press Windows Key+E.
D. Press Windows Key+X, then choose File Explorer from the menu.
240. You need to establish a wired connection between a newly installed Windows Pro computer

and an Ethernet home network. The router is next to the desk and provides DHCP services.
What will you need to connect a desktop computer to this network? (Choose two.)

A. Patch cable

B. Wireless NIC

C. NIC with RJ-45 port

D. IP address and subnet mask

241. You need to know the path to a network resource. How can you locate it?
A. Type mynetworkdrives in a browser window to see them.
B. In File Explorer, right-click the resource, choose Properties, then click the Sharing tab.

C. In File Explorer, select This PC, Network Drives, and their path will show under Net-
work Locations.

D. Select Computer Management » Shared Folders » Shares.
242. You’re installing Windows 10 64-bit on the only drive in a computer that uses BIOS, not
UEFL You’ll be booting from this drive. Which of the following are true? (Choose two.)
A. The partition scheme must be MBR.
B. The partition scheme must be GPT.
C. The partition must be less than 2 TB.
D. You won’t be able to boot from this drive.
243. You’ve installed a new hard drive in a Windows PC and need to partition the drive and
format the volumes. What tools can you use to format it? (Choose two.)
A. diskmgmt.msc
B. diskpart
C. perfmon.msc
D

services.msc
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v 2.1 Summarize various security measures and
their purposes.

Physical security
Access control vestibule
Badge reader
Video surveillance
Alarm systems
Motion sensors
Door locks
Equipment locks
Guards
Bollards
Fences
Physical security for staff
Key fobs
Smartcards
Keys
Biometrics
Retina scanner
Fingerprint scanner
Palmprint scanner
Lighting
Magnetometers

Logical security




Principle of least privilege
Access control lists (ACLs)
Multifactor authentication (MFA)
Email

Hard token

Soft token

Short message service (SMS)
Voice call

Authenticator application

A T Mobile device management (MDM)
A Q‘!L!! 1LY s Active Directory
» : » Login script
Domain

Group Policy/updates
Organizational units
Home folder

Folder redirection

Security groups

v 2.2 Compare and contrast wireless security proto-
cols and authentication methods.

Protocols and encryption
Wi-Fi Protected Access 2 (WPA2)
WPA3
Temporal Key Integrity Protocol (TKIP)
Advanced Encryption Standard (AES)
Authentication

Remote Authentication Dial-In User Ser-
vice (RADIUS)

Terminal Access Controller Access-Control
System (TACACS+)




Kerberos

Multifactor

v 2.3 Given a scenario, detect, remove, and prevent
malware using the appropriate tools and methods.

Malware
Trojan
Rootkit
Virus
Spyware
Ransomware
Keylogger
Boot sector virus
Cryptominers

Tools and methods
Recovery mode
Antivirus
Anti-malware
Software firewalls
Anti-phishing training
User education regarding common threats

OS reinstallation

v 2.4 Explain common social-engineering attacks,
threats, and vulnerabilities.

Social engineering
Phishing
Vishing
Shoulder surfing
Whaling

Tailgating




Impersonation
Dumpster diving
Evil twin
Threats
Distributed denial of service (DDoS)
Denial of service (DoS)
Zero-day attack
Spoofing

On-path attack

i Brute-force attack

REAA

a!! 1LY s Dictionary attack
i » Insider threat
Structured Query Language (SQL) injection
Cross-site scripting (XSS)
Vulnerabilities
Non-compliant systems
Unpatched systems

Unprotected systems (missing antivirus/
missing firewall)

EOL OSs

Bring your own device (BYOD)

v 2.5 Given a scenario, manage and configure basic
security settings in the Microsoft Windows OS.

Defender Antivirus
Activate/deactivate
Updated definitions

Firewall
Activate/deactivate
Port security

Application security




Users and groups
Local vs. Microsoft account
Standard account
Administrator
Guest user
Power user
Login OS options
Username and password
Personal identification number (PIN)
Fingerprint
Facial recognition
Single sign-on (SSO)
NTFS vs. share permissions
File and folder attributes
Inheritance
Run as administrator vs. standard user
User Account Control (UAC)
BitLocker
BitLockerTo Go

Encrypting File System (EFS)

v 2.6 Given a scenario, configure a workstation to meet
best practices for security.

Data-at-rest encryption
Password best practices
Complexity requirements
Length
Character types
Expiration requirements

Basic input/output system (BIOS)/Unified Exten-
sible Firmware Interface (UEFI) passwords




End-user best practices
Use screen saver locks
Log off when not in use
Secure/protect critical hardware (e.g., laptops)

Secure personally identifiable information (PII)
and passwords

Account management

Restrict user permissions

Restrict login times

Disable guest account

Use failed attempts lockout

Use timeout/screen lock
Change default administrator’s user account/password
Disable AutoRun

Disable AutoPlay

v 2.7 Explain common methods for securing mobile
and embedded devices.

Screen locks
Facial recognition
PIN codes
Fingerprint
Pattern
Swipe
Remote wipes
Locator applications
OS updates
Device encryption
Remote backup applications
Failed login attempts restrictions

Antivirus/anti-malware




Firewalls

Policies and procedures
BYOD vs. corporate owned
Profile security requirements

Internet of Things (loT)

v 2.8 Given a scenario, use common data destruction
and disposal methods.

Physical destruction
Drilling
Shredding
Degaussing
Incinerating

Recycling or repurposing best practices
Erasing/wiping
Low-level formatting
Standard formatting

Outsourcing concepts
Third-party vendor

Certification of destruction/recycling

v 2.9 Given a scenario, configure appropriate security
settings on small office/home office (SOHO) wireless
and wired networks.

Home router settings
Change default passwords
IP filtering
Firmware updates
Content filtering
Physical placement/secure locations

Dynamic Host Configuration Protocol (DHCP)
reservations




Static wide-area network (WAN) IP
Universal Plug and Play (UPnP)
Screened subnet

Wireless specific
Changing the service set identifier (SSID)
Disabling SSID broadcast
Encryption settings
Disabling guest access
Changing channels

Firewall settings
Disabling unused ports

Port forwarding/mapping

v 2.10 Given a scenario, install and configure browsers
and relevant security settings.

Browser download/installation
Trusted sources
Hashing
Untrusted sources
Extensions and plug-ins
Trusted sources
Untrusted sources
Password managers
Secure connections/sites — valid certificates
Settings
Pop-up blocker
Clearing browsing data
Clearing cache
Private-browsing mode
Sign-in/browser data synchronization

Ad blockers
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Which type of security device requires the user to insert some type of identification card to
validate access?

A. PIN code

B. Badge reader

C. Security token

D. Biometrics

Someone has configured an external server with an IP address that should belong to one of

your sister company’s servers. With this new computer, they are attempting to establish a
connection to your internal network. What type of attack is this?

A. Spoofing

B. On-path attack

C. Zombie/botnet

D. Non-compliant system

What type of security device often incorporates RFID technology to grant personnel access to
secure areas or resources?

A. Smartcard

B. Security token

C. Access control vestibule

D. Key fob

You are configuring a wireless network for a small office. What should you enable for the
best encryption possible for network transmissions?

A. WPS
B. WEP
C. WPA
D. WPA3

You work for a company that has employees fill out and manually sign personnel documents.
Once the signed documents are scanned into a system, the paper copies are no longer needed.
What should be done with the paper documents?

A. Place them in the recycle bin.

B. Shred them.

C. Place them in the trash.

D. Keep them in a locked cabinet.

Which types of security threats involve the attacker attempting to directly contact a potential
victim? (Choose two.)

A. Spoofing

B. Phishing

C. Social engineering

D

Brute-force attacking
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An employee uses their security badge to enter the building through a secured door. Another
person tries to enter the building behind them before the door closes without swiping a
badge. What type of behavior is the second person demonstrating?

A. Shoulder surfing

B. On-path attack

C. Brute-force

D. Tailgating

You have a Windows domain network and want to ensure that users are required to meet
password complexity requirements. What is the best way to implement this on the network?
A. Use a firewall.

B. Use a VPN.
C. Use Group Policy.
D. Use DLP.

You are planning security protocols for your company’s new server room. What’s the sim-
plest way to help physically keep potential attackers away from your servers?

A. Lock the door.

B. Use cable locks.

C. Install an access control vestibule.

D. Implement biometrics.

A user on your network reported that their screen went blank and a message popped up.
It’s telling them that their files are no longer accessible, and if they want them back, they

need to enter a credit card number and pay a $200 fee. Which type of malware has infected
this system?

A. Rootkit

B. Ransomware
C. Trojan

D. Spyware

You are setting up a new wireless router for a home office. Which of the following should
you change immediately when initially configuring the network? (Choose two.)

A. The router’s default administrator username and password
B. The default SSID

C. The radio power level

D

The guest account password
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You are configuring a router for a small office network. The network users should be able
to access regular and secure websites and send and receive email. Those are the only connec-
tions allowed to the Internet. Which security feature should you configure to prevent addi-
tional traffic from coming through the router?

A. MAC filtering

B. Content filtering

C. Port forwarding/mapping

D. Port security/disabling unused ports

On a Windows 10 workstation, there are two NTFS volumes. The Managers group has
Modify access to the D: \mgmt directory. You move the folder to the D: \keyfiles folder,

to which the Managers group has Read access. What level of permissions will the Managers
group have to the new D: \keyfiles\mgmt directory?

A. Full Control

B. Modify
C. Read & Execute
D. Read

For users to log on to your network from a remote location, they are required to supply
a username and password as well as a code from an RSA token. What type of security is
being used?

A. Firewall

B. Multifactor authentication

C. Access control list

D. Principle of least privilege

You want to recycle some hard drives that your company no longer uses but want to ensure

that other people will not be able to access the data. Which methods of removing the data are
acceptable for your purposes? (Choose two.)

A. Formatting the drive

B. Using an overwrite utility

C. Using a drive wipe utility

D. Using electromagnetic fields

You have installed Windows 11 Pro on a workstation. For better security, which user account
should you ensure is disabled?

A. Administrator

B. DefaultAccount

C. Power User
D

Guest
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Which type of network attack involves an intermediary hardware device intercepting data
and altering it or transmitting it to an unauthorized user?

A. On-path attack

B. Non-compliant system

C. Zombie/botnet

D. Spoofing

You are implementing new password policies for your network, and you want to follow

guidelines for password best practices. Which of the following will best help improve the
security of your network? (Choose two.)

A. Require passwords to expire every 180 days.
B. Require passwords to be a minimum of 8 characters.
C. Require passwords to have a special character.

D. Require passwords to be no more than 10 characters long.

What does NTFS use to track users and groups and their level of access to resources?

A. ACLs

B. Tokens

C. Badges

D. Control rosters

You have created a user account for a contract employee on a Windows 11 PC. The con-

tractor will be with the company for one month. Which user group should this user’s account
be placed in?

A. Power Users

B. Administrators
C. Standard Users
D. Guest

On your network, there are multiple systems that users need to access, such as a Windows
domain, a cloud site for storage, and order processing software. You want to configure
the network such that users do not need to remember separate usernames or passwords
for each site; their login credentials will be good for different systems. Which technology
should you use?

A. EFS
B. MDM
C. SSO

D. UAC
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A user discovers a strange text file at the root of their user directory. It contains everything
they have typed over the past few days, including their credentials. What is the likely cause of
the text file?

A. System auditing enabled

B. Keylogger installed

C. Email application in debug mode

D. Backup file

What security solution would protect a user from unwanted network traffic probing their
workstation?

A. Software firewall

B. Antiphishing training

C. Anti-malware

D. Antivirus

A user wants to use multifactor authentication at their PC but does not want to carry a key
fob and is strongly against biometrics. What method can you suggest?

A. Second password

B. Hardware token

C. Software token

D. Fingerprint reader

What wireless protocol used in WPA compensates for the weak encryption of WEP?
A. VLAN

B. TKIP
C. VPN
D. AES

Which of the following Active Directory concepts can help enforce security settings?
(Choose two.)

A. EFS

B. Group Policy/updates
C. Port security

D. Login scripts

What 128-bit block encryption that uses an encryption key of 128, 192, or 256 bits is used in
WPA2 and is more secure than TKIP?

A. AES

B. VPN

C. RADIUS
D. Kerberos



250

28.

29.

30.

31.

32.

33.

Chapter 7 = Security

What protocol was designed to authenticate remote users to a dial-in access server?
A. TKIP

B. TACACS+
C. VPN
D. RADIUS

A user is complaining that they can no longer sign into their account because of too many
bad attempts. What basic Active Directory function is at work here?

A. Failed login attempts restrictions

B. Antivirus/anti-malware

C. A bollard

D. A rootkit

What concept in Active Directory creates a directory subdivision within which may be placed
users, groups, computers and other objects?

A. User

B. Domain

C. Organizational unit

D. Home folder

Which of the following authentication encryption protocols is older than the others and was

developed by Cisco but became an open protocol in the 1990s and can be found on Linux
distributions?

A. AES

B. TACACS+
C. Kerberos
D. RADIUS

Your data center recently experienced a theft of a server from the rack. Which security mech-
anisms would protect servers from future theft? (Choose two.)

A. Equipment locks
B. Security token
C. Alarm systems
D. Hard token

What other security devices are often employed in an access control vestibule? (Choose two.)
A. Bollard

B. Motion sensors
C. Guards
D

Video surveillance
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Normally, a company places a user’s profile and folders on the local machine. Now, the orga-
nization would like a few users to be able to log in from other computers. What concept in
Active Directory allows a user’s profile folders to be placed in storage somewhere else on

the network?

A. Home folder

B. Folder redirection
C. Organizational unit
D. VPN

What wireless encryption protocol replaced WPA and uses both TKIP, for backward compat-
ibility, and AES?

A. WEP

B. WPA2
C. WPA3
D. RADIUS

When should OS and application patches be applied to a system to prevent it from becoming
vulnerable?

A. Every 6 months

B. Every 3 months

C. Once a month

D. Assoon as they are available

You have a Windows workstation and want to prevent a potential hacker from booting to a
USB drive. What should you do to help prevent this?

A. Require strong Windows passwords.

B. Restrict with user permissions.

C. Set a BIOS/UEFI password.

D. Change the default administrator password.

Which type of security solution generally functions as a packet filter and can perform stateful
inspection?

A. VPN

B. EFS

C. Antivirus/anti-malware
D. Firewall

Which of the following are examples of physical security methods? (Choose two.)
A. Biometric locks

B. Multifactor authentication
C. Keys
D

Firewalls
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A user on your network reported that they received a phone call from someone in the IT
department saying the user needed to reset their password. The caller offered to do it for
them if the user could provide the IT worker with their current password. What is this most
likely an example of?

A. The IT department helping the user to reset their password

B. A spoofing attack

C. A social engineering attack

D. A brute-force attack

Your corporate IT department has decided that to enhance security they want to draft a mo-

bile device management (MDM) policy to require both a passcode and fingerprint scan to
unlock a mobile device for use. What is this an example of?

A. An authenticator application

B. Biometric authentication

C. Full-device encryption

D. Multifactor authentication

Several employees at your company have been tailgating to gain access to secure areas.
Which of the following security methods is the best choice for stopping this practice?
A. Door lock

B. Entry control roster

C. Access control vestibule

D. ID badges

A user has joined your company as a network administrator. Let’s assume their user account

name is AOShea. What is the recommended way to give AOShea the administrative privileges
they need?

A. Add the AOShea user account to the Administrators group.

B. Create an account called AdminAOShea. Add that account to the Administrators group.
Have the new administrator use the AOShea account unless they need administrative
rights, in which case they should use the AdminAOShea account.

C. Copy the Administrator account and rename it AOShea.

D. Add the AOShea user account to the Power Users group.

You are designing a security policy for mobile phones on your network. Which of the follow-
ing is a common method of biometric authentication used with mobile devices?

A. Fingerprint scan

B. Retina scan

C. Swipe lock

D. DNA lock
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An administrator is transferring confidential files from one Windows Pro workstation to
another, using a flash drive. Policy dictates that the files on the flash drive must be encrypted.
Which technology should be used?

A. BitLocker

B. BitLocker To Go
C. EFS

D. AES

Which type of security system uses physical characteristics to allow or deny access to loca-
tions or resources?

A. 1D badges
B. Bollards
C. Biometrics
D. Tokens

You have just transformed a Windows workgroup into a small domain and are config-
uring user accounts. Which of the following is considered a best practice for managing user
account security?

A. Require every user to log on as a Guest user.

B. Allow all users Read and Write access to all server files.

C. Follow the principle of least privilege.

D. Place all user accounts in the Administrators group.

A security consultant for your company recommended that you begin shredding or burning

classified documents before disposing of them. What security risk is the consultant trying to
protect the company from?

A. Shoulder surfing

B. Dumpster diving

C. Social engineering

D. Brute-force attack

Several workstations on your network have not had their operating systems updated in more

than a year, and your antivirus software is also out-of-date. What type of security threat does
this represent?

A. Non-compliant systems
B. Zombie/botnet

C. Brute-force attack

D. Zero-day attack
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On the Internet, you get a news flash that the developer of one of your core applications
found a security flaw. They will issue a patch for it in two days. Before you can install the
patch, it’s clear that the flaw has been exploited and someone has illegally accessed your net-
work. What type of attack is this?

A. Zombie/botnet

B. Non-compliant system

C. Zero-day attack

D. Brute-force attack

UserA is a member of the Dev group and the HR group. They are trying to access a local
resource on an NTFS volume. The HR group has Full Control permission for the payroll

folder, and the Dev group has Deny Read permission for the same folder. What is UserA’s
effective access to the payroll folder?

A. Full Control

B. Read
C. Write
D. Deny

Which default Windows group was designed to have more power than normal users but not
as much power as administrators, and is now kept for backward compatibility only?

A. Superuser

B. Standard Users
C. Power Users

D. Advanced Users

You have assigned a Windows workstation to a workgroup. Which of the following are
recommended best practices for maximizing security regarding the Administrator account?
(Choose two.)

A. Disable the Administrator account.

B. Rename the Administrator account.

C. Remove the Administrator account from the Administrators group.

D. Require a strong password.

You’re at home using a digital security method to connect to your corporate network. This
security method wraps data in encryption (encapsulating it) to transfer the data across a

public network (the Internet), and your connection gets a corporate IP address just as if you
were sitting in the office. What type of connection is this?

A. VPN

B. Firewall
C. BitLocker
D. EFS
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Which of the following are advantages of using NTFS permissions over using share permis-
sions? (Choose two.)

A. NTFS permissions will override share permissions if there is a conflict.

B. NTFS permissions affect users at the local computer, but share permissions do not.
C. NTFS permissions are more restrictive in their access levels than share permissions.
D. NTFS permissions can be set at the file level, but share permissions cannot.
Someone has placed an unauthorized wireless router on your network and configured it

with the same SSID as your network. Users can access the network through that router, even
though it’s not supposed to be there. What type of security threat could this lead to?

A. Zombie/botnet
B. Spoofing
C. Non-compliant system

D. On-path attack

Which type of security method is worn by employees and usually has a picture on it?

A. Key fobs

B. ID badges

C. Smartcards

D. Biometrics

You’re working at a high-security server farm and must ensure that vehicles stay a certain

distance away from the building. What physical security methods can be used for this
purpose? (Choose two.)

A. Bollards

B. Motion sensors

C. Fences

D. Lighting

Between you and your family members, there are several mobile devices, including phones,
laptops and smart watches. Someone generally forgets where they put their phone, or it
may be stolen, and it would be nice to easily find it. In addition, you want to see where

other family members are when they are around town. Which type of app will allow you
to do this?

A. Trusted source app
B. Remote control app
C. Locator app

D. Firewall app
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60. Which security mechanism specifies permissions for users and groups as well as the type of
activities the users or groups can perform?

A. ACL
B. EFS
C. VPN
D. PIN

61. You need to know which files have been modified in a folder. Which of the following is not a
way to see when files have been modified?

A. Right-click each file and choose Properties, and then Advanced to see whether the
archive bit is set.

B. Open the folder in File Explorer and click Date Modified to sort the files by the date
they were last modified.

C. Type archive at a command prompt.
D. Type attrib at a command prompt.
62. You want to create a new policy to encrypt all company drives using BitLocker. Which
operating system will need to be upgraded?
A. Windows 10 Pro
B. Windows 11 Home
C. Windows 11 Pro
D. Windows 10 for Workstations
63. Software was installed on a laptop without the user’s knowledge. The software has been

tracking the user’s keystrokes and has transmitted the user’s credit card information to an
attacker. What type of threat is this?

A. Zombie/botnet
B. Spoofing
C. Spyware
D. Ransomware
64. A new user has joined your company as a network administrator. Which of the following
statements is most correct regarding their network access?
A. They should have just one user account, with administrator-level permissions.
B. They should have just one user account, with standard user-level permissions.

C. They should have two user accounts: one with user-level permissions and one with
administrator-level permissions.

D. They should have three user accounts: one with user-level permissions, one with
administrator-level permissions, and one with remote access administrator permissions.
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Which types of security threats are direct attacks on user passwords? (Choose two.)

A. Brute-force

B. Zombie/botnet

C. Dictionary attack

D. Spoofing

You read corporate email on your smartphone and do not want others to access the phone if

you leave it somewhere. What is the first layer of security that you should implement to keep
others from using your phone?

A. Multifactor authentication

B. Full-device encryption

C. Screen lock

D. Remote wipe software

You use your smartphone for email and extensive Internet browsing. You want to add an

additional level of security to always verify your identity online when accessing various
accounts. Which type of app do you need?

A. Authenticator app

B. Trusted source app

C. Biometric authenticator app

D. Account encryption app

You have instructed users on your network to not use common words for their passwords.
What type of attack are you trying to prevent?

A. Brute-force

B. Dictionary attack

C. Social engineering

D. Shoulder surfing

Which type of malware is designed to look like a different program and, when installed, cre-
ates a back door for an attacker to access the target system?

A. Trojan
B. Spyware
C. Virus

D. Whaling

You have been asked to dispose of several old magnetic hard drives. What are you doing if
you use a large magnet to clear the data off a hard drive?

A. Overwriting
B. Zero writing
C. Degaussing
D

Incineration
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71. If you check the Read-only or Hidden box on the graphic, what feature of the folder is
being changed?

General  Security Previous Versions  Customize

myfolder
Type: File folder
Location: C:\Users\aoshe\Desktop
Size: 0 bytes

Size ondisk: 0 bytes

Contains: 0 Files, 0 Folders
Created: Saturday, December 18, 2021, 4:22:18 AM
Attributes: [CJRead-only (Only applies ta files in folder)
["] Hidden Advanced..
OK Cancel Apply

Archive bit
NTES permissions
Attributes

SCowp

Share permissions
72. You’re setting up a Windows 11 Pro machine and want to encrypt the entire hard drive,
including startup files. Which technology best meets your needs?
A. Windows OSs do not allow full-drive encryption.
B. BitLocker
C. BitLocker to Go
D. EFS

73. Which type of security threat gains administrative-level access for an attacker to perform
another attack, and then hides its presence from system management tools?

A. Virus
B. Whaling
C. Rootkit
D

Ransomware
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A computer user wants to encrypt a few files on an NTFS volume on their Windows Pro
workstation. They do not have administrative rights to the computer. Which of the following
statements is correct?

A. They can only use device encryption.

B. They can use BitLocker.

C. They can use BitLocker To Go.

D. They can use EFS.

Which type of digital security is designed to protect your network from malicious software

programs by both preventing them from entering the system and removing them if they
are found?

A. Firewall

B. Anti-malware
C. EFS

D. UAC

Your company has hired a consultant to intentionally send emails asking for login
information from your employees. What is your company engaging in?

A. Phishing

B. Whaling

C. Zero-day attack

D. Anti-phishing training

On a Windows workstation, there is one volume formatted with NTFS. The Developers
group has Modify access to the C: \dev directory. You copy the folder to the C:\

operations folder, to which the Developers group has Read access. What level of permis-
sions will the Developers group have to the new C:\operations\dev directory?

A. Read & Execute

B. Read
C. Full Control
D. Modify

You are configuring NTFS and share permissions on a Windows 11 workstation. Which of
the following statements is true regarding permissions?

A. Both NTFS and share permissions can be applied only at the folder level.

B. NTFS permissions can be applied at the file or folder level, and share permissions can
only be applied at the folder level.

C. NTFS permissions can be applied only at the folder level, but share permissions can be
applied to files and folders

D. Both NTFS and share permissions support inheritance.
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Which type of security device displays a randomly generated code that the user enters for
access to computer resources?

A. 1D badge

B. RFID badge
C. Smartcard
D. Key fob

You recently noticed a change on your computer. Now when you open your web browser, no
matter what you search for, you get a dozen unsolicited pop-up windows offering to sell you
items you didn’t ask for. What type of problem does your computer have?

A. Spyware

B. Ransomware

C. Zombie/botnet

D. Trojan

A computer user wants to encrypt the data on their Windows 10 Home device. They have
administrative rights to the computer. Which of the following statements is correct?

A. They may be able to use Windows device encryption.

B. They can use BitLocker.

C. They can use BitLocker To Go.

D. They can use EFS.

Which of the following is true about the permissions shown in the graphic? (Choose two.)

Share Pemissions

Group or user names

£2 Everyone
Add.. Remove
Pemissions for Everyone Allow Deny
Full Control O (]
Change O O
Read ] O

OK Cancel
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They are only in effect when accessed via a network.
They are NTFS permissions.

This type can be used on files and folders.

Sowp»

Everyone can read files inside this folder.

Which of the following statements are true regarding file and folder attributes on a Windows
11 workstation? (Choose two.)

A. File attributes are available only on NTFS volumes.

B. Only members of the Administrators group can change file/folder attributes.

C. Attributes can be accessed by right-clicking the file/folder and choosing Properties and
then selecting the General tab.

D. Compression is an advanced file/folder attribute.

Which type of digital security needs to have constant updates to best protect your network
or computer?

A. Antivirus

B. Firewall

C. Access control list

D. NTFS permissions

You are at work and receive a phone call. The caller ID indicates it’s coming from your man-

ager’s desk. You can see your manager’s desk and no one is sitting there. Which of the follow-
ing is likely happening?

A. Zombie/botnet attack
B. Impersonation attack
C. Zero-day attack
D. Phishing attack

A user is working on a Windows workstation. Their user account is a member of the Man-
agers group, and they are trying to access a folder named reports, located on a different
computer. The NTFS permissions for the reports shared folder on that computer for the Man-
agers group are Read and Write. The folder’s share permissions for the Managers group is the
Read permission. What are the user’s effective permissions on the reports folder?

A. Full Control
B. Read and Write
C. Read

D. No access

Which NTFS permission overrides all the others?
A. Full Control

B. Deny

C. List Folder Contents

D. Read



262

Chapter 7 = Security

88. A system administrator is concerned about Windows users inadvertently installing malware
from DVD-ROMSs and USB thumb drives that contain malicious code. What can they do to
help prevent this from happening?

A.
B.
C.
D.

Set restrictive user permissions.
Enable BIOS/UEFI passwords.
Disable AutoRun and AutoPlay.

Enable data encryption.

89. Someone has placed an unauthorized wireless router on your network and configured it
with the same SSID as your network. Users can access the network through that router, even
though it’s not supposed to be there. What is this router configuration known as?

A.
B.
C.
D.

Zombie/botnet
Evil twin
Non-compliant system

On-path attack

90. Which of the following is true about the information shown in the graphic? (Choose two.)

General Tools Hardware Sharing
Security Previous Versions Quota

Object name:  CA

Group or user names:

EZ Authenticated Users

52 SYSTEM

B2 Administrators (DESKTOP-33RQKE6\Administrators)
B2 Users (DESKTOP-33RQKE6\Users)

To change permissions, click Edit. -' Edit

Permissions for Users Allow Deny

Full control

Modify

Read & execute
List folder contents
Read

Write

AN

For special permissions or advanced settings, Advanced
click Advanced.

OK Cancel Apply
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The graphic shows share permissions.
The graphic shows NTFS permissions.

These permissions will be inherited by any folder created on the C drive.

Sowp»

These permissions are only effective when someone accesses them over a network.

Your office has recently experienced several laptop thefts. Which security mechanism, as pic-
tured in the graphic, is designed to protect mobile devices from theft?

A. Security token
B. Laptop lock
C. Key fob

D. Magnetometer

Which of the following is an open source authentication encryption protocol that is widely
used and that uses a third party to verify user credentials?

A. AES
B. TACACS+
C. Kerberos
D. RADIUS
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Your company allows employees to use their own devices, and as the IT director, you are
naturally concerned with the security of corporate information on those devices. Which tech-
nology should you require in this situation?

A. EFS

B. MDM
C. SSO
D. UAC

Which of the following is not a logical security method of delivering a code for multifactor
authentication?

A. Voice call

B. Email
C. Bollards
D. SMS

Which of the following is an example of a hard token? (Choose two.)

A. Key fob

B. Retina scanner

C. Smartcard

D. Motion sensor

Which of the following devices. often found in smartphones and other mobile devices, is

used to pinpoint a person’s location on Earth, and therefore can be used for multifactor
authentication?

A. Magnetometer

B. Retina scanner

C. Key fob

D. Hard token

Which of the following is not a physical security measure for protecting computer systems
and access to them?

A. Lighting

B. Equipment locks

C. Motion sensors

D. Soft token

Which of the following is not a biometric identification device?
A. Fingerprint reader

B. Retina scanner

C. Hard token
D

Palmprint scanner
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99. A user is worried about others shoulder surfing. What should they use to help avoid
this problem?

A. Access control vestibule
B. Video surveillance
C. Display privacy filter
D. Smartcard
100. Which type of malware will often cause critical files to disappear, often while displaying a

taunting message, and requires user intervention (usually inadvertent) to spread from com-
puter to computer?

A. Botnet
B. Virus
C. Trojan
D. Rootkit

101. A computer user in the accounting department received a phone call from someone who
claimed to be from the company’s bank. They had a partial account number and needed
the user to verify the full account number, their username, and password before they could
discuss the reason for their call with the user. The user said they would call them back,
and the caller on the other end hung up abruptly. They contacted you in the IT department
because it seemed like such a strange call. What kind of attempted attack will you tell them

just happened?
A. Phishing
B. Vishing
C. Whaling
D. Evil twin

102. Your company allows employees to use their personal devices for company work, because it
will save the company money on hardware. What is this called?

A. BYOD
B. MDM
C. SSO
D. UAC

103. Why is an EOL OS a security threat?
A. There will be no more security updates.
B. There will be no more feature updates.
C. There will be no more company support.
D

The software will stop working on the EOL date.
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104. What type of malware is dangerous because it is loaded during system startup before the

105.

106.

107.

108.

antivirus software is able to load?

A. Spyware

B. Ransomware

C. Boot sector virus

D. Keylogger

Which of the following is not a type of malware that needs to be eradicated from a com-
puter system?

A. Keylogger

B. Virus
C. WinRE
D. Spyware

You believe your computer has contracted a boot sector virus. Which command-line
tool permits someone to make changes to the operating system without having to boot
up Windows?

A. WinRE

B. RADIUS

C. Administrative tools

D. Active Directory

You’re reviewing the Event Viewer logs and notice repeated failed attempts to access the
corporate bank account information. The attempts are coming from someone with a

company login, and in fact, you are able to catch the person, an employee hired only a
month ago, in the act. What type of attack is this?

A. Insider threat

B. Eval twin

C. Whaling

D. Social engineering

Your web server just crashed because there was a flood of responses to a packet that looks
like it was from your server but your server didn’t send it. What just happened?

A. Whaling attack

B. Denial-of-service attack

C. Distributed DoS attack
D

Evil twin attack
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109. A computer user on your network is trying to access a folder named Projects on a local
NTFS volume. Their user account is in the Developers group. The Developers group has
Read & Execute permissions to the folder, and the user’s user account has Full Control.
What is the user’s effective access to the Projects folder?

A. Full Control
B. Read & Execute
C. Read
D. No access
110. You’ve discovered that a system on your network has had its firewall turned off and antivi-
rus disabled. What type of vulnerability does this present?
A. Zero-day attack
B. SQL injection
C. Unprotected system
D. Cross-site scripting
111. What Active Directory security measure moves a user’s data to a server and off the local

drive so that if a laptop is lost or stolen and someone gains access to it, they won’t have
access to information in the user’s data files?

A. Home folder
B. Security group
C. Organizational unit
D. Login script
112. You notice that your computer seems to be working more than the normal updating that

it does when you’re not actively using it. It also seems to be running more slowly than
normal. What type of malware, instead of stealing your data, uses your computing power?

A. Spyware
B. Ransomware
C. Keyloggers
D. Cryptominers
113. Which of the following is not important in preventing malware from damaging your com-
puter system?
A. User education regarding common threats
B. Installing a keylogger
C. Keeping anti-malware signatures up-to-date
D

Keeping operating systems and applications patches up-to-date



268 Chapter 7 = Security

114. A user on your network wants to install an interesting browser extension that they found
on a download site neither you nor they have used before. They got a warning before going
to the site but clicked an option to continue. What type of website is this?

A. Spoofed
B. Trusted source
C. Untrusted source
D. Certified
115. As the IT person in a small firm using Windows operating systems, you would like a
window to pop up whenever apps try to make changes to a system and when the user

makes changes to the system so that an administrator password will be required to be
entered. What utility will you use to configure that setting?

A. UAC
B. Windows Defender Firewall
C. Facial recognition
D. Personalization
116. A friend is considering purchasing an antivirus program. You let them know that there is

one included with the Windows operating system. What settings should they look for in
Windows Settings?

A. Windows Defender Firewall
B. Virus & threat protection
C. Windows Update
D. Device Security
117. Your company’s website has been a victim of a botnet attack, causing your server to crash.
What type of attack did the botnet attack cause?
A. Brute-force
B. Zero-day
C. Distributed denial of service
D. Non-compliant system
118. What type of attack is like a SQL injection, except that it uses a website and HTML or
JavaScript instead of a database, where malicious code is injected into the website (which

is normally trusted by the user), and then used to gather data from the website user’s com-
puter because their systems don’t see the normally trusted website as a threat?

A. Zero-day attack

B. SQL injection

C. Unprotected system
D

Cross-site scripting
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Your company has different locations, each with its own management needs, but it wants a
cohesive way to manage all the users, computers, and other resources on the network. What
will you group those users, computers, and resources into that will provide a centralized
point of control for each location?

A. Active Directory
B. Domain

C. Security groups
D. Home folders

The company’s vice president just called you in the IT department because they received an
email from you requesting their username and password. The VP didn’t respond because
they thought you should know them already. What kind of attack was just attempted?

A. Phishing

B. Vishing
C. Whaling
D. Evil twin

What is the software used to control access to resources in a Windows domain?

A. Home folder

B. Security group

C. Organizational unit

D. Active Directory

You’ve been reading about a recent malware that is causing problems for other companies

and want to verify that the Windows built-in antivirus definitions are up-to-date. Where is
this done?

A. Virus & Threat Protection in the Settings app

B. Virus & Threat Protection in Control Panel

C. Windows Defender Firewall in the Settings app

D. Windows Defender Firewall in Control Panel

You are a junior IT administrator, and your supervisor has asked you to ensure that all

workstations have the built-in Windows firewall activated. Where can you go to do that?
(Choose two.)

A. Firewall & Network Protection in the Settings app
B. Firewall & Network Protection in Control Panel

C. Windows Defender Firewall in the Settings app
D

Windows Defender Firewall in Control Panel
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Your company has started using a new software in the cloud, but your users are finding
that they can’t use the software. Their computers are running Windows 11. What can you
do to ensure that the software can be used remotely by the employees? (Choose two.)

A. Click Allow An App Through Firewall in the Firewall & Network Protection settings
of the Settings app.

B. Click Allow An App Through Firewall in the Virus & Threat Protection settings of the
Settings app.

C. Add a new rule in the Advanced settings of Windows Defender Firewall, which can be
found in Control Panel.

D. Add a new rule in Administrative Tools in Control Panel.
Employees in your company work on very confidential projects. All employees have been
instructed to lock their screens whenever they walk away from their computer, even if it

is only for a minute. What key sequence will immediately lock their desktop and require a
password to reenter?

A. Windows Key+X
B. Windows Key+L
C. Windows Key+Right Arrow
D. Windows Key+D

Your employees have all been trained on end-user best practices, including locking their
laptop when they walk away from it. What can be done to ensure that each employee’s
laptop and its data will remain with the company and not fall into someone else’s hands?
(Choose two.)

A. Use a cable lock to secure the laptop to the desk.

B. Use MDM software to wipe the laptop remotely if stolen.

C. Place the laptop in a desk drawer when the employee walks away.

D. Ask a stranger to watch the laptop when they use the restroom at a coffee shop.
You’re setting up authentication for new users of Windows 10 and Windows 11 machines.
Which of the following Windows logon methods requires specific hardware? (Choose two.)
A. Username and password

B. PIN

C. Fingerprint

D. Facial recognition

You’re setting up new users on your network and have let them know that they will need

to change their user password the first time they log in and that it must meet complexity
requirements. Which of the following is not true about password best practices?

A. Password minimum length is eight characters.
B. Longer passwords are better.

C. At least one of each of these should be used: upper- and lowercase letters, numbers,
and special characters.

D. Passwords that are four characters long are okay if they are complex.
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You’ve just hired a new employee who will be working at a Windows workstation on your
network. You’re helping the user understand what their password should be like. Which of
the following are best practices for passwords? (Choose two.)

A. Enforce password complexity.

B. Passwords should be easy to guess in case you forget, like your dog’s name.

C. Passwords expire after 45 days.

D. Passwords expire after 180 days.

Your company has a Windows domain managed by a domain controller. Following best
practices, what feature of the domain controller is used to apply permissions to users?
A. Active Directory

B. User accounts

C. Security groups

D. Home folders

You’re configuring password requirements such as length and expiration for several Win-

dows 11 Pro workstations. What utility can you use on the workstation to configure the
password requirements?

A. Users Accounts in Control Panel

B. Local Users and Groups

C. Administrative Tools

D. Local Security Policy

A user of a computer that you administer on your Active Directory domain has forgotten
their logon password. What can be done to get them back into the system?

A. Reset the password on the local computer.

B. Reset the password on the domain controller.

C. Reinstall the OS and re-create their user.

D. Make them a new account with a new username.

A computer user is setting up a new Windows 11 Home computer for the first time. They

called you because they can’t figure out how to set it up with a local account. What will you
tell them?

A. That option is not available. They must use a Microsoft account.

B. Press F10 during bootup to create a local account.

C. They must switch to the Pro edition if they want to use a local account after setup.

D. Local accounts are never available in Windows 11.

When using a Microsoft account to log in to your Windows 11 computer, which of the fol-
lowing is not true?

A. Your username is your email.

B. There are more recovery options if you use a Microsoft account rather than a local
account to access your computer.

C. You won’t be able to use your computer if your Internet access is down.

D. You can access information stored on OneDrive from another computer if you log in
with your Microsoft account.
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135. Your friend wants to change the password for another user who is unable to log into the
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PC because they forgot their password. When they try to access User Accounts in Control
Panel, they are unable to access it. What will you tell them?

A. They need administrator access to change or create another user’s account, and they
are only a standard user.

B. They can change it in Local Users and Groups.
C. They need to use the command-line utility to change the user’s password.
D. They can’t change the password but they can add a new username for the password

and make that user an administrator so that they can access their data.

You are disposing of used hard drives, and a network administrator recommends
performing a low-level format. What is the difference between a low-level format and a
standard format?

A. Low-level formats are performed at the factory, and standard formats are performed
using the format command.

B. Standard formats are performed at the factory, and low-level formats are performed
using the format command.

C. A modern low-level format fills the entire drive with zeros, returning it to factory
mode. A standard format creates the file allocation table and root directory.

D. A standard format records the tracks and marks the start of each sector on each track.
A low-level format creates the file allocation table and root directory.

You have been instructed to destroy several old hard drives that contained confidential
information, so you take them to a local company that specializes in this process. The IT
director wants confirmation that the drives were properly destroyed. What do you need to
provide him with?

A. Hard drive fragments

B. Photos of the destroyed hard drives

C. A notarized letter from the disposal company

D. A certificate of destruction

You work for a bank whose policy is to physically destroy, rather than recycle, hard drives

that are no longer needed. Which of the following is not a physical destruction method for
hard drives?

A. Incinerating
B. Dirilling

C. Zero-filling
D. Shredding

A friend is getting overwhelmed with the number of passwords they need to remember and
has been writing them down, but the passwords aren’t very complex, and your friend has
used the same ones on several sites. You offer to help them. What will you do?

A. Clear their browser cache.
B. Clear their browsing data.
C. Update their certificates.
D

Install a password manager.
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140. You work for a company that is trying to be green. They want to repurpose their old PCs
by giving them to a charitable organization rather than destroying or recycling them. What
should you do before you give them away? (Choose two.)

A. Wipe all drives.
B. Restore the computer to its factory default condition.
C. Create a new user for the charity and delete your user.
D. Delete users and all their files and leave a generic administrator account active.
141. You’re donating a Windows 10 PC to a charity, but first want to remove all your data and

restore the PCs OS to a factory install. You’ve booted into WinRE. What does Microsoft
call the recovery option to reinstall the OS and delete all user files and data?

A. Refresh Your PC
B. Reset Your PC
C. Restore Your PC
D. Repair Your PC
142. You are setting up a Windows 11 Pro computer that will house data shared by many peo-
ple. How will you establish security for this group?

A. Use the Local Users and Groups app to create groups such as Accounting, Office, and
so on. Then set up permissions for each group on shared files. Add and remove users
to the group as needed.

B. In Control Panel, User Accounts, make all users administrators so they can do what
they need.

C. Use the Local Users and Groups app to create groups such as Accounting, Office, and
so on. Then set up permissions for each person on the shared files. Add users to the
groups just for organizational purposes.

D. Groups are only used on servers, so set up each person with their specific NTFS per-
missions on the shared data folders.
143. You’re providing system training to a new employee, and they want to know where they
should keep their password. What will you tell them? (Choose two.)
A. Write the password on a sticky note attached to the bottom of their keyboard.

B. Passwords will be saved in password manager software, and multifactor authentica-
tion is used for network access.

C. Tape the password to the monitor so they can see it.

D. They need to memorize their password and not write it down.

144. Which of the following are best practices for managing user accounts? (Choose two.)
A. Restrict user permissions.
B. Restrict login times.
C. Enable the Guest account.
D

Give all users administrative access.
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145. Workers have been instructed to lock their computers whenever they walk away from them,
but as you walk around the company, you notice computers unlocked and no one sitting
there. What is the best solution to mitigate this problem? (Choose two.)

A. Fire people who won’t lock their computer.
B. Enforce screen saver locks after a short time of inactivity.
C. Train users on the importance of locking their PC.
D. Set the PC to shut down after 2 minutes of inactivity.
146. Data encryption has been established for data that travels across the network, but you work
in a secure environment and want to encrypt all the data on users’ storage drives, including

laptop drives, to prevent dissemination of information if the drives are compromised or
stolen. Which of the following would not be a good solution to encrypt this data-at-rest?

A. Use EFS and let the employee choose what to encrypt.
B. Use a third-party encryption solution.
C. Use MDM software.
D. Use BitLocker on desktop systems.
147. You have a new smartphone that can authorize a transaction by using your phone’s camera
while you are simply looking at it. What is this technology called?
A. Pin code
B. Fingerprint scanner
C. Device encryption
D. Facial recognition
148. Which method of logging into a mobile device may make it easy for someone to guess your
password based on marks left by the oils in your skin?
A. Facial recognition

B. Fingerprint

C. Pattern
D. Swipe
149. Which of the following is the least secure way to access a mobile device whose screen
is locked?
A. Facial recognition
B. PIN code
C. Swipe
D. Pattern
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150. You just installed a security camera that communicates on port 4150. The video camera is
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connected to your SOHO router. With the camera set up, you can view the video stream
from your computer that is on the same SOHO router, but not remotely on your phone or
another computer. What did you forget to do?

A. Configure port forwarding on the router.
B. Close port 4150.

C. Connect the camera to the router.

D. Disable the firewall.

You are installing a SOHO router and a wired network for a small office. The manager is
concerned that employees will visit websites with objectionable material. Which feature
should you look for in a router to help prevent such access?

A. Content filtering

B. Disabling ports

C. VPN access

D. Port forwarding/mapping

Your office is in a building with several other companies. You want to configure the

wireless network so that casual users in the building are not able to easily see your network
name. What should you do to configure this?

A. Enable WPA3.

B. Enable MAC filtering.

C. Disable SSID broadcasts.

D. Reduce radio power levels.

You’re changing some configuration settings on your SOHO router and notice that WPA3
is not available. What might you be able to do to resolve this issue?

A. Configure port forwarding.

B. Configure content filtering.

C. Update the SSID.

D. Update the router’s firmware.

Which of the following are very fast and very secure ways to access your mobile device?
(Choose two.)

A. PIN code

B. Fingerprint scanner
C. Swipe

D. Facial recognition
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You’re setting up a SOHO network that uses DHCP but would like the IP address for a
printer to remain consistent. What will you configure on the router to achieve this?

A. DHCP scope

B. DHCP reservations
C. APIPA scope

D. Loopback address

What method of securing a mobile device requires entering a series of numbers?

A. PIN code

B. Fingerprint scanner

C. Pattern

D. Facial recognition

You’ve been using a drawn pattern on your phone to unlock it for some time, and now it
simply won’t work. What might quickly resolve this issue? (Choose two.)

A. Clean the screen.

B. Wipe the phone and do a factory reset.

C. Restart the phone.

D. Use your Google credentials to gain access.

You own a small company with a SOHO router and a web server that is used to sell your
products. You don’t want the IP address of your web server to change, so you’ve paid the

ISP for a specific IP address that is yours and will not change. What would you configure
on your router for your ISP connection?

A. Dynamic WAN IP
B. Static WAN IP

C. UPnP

D. Screened subnet

What is the protocol that allows devices on your LAN, such as your laptop and printer, to
find each other?

A. WPA3
B. WPA2
C. PIN
D. UPnP

You are configuring a new SOHO router that replaced a failed one. Your network has a
mixture of devices purchased several years ago and newer ones purchased in 2022. Which
of the following encryption options should you choose?

A. WPA3

B. WPA2

C. WPA2/WPA3
D. WEP
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You perform very confidential work as a government contractor, and you work from home.
Your contract specifies that the only external computers your computers can communicate
with are the government computers involved in the project. What can you configure on
your router to block all other computers from communicating with your network?

A. P address filtering

B. Untrusted sources

C. Hashing

D. Port filtering

Your company has decided to allow users to use their own devices for company business.
This decision will save the company money on hardware. To use their personal devices,

the company will require that employees sign an agreement. What would this agreement
be called?

A. BYOD policy

B. MDM policy

C. Cell phone policy

D. Remote work policy

Your iPhone requires a passcode to unlock it. Because of recent phone thefts around your

office, you want to set your phone so that all data is destroyed if incorrect passcodes are
entered 10 times in a row. Which feature allows you to do this?

A. Failed login attempts restrictions

B. Screen locks

C. Remote wipes

D. Locator applications

You own a small company with a SOHO router and a web server that is used to sell your
products. You are concerned about the security of your LAN, so your IT consultant is going

to set up a two-router system like the one shown in the graphic, to protect the LAN from
web server traffic. What is this arrangement called?

Web
Server

LAN

(]
Internet
J

L

Router Router
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A. Dynamic WAN IP
B. Static WAN IP

C. UPnP

D. Screened subnet

You turned your back for a minute in the coffee shop and your mobile device is missing.
Which one of the following is not a way to achieve a remote wipe on a mobile device?

A. Exceeding failed login restrictions

B. Using Google Find My Device or Find iPhone app

C. Using MDM software

D. Disabling guest access

You are setting up a router and network for a SOHO business. The router has wired

and wireless connections. Which of the following is not a method for securing the router
and network?

A. Place the router in the kitchen area for easy access.

B. Disable any guest accounts on the network. If guests need access, set up a separate
VPN for them.

C. Ensure that the Wi-Fi signal doesn’t extend beyond the required area, and if it does,
lower the power of the Wi-Fi signal.

D. Place the router in an area that can be locked.
There seems to be a great deal of interference on your wireless network. You determine that

it’s due to the network in the office next door. What should you do to keep your network
safe and reliable? (Choose three.)

A. Change the channel your router uses.

B. Turn your Wi-Fi signal power to maximum power to drown out theirs.

C. Turn your signal power down to decrease interference.

D. Try moving the router or using a different band.

A user needs to download a new video card driver for their HP laptop. They find the driver
on the HP site and ask you if they can download it. The HP site is an example of what?

A. Part of an access control list

B. An authenticator website

C. A trusted software source

D. An untrusted software source

You are planning a wireless network for a small office. Which of the following is a good
rule of thumb when considering access point placement?

A. Place them in walls or ceilings for protection.

B. Place them near metal objects so the signal will reflect better.

C. Place them in the center of the network area.
D

Place them at the edge of the network area and focus them in the proper direction.
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170. You receive an email from an overseas bank notifying you that a relative has left you a
large sum of money. You need to respond with your bank routing information so they
can electronically transfer the funds directly to your account. What is this most likely an
example of?

A. Phishing
B. Ransomware
C. Spoofing
D. Whaling
171. All of the following are methods to keep your mobile device safe except for one. Which
one is that?
A. Use a swipe to unlock a mobile device.
B. Accept and install OS updates as soon as possible.
C. [Install antivirus/anti-malware.
D. Use a remote backup application to safeguard your data in the event that you must

wipe your phone.

172. Your wireless network has been working just fine, but today you’re flooded with calls
that employees can’t access the network. You suspect that an unhappy employee who was
recently fired is perpetrating a DoS attack by causing network interference. Which of the
following might temporarily solve the problem?

A. Set your router to use a different channel.
B. Have everyone log off their computers and back on.
C. Reset the router.
D. Restore the router to factory defaults.
173. Your data center recently experienced a theft of a server from the rack. Which security
mechanism would protect servers from future theft?
A. Security token
B. Server lock
C. Key fob
D. Firewall
174. A user is complaining that they have so many ads popping up on their screen when they are

doing Internet research that they can’t get their work done. What can you configure in their
browser to mitigate this problem?

A. Private-browsing mode
B. Pop-up blocker

C. Password manager
D

Certificate
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175. You work as a contractor for a government entity that requires proof of data destruction
when decommissioning old hard drives and computers. What is the best way to do this?

A. Hire a third-party vendor to do the destruction and provide a certificate of destruction
and recycling.

B. Have the recycling center give you a receipt for the drives.
C. Destroy them within your company and show pictures of the destroyed drives.
D. Zero-write all the drives.
176. What type of technology used in security devices requires bringing a smartcard or ID close
to but not touching a card reader to gain access to an area?
A. Access control vestibule.
B. Key fob.
C. Biometrics.
D. RFID.



Software
Troubleshooting

THE COMPTIA A+ 220-1102TOPICS
COVERED INTHIS CHAPTER INCLUDE THE
FOLLOWING:

v 3.1 Given a scenario, troubleshoot common Windows
OS problems.

Common symptoms
Blue screen of death (BSOD)
Sluggish performance
Boot problems
Frequent Shutdowns
Services not starting
Applications crashing
Low memory warnings
USB controller resource warnings
System instability
No OS found
Slow profile load
Time drift
Common troubleshooting steps
Reboot
Restart services
Uninstall/reinstall/update applications
Add resources
Verify requirements
System file check

Repair Windows




Restore

Reimage

Roll back updates
Rebuild Windows profiles

v 3.2 Given a scenario, troubleshoot common
personal computer (PC) security issues.

Common symptoms
Unable to access the network
Desktop alerts
False alerts regarding antivirus protection
Altered system or personal files

Missing/renamed files

Unwanted notifications within the OS
OS update failures

Browser-related symptoms
Random/frequent pop-ups
Certificate warnings

Redirection

v 3.3 Given a scenario, use best practice procedures
for malware removal.

—_

. Investigate and verify malware symptoms
2. Quarantine infected systems

3. Disable System Restore in Windows

4. Remediate infected systems

a. Update anti-malware software

b. Scanning and removal techniques (e.g., safe
mode, preinstallation environment)

5. Schedule scans and run updates

6. Enable System Restore and create a restore point
in Windows

7. Educate the end user




v 3.4 Given a scenario, troubleshoot common mobile
OS and application issues.

Common symptoms
Application fails to launch
Application fails to close/crashes
Application fails to update
Slow to respond
OS fails to update
Battery life issues
Randomly reboots
Connectivity issues
Bluetooth
Wi-Fi
Near-field communication (NFC)
AirDrop

Screen does not autorotate

v 3.5 Given a scenario, troubleshoot common mobile
OS and application security issues.

Security concerns
Android package (APK) source
Developer mode
Root access/jailbreak
Bootleg/malicious application
Application spoofing
Common symptoms
High network traffic
Sluggish response time
Data-usage limit notification
Limited Internet connectivity

No Internet connectivity




High number of ads
Fake security warnings
Unexpected application behavior

Leaked personal files/data
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A coworker is having problems with the Bluetooth connection between a device and their
laptop. Which of the following can you do to check connectivity between the laptop and the
device? (Choose two.)

A. Ensure that Bluetooth is turned on in Settings.

B. Ensure that Airplane mode is on.

C. Ensure that Airplane mode is off.

D. Go to a command prompt or terminal and type Bluetooth to enable it.

You just installed a new sound card in a Windows workstation. Now, the computer has

crashed and given you a blue screen of death. You turn the computer off. What should you
try to resolve the issue?

A. Reinstall Windows.

B. Boot to the Windows installation media and start the WinRE.

C. Boot to safe mode and uninstall the sound card driver.

D. Remove the sound card from the computer and reboot.

An iPad user reports that when they are in a certain part of the building, their wireless con-
nection intermittently drops. What are the two most likely causes of this? (Choose two.)
A. Poor wireless buffering in the iPad

B. Interference with the wireless signal

C. Weak signal strength from the wireless access point

D. Retracted Wi-Fi antenna on the iPad

A technician is troubleshooting a Windows 10 computer that is acting strangely, and they

suspect that it’s infected with a virus. They have followed the best practices for malware
removal and remediated the computer. What should they do next?

A. Schedule scans and run updates.

B. Educate the end user.

C. Enable System Restore and create a restore point.

D. Disable System Restore in Windows.

A technician is working on a Windows 10 workstation that seems to be unstable. They want

to ensure that system files have not been altered. Which command should they use to scan
and fix corrupted system files?

A. sfc /scanfix
B. sfc /scanfile
C. sfc /verifyonly
D

sfc /scannow
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6. On your MacBook Pro, you use the Safari browser to surf the Internet. Yesterday a friend
borrowed your laptop. Today, when you try to browse the web, no matter what site URL you
type into the address bar, you are sent to a different website. What is most likely happening
to your computer?

A. A practical joke by your friend.
B. Browser redirection.
C. Rogue antivirus.
D. It has been infected with spam.
7. Your company purchases a custom database software package from an outside vendor. You
install the client software on a Windows workstation, and it crashes when you try to open it.

You remove the software and reinstall it, but again it crashes when you open it. What should
you do next?

A. Run an antivirus remediation on the workstation.
B. Contact the vendor to see whether an update or patch is available.
C. Delete and reinstall Windows.
D. Enable Software Compatibility through Control Panel.
8. An iPhone user reports that his phone will not connect to his wireless headset for hands-

free phone calls. His headset is powered on and has worked previously. His iPhone screen is
shown here. What is most likely the problem?

The headset is not paired with the iPhone.
Bluetooth is turned off.
Wi-Fi is turned off.

Airplane mode is turned on.

oo w® >
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You are troubleshooting a Windows 11 workstation that could have malware on it. To
follow the best practices for malware removal, what is the first step you should take?

A. Quarantine the infected system.

B. Update the anti-malware software.

C. Enable system restore and create a restore point.

D. [Investigate and verify malware symptoms.

A user reports that his Windows 10 Start menu looks wrong. You know the environment
relies on roaming profiles. What is a reliable solution to the user’s problem?

A. Rebuild the desktop image.

B. Rebuild the Windows user profile.

C. Delete the Registry on the local machine.

D. Reboot the machine.

While working on a Windows 11 workstation, a user receives a flashing pop-up message
saying that their computer has been infected with a virus and they need to download a virus
scanner now to fix it. What will most likely happen when they click the button to download
the recommended virus scanner?

A. It will download a virus to their computer.
B. It will download an antivirus program to their computer and remediate the virus.

C. The antivirus program they download will scan their computer and find nothing because
their company already uses an antivirus program.

D. It will take them to a website that will allow them to purchase an antivirus program to
remediate the virus.

You have 20 Windows 11 workstations on your network. You want to create bootable media

that will allow you to fix Windows boot issues. Where can you create this media?

A. Use Windows Security in the Settings app.

B. Back up and sync your settings in the Settings app.

C. Download and use Microsoft’s media creation tool.

D. Copy the contents of the C drive to a USB.

Your Windows system doesn’t appear to be stable. It’s slow to respond when you want it to

open a file. You just installed a new software application yesterday. What should you do to
fix this problem?

A. Reinstall Windows.

B. Restore from a recent system restore point.
C. Use the WinRE to reformat the drive.
D

Remove the new drivers.
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Your Windows system is running sluggishly. When you look at the hard drive, you notice that
there is very little space available. Which tool should you run to attempt to free some space
on the hard drive?

A. Optimize and defragment drive

B. Disk Cleanup

C. regedit

D. SFC

A user reports that a Word document they need will not open. Other documents open as they
should. They have not made a backup of this file. Which of the following statements is true?
A. The file is probably corrupted, and its contents are lost.

B. They can use a restore point to get the file back.

C. They can use the command-line utility to open the document.

D. They can use WinRE to repair the file and then open it.

You’ve been working very hard and have several Word documents open on your desktop.
Luckily, you’ve been saving them often because suddenly the Word app is showing all sorts of
strange characters on the screen, even in the ribbon at top. It appears to be corrupted and it

won’t respond to any commands, including Close. How can you force the app to close so you
can reopen the saved files and continue your work? (Choose two.)

A. Double-click the program file.
B. Right-click anywhere in the program window and choose Close.

C. Open Task Manager and select the Processes tab. Then right-click the program name
and choose End task.

D. Reboot the computer.

Your iPad is experiencing slow performance. What are the best two options to increase
performance speed? (Choose two.)

A. Close open apps.

B. Perform a reset to the factory default.

C. Increase the RAM.

D. Perform a soft reset.

You just downloaded an app for your bank on your mobile device. You weren’t sure which
app to choose, so you picked the one that looks most like your bank. After installing the app

something just didn’t look right and you noticed misspelled words on the screen where it’s
asking for your username and password. What should you do next?

A. Enter your username and password.

B. Call the bank and ask them about the app.

C. Uninstall the app immediately and run a virus scan.
D

Run spell check on the app.
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You are visiting a website using your favorite browser, and without you clicking anything, a
new browser window opens in front of it with an advertisement. Which of the following is
the most likely explanation?

A. Your computer has been infected with adware.

B. Your computer has been infected with spyware.

C. Your computer has been infected with a virus.

D. The website is programmed to show a pop-up advertisement.

You are talking to a friend about purchasing a gift, and they recommend a website to pur-

chase it. When you put the website’s secure address into your browser, you receive a message
stating that there is an invalid certificate. What should you do?

A. Visit the website anyways it’s probably OK.

B. Do not visit the website.

C. Visit the secure version of the website by changing the address to start with HTTPS://.
D. Visit the unsecure version of the website by changing the address to start with HTTP: //.
You are training technicians on the creation and use of restore points. Restore points can

sometimes fix problems with slow or unresponsive systems. Which of the following is not a
way in which restore points are created?

A. Windows creates them automatically by default.

B. You can manually create them.

C. Windows creates them before a system crash.

D. Some installation utilities will create them before installing a new program.

You are troubleshooting a workstation on your network and believe it has malware. To

follow the best practices for malware removal, after you investigate and verify malware
symptoms, which step should you take?

A. Update the anti-malware software.

B. Disable System Restore.

C. Quarantine the infected system.

D. Scan for and remove the malware.

Your favorite restaurant locator app on your iPhone won’t load. You closed it and tried to
reopen it a few times and it still doesn’t work. What should you try next?

A. Remove and reinstall the app.

B. Perform a factory reset.

C. Force-stop the app.

D. Reboot the phone and try the app again.
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You are using an iPhone. When is it generally necessary to close running apps on the iPhone?
A. When you receive out-of-memory errors

B. When the phone is sluggish

C. When an app locks up

D. When you are done using them for the day

You receive an email warning you of a new form of ransomware. It contains a link to

receive more information on how to protect yourself from this terrible threat. What should
you do next?

A. Click the link to receive more information.

B. Check www.us-cert.gov for information on the threat.

C. Check to ensure that your system has a rogue antivirus installed.

D. Forward the email to everyone in your contacts list.

Mobile device users on your network are required to use a VPN app to connect to the cor-
porate network when they are out of the office. A user reports that the app will not open for

them. They turned the tablet off and back on again, and the app still will not open. What
should be tried next?

A. Cycle the power.

B. Reset to factory defaults.

C. Uninstall and reinstall the app.

D. Perform a force-stop.

A network user with an Android tablet wants to back up and synchronize their data with
their phone. Which service should they use to perform these tasks?

A. Google Sync

B. Google Cloud

C. Android Sync

D. Android Cloud

A client has a Windows 11 computer with a virus on it. They have quarantined the system

from the rest of their network. To follow malware removal best practices, what should be
done next?

A. Investigate and verify malware symptoms.

B. Disable System Restore in Windows.

C. Enable System Restore and create a restore point in Windows.

D. Update anti-malware software.

Your Windows desktop system is running sluggishly. You have a magnetic hard drive and an
M.2 drive. What could you do that might improve system performance? (Choose two.)

A. Run Optimize and defragment drive on the magnetic media drive.

B. Run Disk Cleanup on both drives.

C. Run Optimize and defragment drive on the M.2 drive.

D. Run SFC.
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You are visiting a website using your favorite browser. You haven’t clicked anything, yet you
can barely read the page because there are so many pop-ups. Which of the following is the
most likely explanation?

A. Your computer has been infected with adware.

B. Your computer has been infected with spyware.

C. Your computer has been infected with a virus.

D. The website is programmed to show a pop-up advertisement.

On your network, you are concerned about mobile users accidentally granting unautho-

rized account access or root access. What step should you take to help prevent these secu-
rity problems?

A. Apply patches and upgrades as soon as they are available.

B. Monitor resource utilization and remediate high usage.

C. Install mobile firewalls on all devices.

D. Disable location tracking, the camera, and the microphone.

Client computers on your network connect to the Internet through a proxy server. Recently,
a Windows client was infected with adware and a browser redirector. You have removed the

malware, and now the computer will not connect to the Internet. What should you do to
resolve the problem?

A. Disable the network card. Reboot and enable the network card.

B. Perform malware remediation again.

C. Disable the proxy server configuration to connect directly to the Internet.

D. Check the IP configuration to ensure it’s pointing to the correct proxy server address.

A technician just updated the network card driver for a Windows workstation. Now, the net-

work card does not appear to work. They reboot the computer and log back in, and it still
does not work. What should be done next to resolve the issue?

A. Reboot into safe mode and uninstall the network card driver.

B. Reinstall Windows.

C. Open Device Manager, find the network card, and roll back the driver.

D. Replace the malfunctioning network card.

Your company has recently made changes to infrastructure services such as DNS. The new
DNS information is available but not yet propagated to all workstations. Since then, a

number of users have reported that they are no longer able to browse for internal servers.
What should each affected user do? (Choose two.)

A. Reboot.

B. Manually update network settings.
C. Disable software firewall.
D

Boot to safe mode.
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Your Windows PC is acting poorly after you installed a few poorly written applications. Now
the system will not function properly. You want to refresh your Windows installation but
keep your personal files. Where can this be done from? (Choose two.)

A. System Recovery Options

B. Safe mode
C. Emergency repair disk
D. WinRE

Your system has become infected with malware. You verified the symptoms, quarantined the
system, and disabled System Restore. Now you need to eradicate the virus. What would be a
good choice to do next? (Choose two.)

A. Boot into safe mode to clean out virus files.

B. Boot Windows as normal.

C. Rebuild the registry.

D. Use installation media to boot into the preinstallation environment.

A Windows user’s antivirus software has crashed. They reboot the computer and try to open
it again, and it crashes again. What should be done next to solve the problem? (Choose two.)
A. Look for a patch or update on the manufacturer’s website.

B. Delete the antivirus software and reinstall it.

C. Remove and reinstall Windows.

D. Repair the antivirus installation through Programs and features in Control Panel.

A user reports that an application has been crashing on their mobile device. They said an

error pop-up window flashes on the screen briefly, but they are unable to read it. What
would be your next step?

A. Wiait for the next crash to read the error pop-up yourself.

B. Install and run a screen recorder to capture the next pop-up.

C. Reinstall the application.

D. Check the application log for error messages.

A user reports that the battery life on their smartphone is very short. It works for only about

three hours before it needs to be recharged. What can you recommend they do to extend the
battery life? (Choose two.)

A. Turn off unnecessary wireless connections.
B. Perform a reset to factory defaults.

C. Set the screen to automatically dim.
D

Install an antivirus app.
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40. A user is unable to access the network and is getting an error message that a duplicate IP
exists on the system. You are confused because you have a DHCP server. What do you need

41.

42.

43.

to do next?
A. Manually configure the IP address.
B. Ensure that this computer is set to obtain an IP address automatically.
C. Ping the IP address from another computer to find out the name of the
duplicate computer.
D. Atacommand prompt, enter ipconfig /release,then ipconfig /renew.

A user reports the printer was working fine yesterday but is no longer. Last night, they
updated their printer drivers assuming they should always have the most up-to-date drivers
installed. What is the likely fix for this problem?

A.
B.
C.
D.

Roll back the printer driver.
Update the boot order.
Update the network settings.
Restart the print spooler.

You have just purchased an Android mobile phone and are concerned about security threats.
Which of the following statements is true?

A.
B.
C.
D.

There are no viruses for Android-based mobile phones.
Android-based phones come with an automatically enabled antivirus app.
You should download and install an antivirus app.

As long as you automatically install OS patches, you will not get an Android virus.

You are working on your Windows computer and a security alert pops up, as shown here.
What should your next action be?

@ Windows Security Alert

@ Application 9WUVOUOK.EXE has crashed because of Conficker.Worm Virus

Infected file:

Potential Risks: Viruses is spreadng over your PC and the system status is unsafe.
Your service provider may lock you out of internet access, because your PC is potentially
harmful.

Viruses’ actions: Steal your personal data and send it to the remote host. Spread
between your friends quickly (via internet or storage drives). Send spam and malicious
codes from your computer.

Strongly Recommended Action:
Chek “Protect Now” button to enhance your PC protection

Click the Protect Now button.
Click the X in the upper-right corner to close the alert.

Shut down your computer. Reboot, and initiate a virus scan using your antivirus soft-
ware.

Use System Restore to create a snapshot and then click the Protect Now button.
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You have a Windows workstation that is spontaneously shutting down and restarting. What
should you do to troubleshoot and resolve the issue?

A. Check the system BIOS/UEFI settings to ensure that the boot order is set properly.

B. Boot to the Windows installation media and navigate to the WinRE command prompt.
C. Boot into safe mode and see if the problem still persists.

D. Reinstall Windows.

A Windows desktop computer always shuts down about 10 minutes after the user boots

it up. The computer works fine for those first 10 minutes, and if they boot up again a few

minutes after a shutdown, it works fine again for 10 minutes. How might you fix this?
(Choose two.)

A. Reinstall Windows.

B. Use compressed air or an ESD vacuum to clean dust and debris from the system.
C. Use SFC to search for and repair corrupted system files.

D. Replace the thermal paste on the processor.

Your Windows computer was working fine yesterday, but today it is exhibiting slow

performance. Which of the following tools should be used to check for a potential problem
causing the slowdown? (Choose two.)

A. Anti-malware software

B. Event Viewer

C. Task Manager » Processes tab

D. Programs and Features in Control Panel

A user on your Active Directory domain is complaining that their profile is taking a long

time to load. They’ve been waiting several minutes. Upon questioning, you find out that this
is their first logon at a different computer. What is happening here?

A. They are not listed as a user on this computer.

B. Their roaming profile is downloading to this computer, and it takes longer the first time
a user logs onto a different PC.

C. A peripheral is not connected as it should be, causing a loop in the boot process.

D. They entered the wrong password.

A Windows user at your office receives the message in the graphic when trying to print a doc-
ument. They know that there were two printers listed yesterday. What is likely the problem?

Before you can perform print-related tasks such as page setup or printing a document,
' you need to install a printer.

oK
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Someone has deleted their printers.
Both of the printers are offline.

Both printers are out of paper.

Sowp»

The print spooler service needs to be restarted.

The time on your Windows computer is always off by a few minutes to an hour. You need to
ensure that it will keep the right time because an incorrect time will not allow it to log into
your server. Which of the following actions will not help?

A. In Settings, select Time & Language, then Date & time, and ensure that Set Time Auto-
matically and Set Time Zone Automatically are set to On.

B. Right-click on the time on the taskbar and choose Internet Time, then choose a different
time server.

C. Open the Services console and ensure that the Windows Time service start is set to
Automatic and that the service is started.

D. In Settings, select Time & Language, then Date & time, and click Sync now.
A Windows 10 workstation that is set to boot from the C: drive, and normally boots just

fine, will not boot properly. Instead, there is an error message stating that no OS is found.
What steps could you take to fix this problem?

A. Boot to installation media, navigate to a command prompt, type startup repair, and
press Enter.

B. Boot to the installation media, open SFC, and choose Startup Repair.

C. Boot to the installation media, then choose Repair your computer » Troubleshoot >
Startup Repair and follow the onscreen prompts.

D. Boot to Safe Mode > System Recovery Options » Startup Repair and follow the
onscreen prompts.

A Windows workstation is running slowly. You have already verified that there is no mal-

ware in the system. What will you check next? (Choose two.)

A. Check available physical memory.

B. Check available virtual memory.

C. Roll back the OS update to a prior one.

D. Restore from a restore point.

An application on your Windows workstation isn’t working properly and when you research

the error message online, the result is that you need to update the application. Where can you
go to do this? (Choose two.)

A. Check for an update option in the software.

B. In Control Panel, click Programs and Features.

C. Check the application’s website.

D. In the Settings app, select Apps, then Apps & features.
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You’re trying to launch an application on your Windows workstation, but the application
won’t load. You’ve tried uninstalling and reinstalling the application, but it didn’t help.
Which of the following should you do next?

A. Check the application’s website for updates.

B. Verify that your system meets the application requirements.

C. Choose a different application that does the same thing.

D. Reinstall Windows.

You’re in Microsoft Word and want to open a file that you used yesterday. You know that
you saved the file, and it shows in the list of recently used files, but when you click on it a

message says that the file can’t be found. You go the folder where the file is stored and see
that the file extension has been changed. What should you immediately suspect?

A. The drive is corrupted and you need to reinstall Windows.
B. The Word program is corrupted and you need to reinstall Word.

C. A coworker has been playing with your computer and opened and saved your file using
a different program.

D. Your computer has been infected by malware.

A Windows computer user receives an error message that a needed service failed to start.
Where can that user go to start the service? (Choose two.)

A. Services tab of Task Manager

B. Computer Management

C. The Services console

D. Device Manager

A Windows system is running slowly. Which of the following is not likely to be the culprit?
A. The PC has too little RAM.

B. The paging file is too large.

C. The system is infected with malware.

D. The hard drive is too large.

You are trying to apply Windows Updates to a Windows client computer. The update fails
and gives you an error message. What should you do next?

A. Run the Windows Update Troubleshooter in the Settings app.

B. Wait until the next Windows update comes out in 6 months.

C. Reinstall the operating system.

D. Purchase an updated computer.

A technician is fixing a Windows workstation that has contracted a virus. They are follow-

ing the best practices for malware removal and have enabled System Restore and created a
restore point. What is the next step that should be taken?

A. Educate the end user.
B. Disable System Restore.
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C. Quarantine the infected system.
D. Remediate the infected system.

59. You work for a government entity and they insist that you use the government time server,
time.NIST. gov, to sync the time on your computer system. Where will you go to do this?

A. In the Settings app, select Time & Language, then Date & time, and ensure that Set time
automatically and Set time zone automatically are set to On.

B. Open the Services console and ensure that the Windows Time is set to time .NIST.gov
and that the service is started.

C. In Control Panel, select Date and Time, and on the Internet Time tab, click Change set-
tings, then under Server, choose time .NIST. gov.

D. Double-click the time in the task bar and on the Internet time tab under servers, choose
time.NIST.gov.

60. A Windows user complains that every day they get a message that a service they need for a
particular program is not started, and they must open the Services console and start it every
day. What will you tell the user?

A. Some services behave that way. You’ll need to start it every day.

B. Open the Services console, double-click the service, and on the General tab, change the
startup type to Automatic.

C. Open the Services console, double-click the service, and on the General tab, change the
startup type to Manual.

D. Open the application and look for a place to have it start the service for the user.
61. You’ve noticed that lately your games freeze or crash more often, and you received a mes-

sage stating that your computer is low on memory. What can you do to resolve this?
(Choose two.)

A. Increase virtual memory.
B. Decrease virtual memory.
C. Increase physical memory.
D. Buy a bigger hard drive.
62. An application you want to install says that it needs 4 GB of RAM. Where will you go to see
if you have sufficient RAM to run this application? (Choose two.)
A. Open the case and see how many modules are installed.
B. Use the System Information utility.
C. Use the Performance tab in Task Manager.
D

In Control Panel, select Memory.
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A user reports the PC was fine until an OS update was installed. Believing that all updates
are necessary, the user voluntarily updated the system on their own. However, the update was
not yet tested and is found to be incompatible with a needed business application. What is
your next step?

A. Roll back the update.

B. Update the business application.

C. Do nothing; have the user take awareness training.

D. Kill the updated task.

You are troubleshooting a Windows workstation that has contracted a virus. According to

the best practices for malware removal, which two steps are part of remediating the infected
system? (Choose two.)

A. Disable system restore in Windows.

B. Schedule scans and run updates.

C. Update anti-malware software.

D. Scan for and remove the malware.

While booting up a Windows PC, you find it takes a long time at the Welcome screen. The

message “Your roaming profile isn’t synchronized with the server. . .” appears. Which two of
the following are true? (Choose two.)

A. The User Profile service detected a slow connection.

B. A locally cached profile was loaded.

C. User Profile Service is not running.

D. Screen resolution is not compatible with the user profile.

You just installed new external speakers on a Windows computer, and you’ve received an

error message saying, “Not enough USB Controller Resources.” What would most likely be
causing this error? (Choose two.)

A. The motherboard is damaged.

B. USB devices are drawing more power than the limit.

C. There are too many devices on a USB 3.0 hub controller.
D

The speaker drivers are conflicting with the USB hub controller drivers.
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67. A smartphone user has complained that their phone won’t let them look at anything in
landscape—no matter how they turn it, it will not automatically rotate. You look at their
screen and it appears as in the graphic. Why isn’t their phone letting them look at pictures in
landscape view?

a
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Their Bluetooth is off.
Their focus is off.

Their camera is not on.
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Their orientation is locked.

68. Mobile device users on your network report that the network has very slow data speeds.
Which of the following are likely contributors to this problem? (Choose two.)
A. Low battery life
B. Signal interference
C. Unintended Wi-Fi connections
D. Weak signal

69. Several mobile device users have reported that when they eat lunch in the garden next to the
office building, they have limited Internet connectivity. What is the most likely fix for this?
A. Boost WAP signal strength.
B. Have all the users reboot their devices.
C. Reboot the WAP.
D

Have the users turn on Wi-Fi on each of their devices.
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70. You’ve been looking for a specific Android app and found it at an amazing price. It almost
seems too good to be true, which makes you pause to consider whether it is the real app or
not. Which of the following should you check before paying for and downloading this app?
(Choose three.)

A. Check the reviews and number of reviews.
B. Check the developer’s name and how long the app has been available.
C. Verify the spelling of the app name.
D. Install the free version and see if there are any problems.
71. A user on your network complains that they see a message for a long time that says

“Waiting for the User Profile service” and their profile is very slow to load. What could be
the problem?

A. There is a slow link between the domain controller and the client, but it was not
correctly detected by the User Profile service.

B. The user has never logged into this computer before.
C. Windows needs to be updated.
D. The user entered an invalid password.
72. You’re working on a Windows client and have received an error message saying, “Not

enough USB Controller Resources.” Which of the following is not a possible remedy for this
situation?

A. Plug a USB cable from a power block into one of the USB ports on the motherboard.
B. Purchase an external hub or docking station that is separately powered and plug devices
into it.
C. Move devices that don’t need USB 3.X speed to USB 2.0 ports.
D. Disable the XHCI Mode option in the BIOS/UEFI settings.
73. Your friend has complained that they can’t connect their phone to their Wi-Fi network at

home and they’ve used all their cellular data. You look at their screen and it appears as in the
graphic. What is the problem?

i Chapter 4
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Airplane mode is on.
Their Bluetooth is turned off.
Their Wi-Fi is turned off.

Their cellular service is turned off.

You’re using the most recent version of Microsoft Edge to browse the Internet on your Win-
dows workstation. Today when you visit any website, you receive an error message that there
is an invalid certificate. It happens regardless of the site you visit. What should you do?

A.
B.
C.

D.

Check your computer’s time and date.
Refresh your certificate through the Security settings in Control Panel.

Set your security level to low for the Internet Zone in Internet Properties in Control
Panel.

In Microsoft Edge, turn off Enhance Your Security On The Web.

You use an iPad and an iPhone at work. Which of the following represents the greatest
threats to leaking personal files or data? (Choose two.)

A.
B.
C.
D.

Unauthorized root access
Unintended Wi-Fi connections
Unauthorized location tracking

High resource utilization

You receive a notice from your wireless provider that you are about to exceed your data
transmission limit for the month. What type of risk does this present?

A.
B.
C.
D.

Your account may be deactivated.
You may incur a security breach.
You may have to pay high fees.

Your phone may be locked out of the system.

Your Android-based phone has recently started rebooting randomly. Which of the following
might be the cause? (Choose two.)

A.
B.
C.
D.

A poorly written app.
Battery is at room temperature.
Auto-restart is enabled.

Typing too fast on the keyboard.

A smartphone user calls to report that their phone has no wireless connectivity. What is the
first thing you should tell them to do?

A.

B.
C.
D

Turn the phone off and back on again.
Check whether Airplane mode is on.
Perform a reset to factory default.

Adjust the Wi-Fi signal receptivity.



302

79.

80.

81.

82.

83.

84.

Chapter 8 = Software Troubleshooting

You are troubleshooting a Windows system that was infected with malware. You’ve worked
through all of the best practice procedures for malware removal up to and including sched-
uling scans and running updates. What do you need to do next?

A. Enable System Restore and create a restore point in Windows.

B. Disable System Restore in Windows.

C. Remediate infected systems.

D. Educate the end user.

Your network has several dozen mobile device users. Several of them have reported that there

are areas within your office where network access is very slow. What can you use to test
wireless access?

A. Cell tower analyzer

B. Wi-Fi analyzer

C. Hot spot analyzer

D. Data transmission analyzer

A user on your network is suddenly receiving an overwhelming number of pop-up ads on
their mobile device. What is likely happening?

A. They contracted a virus.

B. They were the victim of shoulder surfing.

C. They are the victim of an adware attack.

D. They are the victim of a keylogger attack.

An Android phone user just received a new Bluetooth headset for phone calls. They’ve

reported that it does not work with their phone. Both devices are powered on and appear to
be operational. What is most likely the problem?

A. Bluetooth is turned off on the Android device.

B. Bluetooth is turned off on the mobile headset.

C. The devices need to be paired.

D. Airplane mode is on.

You have an unlimited data plan with your cellular provider, but today you receive a notice

from your provider that you are about to exceed your data transmission threshold for the
month. What will likely happen?

A. Your account may be deactivated.

B. You may incur a security breach.

C. Your data transmissions will be slower than normal.

D. Your phone may be locked out of the system.

A user complains that their Apple device is randomly restarting. They haven’t installed any
new software recently. What steps will you take to troubleshoot the problem? (Choose two.)
A. Ensure that the iOS or iPadOS and apps are up-to-date.

B. Check your battery health in Settings »>Battery» Battery Health.

C. Replace the battery.

D. Reset the phone to factory default.
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A very serious looking pop-up appears on your mobile device screen and says to click it for
an update to your anti-malware software that will eradicate a virus your device has con-
tracted. Which of the following should you not do?

A. Click the link to update your anti-malware.

B. Restart the device in safe mode if that is an option on your device.

C. Update your anti-malware as you normally do and run a scan.

D. Check online for information about this fake security warning.

A smartphone user is concerned about their privacy and wants to ensure that others can’t
hack into their phone and track down their location or access their personal data and pic-

tures. Which of the following actions will provide them with some protection to help prevent
this from happening? (Choose two.)

A. Install an anti-malware app.

B. Install OS updates as soon as they are available.

C. Disable Location Services.

D. Enable sync with a cloud provider.

A step in the malware removal best practices is to manually create a restore point

in Windows. What will the restore point do?

A. Create a copy of the entire hard drive.

B. Create a copy of the Users folder and system configuration data.

C. Create a copy of system configuration data.

D. Create a bootable media with copies of key system files.

You’re trying to pay for coffee at your favorite shop using their NFC reader and Apple Pay,
but your phone isn’t communicating with it. What could be the problem? (Choose two.)
A. Wi-Fiis disabled.

B. NFC isn’t enabled.

C. Airplane mode is on.

D. Bluetooth is disabled.

You’re attempting to share files with an iPad user by using AirDrop. You both have

Wi-Fi turned on, but you can’t seem to connect. Which of the following could be causing the
problem? (Choose two.)

A. One of you does not have Bluetooth turned on.

B. You are not listed in their contacts.

C. They have their AirDrop Receiving setting set to Everyone.
D. They turned off their hotspot.
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A mobile device user on your network is suddenly receiving an overwhelming number of
pop-up ads on their mobile device. Immediately you’re concerned that they’ve been infected
with spyware. While performing the best practices for malware removal, what should be
installed on their device to mitigate this threat?

A. Antivirus software

B. Anti-malware software

C. A firewall

D. A proxy server

You’re attempting to update the iOS on your iPhone, but the update fails and you receive the

message, “Unable to install update. Software update requires a network connection.” What
should you do first?

A. Retry the update using the same network connection.

B. Connect the iPhone to your PC and update it that way.

C. Remove apps or data to make enough room on your phone for the update.

D. Plug an Ethernet card into your iPhone.

An application failed to update on a user’s phone. Which of the following are likely to be the
problem? (Choose two.)

A. The phone is plugged into power.

B. There is insufficient space on the phone.

C. You’re using Wi-Fi instead of Ethernet.

D. The Internet connection is weak.

A user reports that their mobile phone has been experiencing high resource utilization

for about a week. What two things should you immediately suspect could be causing the
problem? (Choose two.)

A. Unauthorized root access

B. Failing battery

C. Excessive number of open apps

D. Stuck sync operation

You are visiting a customer’s office in a large city high-rise building. You need to make a

call on your mobile phone, but you have only one bar. The call will not complete. What
should you do?

A. Wait a few minutes and try again.
B. Cycle the power off and on.

C. Reset to factory defaults.
D

Step outside or near a window.
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The GPS app on your mobile phone keeps popping up randomly on the screen, and your
phone seems to be running very slowly. Which choice will likely not help in this situation?

A. Restart the phone in safe mode.

B. Force-stop the application.

C. Perform a malware scan.

D. Uninstall the app.

While driving through the remote countryside, you notice that your mobile phone battery has

been quickly drained of power. What is the most likely cause of this?

A. The battery needs to be replaced.

B. The phone has been searching for a signal.

C. You need to cycle the power off and on again.

D. You need to replace the phone.

A user wants to use developer mode on their Android device to make some tweaks to the

system. What setting will you tell them they should not leave on? (Choose two.)

A. USB configuration

B. Show Touches

C. Developer mode

D. Debugging

. You’re attempting to share pictures with a friend using Apple’s AirDrop. You both have
Wi-Fi and Bluetooth turned on. Neither of you is using your phone as a hotspot. They have
you in their contacts list and their AirDrop Receiving setting is set to Contacts Only, yet

you still can’t share files with them. Which of the following could be causing the problem?
(Choose two.)

A. You are set to receive from Everyone.

B. Your contact card on their phone doesn’t have your Apple ID email or phone number.
C. You are not within Bluetooth range of each other.

D. They turned off their hotspot.

You’re trying to update your iPhone’s iOS, but there is not enough free space on your
phone to do the update. Which of the following should you do? (Choose two.)

A. Use your computer to perform the update.

B. Remove content and apps that you don’t use.

C. Purchase more internal memory for your iPhone.

D. Purchase an SD card for your iPhone.
You’re trying to install an update to Google Chrome on your Android mobile device, but
the update isn’t working. Which of the following might be the problem? (Choose two.)
A. The Play Store cache is empty.

B. The network speed is too fast.

C. The date and time on your device is wrong.

D

There are other downloads or updates pending in the Play Store queue.
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101. A user is complaining that they see a lot of ads popping up on their screen in the bottom
right (the notifications area). They have run a scan using their anti-malware software and it
says their computer is clean. The constant pop-ups are interfering with their work, and they
ask you what can be done about it. Which of the following is not true?

A. These are push notifications, not pop-ups.
B. Nothing can be done about them.
C. You allowed them at some point.
D. You can disable or block all or some.
102. You’re attempting to update an Android phone but receive an error message that the
update failed. Which of the following could be the problem? (Choose two.)
A. The device has insufficient storage space.
B. There is a good Wi-Fi connection.
C. There is insufficient battery power.
D. The device is plugged into its charger.
103. You’re considering installing a desktop alert system for your business, which has both

in-house and remote workers. Which of the following are true regarding desktop alerts?
(Choose two.)

A. Desktop alerts are limited to desktops.

B. Desktop alerts provide an excellent emergency communication system such as
weather alerts.

C. Desktop alerts are text only, not graphics.

D. Desktop alert software can be made interactive and can become a security threat.
104. A friend asks you what jailbreaking a device is and if they should do it. Which of the fol-

lowing is not true about jailbreaking?

A. Jailbreaking is like cracking software or gaining root access to a phone, which makes
your device more vulnerable to attack.

B. Jailbreaking might be illegal depending on where you are in the world.
C. Jailbreaking is a safe way to get more out of your device.
D. Jailbreaking gives the user full access to the device, and on an iPhone, it allows the

user to download apps not approved by Apple.

105. A user is attempting to install new features for an app from the developer’s website instead
of from the Google Play app store, where they originally downloaded the app. The update
with the new features fails to install. Why? (Choose two.)

A. The signatures don’t match.

B. The update is an APK format.

C. Only Google can write apps for Android devices.
D. The website is likely spoofed.
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Recently you’ve noticed a suddenly high volume of traffic on the VLAN that is used by mo-
bile devices at your business. You know that the number of mobile devices hasn’t increased
that much. What should you suspect?

A. A mobile device is malfunctioning.
B. One or more mobile devices is infected with malware.
C. Devices are experiencing limited connectivity.

D. Your monitoring software is infected.

What is one of the best ways to prevent malware being spread by desktop alerts?

A. Educate the end users.

B. Block all desktop alerts.

C. Always log in as an administrator.

D. Update anti-malware once a month.
You’re attempting to boot a computer that worked fine yesterday, but today it says “OS not
found.” What will you do first?

A. Verify the boot options in BIOS/UEFI.

B. Verify there are no media inserted into optical or USB drives.

C. Restart the computer.

D. Remove the USB drive.
A user complains that their Windows 11 laptop seems to be unstable. They had installed
some software and although they have removed it, the system is still behaving strangely.

You have examined the system and determined that it is not infected with malware. What
will you do next?

A. Boot to installation media and reformat the hard drive, then reinstall the operating
system.

B. Hold the Shift key and restart the computer. The computer will restart in WinRE.

C. Perform a system restore from the restore point created right before the software was
installed.

D. Delete the Registry and restart the computer.

You are donating some Windows computers and old mobile devices to charity. What
should you do before you give them away?

A. Replace the storage media with new media and destroy the old storage media.
B. Delete all your personal/company files.
C. Perform an in-place update.
D

Perform a Factory Image Restore.
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Your company uses an Active Directory domain to control resources on your network.
They also use a PC image to prepare computers for first use within your organization.
One of your computer users complains that they can’t print, and a few other activities are
working strangely. You have determined that there is no malware on the system. What will
you do to restore this computer to working order?

A. Back up the user files and reinstall the operating system.

B. Reinstall the company’s PC image.

C. Boot into WinRE and reset the PC, keeping the user files.

D. Boot into WinRE and perform a Factory Image Restore.
When booting a Windows workstation, a user receives an error message about a missing

DLL file. However, Windows still loads. Which utility should you use to attempt to fix
the error?

A. SFC

B. Recovery Console

C. regedit

D. services.msc
You are training a class on the installation and repair of Windows 10 and 11. What is the
purpose of the Windows PE? (Choose two.)

A. Runs as an operating system on thin clients

B. Collects information during a Windows installation

C. Launches the WinRE for troubleshooting

D. Repairs system files if any become corrupted
A Windows user has noticed that some of their files are missing or renamed. They want to

know who has successfully logged into their PC recently. What Event Viewer log file will
you look at?

A. Security

B. System

C. Software

D. Authentication
Your Windows workstation is having problems at startup. Too many applications are load-

ing, and it is slowing the system down considerably. Which tool should you use to disable
programs from loading automatically at startup?

A. Registry Editor

B. System Configuration
C. System Information
D. Task Manager



Operational
Procedures

THE COMPTIA A+ 220-1102TOPICS
COVERED INTHIS CHAPTER INCLUDE THE
FOLLOWING:

v 4.1 Given a scenario, implement best practices associated
with documentation and support systems information
management.

Ticketing systems
User information
Device information
Description of problems
Categories
Severity
Escalation levels
Clear, concise written communication
Problem description
Progress notes
Problem resolution
Asset management
Inventory lists
Database system
Asset tags and IDs
Procurement life cycle
Warranty and licensing
Assigned users

Types of documents



Acceptable use policy (AUP)

Network topology diagram

Regulatory compliance requirements
Splash screens

Incident reports

Standard operating procedures

Procedures for custom installation of soft-
ware package

New-user setup checklist
End-user termination checklist

Knowledge base/articles

v 4.2 Explain basic change-management best
practices.

Documented business processes
Rollback plan
Sandbox testing
Responsible staff member
Change management
Request forms
Purpose of the change
Scope of the change
Date and time of the change
Affected systems/impact
Risk analysis
Risk level
Change board approvals

End-user acceptance

v 4.3 Given a scenario, implement workstation backup
and recovery methods.

Backup and recovery

Full




Incremental
Differential
Synthetic
Backup testing
Frequency
Backup rotation schemes
On-site vs. off-site
Grandfather-father-son (GFS)

3-2-1 backup rule

v 4.4 Given a scenario, use common safety procedures.
Electrostatic discharge (ESD) straps
ESD mats
Equipment grounding
Proper power handling
Proper component handling and storage
Antistatic bags
Compliance with government regulations
Personal safety
Disconnect power before repairing PC
Lifting techniques
Electrical fire safety
Safety goggles

Air filtration mask

v 4.5 Summarize environmental impacts and local envi-
ronmental controls.

Material Safety data sheet (MSDS)/documentation for
handling and disposal

Proper battery disposal
Proper toner disposal

Proper disposal of other devices and assets




Temperature, humidity-level awareness, and proper
ventilation

Location/equipment placement
Dust cleanup
Compressed air/vacuums

Power surges, under-voltage events, and
power failures

Battery backup

Surge suppressor

v 4.6 Explain the importance of prohibited content/
activity and privacy, licensing, and policy concepts.

Incident response
Chain of custody

Inform management/law enforcement
as necessary

Copy of drive (data integrity and preservation)
Documentation of incident

Licensing/digital rights management (DRM)/end-user
license agreement (EULA)

Valid licenses
Non-expired licenses
Personal use license vs. corporate use license
Open-source license
Regulated data
Credit card transactions
Personal government-issued information
Pll
Healthcare data

Data retention requirements




v 4.7 Given a scenario, use proper communication tech-
niques and professionalism.

Professional appearance and attire
Match the required attire of the given environment
Formal
Business casual

Use proper language and avoid jargon, acronyms, and
slang, when applicable

Maintain a positive attitude/project confidence

Actively listen, take notes, and avoid interrupting
the customer

Be culturally sensitive

Use appropriate professional titles, when
applicable

Be on time (If late, contact the customer)
Avoid distractions
Personal calls
Texting/social media sites
Personal interruptions
Dealing with difficult customers or situations
Do not argue with customers or be defensive
Avoid dismissing customer problems
Avoid being judgmental

Clarify customer statements (ask open-ended ques-
tions to narrow the scope of the problem, restate
the issue, or question to verify understanding)

Do not disclose experience via social media outlets

Set and meet expectations/time line and communicate
status with the customer

Offer repair/replacement options, as needed




Provide proper documentation on the
services provided

Follow up with customer/user at a later date to
verify satisfaction

Deal appropriately with customers’ confidential and
private materials

Located on a computer, desktop, printer, etc.

v 4.8 Identify the basics of scripting.

Script file types
.bat
.ps1
.vbs
.sh
.js
Py

Use cases for scripting
Basic automation
Restarting machines
Remapping network drives
Installation of applications
Automated backups
Gathering of information/data
Initiating updates

Other considerations when using scripts
Unintentionally introducing malware
Inadvertently changing system settings

Browser or system crashes due to mishandling
of resources




v 4.9 Given a scenario, use remote access technologies.
Methods/tools
RDP
VPN
Virtual network computer (VNC)
Secure Shell (SSH)
Remote monitoring and management (RMM)
Microsoft Remote Assistance (MSRA)
Third-party tools
Screen-sharing software
Video-conferencing software
File transfer software
Desktop management software

Security considerations of each access method
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You have a client who needs to plug three workstations and displays into a wall outlet that
has only two plugs. They’re looking for the least expensive solution available. What should
you recommend they purchase?

A. UPS

B. Voltage conserver

C. Surge protector

D. Power strip

Which of the following is a way to provide proof that a computer user agrees to the accept-

able use policy (AUP) and any changes to it every time they log into a computer connected to
your network?

A. Incident report

B. Splash screen notice

C. The act of logging in

D. Signature on an AUP

You are upgrading a video card in a desktop computer. You are following appropriate safety

procedures. When you open the case, what is the most common danger that you should
watch out for?

A. Electrical shock

B. Sharp edges

C. Burns

D. Flying debris

A user needs to send a file to a coworker. The user has no working USB ports, disk drives, or

network shares. The file is too large for email. What third-party software feature is the user
requiring?

A. USB share

B. Encryption

C. File share

D. VPN

You open a desktop computer case and discover some dust, particularly around the fans.
What should you use to clean the fans out?

A. Denatured isopropyl alcohol

B. Demineralized water

C. Computer vacuum
D

Compressed air
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What feature of third-party software would allow a technician to demonstrate to a user how
to use an application on the local desktop?

A. File sharing

B. SSH

C. Browsing

D. Screen-sharing

Which of the following is both a protocol and a suite of utilities that allow network admin-

istrators to remotely access and manage systems while maintaining the confidentiality of
authentication credentials and data?

A. RDP

B. SSH

C. HTTPS
D. SFTP

You are installing a new piece of software on your computer, and you do not agree with
terms in the end-user license agreement (EULA). Which of the following statements is true?

A. You can skip the EULA and continue the installation.
B. You will not be able to install the software unless you agree to the terms in the EULA.

C. You can click that you agree with the EULA and then provide notes to the parts you dis-
agree with and will not be bound to those terms.

D. You can install the software but will be provided with limited functionality.
Your company has a policy prohibiting illegal content on work computers. You have
seized a workstation from an employee after finding illegal content. How do you ensure

that the illegal material is managed in the correct way and that it is delivered to the proper
authorities?

A. Use documentation.

B. Follow the chain of custody policy.

C. Drive the computer to the proper law enforcement agency.

D. Remove the hard drive and preserve it in a locked safe.

You just got off a repair job at a customer’s site, and it was difficult. To make matters worse,

the customer was argumentative and difficult to work with. Which of the following should
you not do?

A. Document the situation in your work log.

B. Try to put the experience out of your mind and focus on your next call.
C. Call your manager and explain the situation.
D

Post the experience on social media.
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You are fixing a broken printer on the second floor of your office building. When you
get the printer running again, you notice that it’s printing off employee paychecks. What
should you do?

A. Take pictures of the paychecks and post them on social media.

B. Look to see how much everyone gets paid compared to what you get paid.

C. Ignore the information and focus on making sure the printer is fixed.

D. Text your friends and tell them that you make more than they do.

When you are working at a client’s site, which of the following is the most appropriate
behavior you should exhibit?

A. Taking personal calls

B. Taking notes and asking questions

C. Visiting social media sites

D. Talking to coworkers

You are in the field replacing a defective PCle network card in a desktop computer. You
realize that you forgot your ESD strap. The computer needs to be fixed quickly. What is the

best way to put yourself at the same electrical potential so that you won’t damage the equip-
ment with ESD?

A. Touch the ground before working on the PC.

B. Touch the plastic front of the case while working on the PC.

C. Stay in contact with the computer’s desk while working on the PC.

D. Stay in contact with the metal part of the case while working on the PC.

What Microsoft protocol allows you to connect your local system to a different Microsoft
client, complete with a graphical user interface?

A. RDP
B. SSH

C. SFTP
D. VPN

When working with a customer, which of the following demonstrates proper communication
technique and professionalism?

A. Staring at religious artifacts hanging on the wall

B. Imitating the client’s accent when speaking to them

C. Using the client’s professional title when speaking to them

D. Laughing at the client’s choice of clothing

You are practicing appropriate safety procedures as you fix computers. Which of the follow-
ing are times you should wear an ESD strap? (Choose two.)

A. Working inside a desktop case

B. Working inside a power supply

C. Working inside a laser printer
D

Working inside a laptop case
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While cleaning out an old filing cabinet, you discover a box filled with discarded batteries.
What is the proper way to dispose of them?

A. Burn them.

B. Throw them in the trash.

C. Crush them.

D. Recycle them.

Your company has a policy prohibiting illegal content on work computers. A user reports

that another user has illegal content, and you are the first responder at the scene. What is the
first step you should take as the first responder?

A. Follow the chain of custody.

B. Preserve the data or device.

C. Identify the illegal content that violates policy.
D. Ask the user to delete the material.

When communicating with customers, which of the following should you do?

A. Use jargon and acronyms to provide your abilities.

B. Interrupt and ask questions often to clarify.

C. Use appropriate professional titles.

D. Assume you know what the customer wants, even if it’s not what they said.

You are transporting several sticks of RAM and a few video cards from one of your offices

to another. Which safety device should you use to help avoid electrically damaging the
components?

A. Antistatic bags

B. ESD strap

C. ESD mat

D. Rubber gloves

Your company has a policy prohibiting illegal content on work computers. You have identi-
fied illegal content on a user’s computer, you have reported the incident through proper chan-

nels, and the workstation has been removed from the user’s desk. What is the right next step
in the incident response process?

A. Document the situation.

B. Notify the proper authorities.
C. Follow the chain of custody.
D. Delete the illegal material.
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You are working on-site and trying to fix a client’s workstation. Their computer has a defec-
tive video card, and it will take about three days to get a new one in. Which of the following
is the best course of action for you to take?

A. Tell them it will take three days for the video card to arrive, and you will return then to
replace it.

B. Tell them that the video card is defective, not fixable, and it will take a week for the new
one to arrive. Then when you replace it in three days, you will have overdelivered versus
exceeded their expectations.

C. Tell them it will take three days for the new video card to arrive. Offer to supply a
loaner computer that they can use in the meantime.

D. Tell the customer that the computer is not working, and you’ll be back to fix it whenever
you can fit it into your schedule.

You are troubleshooting a difficult problem that you have never seen before. Even after an
hour, you’re still not sure what is causing the problem. The customer asks what’s wrong.
What should you tell them?

A. You have no idea, and it’s a hard one. This is going to take a while.

B. You’re not sure yet, but you’re confident that you’ll get it figured out soon.

C. It’s bad. It’s really bad. You’re not sure if you will ever get it fixed.

D. Not even your escalation line could figure it out, so you’re about ready to just give up.
You are advising a startup that handles payment transactions to employ additional security

controls on credit card information. What type of compliance affects how these security con-
trols are implemented?

A. Pl

B. PCIDSS
C. VPN

D. SSH

You are working on an LCD that has a flickering display. Which component inside the
display poses the biggest risk for delivering an electrical shock?

A. Backlight

B. Capacitors

C. Inverter

D. Screen

Your office uses five HP Laser]et printers. An administrator has placed used toner cartridges

in boxes and stacked them in the storage room. Which of the following statements is true
regarding toner cartridge disposal?

A. Toner is not harmful, but because they contain plastic, they should be recycled.

B. Toner is not harmful and the cartridges are made of biodegradable plastic, so they can
be thrown away.

C. Toner will make a mess if it gets out of the cartridge, so to avoid making a mess, car-
tridges should be burned.

D. Toner is a carcinogen, so cartridges should be taken to an authorized recycling center.
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A desktop computer you are working on has a failed power supply. Another technician sug-
gests that it could just be a failed capacitor inside the power supply and you could fix it.
What should you do?

A. Open the power supply, and test the capacitors with a multimeter.

B. Do not open the power supply; dispose of it properly.

C. Open the power supply and test the capacitors with a voltmeter.

D. Open the power supply and test the capacitors with an electrical probe.

You are having a conversation with your manager about corporate security best practices.

They ask what the company should do if users are found to have adult content or content
that advocates hate crimes on their workstations. How should you answer?

A. Users should be allowed to keep it if it is for personal use only.

B. The company should implement a policy that forbids such material and specifies conse-
quences for violating the policy.

C. The company should not condone adult or hate crime—related content but can’t legally
prevent users from having it.

D. The company should ignore the content that users have on their workstations.
You are training a new group of technicians on power issues. One asks if an under-voltage

event or complete power failure can affect the company’s computer systems. What should
you say? (Choose two.)

A. A complete power failure can damage electrical components.

B. An under-voltage event will not be detected by computer equipment because there is not
complete power loss, so equipment won’t be damaged.

C. Both complete power failures and under-voltage events can damage electrical compo-
nents.

D. An under-voltage event might cause a monitor to flicker, but it won’t damage electrical
components.

When dealing with a customer, which of the following demonstrates the communication

technique for using proper language?

A. Use computer jargon.

B. Use acronyms.

C. Use slang terms.

D. Use basic terms.

You have downloaded open source software onto your personal laptop. Which of the follow-

ing statements are true regarding open source licenses? (Choose two.)

A. You can modify the application in any way you like.

B. You do not need to pay for the application.

C. You can make changes only to the applications that are approved by the originator.

D

You pay a fee for every user of the application.
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You want to install an electrical device that lets you plug in multiple devices at the same time.
It should have a fuse in it so that if there is a power surge (over-voltage event), the fuse will
be blown and the electronics plugged into it won’t be damaged. It does not need a battery
backup. What type of device do you need?

A. UPS

B. Power strip

C. Battery backup

D. Surge suppressor

When dealing with a customer and demonstrating proper communication techniques, what is
meant by actively listening? (Choose two.)

A. Taking notes and making eye contact

B. Repeating back to the customer what you believe they just said, starting with something
like, “If T understand you correctly. . .”

C. Walking to the computer with the problem and starting to open it while listening

D. Answering texts while listening

You are troubleshooting a desktop computer that is prone to shorting out and rebooting.
When you open the case, there is a layer of grime on all the internal components. When you

remove the expansion cards and memory, what should you use to clean the metal contacts on
the cards?

A. Demineralized water

B. Mild soap and water

C. Denatured isopropyl alcohol

D. Compressed air

You are installing a server for a small company. They want to be sure that the server can be

shut down properly in the event of a power failure, so they don’t lose data. Which device
should you recommend they plug the server into?

A. Battery backup

B. Voltage regulator

C. Surge suppressor

D. Power strip

You need to upgrade the RAM in a desktop computer. Which of the following should you do
before beginning the procedure?

A. Leave the computer running.

B. Put the desktop into hibernate mode.

C. Turn the PC off and unplug the power cord.

D. Put the desktop into standby mode.
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You are moving computer equipment from an old office to a new office. Which of the follow-
ing are good personal safety measures to follow to avoid injuries? (Choose two.)

A. Bend at the knees and lift with your legs.

B. Bend at the waist and lift straight up.

C. For heavy items, get a partner to help you lift and/or use a cart to move the item.

D. When lifting, lift objects as high as possible to avoid running into things.

You have opened a desktop computer case and will be upgrading the memory. To help pre-
vent ESD, you put an ESD strap on your wrist. Where should you connect the other end?
A. The RAM

B. The motherboard

C. The metal case

D. The plastic table

You are purchasing new spreadsheet software for your company. Your manager has
instructed you to ensure that you purchase enough licenses for everyone in the office to use

the product. What type of license will you likely purchase, designed for large groups of users?
(Choose two.)

A. Corporate
B. Single user
C. Concurrent

D. Shareware

You have several old computers that you want to dispose of. What should you do with them?
A. Throw them in the trash.

B. Remove the hard drives to avoid having someone steal confidential data and then throw
them in the trash.

C. Donate or dispose of them in compliance with government regulations.

D. Put them at the curb for someone to take for free.

You fixed a customer’s laptop about three days ago. Which of the following demonstrates
proper communication techniques and professionalism?

A. Call the customer to see whether they are satisfied with the repair.

B. Post “Another satisfied customer!” on your social media sites with a picture of their
office building.

C. Provide an accurate bill for services provided.

D. Call the customer and ask if they have additional work you can do.
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You are troubleshooting problems in a client’s office, and the client starts arguing with you as
to what the problem is. What should you do?

A. Avoid arguing and becoming defensive.

B. Argue back to prove that you are correct.

C. Tell the client that they are making you uncomfortable and leave immediately.

D. Tell the client that if they know so much, they can fix it themselves. Then leave.

Your company has a policy prohibiting illegal content on work computers. You have identi-
fied illegal content on a company-owned workstation. What is your next step?

A. Get someone else to verify.

B. Report through proper channels.

C. Ask the user to delete the material.

D. Preserve the data or device.

You are going to be upgrading the RAM on several desktop computers. Which of the follow-
ing environmental conditions increases the risk of ESD damaging computer components?
A. High temperature

B. Low temperature

C. High humidity

D. Low humidity

Your company has a policy prohibiting illegal content on work computers. You have

found illegal content on a user’s workstation. What is the proper way to preserve the data
or device?

A. Ask the user to not delete the data from the device.

B. Take a picture of the illegal content and email it to your manager.

C. Take a picture of the illegal content and email it to yourself.

D. Remove the data or device from the possession of the offending user and preserve it in a

safe location.

Your company maintains a database of customers’ names, vehicle license plate numbers,
and driver’s license numbers. What type of policy should your company have regarding this
information?

A. This information can’t be used in any damaging way; therefore, no special policy is
needed.

B. This information is related to motor vehicle operation, and no special policy is needed.

o

This information is public information, and no special policy is needed.

D. This is PII and personal government-issued information and should be kept confidential
and secure.
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You are looking for a new software application for your company’s financial data users, but
you have a limited budget. Which of the following types of software licensing would you
expect to not have to pay for? (Choose two.)

A. Corporate

B. Open source

C. Single user

D. Freeware

You are setting up a repair shop for PCs. To reduce the risk of damaging computer compo-
nents with static electricity, which of the following devices should you use? (Choose two.)
A. Magnetic screwdrivers

B. ESD mats

C. ESD straps

D. A dehumidifier

You have chosen to use compressed air to clean away dirt and debris from the inside of a
desktop computer case. What is the recommended safety gear you should wear?

A. Safety goggles and an air filtration mask

B. Safety goggles and a respirator

C. Safety goggles, a respirator, and a hair net

D. A biohazard suit

What type of information likely needs access safeguards per regulatory requirements as it
relates to an individual’s medical records?

A. Personally identifiable information

B. Protected healthcare data

C. Driver’s license number

D. Place of employment

You need to dispose of a chemical solvent but are unsure how to properly do so. Where will
you find information on this as well as the potential dangers the solvent possesses?

A. MSDS/SDS

B. OSHA

C. Warning label

D. Bottom of the container

You are discussing the placement of several new computers with one of your coworkers.
Which of the following are the best places to put them? (Choose two.)

A. In the corner of a room that is typically about 15 degrees warmer than room tempera-
ture

B. Inan open area at room temperature
C. In the corner of a room that is typically about 15 degrees colder than room temperature

D. In an enclosed kiosk so that no users can damage the system
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53. A user’s work area is littered with debris and crumbs, and they report that keys on their
keyboard stick or sometimes make a crunching sound. What should be the first option for
cleaning this keyboard?

A. Denatured isopropyl alcohol
B. Demineralized water
C. Computer vacuum
D. Compressed air
54. You are performing a safety audit for your company and are examining the company’s fire
extinguishers. Which type of fire extinguisher is designed to put out electrical fires?
A. A

B. B
C. C
D. D

55. You have a set meeting time with a client to upgrade their computer. Your prior service call
runs long, and you will be late to the meeting. What should you do?

A. Get to the meeting as soon as you are able.
B. Take your time; you’re already late and a few more minutes won’t matter.
C. Don’t show up. Call the client later and tell them you were tied up.
D. Call the client, apologize for being late, and explain that your last call went over. You
will be there as soon as possible or can reschedule if they would prefer.
56. You are asked to help a client who is unable to send or receive email. When you get to the
client’s desk, what should you do?
A. Tell them that this problem is nothing and you have dealt with far worse issues today.
B. Ask what they did to cause the problem.

C. Tell them that you would rather be working on updating the server, but you suppose
you’ll deal with this problem first.

D. Clarify the scope of the problem and verify that you understand exactly what isn’t
working correctly.
57. Which of the following small devices should not be disposed of at a normal landfill but
instead regarded as containing toxic chemicals? (Choose two.)
A. Cell phone
B. Phone packaging
C. Light cardboard
D. Tablet
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While changing a laser printer toner cartridge, a technician spilled toner on a desk. What
should they use to clean the mess up?

A. Compressed air

B. Mild soap and water

C. Toner vacuum

D. Denatured isopropyl alcohol

You are holding a laptop for someone who will be out of the country for a year or so. What
is the best way to store their laptop battery to preserve its life?

A. Store it in a cool, dry area.

B. Store it in a closet.

C. Store it at room temperature.

D. Storeitin a freezer.

You are repairing a desktop PC and upgrading the memory. What is the most important
reason that equipment grounding is an important safety procedure?

A. To prevent an electrical shock to yourself

B. To prevent an electrical shock from damaging components

C. To prevent fire from starting inside the case

D. To prevent the desktop PC from slipping off the workspace

What type of script has the filename extension .ps1?
A. PowerShell

B. Bash
C. JavaScript
D. Python

What type of editor would you normally use to view a script with the filename
extension .vbs?

A. Vi
B. Notepad
C. Emacs

D. CoffeeCup

What file extension is used with a plain-text script file that can be run or edited in a Win-
dows command prompt?

A. .js

B. .sh
C. .py
D. .bat
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What programming language uses files with the . js extension?

A. JavaScript

B. Java
C. Juice
D. Joomla

What best practice assists the administrator to track the boundaries and perimeters of data
flow through the environment they are responsible for?

A. Asset tagging

B. Change management

C. Password policy

D. Network topology diagrams

What best practice helps the administrator keep track of the hardware found throughout the
workplace?

A. Knowledge base articles

B. Asset tagging

C. Password policy

D. Network topology diagrams

What describes the best practice of documenting learned experience and helpful content to be
shared with others?

A. Brown bagging

B. Knowledge base article writing

C. Change board documentation

D. Change management policy

The operations manager wants to employ asset management but does not wish to spend

funds on equipping all hardware with RFID tags. What is an appropriate but less expen-
sive option?

A. Sharpie

B. Color coding

C. Association to user by name and role
D. Barcodes/QR codes

What change management detail is not necessary to document?
A. Purpose of the change

B. Scope of the change

C. Unaffected applications

D. Approval
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In considering an anticipated change, what highlights how the change will be received by a
sample of the employees?

A. Rollback plan

B. Plan for change

C. Risk analysis

D. End-user acceptance

A network administrator wrote and documented business continuation procedures, including

backup schedules. Finally, critical data was backed up as required. What should be done next
before the implementation can be considered reliable?

A. Backup testing

B. Documenting a checklist

C. End-user acceptance

D. Approval of the policy

In a geographical area prone to tornados, what option for storing backups seems
most sensible?

A. Tape backups in the basement

B. Tapes distributed among offices

C. Cloud storage off-site

D. Storage on a server against an inside wall.

Your company uses a ticketing system to keep track of repair calls. Which of the following

might not be included in the information gathered for the ticketing system when the client/
customer calls?

A. User information

B. Device information

C. Description of the problem

D. Inventory lists

What change-management document describes the procedures that will occur if you reach

a critical go/no-go point in a project that makes a change to your network and decide that
it’s a no-go?

A. Sandbox testing
B. Rollback plan
C. Request forms

D. Risk analysis

What type of backup is done that will include all files, whether or not the archive bit is set?
A. Complete backup

B. Incremental backup

C. Full backup

D. Differential backup
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On Sunday, your system will automatically create a full backup of your data. At the end of
each weekday, Monday through Friday, a differential backup is created. It is now Thursday
morning, and you discover that your system crashed during the night. You need to restore
your data. Which backups will you need to restore to get all of your data back?

A. Only Wednesday’s backup

B. Sunday and Wednesday backups

C. Sunday, Monday, Tuesday, and Wednesday backups

D. Sunday and Thursday backups

Which of the following statements comparing differential and incremental backups are true?
(Choose two.)

A. Incremental backups are created faster than differential.

B. Differential backups are created faster than incremental.

C. Incremental backups are more fault tolerant than differential backups.

D. Differential backups are simpler to restore than incremental.

Which of the following is true about how computer components such as expansion cards and
processors should be stored?

A. In antistatic bags, with protective packing material

B. In zippered plastic bags, stacked on plastic shelves

C. In antistatic bags, neatly stacked up on a grounded shelf

D. On top of antistatic bags, on a shelf in a closet

What should always be done before moving a laser printer?

A. Remove the printhead.

B. Remove stapler assembly.

C. Remove the toner cartridge(s).

D. Remove the paper.

A manufacturing facility asked to have a computer installed on the floor for workers to
access so they can check production information. About a week later, they have called you
down because the computer isn’t working. When you arrive, you find that someone has

wrapped the computer in plastic to protect it from the dust, and it’s about a hundred degrees
Fahrenheit on the plant floor. Why did the computer quit working? (Choose two.)

A. Too much dust on the plant floor.
B. Lack of ventilation/airflow.

C. Overheating.

D. It is unplugged.
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You are about to retire a computer because it’s being replaced with a faster one that the new
updated software needs. Which of the following needs to be done with this computer before
it is recycled or donated? (Choose two.)

A. Ensure that all data is removed/destroyed.

B. Take it to the sandbox testing area.

C. Remove it from the asset management inventory list.

D. Install the new software update.

You work as the lead IT network engineer at an IT services company that designs and
installs networks for your Fortune 500 clients. Today you’re meeting with the CIO of a large

accounting firm. Which of the following are likely to be appropriate attire for your position
and interaction with clients? (Choose two.)

A. Matching suit coat and pants/skirt, tie if appropriate

B. Khaki pants and polo shirt

C. Business casual attire

D. Business formal attire

You’ve just finished repairing a customer’s printing problem and shown them how to avoid

the problem in the future. What steps do you still need to take before the job is considered
complete? (Choose two.)

A. Provide documentation on the services provided.

B. Tell them if they call you directly, they can get the same service for less money in the
future.

C. Follow up with the customer a few days later to ensure that they are satisfied.

D. Leave without saying anything.

A coworker has called the help desk because they have a problem with their PC. When you
start to sit down at their desk, you see a job application there. What do you do?

A. Ask them politely if they would mind moving their paperwork while you are working
there; explain that you don’t want to see anything that might be confidential.

B. Go to their boss and tell them that the person is looking for another job.

C. Snap a picture of the job application to post on social media.

D. Ask them about the job they are applying for.

Your company needs an occasional full backup, but your data is so large that the time it
takes is considerable. Rather than do a full backup daily, you have elected to use software

that combines incremental backups and a prior full backup to create a new full backup.
What type of backup is this?

A. Incremental
B. Differential
C. Synthetic

D. Grandfather
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You know that a backup is only good if you can restore from it, so the backups need to be
tested periodically to ensure that data can, in fact, be restored from them. Which of the fol-
lowing is not true regarding testing data backups?

A. Test whenever there have been big system changes like new software, major updates, or
major data changes.

B. Test after every single backup.

C. Test whenever there are going to be big system changes like merging databases, or
installing or updating software.

D. Test once a month.
You work for an IT services company and today you’re acting as the lead network installer.

In this job you’ll be running wires through ceilings and walls, and possibly interacting with
your customer. What would be the appropriate attire to wear?

A. Casual, graphic T-shirt and jeans

B. Sneakers

C. Business formal

D. Company logo polo shirt and casual pants

In the United States there is a government entity that oversees safety in the workplace and

has the authority to shut down businesses that don’t comply with these safety standards.
Who is that entity?

A. OSHA

B. The NEC
C. FEMA

D. IRS

Which information technology rule states that you need three copies of data, on two different
media, and one copy off-site?

A. Grandfather-father-son (GFS)

B. On-site/off-site backup rule

C. The rule of 78

D. The 3-2-1 backup rule

You forgot a file that you need for a presentation today. It’s on your Windows Pro computer
at home. Which of the following could you use to retrieve it?

A. RMM

B. VPN
C. VNC
D. MRSA
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You’re having a first meeting with a potential customer at a company that you have been
told wears jeans and t-shirts to work, even the CEO. What would be the appropriate attire
for this meeting?

A. Jeans and a t-shirt with their company logo

B. Casual attire

C. Business casual

D. Business formal

What is the term that means a company follows state, local, federal and even international
government rules and regulations that relate to their work?

A. Disobedience

B. Regulatory compliance

C. Information Technology Governance

D. Information security

Which backup scheme ensures that there are short-term, medium-term, and long-term

backups that a business could restore from, and in theory they would never lose more than a
day’s worth of data and would always have a year’s worth of backups?

A. Grandfather-father-son (GFS)

B. On-site/off-site backup rule

C. Moore’s law

D. The 3-2-1 backup rule

Part of the HIPAA regulations state that if a document is created it must be maintained for

a minimum period of six years from when it was created or last in effect. What is this an
example of?

A. IT governance

B. Data retention requirements

C. GFS

D. License agreement

You and your best friend intend to start a managed services provider (MSP) company,
providing technical computer support to business clients. What software will you need to

invest in that will enable you to manage those clients and fix many software-related issues
without leaving your office?

A. RMM
B. VPN
C. VNC
D. RDP
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An employee has a personal-use license for some free diagramming software that they feel
would be beneficial for your company. You have evaluated the software and determined
that the software company also has corporate licenses for more than one user, for an
annual licensing fee. Which of the following is most likely what the employee is allowed to
do under the terms of their personal use license?

A. Make as many copies as they want.

B. Bring it into work for everyone to use.

C. Sell the software for download online.

D. It depends on the exact terms of the software license, but most likely, use the software
on their personal computer(s) at home only.

What technology lets authors, musicians, artists, and other creators of copyrighted material

control access to their content so that it is not stolen or illegally shared?

A. Personal licenses

B. Digital rights management

C. Corporate licenses

D. Nonexpired licenses

Which of the following may be undesirable results of using scripts? (Choose two.)
A. Unintentionally introducing malware

B. Installing applications

C. Inadvertently changing system settings

D. Initiating updates

What remote access technology allows the users to co-control a desktop instead of the
remote user taking over?

A. MSRA
B. RDP
C. SSH
D. RMM

One of your management employees works from home most days, but they need to have
access to the server as if they were sitting there in the office, and the connection must be
secure. What technology will you employ to do this?

A. RMM
B. VPN
C. RDP
D. VNC
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Which of the following would not be a possible consequence of failure to maintain compli-
ance with government regulations?

A. Fines and fees

B. Business shutdown
C. Extra paid holidays
D. Lives lost

Which of the following is not an example of regulated data?

A. Credit card transactions

B. Software licensing data for software that you use

C. Healthcare data

D. Personally Identifiable Information

Which of these third-party tools allows multiple users in diverse locations to see one

another, possibly share a screen, and discuss information with one another as if they were in
the same room?

A. Screen-sharing software

B. File transfer software

C. Desktop management software
D. Videoconferencing software

Which of the following file extensions is used by a software in the Linux/Unix
environment?

A. .sh
B. .py
C. .vbs
D. .ps1

Which of the following is not a type of information, recorded in a ticketing system, that
needs to have very clear, concise, written communication?

A. Problem descriptions
B. Progress notes
C. Valid licenses

D. Problem resolution

What is used to initiate the change management process?
A. Affected systems/impact

B. Request form

C. Risk analysis

D. Change board approval
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Which of the following would not be included in change management documentation?
A. End-user acceptance

B. Responsible staff member

C. Affected systems and the impact on them

D. Scope of the change

108. What type of software includes programs like batch files, Visual Basic, PowerShell, and so

109.

110.

m.

112.

on, and is used for activities like basic automation, remapping network drives, automating
backups, gathering information/data, and restarting machines based on triggers?

A. Remote monitoring and management (RMM)

B. Screen-sharing software

C. Scripting programs

D. Remote access technologies

You are newly hired at the help desk of your company. Which one of the following are
types of information that need not be included on each ticket in a ticketing system?

A. Category of the problem

B. Severity of the problem

C. Escalation levels

D. Procurement life cycle

Which process is designed to enable changes that benefit an organization with as little dis-
ruption as possible to the IT services for an efficient function of that organization?

A. Asset management

B. Change management

C. Ticketing systems

D. Knowledge bases and articles

What part of asset management includes processes such as a request for information (RFI),
a request for proposal (RFP), and identifying the business need?

A. Database system

B. Assigned users

C. Procurement life cycle

D. Warranty and licensing

What feature of change management examines all the possible positive and negative events

that may impact a project, then identifies a response plan if the event occurs and assigns a
score to the possible event?

A. Scope of the change

B. Change board approval
C. Risk analysis/risk level
D. Sandbox testing
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113. What items can be used to facilitate onboarding (new hires) and offboarding (people leav-
ing) of employees to ensure that new employees have everything they need to do their job
and exiting employees aren’t able to damage systems or take company information with
them? (Choose two.)

A. Incident report
B. New-user setup checklist
C. End-user termination checklist
D. Splash screens

114. Your company has recently installed a server with HR information on it. The server, as
with most systems, possesses input/output (I/O) ports and disk bays and is connected via
network cable to the local client network. However, since the data center was full, the new

server is temporarily placed in the printer room. What should be a primary concern of the
responsible administrator?

A. Security considerations of each access method
B. I/O transfer bottleneck
C. Ambient noise from server fans
D. Scalability of the server while in the printer room
115. You want to ensure that employees aren’t installing whatever software packages that they
want to because of licensing concerns and possible impacts to your network. What docu-

ment will you use to identify and explain what the procedures are for custom installation of
software packages?

A. End-user termination checklist
B. New-user setup checklist
C. Network topology diagram
D. Standard operating procedures document
116. Which of the following is not important to keep track of as part of your inventory

management system, and to ensure compliance with local, regional, national, or perhaps
international regulations?

A. Valid licenses in use by your company
B. Nonexpired licenses in use by your company
C. Technical jargon used by your company
D. Open source licenses being used by your company
117. Which of the following would not constitute an invalid, and quite possibly illegal, use
of software?
A. Using a personal license in a corporate setting
B. Having more users of the software than the license allows
C. Using software whose license has expired
D

Modifying open source software
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You have a laptop with a dead hard drive. You want to replace it with a newer SSD but have
a few concerns. What disadvantages do SSDs have versus HDDs? (Choose two.)

A. They produce more heat.

B. They are more expensive.

C. They are more susceptible to damage.

D. They cost more per gigabyte.

Your friend is an artist and they have recently purchased a new convertible laptop. It can be
used as a regular laptop or folded into a tablet computer. You’ve recommended they purchase

a touch pen to use with their new computer. Which of the following is not an advantage of a
touch pen?

A. They don’t leave greasy fingerprints on your screen.

B. There are never compatibility issues.

C. They can make more precise lines than fingers can.

D. You can use them in cold weather and have gloves on your hands.

In a tablet computer with an LCD, which component is responsible for providing the right
kind of energy to light the display?

A. Inverter

B. LCD
C. Backlight
D. Screen

A friend just purchased a touch pen that uses Bluetooth connectivity. They aren’t very tech
savvy so you have offered to set it up for them. What step of the Bluetooth connection
process will you do after the laptop has found the touch pen for pairing?

A. Enable pairing.

B. Test connectivity.

C. Enter the appropriate PIN code.

D. Enable Bluetooth.

You’re hiking in the mountains and have brought along a mobile device that has an app with
all the maps of local trails on it to ensure that you don’t get lost. You look at the map and

notice that the blue dot indicating where you are hasn’t moved since you left home. What do
you need to enable in your mobile device for the app to work properly?

A. Airplane mode
B. GPS
C. Wi-Fi
D

Location services
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What protocol/type of protocol guarantees delivery of a packet of information across
a network or networks and will resend the packet if its arrival is not acknowledged?
(Choose two.)

A. TCP

B. UDP

C. Connectionless

D. Connection-oriented

Which two port numbers need to be opened to enable communications for FTP (File Transfer
Protocol)?

A. 20/21
B. 21722
C. 22/23
D. 23/25

Which Internet appliance stands between a PC and the Internet and can include stateful
packet inspection (packet filtering), and act as a gateway, translating traffic between
networks or protocols? (Choose two.)

A. Spam gateway
B. Unified threat management (UTM)
C. Load balancers

D. Proxy servers

In IPv6, which of the following identifies the multicast range?
A. 1

B. 2001;dba:45c:1::5/64

C. FES80::abc:1:2/64

D. FFO00::/8

Several Bluetooth devices are connected in an ad hoc (without a hub, switch, or WAP)
network. Which acronym best describes this type of network?

A. LAN
B. WAN
C. PAN
D. MAN

Users on your network complain of poor wireless network access in a certain part of your
building. They say that the connection is slow and disconnects frequently. You are using
802.11ac wireless routers and access points. What tool should you use to troubleshoot the
situation?

A. Wi-Fi analyzer

B. Loopback plug

C. Tone generator and probe
D

Multimeter
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12. What type of audio/video connector is shown in the graphic?

A. DisplayPort
B. DVI

C. HDMI

D. VGA

13. The computer users in your accounting department have called saying that their laser
printer keeps jamming and have asked that you resolve the issue. Which of the following are
common reasons for this that you can check? (Choose two.)

A. [Incorrect paper thickness or tray too full
B. Ink cartridges need cleaning
C. Debris in the paper path
D. Printhead needs cleaning
14. About four computer users in the HR area of the building are complaining that their Wi-Fi

connection is very slow. You use your Wi-Fi analyzer and find out that they are on the same
channel as your neighbors in the office next door. What can you do?

A. Set the radio signal to maximum.

B. Change the channel that the WAP uses.

C. Add another wireless access point.

D. Check the cable from the WAP to the router.
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Which type of connector, shown in the graphic, is used for network connections?

A. RJ11
B. RJ45
C. Ftype
D. ST

You’re reading the documentation for a desktop motherboard and it says it uses 240 pin
DIMMs. What type of DIMM does it use?

A. DDR3
B. DDR4
C. DDRS
D. SODIMM

You are investigating computer specifications for a new desktop workstation. If the specifica-
tions include 256 KB of L2 cache, approximately how much L1 cache would it be reasonable
to expect the computer to have?

A. 64 KB
B. 256 KB
C. 512KB
D. 12 MB
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A user reports that their smartphone will not make any sounds. They have turned the phone
off and back on, and the problem is still there. You check the settings, and the phone is not
on silent mode and the volume is set to maximum. What can you do to fix this problem?

A. Reset the phone to factory specifications.

B. Replace the speakers.

C. Replace the sound card.

D. Replace the phone.

A laser printer you are working on is producing images that have vertical black streaks
running the length of the page. Which of the following could be causing this? (Choose two.)
A. There is a scratch in the EP drum.

B. The fusing assembly is not heating up properly.

C. The paper exit rollers are worn.

D. The charging corona wire is dirty.

The motherboard documentation you are reading says that the RAM modules for this moth-
erboard must be purchased in identical sets of 4. What type of motherboard is this?

A. Dual channel

B. Triple channel

C. Quad channel

D. Single channel

You have installed an 802.11ac Wi-Fi network. The network has three overlapping wireless

access points. What channel width should the access points be set to in order to avoid
communications problems while providing the best bandwidth?

A. 20 MHz.
B. 40 MHz.
C. 80 MHz.

D. It doesn’t matter in 802.11ac.

A user complains that their desktop computer randomly reboots. No error messages are dis-
played before it happens, and there is not a specific program that triggers the reboot. Which
of the following components is most likely to be causing this problem?

A. RAM
Storage drive

B.
C. BIOS/UEFI
D. Network adapter
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A user calls the help desk to report that their display is black. It was working yesterday,
but when the desktop computer was booted this morning, nothing showed on the display.
They did hear a beep like normal when the computer booted up. What is the first thing you
should do?

A. Reseat the plug on the video card.

B. Replace the video card.

C. Ask the user to press the display’s power button.

D. Refresh the operating system.

In your company’s lobby, there is a desktop computer with an LCD that plays a contin-
uous loop of a welcome video. The display is enclosed in a cabinet. Recently, the display

will shut itself down near the end of the day for no apparent reason. What is likely causing
this problem?

A. Backlight failure

B. Incorrect video resolution

C. Display card failure

D. Display overheating

One of your network users develops software for multiple operating systems. They have
asked for a specialized computer that will allow them to run multiple operating systems at

the same time in virtualized environments. Which two components should you optimize in
their computer? (Choose two.)

A. CPU
B. RAM
C. HDD
D. GPU

The design of the micro-ATX motherboard makes which of the following statements true?
A. It will fit in standard ATX cases.

B. It will fit in standard ATX cases when used with a mounting adapter kit.

C. It will fit in standard ATX cases but can’t support full-length expansion cards.

D. It will not fit in standard ATX cases.

You are examining an existing coaxial cable installation and notice that the previous techni-
cian installed a splitter. Which of the following statements is true?

A. The splitter will cause the network connection to fail.

B. The splitter will increase the distance the network signal will travel.

C. The splitter will degrade the quality of the network signal.
D

The splitter will have no effect on the network signal.
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A desktop computer will not retain the system time or date. The user always needs to reset
them after the system is powered off. What should you do to fix the problem?

A. Flash the BIOS/UEFL

B. Replace the BIOS/UEFI chips.

C. Replace the CMOS battery.

D. Use the jumper on the motherboard to reset the BIOS/UEFI to factory settings.

A new technician trainee just turned a computer on and it beeped once. They had heard

about motherboard beep codes and ask you what that single beep means. What will you
tell them?

A. Bad RAM

B. CPU issue

C. Video isn’t working

D. POST completed successfully

A user has turned in a tablet computer that has a swollen battery. What should you do to
resolve the problem?

A. Turn the tablet off, let it cool down, and then return it to the user.

B. Order a new tablet for the user, drain the excess electrolyte from the battery, and then
dispose of the defective one in the trash.

C. Order a new tablet for the user and take the defective one to a recycling center.
D. Order a new tablet for the user and throw the defective one in the trash.
You are troubleshooting a laptop computer that will not boot properly. When you power it

on, there is nothing on the display, and you hear beeps in a pattern of 1-3-3. What two things
could you use to troubleshoot the problem? (Choose two.)

A. Manufacturer’s website

B. PClIe POST card

C. USBPOST card

D. BOOT tester

Your motherboard supports up-plugging for PCle adapter cards. Which of the following
statements is true?

A. You can’t put an x8 card into an x16 slot.

B. You can put an x8 card into an x16 slot, but it will run at x1 speed.

C. You can put an x8 card into an x16 slot, but it will run at x8 speed.

D. You can put an x8 card into an x16 slot, and it will run at x16 speed.

What is the first step of the laser printer imaging process?

A. Cleaning
B. Charging
C. Fusing

D. Processing
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Your coworker needs to transfer files from a mobile device using a memory card reader and
an SD memory card. They quickly discover that the maximum capacity on their SD card is 1
TB. Which technology does the coworker have?

A. SD

B. SDXC
C. SDHC
D. SDLC

A user reports that when they press the L key on their laptop keyboard, the L character
repeats across the screen and doesn’t stop until the L key is pressed several more times. When
you look at the laptop, it does not appear that the key is physically sticking. What should
you do next?

A. Replace the keyboard.

B. Replace the L key.

C. Clean under the key with compressed air.

D. Reboot the laptop.

You’re working on a stormy night and the power in your house goes out, but your cellular
service (smartphone) is working. You have a report on your laptop that absolutely must

be submitted tonight, and luckily your laptop is fully charged. What can you to do submit
your report?

A. Connect your laptop to your car’s antenna to send via Wi-Fi.

B. Use your smartphone’s hotspot feature.

C. Go out in the storm and drive to the nearest place with power that has public Wi-Fi.
D. Call and let them know that the report won’t be submitted because your power is out.
You have determined that you need to replace the Wi-Fi antenna in your laptop. Where will
you most likely find it?

A. In the housing with the display

B. Under the keyboard

C. Under a removable panel on the back/bottom of the laptop

D. Plugged into a USB port

Which of the following is a cloud application that can be used to synchronize data on all of
your devices, including smartphones, laptops, desktop computers, and other devices?

A. Calendar

B. Contacts

C. Microsoft 365

D. Mail
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You pay a premium for faster Internet service at home but have noticed that the download
times have slowed considerably, and you see the spinning wheel more than normal. What is
likely the problem?

A. You have reached a data cap.

B. You didn’t pay your last bill, so they’re slowing the service down.

C. You’re synchronizing too much data all at once.

D. The Internet is down.

You have a small office with frequent visitors and want to provide a separate VLAN to seg-

regate the visitor traffic from your network traffic for security reasons. What is the minimum
connectivity device needed to accomplish this?

A. Hub

B. Bridge

C. Managed switch

D. Unmanaged switch

On an IPv6 network, you want to send a single message to a group of computers at the same
time. What type of address class do you need to use?

A. Multicast

B. Anycast

C. Unicast

D. Broadcast

Which of the following IP addresses is not routable on the Internet?

A. 192.169.1.1
B. 192.168.1.1
C. 168.192.1.1
D. 169.192.1.1

When setting up your network, you configured your clients to obtain IP addressing
information automatically from a DHCP server. You set the group of numbers that it can
assign from 192.168.100.11 to 192.168.100.211. What is this group of assignable num-
bers called?

A. APIPA
B. Leases
C. Scope

D. Reservations

You’re considering setting up a WISP. What is an advantage of using an unlicensed frequency
versus using a licensed frequency?

A. The frequencies are not congested.

B. The radiated power is unlimited by regulations.

C. The